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Top Attackers 

183.61.109.189, China

80.179.163.218, Israel

109.65.189.238, Israel

223.4.174.30, China

74.117.209.136, United States

159.8.93.183, Netherlands

5.28.165.125, Israel

93.173.162.163, Israel

219.153.65.239, China

58.218.177.171, China
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

159.8.93.183 Netherlands 147.237.0.121 ET SCAN Potential SSH Scan 1

183.61.109.189 China 147.237.0.121 ET SCAN NMAP -sS window 2048 1

185.106.94.57 147.237.0.121 ET SCAN Potential SSH Scan 1

219.153.65.239 China 147.237.0.121 ET SCAN Potential SSH Scan 1

43.229.53.89 Japan 147.237.0.121 ET SCAN Potential SSH Scan 1

74.117.209.136 United States 147.237.0.121 ET SCAN NMAP -sS window 1024 1

122.114.17.100 China 147.237.0.121 ET SCAN Potential SSH Scan 1

183.61.109.189 China 147.237.0.121 ET SCAN NMAP -f -sS 1

183.61.109.189 China 147.237.0.121 ET SCAN NMAP -sS window 4096 1

185.106.94.66 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

223.4.174.30 China 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

31.6.71.154 Poland 147.237.0.121 ET SCAN NMAP -sS window 1024 1

58.218.177.171 China 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

121.12.127.94 China 147.237.0.121 ET SCAN Potential VNC Scan 5800-5820 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.154 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1891

109.66.54.3 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1746

66.249.93.146 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1425

66.249.93.150 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1159

209.73.183.18 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 558

2.54.6.222 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

66.249.93.154 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 162

66.249.93.146 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 160

66.249.93.150 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 145

149.78.253.215 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 92

149.78.182.238 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

149.88.100.134 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 68

149.78.208.49 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 66

149.88.171.122 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 64

149.88.185.151 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 62

66.249.81.130 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 60

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 58

87.248.125.58 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 57

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 55

209.95.50.116 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 52

149.88.86.121 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

87.248.125.57 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

66.249.93.224 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 40

149.78.35.55 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 38

217.69.133.191
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

87.248.125.59 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

177.32.211.92 Brazil 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

217.69.133.250
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

202.79.29.82 Cambodia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

217.69.133.249
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 28

66.249.81.251 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 27

149.78.27.42 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

66.249.81.254 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 24

66.249.81.130 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 22

149.78.58.139 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 21

66.249.93.224 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 21

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 19

66.249.93.220 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

217.69.133.251
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

149.78.133.16 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

66.102.9.33 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

66.249.93.241 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

209.133.77.166 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

66.249.81.251 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

217.69.133.248
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

209.126.117.15 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

31.13.102.120 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

5.28.165.125 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 10
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

80.179.163.218 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ufi/reaction/ Block 2

5.29.199.12 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

93.173.162.163 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

79.182.220.6 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

109.65.189.238 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/login

Block 1

79.183.211.26 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

109.66.207.9 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 1

5.28.165.125 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 1

 11-21-2015 to 11-22-2015 

 11-21-2015 to 11-22-2015 


