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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
159. 8. 93. 183 Net her | ands 147.237.0. 121 ET SCAN Potential SSH Scan 1
183. 61. 109. 189 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
185. 106. 94. 57 147.237.0.121 ET SCAN Potential SSH Scan 1
219. 153. 65. 239 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
43.229. 53. 89 Japan 147.237.0. 121 ET SCAN Potential SSH Scan 1
74.117.209. 136 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
122.114.17. 100 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
183. 61. 109. 189 Chi na 147.237.0.121 ET SCAN NVAP -f -sS 1
183. 61. 109. 189 Chi na 147.237.0.121 ET SCAN NVAP -sS w ndow 4096 1
185. 106. 94. 66 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
223.4.174. 30 Chi na 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
31.6.71.154 Pol and 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
58.218. 177. 171 Chi na 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
121.12.127. 94 Chi na 147.237.0.121 ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

Sgnature

Target Address |S t% Nane

‘ Attacker Geo

66. 249. 93. 154 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1891
109. 66.54. 3 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 1746
Ret r ansni ssi on dr opped.

66.249. 93. 146 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1425
66.249. 93. 150 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1159
209. 73.183.18 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 558
2 54.6.222 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 295
Ret r ansni ssi on dr opped.

66. 249. 93. 154 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 162
66. 249. 93. 146 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 160
66. 249. 93. 150 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 145
149. 78. 253. 215 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 92
149. 78. 182. 238 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 80
149. 88. 100. 134 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 68
149. 78. 208. 49 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 66
149.88. 171. 122 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 64
149. 88. 185. 151 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 62
66.249.81.130 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 60
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 58
87.248.125.58 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 57
217.69.133. 252 | o0 &0 147.237.0.121|  |Geo-location enfor cenent Geo- | ocati on i nbound enf or cenent drop 55
209. 95.50. 116 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 52
149. 88.86. 121 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
87.248.125.57 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 41
66. 249. 93. 224 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 40
149. 78. 35. 55 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 38
217.69.133.191 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 36
87.248.125.59 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 35
177.32.211.92 |Bazil 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 33
217.69. 133. 250 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 33
202.79. 29. 82 Canbodi a 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
217.69. 133. 249 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 28
66.249. 81. 251 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
149. 78. 27. 42 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
66.249. 81. 254 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 24
66. 249. 81. 130 |Israel 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 22
149. 78. 58. 139 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 21
66. 249. 93. 224 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 21
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 19
66. 249. 93. 220 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
217.69.133. 251 :Z:::tnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 17
149.78.133.16 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 17
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
66. 102. 9. 33 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
66.249. 93. 241 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
209. 133. 77. 166 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 12
66. 249. 81. 251 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
217.69. 133. 248 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 11

Russi an . . .
217.69. 133. 253 Federat i on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 11
209. 126. 117. 15 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 10
31.13.102.120 |lreland 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
5.28. 165. 125 | srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 10
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A tacker Devi ce
Ceo Action
80. 179. 163. 218 |l srael 147.237.0.121 Uhaut hori zed URL Access to wan nitl ui mishi.aka.idf.il/ufi/reaction/ Bl ock 2
Unknown Paraneter ctl00_Cont ent P aceHbl der 1_f uAddl DCar dDocsé&Fi | esToSend i n

‘Oount

Target Address St%Sgnature

5.29.199. 12 | srael 147.237.0. 121 L T S ) B ock 1
wwv il ui mi shi.aka.idf.il/login

03.173. 162. 163 |1 srael 147 237. 0. 121 Lhknq\/\n_ Par arTet er pt | QO_Can ent Pl aceHbl der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
wawv m | ui mishi.aka.idf.il/login

79.182. 220. 6 | srael 147. 237 0. 121 Parmt er Typg M ol a_tl on ctl 00$Cont_entP| acehbl der 1$t xt Per ut Bakasha i n B ock 1
wan nitl ui mi shi . aka. i df . il/changeuni t

109. 65. 189. 238 |1 srael 147 237. 0. 121 Paranet er Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Capt cha i n B ock 1

wawwv m | ui mishi.aka.idf.il/login
79.183.211.26 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to waw il ui mishi.aka.idf.il/https:/wwnmluimishi.aka idf.il/ B ock 1
Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 1$t xt NewPass1 i n

AN . . B ock 1
waw m | ui mi shi . aka. i df.il/changepasswor d/ newpasswor d
Parangter Type Mol ati on ctl 00$Cont ent Pl acetbl der 1$t xt NewPass1 i n
wawe m | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d
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109. 66. 207. 9 | srael 147.237.0. 121

5.28. 165. 125 | srael 147.237.0. 121 Bl ock 1




