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Top Attackers 

147.236.238.33, Israel

37.142.68.72, Israel

79.183.210.87, Israel

79.182.134.248, Israel

93.173.232.53, Israel

79.176.11.174, Israel

185.106.94.46, null

85.65.47.44, Israel

77.127.67.11, Israel

162.222.185.165, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

147.236.238.33 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 47
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

94.102.48.195 Netherlands 147.237.0.121 ET SCAN NMAP -sS window 1024 1

185.106.94.46 147.237.0.121 ET SCAN NMAP -sS window 1024 1

218.28.152.162 China 147.237.0.121 ET SCAN Potential SSH Scan 1

162.222.185.165 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

188.214.128.12 Romania 147.237.0.121 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.154 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2132

66.249.93.150 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1806

66.249.93.146 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1355

149.78.28.39 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1080

108.171.128.175 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1064

64.79.85.205 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 512

79.176.105.26 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

66.249.93.150 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 199

147.236.238.33 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 162

66.249.93.146 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 162

149.78.38.146 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 160

66.249.93.154 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 156

173.162.34.45 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 143

149.78.8.190 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 96

149.88.185.151 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 86

27.55.83.169 Thailand 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 74

217.69.133.248 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 61

149.78.252.242 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 59

149.78.253.215 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 59

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 49

149.88.59.58 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 48

217.69.133.251 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 47

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 46

149.78.124.206 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

149.78.246.250 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 44

41.220.131.42
Tanzania, United
Republic of

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 42

149.78.27.42 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

149.88.37.132 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

66.249.88.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

66.249.88.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

217.69.133.191 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

217.69.133.250 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

66.102.9.22 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

149.78.79.106 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

217.69.133.252 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

217.69.133.253 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 27

66.249.81.235 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

149.88.128.105 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

201.31.215.129 Brazil 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

201.85.85.123 Brazil 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

66.249.93.241 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

66.249.83.105 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 22

77.126.240.8 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 21

66.102.9.50 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 19

66.249.83.107 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

81.218.101.250 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 18

66.102.9.39 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

66.249.81.251 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

177.32.211.92 Brazil 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

37.142.68.72 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ufi/reaction/ Block 3

93.173.232.53 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 2

84.111.0.105 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

79.182.134.248 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

85.65.47.44 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

77.127.67.11 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.183.210.87 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
91CBD9160C7684FBE2B489DBEAEA1AD2557CB49D8A4177CF2FF3FE0C7C2FE3BECE6CD3B1318F0
4484F9FA30118EC9D94BFA7ACFE19C23DCD6A1F2119D4E977A4905C991B6C9A18DD5FBA5C10
F09B88FC19A82E9214CD9753E3EF0B3A0771E8AA9A6A234B23E78B3EC6F3E92E2143E2DF98A39E
DF8ACA21C3C68E2310D93D552C, Observed
163106239483FDB9089D8CD94F95AA02022965BBC86ADE9DCA4480586C76D45249126D69740
A7124696533A8CC8E25921B98B937EB2E632E32394A3EC8B0729B3952E295E1F46508855AE360E
BF608B30774A5BF59753C1D454E64044E72CA65DD19F0

None 1

79.176.11.174 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

79.183.210.87 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.182.134.248 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1
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