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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
147.236. 238. 33 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 47
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11-20-2015 to 11-21-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count
94.102. 48. 195 Net her | ands 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
185. 106. 94. 46 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
218. 28. 152. 162 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
162. 222. 185. 165 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
188. 214.128. 12 Ronani a 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1




11-20-2015 to 11-21-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
66.249.93.154 |lLhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2132
66.249.93.150 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1806
66.249.93.146 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1355
149. 78. 28. 39 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1080
108. 171. 128. 175|Unhi ted Ki ngdom 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1064
64. 79. 85. 205 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 512
79. 176. 105. 26 | srael 147. 237. 0. 121 Sreani ng Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 288
Ret r ansni ssi on dr opped.
66. 249. 93. 150 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 199
147. 236. 238.33 |1 srael 147. 237.0. 121 Sreani ng El_wgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 162
Ret r ansni ssi on dr opped.
66. 249. 93. 146 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 162
149. 78.38. 146 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 160
66. 249. 93. 154 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 156
173.162.34.45 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 143
149. 78. 8. 190 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 96
149. 88. 185. 151 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 86
27.55. 83. 169 Thai | and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 74
217.69. 133. 248 |Russi an Federation 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 61
149. 78. 252. 242 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59
149. 78. 253. 215 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 49
149. 88. 59. 58 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
217.69. 133. 251 |Russi an Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 47
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 46
149. 78. 124. 206 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
149. 78. 246. 250 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
41.220. 131. 42 ;a‘r)ljanll Ca’ofl’hl ted 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 42
149. 78. 27. 42 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 36
149. 88. 37. 132 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
66. 249. 88. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
66. 249. 88. 97 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
217.69.133. 191 |Russi an Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 33
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 33
217.69. 133. 250 |Russi an Federation 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 33
66. 102. 9. 22 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
149. 78. 79. 106 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 31
217.69. 133. 252 |Russi an Federation 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 31
217.69. 133. 253 |Russi an Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
66.249.81.235 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 26
149. 88. 128. 105 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 26
201. 31.215.129 |Bazil 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
201.85.85.123 |Razil 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
66.249.93.241 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 25
66.249.83.105 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
77.126.240. 8 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 21
66. 102. 9. 50 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 19
66.249.83.107 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
81.218.101. 250 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 18
66. 102. 9. 39 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 17
66.249.81.251 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 17
177.32.211.92 |Bazil 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 17




11-20-2015 to 11-21-2015

|Top Attackers In V\AF|

At acker Devi ce
Ceo Action
37.142.68. 72 | srael 147.237.0. 121 Lhaut hori zed URL Access to www nil ui mishi.aka.idf.il/ufi/reaction/ Bl ock 3
Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 1$t xt NewPass1 i n

‘Oount

Target Address St%Sgnature

93.173.232.53 |lsrael 147.237.0. 121 AN . . B ock 2
wawe m | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d

84.111.0.105 |lsrael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al acetol der 1$t xt Capt cha i n ww mi |l ui mi shi. aka.idf.il/snsverify |B ock 1

79.182. 134. 248 |l srael 147.237.0.121 Uhknown Paraneter prmin www nil ui mishi.aka.idf.il/login B ock 1

85. 65. 47. 44 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

77.127.67.11 | srael 147.237.0.121 SSL Wntraceabl e Gonnecti on - (pen Mde None 1

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed

91CBD9160C7684FBE2B489DBEAEALIAD2557CB49D8A4177CF2FF3FE0C7 C2FE3BECE6CD3B1318F0
4484F9FA30118ECI9D94BFA7ACFE19C23DCD6A1F2119D4E977A4905C991B6C9A18DD5FBASC10
FO9B88FC19A82E9214CD9753E3EFOB3A0771E8AAIA6A234B23E78B3EC6F3E92E2143E2DF98A39E
79.183. 210. 87 |lsrael 147.237.0.121 DFSACA21C3C68E2310D93D552C, Chbser ved None 1
163106239483FDB9089D8CD94F95AA02022965BBC86ADEIDCA4480586C76D45249126D69740
A7124696533A8CC8E25921B98B937EB2E632E32394A3EC8B0729B3952E295E1F46508855AE360E

BF608B30774A5BF59753C1D454E64044E72CA65DD19F0

79.176.11.174 |lsrael 147.237.0.121 Lhaut hori zed URL Access to waw nill ui mishi.aka.idf.il/https: /v mluimishi.aka.idf.il/ B ock 1
79.183. 210. 87 |l srael 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 1
79.182. 134. 248 |l srael 147.237.0.121 Lhknown Paraneter ch in ww mluimishi.aka.idf.il/login B ock 1
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