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11-18-2015 to 11-19-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address
212.199. 112. 144

|Attacker Geo | Target Address |Ste |9 gnature

| Devi ce Action | P 1 ocati on. Locat i on |count |
| srael 147.237.0. 121 Anonal y- TLS-renegoti ation-d i dest - r eset BBL- | srael 96
77.126. 253. 68 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-di dest - r eset BBL- | srael 12
31.168. 133. 226 | srael 147.237.0.121 ock Wp Al _Nets drop BBL- | srael 2




11-18-2015 to 11-19-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S 1] |S gnat ure |Davi ce Action
85. 64. 119. 24 | srael 147.237.0.121 13840: TLS (penSSL Heartbeat Packet B ock 1




11-18-2015 to 11-19-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
192.198. 151. 45 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 2
68. 168. 137. 2 Canada 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
74.117.209. 136 Lhited Sates 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
131.109. 15. 2 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS w ndow 4096 1
190. 106. 0. 34 N car agua 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
74.117.209. 135 Lhited Sates 147.237.0. 121 ET SCAN Potential VWNC Scan 5900- 5920 1
131. 109. 15. 2 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS w ndow 3072 1
190. 106. 0. 34 N car agua 147.237.0. 121 ET SCAN NVAP -f -sS 1
190. 106. 0. 34 N car agua 147.237.0.121 ET SCAN NVAP -sS w ndow 3072 1




11-18-2015 to 11-19-2015

|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |9 t% Nanme Sgnature
66. 249. 93. 154 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 2581
66. 249. 93. 150 Lsh'mt:g 147.237.0. 121 Geo-l ocati on enf or cenent Geo-1 ocati on inbound enf or cenent drop 2264
66. 249. 93. 146 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 1961
207.232.41. 2 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 347
81. 218, 174. 57 I sragl 147.237.0. 121 Sreani ng E_wg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 288
Ret r ansni ssi on dr opped.
143. 112. 144. 129 g‘;tt:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 284
66. 249. 93. 150 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 249
66.249. 93. 154 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 231
66. 249. 93. 146 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 210
192. 146. 6. 2 g‘;tt:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 200
176.13.14. 187 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 193
212.199. 112. 144|l srael 147.237.0.121 Bad TCP seguence Inval id ACK nunber noni t or 185
207.232.41. 2 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 175
192. 115. 177. 203l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 169
2 54.169. 33 — 147. 2370, 121 Sream ng El_ﬁgl ne TP Invalid Invalid segnent retransmssion. Packet drop 144
Ret ransnii ssi on dr opped.
109. 67. 16. 112 | st ael 147 237.0. 121 S rean ng Erjgl ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansnii ssi on dr opped.
2 549 113 — 147. 2370, 121 Sream ng El_ﬁgl ne TP Invalid Invalid segnent retransmssion. Packet drop 144
Ret ransnii ssi on dr opped.
80. 246. 136. 64 | st ael 147 237.0. 121 S rean ng Erjgl ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansnii ssi on dr opped.
2 54 157. 6 — 147. 2370, 121 Sream ng El_ﬁgl ne TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret ransnii ssi on dr opped.
2 52 170,21 | st ael 147 237.0. 121 S rean ng Erjgl ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansnii ssi on dr opped.
2 54.49.128 — 147. 2370, 121 Sream ng El_ﬁgl ne TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret ransnii ssi on dr opped.
54. 243. 190. 43 g‘;:ﬁd 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 136
72.37.140. 41 Italy 147.237.0. 121 @eo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 125
46.116.124.93  |Israel 147.237.0. 121 Bad TCP seguence I nval id ACK nunber noni t or 125
149.78.148.43 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 125
176. 13. 11. 153 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 123
46.19.86. 1 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 119
46.19. 85. 155 | srael 147.237.0.121 drop SAMrul e drop 109
149. 88. 10. 13 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
46.19.86. 1 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 108
46. 19. 86. 1 I sragl 147.237.0. 121 Sreani ng E_wg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 108
Ret r ansni ssi on dr opped.
46.19.86. 1 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 106
2.52.177. 251 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 100
46. 120. 32. 218 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 100
46.120.32.218 |Israel 147.237.0. 121 Bad TCP sequence I nval i d sequence nuniber noni t or 100
149. 88. 30. 56 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 98
66. 102. 9. 97 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 95
84.95.131. 192 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 94
46. 19. 85. 6 I sragl 147.237.0. 121 Sreani ng E_wg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 90
Ret r ansni ssi on dr opped.
46.19. 85. 109 | srael 147.237. 0. 121 Srean ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 90
Ret r ansni ssi on dr opped.
2 54.63. 222 I sragl 147.237.0. 121 Sreani ng E_wg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 90
Ret r ansni ssi on dr opped.
46.19. 85. 42 | srael 147.237. 0. 121 Srean ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 90
Ret r ansni ssi on dr opped.
89. 139. 164. 207 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 89
185.32.179. 117 |l srael 147.237.0.121 Bad TCP seguence Inval id ACK nunber alert 87
176. 13. 9. 207 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 87
5. 102. 254. 197 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 86
176.13.7. 146 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 86
2.52.177. 251 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber aert 84
212.150. 245. 250]| srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 81
176.12. 148. 152 |l srael 147.237.0.121 Bad TCP seguence Inval id ACK nunber noni t or 79




11-18-2015 to 11-19-2015

|Top Attackers In V\AF|

At acker ) Devi ce

Attacker Address Geo ‘Target Address |9 t%s gnature Acti on ‘Count

212.179. 62. 20 | srael 147. 237. 0. 121 %Jmt er Type_ Mol aFl on ctl 00$®nt entEIacerI der 18t xt F | esNanes i n 8 ock 5
viwv i | ui mi shi . aka. i df.il/nedi cal conmtteerequest

192. 115. 177. 203|I srael 147.237.0.121| [P ameter Type Mol ation ctl 00SCont ent A acetbl der 1%txtTitl e in Bock |4
viwv il ui mi shi . aka.idf.il/general petition

109. 67. 147. 50 | srael 147.237.0. 121 Lhaut hori zed URL Access to wwww mil ui mishi.aka. idf.il/ufi/reaction/ Bl ock 4

109. 64. 11. 84 lsrael 147 237.0. 121 Parangt er Type _\/1 ol at_l on _ctI 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 3
wawe i | ui mi shi . aka. i df . il /changepasswor d/ newpasswor d

2.54.156. 53 | srael 147.237.0.121 Uhknown Paraneter prmin www il ui mishi.aka.idf.il/login B ock 2

85. 250. 37. 94 | srael 147.237.0.121 PHP At t enpt B ock 2

85. 250. 37. 94 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw nil ui mishi.aka.idf.il/aj ax/pages/fan status. php Bl ock 2

77.127.94. 48 | srael 147.237.0.121 PHP At t enpt B ock 1

46. 19. 85. 220 | srael 147.237.0. 121 Paraneter Type Mol ation ReturnU| in vww il ui mishi.aka idf.il/login Bl ock 1

109. 65. 114. 77 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka. idf.il/https:/vwwy mluimishi.aka. idf.il/ Bl ock 1

77.127.94. 48 | srael 147.237.0.121 Uhaut hori zed URL Access to wwu il ui mishi.aka.idf.il/aj ax/pages/fan status. php Bl ock 1

37,142 68. 53 | srael 147. 237. 0. 121 U1knq\/\n. Pa'r arTet er pt | QO_Can ent Pl acetol der 1_f uAddl DCar dDocsé&Fi | esToSend i n 8 ock 1
v | ui mi shi.aka.idf.il/login

212.76.102. 16 |israel 147 237.0. 121 Faramat er T)_/pe_\/i ol at_l on _ct | 00$Cont ent A acetbl der 1%t xt Capt cha i n 8 ock 1
wane mi | ui mi shi . aka. i df . i |/ newpasswor d/ f or got passwor d

46.19. 86. 164 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

109. 65. 205. 253 |i srael 147. 237. 0. 121 UnanV\n‘ Pa_r arTet er gtl O_O_ConF ent Pl acetol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n 8 ock 1
vy il ui mishi . aka.idf.il/login

80. 178. 147. 60 | srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1

37.142. 68. 53 I sragl 147. 237.0. 121 Unknc_)\/\n. Pa_r angt er gtl O'O_Cbnt' ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login
Cooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
11732F2A6552022320571BEC87C338CDA49A1F7C64E9FC7A33D3FE22E2B6D59074683F223EEB
6B4E77867DE381B600DBF72C5603C68B7A7CB545BF6D80FF177B33DED58DBC553C04ACD62E2

87.69.243.168 I srael 147.237.0.121 D0A427332F28128A39776D1EF2E0C8BOA9EDA30707C509EBC51F92C0AD8A5637730E8FD3C71 None 1
65EA91AABD48CFB037F41CELF9773E6F949DC84D749B957AD8DB563F57F992D2E96FE25E561D
612DEOA5ABDE2167D3

77.126.215.108 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SS. Sessi on None 1

84.108. 77. 143 | srael 147.237.0. 121 Uhknown Paraneter taf in wwnluimishi.aka.idf.il/login Bl ock 1

37 142. 68. 53 — 147 237.0. 121 LhanV\n_ Pa_r arTet er _ctI O_O_O)nF ent P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n 8 ock 1
vy il ui mishi . aka.idf.il/login
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