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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo

| Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
2.54.59. 251 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 7
79.182. 32. 76 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 5
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|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |9te [Sgnature | count
213.169. 149. 80 Cyprus 147.237.0.121 ET SCAN Potential SSH Scan 1
192. 198. 151. 44 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
95. 105. 15. 110 Russi an Federation 147.237.0. 121 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

St%Name

Sgnature

66.249.93.150 |Whited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3027
66.249.93.154 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2798
66.249.93.146 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 2456
149. 78. 64. 16 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1629
149. 88. 30. 56 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 402
66.249. 93. 154 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 262
66. 249. 93. 146 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 249
66. 249. 93. 150 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 246
46.19. 85. 216 — 147.237.0. 121 SIream\ng El_ﬂgl ne TP Invaid Inval i d segnent retransmssion. Packet drop 295
Ret r ansni ssi on dr opped.
149. 78. 14. 254 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 225
149. 78. 72. 163 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 148
66. 249. 83. 107 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 124
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 122
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 112
149.78. 34. 111 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 78
66.249.93. 251 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 71
17.78.71. 209 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 71
66.249.93.162 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 70
149. 78. 224. 4 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 70
66.249.81.251 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
192.198. 151. 43 |Eur ope 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 68
37.26.148. 199 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 64
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 61
66.249.93.254 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
212.199. 176. 182|l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 61
217.69. 133. 252 gcsj:;:ﬂ on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-| ocation i nbound enf or cenent drop 55
176. 12. 141. 158 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 51
66.102. 7. 179 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 50
66.249. 93. 158 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 50
37.26.148. 199 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 49
138.134.192. 10 |l srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 49
217.69. 133. 249 :Z:::Inl on 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
Russi an . . .
217.69.133. 191 Federat i on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 47
66.249. 93.247 |Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 46
149. 88. 86. 121 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
212.5.206.222 |Sovakia 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
188. 93. 56. 123 RJF Sﬁ::ﬂ on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 40
66.249.83.109 |Whited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 37
79.176. 172. 104 |1 srael 147. 237. 0. 121 Sreannng Egl ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
132.64.73. 12 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 36
46.19.85.9 I srael 147.237.0.121|  |Bad TCP sequence SAaCretransmt W th different wndow ..y o 36
2.54.62.23 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 36
82.166.22. 14 | sragl 147.237.0. 121 SIream\ng El_ﬂgl ne TP Invaid Inval i d segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.
66. 102. 9. 50 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
149. 78. 244. 215 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
176. 13. 16. 218 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 30
132. 76.50. 6 | srael 147.237.0. 121 Bad TCP sequence I nval i d sequence nunier noni t or 29
66.249.83.105 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 29
217.60.133.21 |l 147.237.0.121|  |Geo-1ocation enf or cenent Geo-l ocati on i nbound enf or cenent drop 27
176.12. 141. 102 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 27
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Devi ce

A tacker

Attacker Address Target Address |9 t% dgnature ; ‘Count
Ceo Action
26. 121. 220. 117 |1 srael 147. 237. 0. 121 Par angt er 'I_'ypg \iol giti on ctl OO_Cont_ent P acetbl der 1_f uAddSt udyPer mit Docs&H | esToSend i n 8 ock 23
vy mi | ui mi shi . aka. i df . i |/ upl oadr egi st er . axd
46.121. 220. 117 |israel 147. 237.0. 121 Unknqvm. Pa_r arTet er _Ct | QO_Con_t ent Pl aceHol der 1_f uAddBoar dExansPer m t Docs&Fi | esToSend in B ock 7
viwn il ui mishi . aka.idf.il/login
26. 121. 220. 117 |1 srael 147. 237. 0. 121 UnanV\n‘ Pa_r arTet er F:tl O_O_O)nt_ ent Pl acetbl der 1_f uAddTi net abl eDocs&Fi | esToSend i n 8 ock 7
vy il ui mi shi . aka.idf.il/login
46. 121. 154. 90 | srael 147.237.0.121 Miltiple Illegal HITP Version from46. 121. 154. 90 Bl ock 4
46.121. 154. 90 | srael 147.237.0.121 Mul ti pl e Unknown HTTP Request Met hod from 46. 121. 154. 90 B ock 4
79.183. 28. 39 | srael 147.237.0.121 D stributed PHP At enpt B ock 4
46. 121. 154. 90 | srael 147.237.0. 121 Miltiple I11egal Byte Gode Character in Method from46. 121. 154. 90 Bl ock 4
79.183. 28. 39 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw il ui mishi.aka.idf.il/aj ax/pages/fan stat us. php Bl ock 4
46.121.154.90 |Israel 147.237.0. 121 Mil tiple Mal formed URL from46.121. 154. 90 B ock 4
46. 121. 154. 90 | srael 147.237.0.121 Mil tiple Abnornal |y Long Request from 46.121. 154. 90 Bl ock 4
79.179. 216. 159 [Israel 147.237.0.121| | ameter Type Mol ation ctl00$Cont ent A acerbl der 15t xt A | eshanes in Bock |4
wan il ui mi shi . aka. i df.il/nedi cal committ eer equest
81. 218. 105. 2 | srael 147. 237. 0. 121 Par arr‘et er 'I_'ypg \iol _aIi on ctl 00_C0nt_ent F acetbl der 1_f uAddSt udyPer mi t Docs&H | esToSend i n B ock 3
wwv il ui mi shi . aka.idf.il/upl oadregi ster. axd
87.68. 59. 127 | srael 147.237.0. 121 PHP Att enpt Bl ock 3
87.68.59. 127 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw il ui mishi.aka.idf.il/aj ax/pages/fan status. php Bl ock 3
46. 121. 154. 90 | srael 147.237.0. 121 Mitiple Illegal Byte Gde Character in Header Val ue from46. 121. 154. 90 Bl ock 2
213. 57. 60. 47 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw il ui mishi.aka.idf.il/aj ax/pages/fan stat us. php Bl ock 2
46.121.154.90 |Israel 147.237.0. 121 Miltiple Il1l1egal Byte Gode Character in URL from46.121. 154. 90 B ock 2
46. 121. 154. 90 | srael 147.237.0.121 Miltiple Il1legal Byte Gode Character in Header Nane from46. 121. 154. 90 Bl ock 2
Mal formed URL [[#26]] A x€p$f A2nm@,~O>O [ [ [ #18]] x°[ [ #6] ] [ a€Zx7e. j X"
46.121. 154. 90 | srael 147.237.0. 121 A A A3/G[[#28][][,5@ ,]5\]Zh/?\»("7?pA?[[#3O]] LI 11> [1#6]11 | AEA B ock 1
95. 86. 64. 214 | srael 147.237.0. 121 Uhknown Paraneter ch in waw mluimishi.aka.idf.il/login Bl ock 1
46.121.154.90 |Israel 147.237.0. 121 Abnornal | y Long Request net hod B ock 1
213. 57. 60. 47 | srael 147.237.0.121 Dstributed PHP At enpt Bl ock 1
Illegal Byte Gode Character in URL [[#26] ] A x€p$f APnd-0>O [ [ [ #18]] x°[[#6] ] [ &€Zx?e. | j X"
46.121.154.90  |Israel 147.237.0.121| |3 A?M}?{ 42811 AQ AZhA>>(")°pA?[[#3([)][] 114 ~€pSt Ana-O0 [[1#18] 1 [[#6111 I AEA Bock [1
31.154. 174. 124 |israel 147.237.0.121| |Famter Type Molation ctl00SContent A acetdl der 1StxtTitle in Bock |1
v | ui mi shi. aka.idf.il/general petition
46. 121. 154. 90 | srael 147.237.0.121 Too Many Headers per Request - 33 Headers Bl ock 1
46. 121. 154. 90 | srael 147.237.0.121 Mil tiple M forned HTTP Header Line from46.121. 154. 90 B ock 1
95. 86. 64. 214 | srael 147.237.0. 121 Unknown Paraneter prmin waw mlui mishi.aka.idf.il/login Bl ock 1
46. 121. 154. 90 | srael 147.237.0. 121 Mil tiple Abnornmal |y Long Header Line from46.121. 154. 90 Bl ock 1
82. 80.9. 134 | srael 147.237.0. 121 Mil tipl e Lhtraceabl e SSL Sessi ons from82.80.9. 134 (lhknown SSL Sessi on) None 1
46.121.154.90 |[Israel 147.237.0. 121 Illegal Byte Gode Character in Header Nane AsQuA, B ock 1
Mil tiple Uhtraceabl e SS. Sessions from46.121. 154.90 (Protocol viol ation
46.121. 154. 90 | srael 147.237.0. 121 (SSLECO\IN_APPLI CATI ON_DATA_EXCHANGE) ) ( None 1
213.57. 60. 47 | srael 147.237.0. 121 PHP At t enpt Bl ock 1
46.121.154.90 |Israel 147.237.0. 121 Illegal HITP Version AfeWA[[#0]]AS dH B ock 1
46.19. 85. 181 | srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1
Unknown HTTP Request Met hod AtA?r{[[#22]]A- AA?4A¢l A3 AAY
[ eA?[ [ #22 Ay #20] ] A?AL cAS Af, AccAxv. AYA?HAZagA-[ [ #22 #1]].[[#14]]1 AS
46.121.154.90  Israel 147.237.0.121 [[#1[55 1 eA]: ]AT{A¢gA[‘A-Alr12D&‘A3 A-<AF{i n LR [[#26]] A’qxe:p[)s[sf A?r]n]a,[ﬂ[oyo'”[ [[[[#18]]]]><° [[#6]][aez [Fok [t
x?e. | AEA] x“A A AV [ [ #28] ] A AZhA»C pA?[ [ #30] ]
Paraneter Type Mol ation ct| 00$Qont ent A acetbl der 1$t xt F | esNangs in
109.64.62.178 |l srael 147.237. 0221}y i i miysphi _aka.idf.il/nental heal thoffi cer cont acting Bock |1
46.121.154.90 |Israel 147.237.0. 121 Ill1egal Byte Gode Character in Header \al ue B ock 1
82. 80.9. 134 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
62.219. 169. 218 [l srael 147.237.0.121| | ameter Type Mol ation ctl00$Cont ent A acerbl der 15txt A | eshanes in Bock |1
wan il ui mi shi . aka. i df.il/nedi cal committ eer equest
NULL Character in Header Nanme at YAS X A—ACA Al [ [ #17]] AATA [ [#17] ] AvA—HAAA [[#6]]A,
eb[ [#29]] A A2 A+A.. [ [ #1] ] ATA-i SaAs AMAYANACA?[ [ #17]] AEyFN[ [ #18] ] $4AA, mApA- A°
[[#27]] >+Aufe XX&AaA[ [ #3] ] * D{ [ [ #28] | A¥Acugi ; A2A/AEAEN, [ [ #3]] 2R [[#5] ] [[#6] ] R A,
46.121.154.90 |[Israel 147.237.0. 121 AR Acr A2) [[#20] ] 6ACAA AR Al [#30]1) [ [#71]1 A= [ A] [ #26] | JAA?ARAAA R B ock 1
g [#19]] SA?A...M [ #1] ] AYo. A2AZA. h6A A?[ [ #19] 1 wH [ #29] ]
A AtRaA%AATACASAA AR ; Ack gAY=[ [ #6] ] [ [ #24] 1 At A [#6]][ [ #3]] EASA..." AAYACXC. Af
[[#23]] pA?A pAY [ [ #14]] A>AAFRANAFA: A2 A?AZ[ [ #30] ] A A~. AEASAE
46.121.154.90 |Israel 147.237.0. 121 Mal f or ned HTTP Header Line 4 B ock 1
93.172.155.64 |lsrael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent A aceHol der 1$t xt Pass i n wwwv mil ui mi shi.aka.idf.il/login B ock 1
81. 218. 105, 2 I sragl 147. 237.0. 121 Paramat e_r Type Mol gti oq ct1 00$Cont ent A acetbl der 1$t xt Permit H | esNanes in B ock 1
ww mil ui mi shi . aka. i df.il/val t anmequest
46. 121. 154. 90 | srael 147.237.0. 121 Abnornal | y Long Header Line request header nane Bl ock 1
46.121.154.90 |Israel 147.237.0. 121 Mil tiple NLL Character in Header Nane from 46. 121. 154. 90 B ock 1
Paraneter Type Miol ation _ EVENTVALIDATION i n
212.199. 121.196|I srael 147.237.0.121) | k1) a heal thot i cer contact ng Bock |1
Illegal Byte Qode Character in Method AtAer{[[#22]] A- KA?4A¢I A8 RAY
46.121.154.90 |Israel 147.237.0. 121 | eRo[ [ #22] 1 N A [ #20] ] A?Ar cASr A{, AceBwv. AYAPHRZaqA-[ [ #22] 1 [ [#11] . [ [ #14]] AS Bl ock 1
[[#15]] eAl Aa A¢ @A AAm2DA A3 Ae<F
84.228.133.239 |lsrael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 1
5 102. 196. 53 lsrael 147 237.0. 121 Pararrpt er Typg Mol gti on ct1 00$Cont ent Pl acetbl der 1$t xt Mbsad i n B ock 1
v i | ui mi shi . aka. i df . i |/ val t anmequest
46. 121. 154. 90 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
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