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11-16-2015 to 11-17-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature

| Devi ce Action | P 1 ocati on. Locat i on
185. 32. 179. 165 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 32
185. 3. 146. 237 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 31
82. 80. 217. 70 | srael 147.237.0.121 B ock Wp Al _Nets drop BBL- | srael 3
89. 248. 167. 155 Net her | ands 147.237.0.121 Frk_Under _Attack _Con_Tcp drop BBL- Fr ankf urt 2
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11-16-2015 to 11-17-2015

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Std S gnature | count |
192. 198. 151. 36 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 2
45. 32. 24. 122 147.237.0.121 ET SCAN Potential SSH Scan 1
123. 166. 72. 97 Chi na 147.237.0.121 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
43. 229.53. 89 Japan 147.237.0.121 ET SCAN Potential SSH Scan 1
81.169. 187. 254 Ger many 147.237.0. 121 ET SCAN Potential SSH Scan 1
162. 222.185. 165 [Lhited Sates |147.237.0. 121 ET SCAN Potential SSH Scan 1
218.108. 132. 58 Chi na 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1




11-16-2015 to 11-17-2015

|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |S t% Name Sgnature
66. 249. 93. 150 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 3971
66. 249. 93. 146 Lsh'mt:g 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3319
66. 249. 93. 154 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 3179
149. 78. 28. 62 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 452
149. 78. 253. 215 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 386
68. 180. 229. 110 g‘;:ﬁd 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 378
66.249. 93. 146 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 357
66.249. 93. 150 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 325
66. 249. 93. 154 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 304
143.112. 144. 129 g‘;:ﬁd 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 288
46. 19. 85. 55 — 147. 2370, 121 Sream ng El_ﬁgl ne TP Invalid Invalid segnent retransmssion. Packet drop 288
Ret ransnii ssi on dr opped.
149.78.238.95 |lsrael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 207
149. 78. 34. 111 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 207
66. 102. 9. 74 g‘;tt:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 149
62.219. 169. 218 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 144
2 54.9 184 | st ael 147 237.0. 121 S rean ng Erjgl ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansnii ssi on dr opped.
208. 87. 233. 201 g;:: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 127
17.78.71. 209 g‘;:ﬁd 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 126
66. 102. 7. 186 g;:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 118
165.225.72. 71 g‘;:ﬁd 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 116
192.127.94.7 g;:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 113
149.78.221. 136 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 101
68. 180. 228. 168 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 96
2 54.161. 76 I sragl 147.237.0. 121 Sreani ng E|_19| ne: TP Invalid Inval i d segnent retransmssion. Packet drop 90
Ret r ansnii ssi on dr opped.
64. 20. 10. 221 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 85
66. 102. 9. 87 Lsh'mt:g 147.237.0. 121 Geo-l ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 77
46.19. 85. 157 | srael 147. 237. 0. 121 S rean ng Enjgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 72
Ret r ansnii ssi on dr opped.
199. 203. 223. 3 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber aert 72
132. 66. 40. 81 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 72
199. 203. 223. 3 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 72
66. 102. 9. 97 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 71
193.104.77. 4 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 65
37.26.147.134  |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 65
62.219. 169. 218 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 64
89. 138. 14. 251 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 64
149. 88. 23. 98 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 63
212.199. 244. 112|l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 62
37.26.147. 134 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 62
149.78. 218.9 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 62
66.102. 7. 179 g‘;:ﬁd 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 61
149.88.192.21 |lIsrael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 54
176. 12. 148. 162 |l srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 54
190. 192. 16. 26  |Argentina 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 53
62. 90. 214. 50 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 52
66. 249. 81. 251 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 50
192.117. 103. 143|l srael 147.237.0.121 Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 47
37.26.147.134  |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 46
5.22.134. 133 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 41
132. 66. 40. 81 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 41
79.182.206. 116 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 40




11-16-2015 to 11-17-2015

|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address |S t% Sgnature Action ‘Count
109. 65. 22. 74 | srael 147.237. 0. 121 Lhknqwn_Faranpter gthQ_(bnpentH acetbl der 1_f uAddDocs&H | eToActivate in B ock 5
viwy il ui mi shi.aka.idf.il/login
109, 65. 22. 74  sragl 147.237.0. 121 Lhknqmn_Feqaqeter gtIQO_CanentH aceHbl der 1_f uAddDocsé&Fi | esToCheck in B ock 5
viwy il ui mi shi . aka. i df.il/1ogin
Ostributed Paraneter Type Mol ation on v mil ui mishi.aka.idf.il/nedi cal conmtteerequest
2.54.177.168 I srael 147.237.0. 121 par anet er ct | 00$Cont ent Pl acekbl der 1$t xt F | esNanes Bl ock 4
109, 65. 22. 74  sragl 147.237.0. 121 Pararr_et er Type_ M ol aF ion ctl 00$Cbnt entEl acetbl der 1%t xt H | esNangs i n B ock 3
wan mi | ui mi shi . aka. i df.il/nedi cal conmitteerequest
62. 90. 45. 22 | srael 147.237.0.121 Lhknown Paraneter ch in ww mluimishi.aka.idf.il/login B ock 1
2 54.179. 159 | srael 147.237. 0. 121 Pararr_et er 'I_'ype_ Mol :?\tlor_l ct | 00$Cont ent A gcel—bl der 1$t‘xt Per ut Bakasha i n B ock 1
wwv il ui mi shi.aka.idf.il/nental heal t hof fi cercontacting
147. 236. 238. 55 || srael 147.237.0. 121 Lhaut hori zed URL Access to www nitl ui mishi.aka.idf.il/https:/vwwn mluimishi.aka.idf.il/ B ock 1
62. 128. 45. 222 |l srael 147.237.0. 121 SSL Untraceabl e Connection - Qpen Mde None 1
37.26.148. 245 |lsrael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
185. 120. 126. 60 147.237.0.121 SSL Wntraceabl e Connecti on - (pen Mde None 1
80. 179. 194. 201 |l srael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka.idf.il/https: /v mluimishi.aka.idf.il/ B ock 1
46. 121. 113. 242 |1 srael 147.237.0. 121 Paraneter Type M ol ati on ct|00$Cont ent A acetbl der 1$t xt FH | esNangs i n B ock 1

wan mil ui mi shi . aka. i df.il/nedi cal conmitteerequest

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
578CE58599E8750D35E33EF60BA903DDF3F800555B3F1035D1DA871A13ECE6DO96191744AEEB6C
027283355888B98D18970A14A496B1EA2540696E47A7E1BACFB2310A4D37DB5D7 CCA7DB52F9
CC7233FF4A63119FE20B03217987D0172FDF1D437E745DF10273ED4139FE325178AB8A47F432D
212. 235. 98. 139 |l srael 147.237.0. 121 64F94D075449D1F2462ED01DECS, Chser ved None 1
DC810A3B2493FB2C98ED9482013FD566ECO7E9613B7A03A228283A9FA74E05866D5994DF0418
1E5DB179E7DOCB4FCD7262D3CD79974B34CB8242D46A756B7AFDCFD40704486BES5B44208590
B52F7F879D409CD434C8BDFF12BDB50AF62E160F8F2C02F

80. 246. 136. 49 |l srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
Gooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
3415E10B04792092D385E195C08A379CEBBO76 AC1D530CCEO04016816CFED26C32E85C0C67D45
AO085A79033138E5F64E7AAFES6781FES6EF4B83C3ADC57A12C217A0F8F3DDDE7 AB9254 CBESBEQD
132.70.66.10 I srael 147.237.0.1211 15 405DF16EA458D03A9F17D92022D41 F35ECO135AADCCEB 39641 C64006315F4535568BD42E641 | O [*
18E778CECD913AC1DE106DB881080C7DED72CF30D95905B4AFC951145958580BCEAOA3ACOEC
79B45614E13899F7

11-16-2015 to 11-17-2015




