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Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action |CP | ocati on. Locat i on

37. 26. 146. 159 | srael 147.237.0. 121 Invalid TP H ags drop BBL- Fr ankf urt 19
82.80.217.70 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL- | srael 3
192.118. 132. 185 | srael 147.237.0.121 Bl ock_Ulp Al _Nets drop BBL- | srael 3
31.168. 133. 226 | srael 147.237.0.121 Bl ock_Ulp Al _Nets drop BBL- | srael 3
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|Oount |
125. 65. 165. 215 |Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
189. 254. 90. 133 |Mexi co 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 67 Chi na 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
189. 254. 90. 133  [Mexi co 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
221.205.92.176 |Chi na 147.237.0. 121 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1




11-15-2015 to 11-16-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

dgnature

‘ Target Address

S‘t%Nama

Feder at i on

66.249.93.154 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3351
212. 25. 84. 200 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 2824
66.249.93.146 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2465
66.249.93.150 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 2313
212.25.84.200 |lsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 1225
212.25.84.200 |lsrael 147.237.0.121 Bad TCP sequence I nval i d sequence nunber noni t or 1225
85.115.52.201 |Wnited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 932
149. 78. 76. 61 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 864
149. 78. 245. 119 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 551
149.78. 34. 111 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 334
66. 249. 93. 150 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 328
165.225.72.71 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 315
66. 249. 93. 146 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 277
109. 66. 151. 230 |israel 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 270
Ret r ansni ssi on dr opped.
66. 249. 93. 154 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 266
149. 78. 238. 95 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 233
212.166. 55.48 |Bel gi um 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 225
149. 88. 20. 108 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 224
149. 78. 253. 215 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 206
13.21.125.9 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 192
2 54.53. 212 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 180
Ret r ansni ssi on dr opped.
149. 78. 225. 176 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 179
62.219. 169. 218 |l srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 160
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 146
109. 64. 52. 233 |l srael 147.237.0.121 Bad TCP sequence I nval i d sequence nunier noni t or 144
109. 64. 52. 233 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 144
80. 246. 137. 120 |1 srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
62.219. 169. 218 |Israel 147.237.0.121 Bad TCP sequence Inval i d ACK nunber alert 125
109. 64. 52. 233 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 122
155. 56. 68. 219  |Ger many 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 104
79.181. 55. 107 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 103
66.249.81.130 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 101
66. 102. 6. 149 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 101
149. 78. 50. 57 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 95
185.24.76.132 |lsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 81
80. 246. 136. 9 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 81
Ret r ansni ssi on dr opped.
2 52.174. 196 | sragl 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 72
Ret ransni ssi on dr opped.
46. 19. 85. 92 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 72
Ret r ansni ssi on dr opped.
79.181.55.107 |lsrael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 71
91. 228. 248. 251 |l srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 66
185.24.76.132 |l srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 64
185.24.76.132 |lsrael 147.237.0.121 Bad TCP sequence I nval i d sequence nunber noni t or 64
176.13.1. 4 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 59
217.69.133. 21 g;z:;nl on 147.237.0.121 Geo-1 ocat i on enf or cenent Geo- | ocation i nbound enf or cenent drop 55
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 53
134.191. 249. 39 |Uhited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 51
66. 102. 9. 50 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 51
192. 118. 132. 243|l srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 50
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 50
217.69. 133. 249 Russi an 147.237.0.121 Geo- | ocati on enf or cenent Geo-| ocation inbound enf or cenent drop 49
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62. 219. 169. 218 [ srael 147.237.0.121| | ameter Type Mool ation ctl003Cont ent A acetbl der 15t xtF | eshanes in Bock |4
v mi | ui mi shi . aka.idf.il/nedi cal conmtteerequest
Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
F72C0802CDD657B47EB9F2DC3A5E03E094F3A7ED3DAS3E6DC1BC1BEDIAES6861E2627580ABBD
523B3145A93967120E1737BD4724B076794E8BI9F4AD18476D322018434B731E951804FC6A82C
CB6C762739A73225F0C4BF18F455DE87EOF41B2D26E9172306738F15993182759527E7933A9797
87.69. 101. 43 | srael 147.237.0. 121 CODOD02CD4DECAB3A84CF2F407, Cbser ved None 4
EEF504F2AFF6F7874DA5F1BD64EEAES5339249C2512DF0F344B5979E24EF4A97B9306 DAEFACD28
65483E60604E290CF20AEOE643F81C0D38D039638D855999722B6D5EE3F185EC54684632664667
DCA47D4644BO06BCE092714D0E46 DAD3CC5D671C1F6D
79.181.115. 30 |lsrael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 2
94. 159. 178. 202 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 2
5. 29. 33. 216 | srael 147.237.0. 121 Lhaut hori zed URL Access to vww il ui mishi.aka.idf.il/a€?a€7 B ock 2
2.54.174.32  |israel 147.237.0.121| |P@reter Type Molation ctl 003Cont ent A acetbl der 13t xt Fer ut Bakasha i n Bock |2
viwn it | ui mi shi . aka. i df.i |/ nental heal t hof fi cer cont acti ng
82. 80. 217. 70 | srael 147.237.0.121 Lhaut hori zed UR. Access to v nil ui mishi.aka.idf.il/rul es. abe B ock 1
5.28.174. 210 | srael 147.237.0.121 SSL Wntraceabl e Gonnecti on - (pen Mde None 1
80. 178. 148. 243 |l srael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka.idf.il/https: /v ml uimishi.aka.idf.il/ B ock 1
212.117.136.8 |lsrael 147.237.0.121 Lhknown Paraneter prmin ww mlui mishi.aka.idf.il/login B ock 1
83. 130. 100. 207 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw nill ui mishi.aka.idf.il/https:/vwww mluimishi.aka.idf.il/ B ock 1
79.182.27.155 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 1
109. 66. 206. 50 |l srael 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 1
81.218.101. 2 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSLGONN CLIENT HHLLO None 1
79.178. 35. 246 | srael 147.237.0.121| | ameter Type Mol ation ct!003Cont ent A acetbl der 15t xt A | eshanes in Bock |1
wwv mil ui mi shi.aka.idf.il/nental heal t hof fi cercontacting
84.108. 10. 95 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
79.182.184.88 |lsrael 147.237.0.121 Lhknown Paraneter yomin waw mlui mishi.aka.idf.il/login B ock 1
46.19. 86. 114 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
176. 228. 65. 73 |l srael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka.idf.il/https: /v mluimishi.aka.idf.il/ B ock 1
81.218.154. 15 |lsrael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
79.178.178. 120 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
2.54.179.155 |lsrael 147.237.0. 121 SSL Untraceabl e Connection - Qpen Mde None 1
79 182 206.6 |1 srael 147 237.0. 121 Par mt er T)_/pe ‘\/1 ol aIli on _ctl 00$Cont ent Pl acetbl der 1$t xt NewPass1 i n B ock 1
waw m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d
62.128. 45. 222 |l srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: (pen Mbde None 1
185. 120. 126. 43 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 1
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