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Top Attackers

W 176.12.139. 212, |srael

5.29.200. 113, Israel
I 5.102. 254. 144, |srael
80. 246. 136. 44, |srael

W 211.151.127.21, China

M 104.192.0.20, Whited Sates

W 79.181.27.81, Israel

W 193.107.17.72, Seychelles
2.52.40.236, |srael

H 88. 249. 106. 23, Tur key




11-13-2015 to 11-14-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
176.12.139. 212 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 121
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11-13-2015 to 11-14-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
43.229. 53. 89 Japan 147.237.0.121 ET SCAN Potential SSH Scan 1
88. 249. 106. 23 Tur key 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
117. 31. 224. 80 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
193. 107.17.72 Seychel | es 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
222.186. 34. 242 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
59. 148. 238. 158 Hong Kong 147.237.0. 121 ET SCAN Potential SSH Scan 1
104. 192. 0. 20 Lhited Sates 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
163. 53. 247. 165 Macau 147.237.0.121 ET SCAN Potential SSH Scan 1
211.151.127. 21 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1




11-13-2015 to 11-14-2015

|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
66. 249. 93. 146 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1696
66.249. 93. 150 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1335
66.249. 93. 154 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1204
149. 78. 27. 42 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 521
46. 19. 85. 34 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 242
46. 19. 85. 34 | srael 147.237.0. 121 Bad TCP sequence I nval i d sequence nunber noni t or 240
149. 88. 202. 196 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 225
2 54.139. 144 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 295
Ret r ansni ssi on dr opped.
46. 19. 85. 34 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 159
66. 249. 93. 154 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 156
79.180. 22. 41 | srael 147. 237 0. 121 Sreannng EI'.]gI ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
82 166.22. 25 | srael 147 237.0. 121 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret r ansm ssi on dr opped.
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 134
66. 249. 93. 150 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 128
66. 249. 93. 146 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 125
149. 88. 31. 37 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 113
149. 88. 176. 226 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 108
149. 78. 20. 93 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 90
217.69. 133. 250 gj::lnl on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 76
84.111.113.15 |Israel 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 64
176.13. 11. 36 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 64
149. 78. 238. 169 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
66.102. 7. 186 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59
66. 249. 65. 190 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 57
149. 78. 53. 155 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 48
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 47
149. 78. 227. 41 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 46
217.69. 133. 253 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 46
Russi an . . .
81. 200. 15. 10 Federat i on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 42
109. 67. 8. 47 | srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different wndow scal e noni t or 40
217.69. 133. 249 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
81. 218. 146. 181 | srael 147 237.0. 121 Srearmng Erjgl ne. TGP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansm ssi on dr opped.
176. 12. 140. 137 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 36
217.69. 133. 248 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 36
176.12. 140. 137 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 36
176. 13. 1. 247 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 36
176. 13. 12. 82 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 29
217.69.133. 251 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 28
46. 19. 86. 2 | srael 147.237.0. 121 Bad TCP sequence I nval i d sequence nuniber noni t or 27
37.142.200. 136 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 26
79.176.161.59 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 25
79.176.161.59 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 25
84.108.57.132 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 25
188. 120. 135. 58 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 25
176.13. 16. 147 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 25
176.13. 0. 18 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 25
66. 249. 93. 244 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
84.108.57.132 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 25
212.150. 31. 126 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 25
66. 102. 9. 50 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 24
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|Top Attackers In V\AF|

At acker Devi ce

‘Oount

Target Address St%ﬁgnature

Geo Action
5 29. 200. 113 | srael 147. 237. 0. 121 Paran_et er Typg Mol qtloq ctI00$0)nt‘entP| acehbl der 1$t xt Per ut Bakasha i n B ock 2
vwwv mi | ui mi shi . aka. i df . i|/changeuni t
5 102. 254. 144 | srael 147.237.0. 121 Paraneter Type M ol ati on ct|00$Cont ent A acetbl der 1$t xt FH | esNangs i n B ock

wan mil ui mi shi . aka. i df.il/nedi cal conmitteer equest 2
79.181. 27. 81 | srael 147.237.0.121 Lhaut hori zed URL Access to waw nil ui mishi.aka. idf.il/https:/wwn mlui mishi.aka. idf.il/ B ock 1
1
1

Paraneter Type M ol ati on ctl 00$Cont ent Al acetbl der 1$t xt Capt cha in

A . . B ock
wawe mi | ui mi shi . aka. i df . il /newpasswor d/ f or got passwor d
2.52.40. 236 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
9628273D1701CD8A933AEFD3B5DAB4837E41DFEBC09D87730BAC6D46BF7F19FA8621CB3C78B
6485323E60228369A4411921C31F40A9C39E16EB4C51411643E68FF17F7C898139C06E3F9F3985
DC2019B649CC73D590836670ABD140BC1562005785F05E189C4C4A0B13B64CCOCE3963A1282
80.246.136. 44 (I srael 147.237.0.1211 159 ADBODAE78C0D28283A3AS8EFE, Chser ved None (1
601A0317418626A131554BC8A32AF45C1FB4ACCC4AEL671209F2CB276F2D61FA334B2F20A870B9
75B9F25B6EBB1AF4DA1BC28CF586D1E023ED26A500235F741948405EABE22DEF387504EB4F9A83
035B869D8B2BDF9EB3B790D75306800F89FF77A020BB
82.166.22.36 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka.idf.il/https: /v mluimishi.aka.idf.il/ B ock 1

85. 250. 70. 37 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
11-13-2015 to 11-14-2015

213.57.241. 177 |l srael 147.237.0. 121




