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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

| Target Address |Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on |count |
115. 239. 228. 8 Chi na 147.237.0.121 Frk Under Attack Con Htp drop BBL- Fr ankf urt 2
192. 168. 1. 101 147.237.0.121 Inval id TP H ags drop BB.- | srael 2
115. 239. 228. 8 Chi na 147.237.0. 121 Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1
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11-12-2015 to 11-13-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count |
108. 161. 151. 181 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS w ndow 4096 1
223. 30. 43. 234 Indi a 147.237.0. 121 ET SCAN NVAP -f -sS 1
61.139.54. 71 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
108. 161. 151. 181 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
187. 210. 58. 215 Mexi co 147.237.0.121 ET SCAN Potential SSH Scan 1
223.30.43. 234 I ndi & 147.237.0.121 ET SCAN NVAP -sS wi ndow 2048 1
43.229.53. 89 Japan 147.237.0.121 ET SCAN Potential SSH Scan 1
108. 161. 151. 181 Lhited Sates 147.237.0. 121 ET SCAN NVAP -f -sS 1




11-12-2015 to 11-13-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

‘ Target Address

S‘t%Nama

dgnature

66.249.93.146 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3340
66.249.93.150 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2830
66.249. 93. 154 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2680
149. 88. 31. 37 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 1406
149. 88. 25. 125 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 619
185. 27 105. 190 |1srael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 594
Ret r ansni ssi on dr opped.
195. 50. 183. 212 |Ger many 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 384
80.246.139.12 [Israel 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 333
Ret ransni ssi on dr opped.
66. 249. 93. 150 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 256
66. 249. 93. 146 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 241
66.249. 93. 154 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 236
149. 78. 64. 16 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 232
62.14.255.242 |Spain 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 150
46. 19. 86. 228 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
77 125.84. 209 | srael 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
2 54140 163 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
149. 88. 186.52 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 135
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 118
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 117
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 113
66. 102. 9. 50 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98
46.59. 33. 31 Sweden 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 88
68. 180. 228. 168 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 88
5. 29. 75. 243 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 87
149. 88. 79. 12 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 79
68.180.229. 110 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 78
149. 78. 235. 162 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 76
149. 78. 27. 42 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 68
217.69. 133. 253 :32::1”' on 147.237.0.121 Geo-1 ocat i on enf or cenent Geo- | ocation i nbound enf or cenent drop 59
192.114. 23. 209 |lsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 58
66.249.81.130 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 55
5.29. 75. 243 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 54
66.249.81.238 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 52
5. 29. 75. 243 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 50
141.0. 15. 98 Eur ope 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 47
188. 120. 148. 139l srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 43
66.249.93.244 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
66.249.65.190 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 41
149. 78. 221. 136 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 41
132. 68. 57. 156 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 40
217.69. 133. 250 g{sj:;;nl on 147.237.0.121 Geo- | ocati on enf or cenent Geo-l ocation inbound enf or cenent drop 39
66. 102. 9. 61 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 39
66. 102. 9. 44 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 38
31.210.186. 162 |Israel 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 37
2 54.155. 198 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
212.235.22.191 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 36
80. 246.139.52 | srael 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.
217.69. 133. 249 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
176.13.0.51 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 34
66.249.93.224 |lhited Sates 147.237.0.121 Ge0- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 34
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|Top Attackers In V\AF|

At acker
Ceo

Devi ce
Action
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Target Address St%ﬁgnature

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
2947D7EFE880AC1255CB02A08FB71ED859A5E614553AA0F8EEAAB6A90530A7C2F5CC1B478F00
07D677C4245FFBBDE7BAS54FF5970C3D2842FC30D65083701C61954E5081254ACCC4163FF482E3
D441E8FE14E8FBCOD80997A9118DDC86FA6282301522385AA3FD63D387A468CF183B67A88AED
46.19.86.79 |l srael 147.237.0.121)  \rarEA7832BEEBFBB522DCCIDDFC, Chser ved None 17
9835DBAC7A59145338BF39AB96B33AA1F9B43C9C87D383A13DD279891AD570C5A9E2171FEES3
CB2849CAF47F17429CF8083E118B21222B00B03F972BDA3D19D83EEFDD873422A52DC954EA42
1DD46CCF04D1C02C1A602EFBDOA3546152F785EA64B759E

84.108. 51. 75 | srael 147.237.0.121 Lhaut hori zed URL Access to waw mi | ui mishi.aka.idf.il/1355-he/ m | ui maspx B ock 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
85276A8731F12A1200DF6206DBC7CC28C009FA8BED9A6B13B339CBE684D012C3787551531EB6
08E3163B87F29B7A85BE32B55797AC91F126 EF8E2D8244E5088E9B4C24134D989D661200787398
ED2B1E28908B8A4F01687D649BB83EES7E3B8BBFFAAAS0A3FCAD164707E7DCDI9C33609DCI9D84
212.179.83.1 | srael 147.237.0. 121 7EB6772B92CB63DEGIBCGLDEY, Chbser ved None 1
DFA047E4C844DE44186E6B4D7A3B09637205CEF22BEAFE65063BE82B28914EC58429E6EC5C6531
E9E6CE347F74D8A347E36485FFFO0ADAO04E8590BCF897763823ED412BESAGEC30BIFOB4EC9147
03CB8A6CF788FE5F7E238CCA07CB4375DD6DC6C9D9

46.19. 86. 79 | srael 147.237.0.121 SSL Wntraceabl e Connecti on - Qpen Mde None 1
Paraneter Type Mol ati on ctl 00$Cont ent P acetbl der 1%t xt Per ut Bakasha in

Wi il ui mi shi . aka. i df.il/changeuni t

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
702CEE825091672725AF905A65535811BOFFOEEC89E119FE7330D8E1E05CBEAFFG6ED7 ABFC25E80E
22DEB29B90B1A594209B5969C799C884A6F3177C42B222E14AF1B8DF9B8A9F182721289A7F820
D60FFF10618389248F4773BC64094FC66029207E340BE3841BFE7FADO67CE914F55B9F6B87EF129
77.126.220. 111 |l srael 147.237.0. 121 322BA713D9EDC3FCBAG93, Chser ved None 1
81E9932EDAFCC1959EA18628D68C06 CODE41185AA0EB69CFIF721513D07F44D24AE52C492193
CF852E6857DDE81F5F1A1F53C688CCE4F78DB27D582F834BDB80A519F1A6071C12AA913A1BB4
63AA5C048088153AA6ES5FB2C041C4E67F6A6D56D607B14

176.13.19. 181 |lIsrael 147.237.0. 121 D stributed Gooki e Tanpering on token: .ASPXAUTH None 1
82. 145. 211. 139 |Eur ope 147.237.0.121 Lhaut hori zed UR. Access to wwu nil ui mishi.aka.idf.il/tenplates/personal detail s/ B ock 1
Paranet er Type M ol ati on ctl 00$Cont ent Pl acetol der 1$t xt ShsCode in
W mil ui mishi.aka.idf.il/snsverify

11-12-2015 to 11-13-2015

176.13.12. 169 |lsrael 147.237.0. 121 B ock 1

192. 118. 11. 118 |l srael 147.237.0. 121 B ock 1




