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W 148.177.129. 213, Europe
109. 186. 140. 101, |srael

W 91.208.129. 129, |srael
2.54.21.234, |srael

W 61.147.103.92, China

W 94.102. 49. 102, Net her| ands

[ 37.26.146. 156, |srael

W 132.70.66. 10, Israel
77.127.89.143, |srael

W 84.228.32. 155, |srael
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11-09-2015 to 11-10-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Atacker Geo |Target Address |Ste|Sgnature |Device Action  |DPlocation. Location
148.177.129. 213 Eur ope 147.237.0.121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 698
91. 208. 129. 129 | srael 147.237.0.121 B ock_Udp Al Nets drop BBL.- | srael 3
94. 102. 49. 102 Net her | ands 147.237.0.121 Frk_Under Attack Con_Tcp drop BBL- Fr ankf urt 2
61. 147. 103. 92 Chi na 147.237.0.121 Frk_Under Attack _Con_Tcp drop BBL- Fr ankf urt 2




11-09-2015 to 11-10-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S 1] |S gnat ure |Davi ce Action
37.26. 146. 156 | srael 147.237.0.121 13840: TLS (penSSL Heartbeat Packet B ock 2




11-09-2015 to 11-10-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count |
59.45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
84. 21. 203. 130 Bul garia 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
31.6.71. 154 Pol and 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
74.117.133.194 Lhited Sates 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
176. 123. 28. 153 Mol dova, Republic of 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1




11-09-2015 to 11-10-2015

|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1496
66.249. 93. 154 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1416
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1368
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1162
66.249.81.130 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 947
66.249. 81.251 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 883
66. 249. 93. 150 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 846
72.37. 140. 46 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 840
66.249. 93. 146 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 776
66. 249. 83. 208 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 764
66.249. 81. 254 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 760
2 52 34,55 | srael 147. 237 0. 121 Streanhng qui ne. TGP Invalid Invalid segnent retransnission. Packet drop 729
Ret r ansni ssi on dr opped.
66.249.83.212 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 703
149. 78. 254. 181 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 670
66.249. 83.216 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 543
149. 88. 25. 125 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 362
149. 88. 74.190 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 334
198.91. 116. 182 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 240
149. 88. 41. 145 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 119
64. 79. 85. 205 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 116
67.53.251. 122 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 111
66. 249. 93. 154 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 111
66. 249. 93. 146 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 111
66. 249. 93. 150 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 109
66.249.81. 130 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 96
54.243.190.43 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 96
149. 88. 21. 216 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 84
66. 249. 83. 208 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 84
149. 78. 204. 142 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 79
66. 249. 81. 251 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 74
66. 249. 81. 254 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 74
66.249.81. 168 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 66
149. 78. 42. 30 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 65
66. 249. 83. 216 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64
149. 78.39. 110 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 62
66. 249. 83. 212 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
66.249. 93. 241 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59
66. 249. 93. 247 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 59
134.191. 249. 39 |hi ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 55
217.69. 133. 250 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 50
176.12.138.38 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 49
149. 78. 221. 136 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 48
149. 88. 5. 64 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 48
81.218. 105. 2 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 45
66. 249. 81. 232 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
217.69.133. 191 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 38
66.249. 64. 165 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 38
149. 78. 200. 202 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
31. 154. 176. 123 |1 srael 147. 237 0. 121 Sreanhng ﬁlgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
2 54.11. 147 | srael 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret r ansm ssi on dr opped.




11-09-2015 to 11-10-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address ‘Target Address |9 t%s gnature ; ‘Count
Ceo Action

109. 186. 140. 101 |l srael 147.237.0. 121 Lhaut hori zed URL Access to www mil ui mishi.aka. idf.il/ufi/reaction/ Bl ock 4

132.70. 66. 10 lsrael 147 237.0. 121 Parangt er Type _\/1 ol at_i on _ctl 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 2
wawe i | ui mi shi . aka. i df . il /changepasswor d/ newpasswor d

77.127.89. 143 | srael 147.237.0.121 Uhaut hori zed URL Access to www m | ui mi shi.aka.idf.il/1355-he/ ml ui maspx Bl ock 2

2.54.21.234 | srael 147.237.0. 121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 2

198. 20. 69. 74 g;;tt:: 147.237.0. 121 Unaut hori zed URL Access to 147.237.0. 121/ Bl ock 1

85. 64. 145, 51 I sragl 147 237.0. 121 UnanV\n_ Pa_r arTet er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
viwv il ui mishi . aka.idf.il/login

31.168. 240. 77 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

212.143.110. 33 |l srael 147.237.0. 121 Uhknown Paraneter ch in waw nml uimishi.aka.idf.il/login Bl ock 1

93.172. 158. 157 |lsrael 147.237.0. 121 Ml ti pl e Uhaut hori zed URL Access from 93.172. 158. 157 Bl ock 1

37.26. 147. 247 | srael 147.237.0.121 Uhknown Parangter prmin ww nil uimishi.aka.idf.il/login Bl ock 1

176.13.21. 1 I srael 147.237.0.121| [P @meter Type Miolation ctl003Cont ent A acetbl der 1ubmt1 in Bock |1
v i | ui mi shi . aka. i df.il/changeuni t

79.180. 192. 201 |l srael 147.237.0. 121 Lhaut hori zed URL Access to waw nill ui mishi.aka.idf.il/rul es. abe Bl ock 1

213.57. 175. 146 | srael 147 237.0. 121 Lhknqvm_ Pa_r ar_ret er _ctI QO_Con_t ent Pl acetbl der 1_f uAddSt udyEnpl oynent Per mi t Docs&Fi | esToSend in 8 ock 1
vy il ui mishi . aka.idf.il/login

109. 66. 164. 111 |l srael 147.237.0.121 Lhaut hori zed URL Access to www nill ui mi shi.aka. idf.il/https:/wwniluimishi.aka. idf.il/ B ock 1

45. 55. 158. 46 147.237.0. 121 Unaut hori zed URL Access to / Bl ock 1

176.13. 23. 32 srael 147 237.0. 121 PararTet er ‘I_'yp(_a Vol _ati on ctl 00$Q)nt ent Pl acehbl der 1$t xt S1sCode i n B ock 1
v il ui mi shi . aka.idf.il/snsverify

84. 228. 32. 155 | srael 147.237.0.121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka. idf.il/https:/wwwniluimishi.aka. idf.il/ B ock 1
Gooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved
F679031A3EASE5695DDA7675AA0BBE2B608B8EA40CI9A3499DA3B4C321A36B48BI9BFEES560A5
BD3FAE931228A3439BF5B58F3D3C5657B793F18B1DC1D1F471D789A4E634E1C2396ECC59A59

2.54.160. 131 | srael 147.237.0. 121 59EBBF3F80D5DBBEDO2FE8477F427ECAL121E5701A03A95664359C9BE2E21175C46A081DCCOC None !
C75CBC8F48210D66F53277C481C8E9BACTDC636722760E1426C01B46ED7C09DD89545795E2
659A1DF14710A771B4E9F

46.117. 62. 166 | srael 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from46.117. 62. 166 (Qpen Mbde) None 1
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