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W 5.22.134.122, |srael
82.166.22. 6, |srael
W 79.179. 207. 157, |srael
147.234.56. 21, |srael
H 81.218. 206. 82, |srael
W 79.177.179. 242, |srael
¥ 80.74.101. 10, Israel
W 87.68.242.252, |srael
199. 101. 186. 134, Lhited Sates
H 46. 19. 85. 166, |srael
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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
5.22.134.122 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 44
81. 218. 206. 82 | srael 147.237.0.121 B ock_Udp Al _Nets drop BBL- | srael 3




11-08-2015 to 11-09-2015

|Top Attackers In IPS|
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11-08-2015 to 11-09-2015

|Top Attackers In |D|

|Attacker Geo |Target Address |StdSgnature

Attacker Address

|Count |

104.128. 144. 131 |Canada 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
179.217.102. 253 |Bazil 147.237.0.121 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
199.101. 186. 134 |lhited Sates [147.237.0.121 ET SCAN NMVAP -sS wi ndow 1024 1
46. 166. 188. 68 Net her | ands 147.237.0.121 ET SCAN Potential SSH Scan 1
74.117.133.194 Lhited Sates |147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
121.40.195. 144 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
182.72.109. 162 I ndi a 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
199.101. 186. 134 |lhited Sates |147.237.0.121 ET SCAN NVAP -sS w ndow 3072 1
31.6.71. 154 Pol and 147.237.0.121 ET SCAN NMVAP -sS wi ndow 1024 1
61.182.170. 38 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1




11-08-2015 to 11-09-2015

|Top Attackers In FW |

Sgnature

Target Address |S t% Nane

‘ Attacker Geo

66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2160
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2113
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1684
140. 101. 84. 3 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1622
66.249. 93. 150 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1615
66.249. 93. 154 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1033
66.249. 93. 146 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1006
149. 88. 31. 37 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 765
66. 249. 83. 208 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 577
66.249. 83.212 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 376
66.102. 8. 169 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 259
79. 183, 209. 2 | srael 147. 237 0. 121 Streanhng qui ne. TGP Invalid Invalid segnent retransnission. Packet drop 252
Ret r ansni ssi on dr opped.
66.249. 83.216 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 211
66. 249. 93. 146 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 211
66. 249. 93. 154 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 208
66. 249. 93. 150 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 196
192. 116. 48. 38 |israel 147. 237 0. 121 Sreanhng ﬁlgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
149. 88. 26. 203 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 110
149. 78. 19. 250 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 97
66. 249. 93. 224 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 89
149. 78. 227. 200 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 82
149. 88. 21. 216 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 67
66.102. 7. 172 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 63
149. 88. 77. 45 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 63
66.249. 93. 216 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
66.102. 7. 179 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 52
66. 249. 93. 241 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 52
217.69.133. 191 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 49
66.249. 81. 254 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 47
149. 88. 86. 121 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
81. 25. 53. 29 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
66. 249. 83. 216 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 39
149. 78.37.178 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 38
66.249. 81. 238 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
66.249. 64.170 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
66.249.81.164 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
66. 102. 8. 179 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
2 54.27. 157 | srael 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret r ansm ssi on dr opped.
84.199. 88. 155 |Bel gi um 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 36
66. 249. 83. 212 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 34
66.249. 93. 247 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
66.249.93. 166 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 32
217.69.133.21 :Z:::Ir: on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 31
64.79. 89. 130 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 30
190. 104. 21. 197 |Bdlivia 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 30
17.78.97. 150 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 29
66. 249. 93. 244 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 29
217.69. 133. 252 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 28
66.249.81. 251 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28
173.245. 115. 76 |Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28




11-08-2015 to 11-09-2015

|Top Attackers In V\AF|

At acker ) Devi ce

Attacker Address Geo Target Address |9 t% Sgnature Action ‘Count

82.166. 22. 6 | srael 147.237. 0. 121 UnanV\n. Pa!’ arrgt er (.:t | O_O_Cont_ ent Pl acetbl der 1_f uAddSt udyPer m t Docs&F | esToSend i n B ock 11
vy il ui mi shi . aka.idf.il/login

82.166. 22. 6 I sragl 147. 2370, 121 LhanV\n' Pa_r arTet er ptl O_O_Cbnt_ ent Pl acetol der 1_f uAddTi net abl eDocs&F | esToSend in B ock 11
vwn il ui mi shi . aka.idf.il/login
Paraneter Type M ol ation ct| 00$Cont ent A acetbl der 1$Submit1 in

79.179.207. 157 |Israel - |147.237.0. 1211 |\ il (i rmi shi . aka. i o i |/ nent al heal t hof i cer cont act i ng Block |4

79.177. 179. 242 | srael 147. 2370, 121 Paranfet er T_ype_ Mol a_t ion ctl 00$Cbnt_ent F acetbl der 1%t xt F | esNanes i n B ock 3
viwv m | ui mi shi . aka. i df . i |/ changeuni t

80. 74. 101. 10 lsrael 147 237.0. 121 I%ram_at er Type _\/1 ol at_l on ptl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 3
waw m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d

147 234.56.21  |israel 147 237.0. 121 Parmt er T)_/pe _\/1 ol at_l on ptl 003Cont ent A acetbl der 1$t xt NewPass1 in B ock 2
wawe m | ui mi shi . aka. i df . i | /changepasswor d/ newpasswor d

87.68. 242 252 | srael 147.237. 0. 121 Paranpt er Type_ M ol a_tl on ctIOO$Q)nt‘ent A acetbl der 1$t xt Per ut Bakasha i n B ock 2
viwv m | ui mi shi . aka. i df . i | / changeuni t

46.117.177. 248 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

147.234. 56. 21 | srael 147.237.0. 121 Miltiple Il1egal URL Path Encodi ng from 147. 234. 56. 21 B ock 1

83. 130. 101. 29 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/waw mluimishi.aka.idf.il/ B ock 1

79.178. 183. 65 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

46.19. 85. 166 | srael 147.237.0.121 SSL Untraceabl e Connection - (pen Mde None 1

212.199. 121. 196l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 1

109, 67. 43. 246 |1 srael 147 237.0. 121 %rmt er Type Mol t?ltl on ct | 00$Cont ent_Pl acetbl der 1$ct | 00$t xt Q dPass in B ock 1
wwv mil ui mi shi . aka.idf.il/personal settings

81. 218. 97. 45 | srael 147.237. 0. 121 Paramet er Type_ Mol aF ion ctl OO$(bnt entEl acehbl der 1%t xt F | esNanes i n B ock 1
vy mi | ui mi shi . aka.idf.il/nedi cal conmtteerequest

79. 176. 145. 63 I sragl 147. 2370, 121 Unknown Paraneter ctl 00_Cont ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1

vwn il ui mi shi . aka.idf.il/login
84.108. 10. 220 | srael 147.237.0.121 Uhknown Paraneter Returnurl / in ww niluimishi.aka. idf.il/login B ock 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
CB520DF1ASECEA612218301A630091996A5228D1F9FAFO2E8F01068412D4FF2703EF8493D30A
B6B5FC16411AE2428950F8F94985C9BB379623F925A938D0D2FC7321E126087F4B28CDDD505B
41636502F99AAB1D43BBBB5687AB1B9B9AB2B4D868B1B6239280EF6EFC49CCE9028DF52BC2E9
46.19.85.229  |Israel 147.237.0.121| | rropErERS6B2819540605496C17, Chser ved None 11
225A2B3BDED2E25815DCE2D05CD8883ABO8E20A609873D2BEACCDEEAEL171E20868F1489F653
C83C7A7D871AF77B0A24195DE926E0486C8FE23A0F7B12DAF9758F9795FAA038673B600D231
1056851F7F4A9E02046FE1AA840E12875C1913208E4BD570

Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddl DCar dDocs&Fi | esToSend i n

213.151. 32. 163 |[Israel 147.237.0. 121 JOTE . . ) B ock 1
wwv | ui mi shi.aka.idf.il/login
109. 186. 18. 100 |l srael 147.237.0.121 SSL Untraceabl e Connection - pen Mde None 1
79.176.186. 104 |lsrael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: hknown SS. Sessi on None 1
192.114.91. 249 |lsrael 147.237.0.121 Lhaut hori zed URL Access to ww nil ui mishi.aka.idf.il/tenpl ates/personal detail s/ B ock 1
85. 64. 167. 54 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw m | ui mishi. aka.idf.il/1355-he/ mil ui maspx B ock 1
Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
79.179. 207. 157 I srael 147.237. 0221 Loy i i miysphi _aka. i df .il/nental heal t hof fi cer cont acti ng Block |1
46.117.62. 166 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mde None 1
147. 234. 56. 21 | srael 147.237.0.121 Illegal R Path Encodi ng waww mil ui mishi.aka.idf.il/% B ock 1
46.19. 85. 166 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from46. 19. 85. 166 (Qpen Mbde) None 1
212 25.74. 27 l srael 147 237 0. 121 Paraneter Type M ol ati on ct| 00$Cont ent P acetbl der 1$t xt NewPass1 i n B ock 1

wany mi | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
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