11-07-2015 to 11-08-2015

@
1"NPT SwNn

oV

www.gov.il

Focused IP Under

Attack Daily Report

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

15—+

Nunmber
a
Attacks

46. 19. 86. 217, |srael
2.54.176.55, |srael

46.19.85.50, |srael

115. 231. 222. 40, China

193. 105. 134. 220, Sweden
192. 198. 151. 45, Europe
93.172.157. 133, Israel
74.117.133.194, Whited Sates
117.21.174. 87, China

89. 248. 160. 155, Net herl ands

[
> & Q ] > ] @ o
® ® @ S R K & N N &
. & & & A S & & @b,,;o ) SN
N N - . . N N N AN
ng N O- "{)’ ™ (’.)'y 63\ \S\ ';\
3 & S 5 & ¥ $ \ o &
© D Y P G ST < T AN
& > > o gy Ny 3
Ny 0 oV ) N .
(&} Y A- W
}
¥ N .
A e

Top Attackers




11-07-2015 to 11-08-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on
46.19. 86. 217 | srael 147.237.0.121 Anonal y-SSL-renegotiation-Ai dest - r eset BBL- | srael 15
2.54.176. 55 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael

115. 231. 222. 40 Chi na 147.237.0.121 Frk_Under Attack _Con Htp drop BBL- Fr ankf urt
115. 231. 222. 40 Chi na 147.237.0.121 Frk Purple Gon_Limt _Htp dr op BBL- Fr ankf urt

5

46. 19. 85. 50 | srael 147.237.0.121 Anonal y-SSL-renegotiation-A i dest - r eset BBL- | srael 5
2

1
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|Top Attackers In IPS|
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11-07-2015 to 11-08-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count |
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
193. 105. 134. 220 Sweden 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 2
89. 248. 160. 155 Net her | ands 147.237.0. 121 ET SCAN Potential SSH Scan 1
74.117.133.194 Lhited Sates 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
117.21.174. 87 Chi na 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1




11-07-2015 to 11-08-2015

|Top Attackers In FW |

‘N tacker Geo Target Address |9 t% Name Sgnature
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1054
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 972
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 818
149. 78. 29. 68 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 774
66. 249. 93. 154 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 493
66.249. 93. 146 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 435
149. 78. 250. 152 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 430
149. 88. 21. 170 |Israel 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 418
149. 78. 236. 199 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 360
66. 249. 93. 150 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 351
149. 78. 238. 223 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 270
37.8.38.49 ?;]Cis;ilg(ljan Territory, 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 178
2 54.160. 172 | srael 147 237.0. 121 Sream ng Er_19i ne: TP Invalid Inval id segnent retransmssion. Packet drop 144
Ret ransnii ssi on dr opped.
2 54 176.55 | srael 147 237.0. 121 Sream ng Erjgi ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
66. 249. 93. 146 |l srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 115
66. 249. 93. 154 |lIsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 112
66. 249. 93. 150 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 109
66.249.93.216 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 97
66. 249. 93. 247 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 84
149. 78. 22. 135 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 80
66.249. 64. 170 |Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 66
149. 88. 79. 12 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 65
217.69. 133. 250 |Russi an Federation 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64
87.68.19.45  [Israel 147.237.0.121| |Bad TCP sequence i;;e”ansm't Wth different window o0y o 58
69. 248. 240. 127 |Lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 54
66. 249. 64. 165 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 51
149. 88. 80. 219 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 50
66. 249. 93. 220 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 46
180. 180. 126. 98 |Thai | and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
79. 176. 217. 166 |1 srael 147.237. 0. 121 Sreani ng E(]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
79.181. 201. 103 |1 srael 147. 237.0. 121 Sreani ng Er_wgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 36
Ret r ansni ssi on dr opped.
66.249.81. 160 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
66.249.81. 254 |Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 34
217.69.133.21 |Russian Federation 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 34
66.249. 81.232 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
217. 69. 133. 248 |Russi an Federation 147.237.0.121 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 33
149. 88. 22. 207 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
66. 249. 93. 247 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 31
66.249. 93. 244 |lLhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 31
217.69. 133. 252 |Russi an Federati on 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28
66.249.81. 168 |[Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 27
66. 102. 9. 33 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 26
149. 78. 221. 205 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
31.154.94. 27 | srael 147.237.0. 121 Bad TCP sequence WAG( retransmt wth different noni t or 25
wi ndow scal e
207.46. 13. 96 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 25
66.249.81. 235 |[Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 25
66. 249. 93. 241 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22
149. 88. 70. 133 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
66.249. 81. 238 |Lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 22
66. 249. 93. 216 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20




11-07-2015 to 11-08-2015

|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address |S t% Sgnature Acti on ‘Oount
84.228. 11. 67 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1
03.173. 23. 1 | srael 147. 237 0. 121 Lhknc_)\/\n_ Pa_r arTet er _ct | QO_ConF ent Pl acetol der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend in B ock 1
ww il ui mishi.aka.idf.il/login
85. 64. 120. 250 |l srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1
109. 67. 165.83 |l srael 147.237.0. 121 Lhknown Paraneter prmin waw il ui mishi.aka.idf.il/login B ock 1
85. 65. 176. 10 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/https:/ww mluimishi.aka idf.il/ Bl ock 1
31. 154. 157. 209 |l srael 147.237.0. 121 Lhaut hori zed URL Access to waw il ui mishi.aka. idf.il/https:/ww mluimishi.aka. idf.il/ Bl ock 1
93.172. 157. 133 |l srael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/https: /v mluimishi.aka idf.il/ B ock 1
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