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Top Attackers 

46.19.86.217, Israel

2.54.176.55, Israel

46.19.85.50, Israel

115.231.222.40, China

193.105.134.220, Sweden

192.198.151.45, Europe

93.172.157.133, Israel

74.117.133.194, United States

117.21.174.87, China

89.248.160.155, Netherlands
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

46.19.86.217 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 15

2.54.176.55 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 5

46.19.85.50 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 5

115.231.222.40 China 147.237.0.121 Frk_Under_Attack_Con_Http drop BBL-Frankfurt 2

115.231.222.40 China 147.237.0.121 Frk_Purple_Con_Limit_Http drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 2

193.105.134.220 Sweden 147.237.0.121 ET SCAN NMAP -sS window 1024 2

89.248.160.155 Netherlands 147.237.0.121 ET SCAN Potential SSH Scan 1

74.117.133.194 United States 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

117.21.174.87 China 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1054

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 972

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 818

149.78.29.68 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 774

66.249.93.154 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 493

66.249.93.146 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 435

149.78.250.152 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 430

149.88.21.170 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 418

149.78.236.199 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 360

66.249.93.150 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 351

149.78.238.223 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 270

37.8.38.49
Palestinian Territory,
Occupied

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 178

2.54.160.172 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.176.55 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.249.93.146 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 115

66.249.93.154 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 112

66.249.93.150 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 109

66.249.93.216 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 97

66.249.93.247 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 84

149.78.22.135 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

66.249.64.170 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 66

149.88.79.12 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

217.69.133.250 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 64

87.68.19.45 Israel 147.237.0.121 Bad TCP sequence
SYN retransmit with different window
scale

monitor 58

69.248.240.127 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 54

66.249.64.165 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 51

149.88.80.219 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 50

66.249.93.220 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 46

180.180.126.98 Thailand 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

79.176.217.166 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

79.181.201.103 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

66.249.81.160 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

66.249.81.254 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

217.69.133.21 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

66.249.81.232 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

217.69.133.248 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

149.88.22.207 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

66.249.93.247 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

66.249.93.244 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

217.69.133.252 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 28

66.249.81.168 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 27

66.102.9.33 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

149.78.221.205 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

31.154.94.27 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 25

207.46.13.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

66.249.81.235 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

66.249.93.241 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 22

149.88.70.133 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 22

66.249.81.238 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 22

66.249.93.216 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 20
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

84.228.11.67 Israel 147.237.0.121 Unauthorized HTTP Method Block 1

93.173.23.1 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

85.64.120.250 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

109.67.165.83 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

85.65.176.10 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

31.154.157.209 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

93.172.157.133 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1
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