11-05-2015 to 11-06-2015

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

Top Attackers

W 79.183.184. 36, |srael
46. 19. 85. 235, |srael
W 212.235.98.139, Israel
46. 19. 86. 167, |srael

W 77.125.3.114, Israel
W 82.166. 199. 245, |srael
W 212.179.21. 194, |srael
W 94.159.178.39, |srael
93.173. 253. 140, |srael
W 79.179. 136. 143, |srael




11-05-2015 to 11-06-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Geo

|Target Address |Ste|Sgnature

| Device Action  |DP_l ocati on. Locati on | Count
79.183. 184. 36 | srael 147.237.0.121 Bl ock Udp All _Nets drop BB.- | srael 18
46.19. 86. 167 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 5
37.26.148.170 | srael 147.237.0. 121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




11-05-2015 to 11-06-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



11-05-2015 to 11-06-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count |
46. 19. 85. 235 | srael 147.237.0. 121 PCLI CY- OTHER TCP packet with urgent flag attenpt 12

41. 140. 253. 9 Mbr occo 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1

177.96. 93. 234 Bazil 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1

41.140. 253. 9 Mbr occo 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1

104. 192. 0. 20 Lhited Sates 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1

180. 210. 201. 106 S ngapor e 147.237.0.121 ET SCAN Potential SSH Scan 1




11-05-2015 to 11-06-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |S t% Nanme Sgnature
66.249.93.154 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4328
66.249.93.146 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4114
66.249.93.150 |lhited Sates |147.237.0.121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2957
149. 88. 31. 11 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1057
66.249.81. 254 |lhited Sates |147.237.0.121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 442
66. 249. 93. 150 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 341
66. 249. 93. 146 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 323
66. 249. 93. 154 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 319
82.166. 180. 250 |[Israel 147.237.0.121 Srean g E.qgl ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 225
Ret r ansni ssi on
15. 203. 162. 24  |Fance 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 208
66.249.81.130 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 148
31.154.176. 123 |lsrael 147.237.0. 121 Strean g E.‘g' ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 144
Ret ransmi ssi on
79.178.181. 18 | srael 147.237.0. 121 Srean ng E.qgl ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 144
Ret r ansni ssi on
66.249.81.251 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 131
121. 117. 160. 225|Japan 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
46. 19. 86. 25 | srael 147.237.0.121 Srean g E'.qg' ne: TP Invalid Invalid segnent retransmission. Packet dropped. drop 108
Ret r ansni ssi on
2.54.147. 248 | srael 147.237.0.121 St rean g E.‘g' ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 108
Ret ransm ssi on
149. 88. 28. 21 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 90
192. 146.6. 2 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 86
149. 78. 19. 250 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 82
68. 106. 223. 109 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 74
2.54.45.130 | srael 147.237.0. 121 Strean g E.‘g' ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 72
Ret ransmi ssi on
201. 202. 78. 202 |Gosta Rca 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
66.249. 93.247 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
149. 78.221. 136 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 57
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 56
149.78.41. 177 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 48
66.249.81.238 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 46
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
66.249.83.212 |lhited Sates |147.237.0.121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 42
66. 249. 81. 251 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 41
217.69. 133. 253 g;z:;nl on 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 40
66. 102. 9. 39 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
66.249.93.241 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 38
66. 249. 81. 130 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 38
66. 249. 82. 147 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
Sreanming Engine: TGP Urgent |TCP segnent with urgent pointer (no data). Ugent data
46.19.85.235 I srael 147.237.0. 121 Dat a Enf or cenent indi cation was stripped. Hease refer to sk36869. drop 36
2.54.175. 166 | srael 147.237.0. 121 Strean ng E'?g' ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 36
Ret ransmi ssi on
46. 19. 85. 235 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber alert 36
46.19. 85. 235 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 36
80. 246. 137. 252 |Israel 147.237.0.121| |3reamng Bngine: T Invalid o g segnent retransnission. Packet dropped. drop 36
Ret r ansni ssi on
46. 19. 85. 235 | srael 147.237.0.121 Bad TCP sequence SYNFACXK retransnit wth different w ndow scal e noni t or 36
66.249. 81. 254 |l srael 147.237.0. 121 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
208.184.112.74 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 34
66.249.93.220 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
217.69.133.191 stﬁ::ﬂ on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 32
46. 19. 85. 198 | srael 147.237.0. 121 Bad TCP sequence SYNtACK retransmit with different w ndow scal e noni t or 32
217.69. 133. 248 RJSIS;;I} on 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 31
Russi an . . .
217.69. 133. 252 eration 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 31
54.88.168.129 |lhited Sates |147.237.0.121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 30




11-05-2015 to 11-06-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Geo Target Address |S t% Sgnature Acti on ‘Count

77.125.3.114 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 4

212 235. 98. 139 |1 srael 147. 237. 0. 121 Par an_et er Typ(_e Mol ?lti on ctl 00_(bnt‘ent P acetbl der 1_f uAddSt udyPer mi t Docs&H | esToSend in B ock 3
wwv il ui mi shi. aka.idf.il/upl oadregi ster. axd

212. 235. 98. 139 | srael 147.237.0. 121 _Par anet er Typ_ta \/1 ol at i. on ptl 00_Cont eptPI acetbl der 1_f uAddBoar dExansPer ni t Docs&H | esToSend B ock 2
in ww mluimishi.aka.idf.il/upl oadregi ster.axd
Ostributed Paraneter Type Mol ation on

93. 173. 253. 140 [l srael 147.237.0.121 wawe mi | ui mi shi . aka. i df.il/changepasswor d/ newpasswor d par anet er B ock 2
ct1 00$Cont ent P aceHbl der 1$t xt NewPass1

212.179. 21. 194 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/ufi/reaction/ B ock 2

82. 166. 199. 245 |l srael 147.237.0. 121 PHP Att enpt B ock 2
Dstributed Paraneter Type Mol ation on

79.177.227. 161 |l srael 147.237.0. 121 wanv m L ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d par anet er B ock 2
ct | 00$Cont ent Pl aceHbl der 1$t xt NewPass1
Ostributed Paraneter Type Mol ation on

46. 19. 85. 235 | srael 147.237.0.121 wawe mi | ui mi shi . aka. i df.il/changepasswor d/ newpasswor d par anet er B ock 2
ct1 00$Cont ent P aceHbl der 1$t xt NewPass1

82. 166. 199. 245 |l srael 147.237.0.121 Lhaut hori zed URL Access to ww il ui mi shi. aka.idf.il/aj ax/ pages/ fan status. php B ock 2

84.108. 63. 42 | srael 147. 237. 0. 121 mknqmn_ Par arTet er pt | O_O_Com ent Pl aceHbl der 1_f uAddPar t ner Appendi x| DDocsé&F | esToSend i n B ock 1
ww il ui mi shi.aka.idf.il/login

79.179. 136. 143 |l srael 147.237.0.121 PHP At enpt B ock 1

2.54.30. 247 | srael 147.237.0.121 Mil tiple Full width/Hal fw dth Uhi code Encodi ng on UR/ Paraneter(+) from 2.54. 30. 247 B ock 1

82.166. 81. 221 |Israel 147.237.0.121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/https:/wwnluimishi.aka. idf.il/ B ock 1

87. 68. 36. 62 | srael 147.237.0.121 Lhaut hori zed URL Access to wan il ui mishi.aka.idf.il/https:/wwnmluimishi.aka idf.il/ B ock 1

80.178.95.33 [Israel 147.237.0. 121 Twa’nﬁtljrmzﬁﬁ\gkz ‘;"L‘f o ﬁ(');of@m ent A acetbl der 13t xt Gapt cha in B ock 1

2.54.62.192 | srael 147.237.0. 121 Lhknown Paraneter returnurl in www mlui mishi.aka. idf.il/login B ock 1

94.159. 178. 39 |l srael 147.237.0.121 Mil tiple Uhaut horized URL Access from 94. 159. 178. 39 B ock 1

212.199.69. 1 | srael 147.237.0.121 Uhknown Paraneter ch in ww niluimishi.aka.idf.il/login B ock 1
Dstributed Paraneter Type Mol ation on

89. 138. 27. 15 | srael 147.237.0.121 wawe mi | ui mi shi . aka. i df.il/changepasswor d/ newpasswor d par anet er B ock 1
ct | 00$Cont ent Pl aceHbl der 1$t xt NewPass1

82 81 26. 223 lsrael 147 237.0. 121 Par am_at er T}_/pe _\/1 ol at‘i on _ctI 00$Cont ent P acetbl der 15t xt NewPass1 in B ock 1
wawe m | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d

212. 235. 98. 139 | srael 147.237.0. 121 Lhknqvxn_ Par arTet er (_:t | O_O_Cbnt_ ent Pl acetbl der 1_f uAddTi net abl eDocs&Fi | esToSend i n B ock 1
wawv m | ui mi shi.aka.idf.il/login

94.159. 178. 39 |l srael 147.237.0.121 Uhaut hori zed URL Access to www mil ui mi shi. aka.idf.il/1355-he/ m| uom aspx B ock 1

79.179. 136. 143 |l srael 147.237.0. 121 Mil ti pl e Unaut hori zed URL Access from 79. 179. 136. 143 B ock 1

212.199.69. 1 | srael 147.237.0.121 Lhknown Paraneter prmin ww nil uimishi.aka. idf.il/login B ock 1

93.173.166. 22 |Israel 147.237.0.121| | @meter Type Mol ation ctl 003Cont ent A acetbl der 13t xt Per ut Bakasha in B ock 1
WA mi | ui mi shi . aka. i df.il/nedi cal conmitteerequest
O stributed Unaut hori zed URL Access on

82.166.22.13 |israel 147.237. 0. 1211 )y il i i shi . aka i df .i 1/ htt ps: /vewy nil ui mi shi . aka. i df i1/ Bl ock !

46. 19. 85. 235 | srael 147.237.0. 121 SSL Untraceabl e Gonnection - Qpen Mbde None 1

213. 8. 39. 241 | srael 147.237.0.121 Lhaut hori zed URL Access to waw il ui mishi.aka.idf.il/https:/waniluimishi.aka. idf.il/ B ock 1

109. 64. 210. 241 |I srael 147.237,0.121| |Pareter Type Mol ation ctl00Scont ent Al acerbl der 15t xt Fi | eshares in B ock 1
v mi | ui mi shi . aka.idf.il/nedi cal conmitteerequest
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