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37.26. 146. 241, |srael
217.28. 150. 157, Pol and
192. 198. 151. 44, Europe
81.218.241. 25, |srael
46. 120. 140. 149, |srael
46. 19. 86. 238, |srael
185. 3. 146. 80, |srael
212.25.74.27, |srael

91. 208. 129. 129, |srael
81.218. 206. 82, |srael




11-04-2015 to 11-05-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address | Device Action | DP location. Location

|Ste|S gnature

37.26. 146. 241 | srael 147.237.0.121 TCP handshake vi ol ation, first packet not syn drop BBL- Frankf urt 3336
217. 28. 150. 157 Pol and 147.237.0. 121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2768
192. 198. 151. 44 Eur ope 147.237.0. 121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1061
81. 218. 241. 25 | srael 147.237.0. 121 Anonal y- TLS-renegot i ati on-A i dest - r eset BBL- | srael 80
81. 218. 206. 82 | srael 147.237.0.121 Bl ock_Udp All _Nets dr op BB.- | srael 3
91.208. 129. 129 | srael 147.237.0.121 Bl ock Udp All Nets drop BB.- | srael 3
37.26.148. 193 | srael 147.237.0.121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1

46. 120. 140. 149 | srael 147.237.0.121 Invalid TGP H ags drop BBL.- | srael 1
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|Top Attackers In IPS|
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11-04-2015 to 11-05-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature |count |
46. 120. 140. 149 | srael 147.237.0.121 PCLI Cy- OTHER TCP packet with urgent flag attenpt 10

192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 3

187. 60. 247. 195 Brazil 147.237.0. 121 ET SCAN Potential SSH Scan 2
188.138. 9. 51 Cer many 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 2

194. 63. 140. 74 Russi an Federation 147.237.0. 121 ET SCAN Potential SSH Scan 1

43. 229. 53. 89 Japan 147.237.0.121 ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1




11-04-2015 to 11-05-2015

|Top Attackers In FW |

Sgnature

Target Address |S t% Nane

‘ Attacker Geo

66. 249. 93. 146 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3461

66.249. 93. 150 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2538

66.249. 93. 154 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2465

149. 78. 229. 181 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1696

185. 27. 105. 190 |1 srael 147 237. 0. 121 Sreamng Ejg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 954
Ret r ansni ssi on dr opped.

149. 78.99. 215 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 503

149. 78. 250. 152 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 501

66. 249. 93. 154 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 287

66. 249. 93. 150 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 283

149. 78. 36. 17 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 265

66. 249. 93. 146 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 232

149. 78. 220. 184 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 201

66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 148

149. 88. 72. 186 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 145

2 54.45.77 | srael 147 237. 0. 121 Sreamng Ejg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 144
Ret r ansni ssi on dr opped.

84.229 134.30 |1srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

79.180. 14. 241 | srael 147 237. 0. 121 Sreamng Ejg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 144
Ret r ansni ssi on dr opped.

2 54.139. 115 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

2 54.148. 175 | srael 147 237. 0. 121 Sreamng Ejg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 144
Ret r ansni ssi on dr opped.

46.19. 85. 112 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 117
Ret r ansni ssi on dr opped.

186.192. 21. 211 |Brazil 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 110
109. 65. 191 34 |israel 147. 237 0. 121 Streamng qul ne. TGP Invalid Invalid segnent retransnission. Packet drop 108
Ret r ansni ssi on dr opped.

2 54.165. 233 | srael 147 237.0. 121 Srearmng qul ne TP Invalid Inval i d segnent retransmssion. Packet drop 90
Ret ransni ssi on dr opped.

66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 78
66. 249. 93. 244 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 74
2 54.185. 156 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 72
Ret r ansni ssi on dr opped.

2 54.11. 219 | srael 147 237. 0. 121 Sreamng Ejg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 72
Ret r ansni ssi on dr opped.

66. 249. 81.235 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
66.249.81. 251 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
149. 78. 32. 34 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 59
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 54
217.69. 133. 252 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 50

Russi an . . .
217.69. 133. 249 Federat i on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 48
66.249. 93.241 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 48
66.249. 67.174 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
207.46.13. 77 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 48
199. 203. 61. 109 |l srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 46
217.69. 133. 253 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 39
149. 88. 79. 12 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 39
217.69. 133. 248 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 39
131. 204. 254. 88 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
149. 78. 148. 43 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
66. 249. 93. 247 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
2 54.155.0 | srael 147. 237 0. 121 Srearmng @gl ne: TGP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
82.81.23. 71 | srael 147 237. 0. 121 Sreamng Ejg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.
206. 71. 229. 194 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 34
66.249. 81. 254 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 30
149. 88. 41. 147 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 30
66.249. 81. 238 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
66.249. 93. 220 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 25




11-04-2015 to 11-05-2015

|pr Attackers In VWF|

A tacker

Devi ce

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
46.19. 86. 238 | srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 9
212 25.74. 27 lsrael 147 237.0. 121 Param_et er Type _\/1 ol at_i on ptl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 5
wawe i | ui mi shi . aka. i df . il /changepasswor d/ newpasswor d
185. 3. 146. 80 | srael 147.237.0. 121 Ml ti pl e Unaut hori zed URL Access from 185. 3. 146. 80 B ock 4
185. 3. 146. 80 | srael 147.237.0. 121 PHP Att enpt B ock 4
2 54 167. 124 lsrael 147 237.0. 121 Paranpt er T_ype_ Mol a_ti on ctl 00$Q)nt‘ent A acetbl der 1$t xt Per ut Bakasha i n B ock 2
viwv m | ui mi shi . aka. i df . i | / changeuni t
46.121. 235,241 |israel 147.237.0.121| [P @meter Type Violation ctl00$Cont ent A acetbl der 1t xt NewPass1 i n Bock |2
wane mi | ui mi shi . aka. i df . i | /changepasswor d/ newpasswor d
84. 95. 214. 60 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
46.116. 172. 102 |l srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
80. 246.138. 38 |l srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vwwy mi | ui mi shi . aka. i df.il/snsverify |B ock 1
37.26.148. 194 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
212.150. 177. 204|| srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 1
109. 64. 24. 53 | srael 147.237.0.121 Uhaut hori zed URL Access to ww nil ui mishi.aka.idf.il/1355-he/ nl ui maspx B ock 1
5.28. 128. 242 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
82.166. 81. 221 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
D stributed Whknown Paraneter on vwwu mil ui mishi.aka.idf.il/snsverify paraneter
46.19.85.148  |Israel 147.237.0.121| | 4T ooatont ent M eekbl dor 19t t Capt oha y P Bock |1
213.8.21.71 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mde None 1
109. 66. 135. 63 | srael 147.237.0. 121 D stributed PHP At enpt B ock 1
79.181.176. 111 |lsrael 147.237.0.121 Mil tiple Untraceabl e SSL Sessions from79. 181. 176. 111 (Qpen Mde) None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

8169D92AB7 E959EE4D030BB64 132 DEF481086D82BFBC34FD47BI3FOBFCA5DB3FFAA683740572
BF1F698F444ECCE568923924F03A3CCD22AAA8CE946AB824D625D115A73EEEF5C88C268F1D7
AAD7 D6 C86DCAB92 EA06D018A5B4343C5017301A02BC2D4021D71F04CDIC7 CLCF11116DCL
87.26.146.152  Israel 147.237.0. 1211 19544099A4245A65F9639D9B58586ABBAL, Chser ved None |1
770DAD6213F595BF4A772E07 ACDI85E2B583959B38FA25A0D6F8F299C79BCEAACE39A693AF
10F75099DFC995550758AB4D91563E30DF9B7ALE7ASD836363C30EF5B1780356841FA9B2BDAE

F579BF3C21CF23DEE43840586B018E684BDEF7C67FD2041E

192. 115. 92. 55 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
83.130. 101. 14 | srael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka.idf.il/ B ock 1
2.54.38.14 | srael 147.237.0.121 SSL Uhtraceabl e Connection - pen Mde None 1
109. 66. 135. 63 |l srael 147.237.0. 121 Uhaut hori zed URL Access to waw nmil ui mishi.aka.idf.il/aj ax/ pages/ f an_st at us. php B ock 1
79.181.176. 111 |Israel 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1

Qooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved

7014918550FF93D39678613477CC5B8495B7954D5B8C5D139F582328EE0171B4B298DAF465B0
32CDA50271AB85EA615D38B5401D59BFBAEBE74D7923A2B8FBEE89F9213C86A49D57 AEES 7 EBF
37.26.147. 192 | srael 147.237.0.121 5B8E4109682E20829B74661A312B3CF2253F402A15A4DB20BA0935C477CFBFB51A867769C88 None 1
8DE96B2145431BF7CFB55D32EEEABED3FBEDEF733E7AC00862843B2254F8A3E375819E3CACOD
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