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Top Attackers 

81.218.37.2, Israel

77.127.60.124, Israel

193.106.54.33, Israel

87.68.253.20, Israel

85.65.209.48, Israel

109.226.15.58, Israel

77.126.12.20, Israel

2.54.165.198, Israel

46.121.235.241, Israel

79.179.128.87, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.37.2 Israel 147.237.0.121 Anomaly-TLS-renegotiation-Cli dest-reset BBL-Israel 91

222.186.56.42 China 147.237.0.121 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2

37.26.146.164 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 2

 11-03-2015 to 11-04-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

87.68.253.20 Israel 147.237.0.121 C1000098: Block - dns poisoning Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

67.214.204.126 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1

59.45.79.117 China 147.237.0.121 ET SCAN Potential SSH Scan 1

87.68.253.20 Israel 147.237.0.121 SERVER-APACHE Apache mod_ssl non-SSL connection to SSL port denial of service attempt 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3946

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3526

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3495

165.225.72.76 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2431

134.191.232.70 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1296

2.54.44.186 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 360

68.106.223.109 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 340

167.220.196.186 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 307

68.132.202.91 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 270

149.78.226.117 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 242

192.114.7.2 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 234

66.102.9.39 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 196

66.249.83.216 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 186

66.102.9.33 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 183

149.88.41.147 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 180

66.249.83.212 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 167

2.54.15.215 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.249.83.208 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 141

149.78.252.111 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 140

149.78.32.135 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 139

149.78.50.57 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 126

66.102.9.50 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 101

149.78.246.125 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 88

66.102.6.149 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 86

15.203.178.33 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 86

66.102.6.147 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 81

149.78.22.135 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

31.186.228.59 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 78

14.0.209.150 Hong Kong 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 72

149.88.79.12 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

62.0.34.177 Israel 147.237.0.121 Streaming Engine: TCP Invalid Checksum Invalid checksum. Packet dropped. drop 65

149.88.67.52 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 60

66.102.9.61 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 57

31.186.228.31 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

66.102.9.107 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 50

66.249.75.44 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 50

66.102.9.44 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

149.78.47.88 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 40

217.69.133.248
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 39

66.249.83.216 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 38

2.54.180.43 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

79.178.13.27 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

149.78.72.163 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

149.78.118.180 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

66.249.67.174 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

64.233.172.224 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

109.66.54.36 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 32

149.88.224.77 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

149.88.221.155 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 30

31.186.228.58 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 30
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

77.127.60.124 Israel 147.237.0.121 Multiple Unauthorized URL Access from 77.127.60.124 Block 8

193.106.54.33 Israel 147.237.0.121 Multiple Unauthorized URL Access from 193.106.54.33 Block 5

85.65.209.48 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 4

77.127.60.124 Israel 147.237.0.121 Distributed PHP Attempt Block 4

77.126.12.20 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 3

193.106.54.33 Israel 147.237.0.121 PHP Attempt Block 3

192.116.213.210 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/forgotpassword

Block 2

79.179.128.87 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changepassword/newpassword
parameter ctl00$ContentPlaceHolder1$txtNewPass1

Block 2

77.127.193.223 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changepassword/newpassword
parameter ctl00$ContentPlaceHolder1$txtNewPass1

Block 2

83.130.101.14 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 2

46.19.85.81 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
23B0017FF24F6522D44970A519535E7EDE6B70F8D26B47AD68E2D7971584C1FB451B0A5CA220
6FC48DDE13C5D5AF94F38C596DEA852764CCAEFDDC6576A713C1EDF1765047F0E7B5EE40D90
6D771D24A4BD12F951EA2B5D947A990D7CEEF5DDACD5344412C2E1524E8221E49755BEB39F9
823F5F6CBC30C9BE06A967DE58B375, Observed
2A0527A5C26B54D43166AECFFF82FF5ED4B6397D2AFB47E5DE5D44284A77BD7AE0A701B591A
F264CE3621DF7909BEF9CB2220319D2BC3D95912D44BD08257B1022F34119E7E7EE61547E0464
B273E1283A5438853FA4580D54EFF25064B2C11E560C69

None 2

46.121.235.241 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 2

109.226.15.58 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

46.19.86.80 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

2.54.165.198 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

94.159.179.160 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

37.142.64.64 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
29F8D628227FD49BC31978BD5132B35FA43F0508B4DBCC66F2AF6F63F647429BB7CD68304CA
7ADD68AA508C58F6F5CDC7C46C11C75F81CCF6409D3D69557836B8458D7402EA47A338C65
309F0FDD5BEB1EC3B24D54B2F16AF20E100855C160FD981165D2A444436F6FEDCC87F2409D63
AD887F79C53A3540737F77C44AA2AE36, Observed
EDFAA3EF49949068CED561A61A1A4BC8B83D4BDC63A19006B8595B95370EFA6A8B8FBFAF022
FD42A16F09446BFBCC89936BBC025473330B0451F84D078961E7071B0D7872D6469700175776
42615E57E9D846F783D340ED882E97C078A4FCD66E6A229

None 1

194.90.34.226 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.226.15.58 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

87.68.253.20 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 87.68.253.20 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

46.121.113.242 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 1

2.54.165.198 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

109.66.167.191 Israel 147.237.0.121 Unknown Parameter returnurl in www.miluim-ishi.aka.idf.il/login Block 1

77.126.163.238 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

213.8.241.234 Israel 147.237.0.121 Unknown Parameter returnurl in www.miluim-ishi.aka.idf.il/login Block 1

109.226.27.185 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 1

2.52.149.188 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

87.68.253.20 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.176.57.79 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 79.176.57.79 (Open Mode) None 1

2.54.165.198 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

109.226.15.58 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

84.228.163.242 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 1

46.19.86.80 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.86.80 (Open Mode) None 1

176.13.13.138 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

2.54.19.100 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

87.69.227.30 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.176.57.79 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

77.125.94.121 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

31.168.181.76 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 1

193.106.54.33 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1
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