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W 84.108. 156. 202, |srael
87.68.254. 48, |srael

W 79.183.229.69, Israel
2.54.176.184, |srael

H 79.180.0.73, Israel

l 84.228.253.33, Israel

W 79.178.14. 47, |srael

W 109. 186. 148. 252, |srael
81. 218. 206. 82, |srael

B 46. 116. 236. 48, |srael




11-02-2015 to 11-03-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

| Target Address

|Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
79. 183. 229. 69 | srael 147.237.0.121 B ock_Udp Al Nets dr op BBL- | srael 13
2.54.176.184 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 7
81. 218. 206. 82 | srael 147.237.0.121 B ock Wp Al _Nets drop BBL- | srael 3




11-02-2015 to 11-03-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



11-02-2015 to 11-03-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |Stddgnature | count |
192. 198. 151. 45 |[Europe 147.237.0. 121 ET SCAN NVAP -sA (2) 2
187.192. 19. 201 |Mexi co 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1
202.100. 99. 7 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
120. 24. 225. 16 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
5. 8. 66. 101 Russi an Federation [147.237.0.121 ET SCAN Potential SSH Scan 1
117. 222. 60. 95 Indi a 147.237.0.121 ET SCAN Behavi oral Lhusual |y fast i nbound Tel net Gonnections, Potential Scan or Brute Force 1




11-02-2015 to 11-03-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3168
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2857
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2698
77.242.202. 227 |FRance 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 2076
149. 78. 226. 117 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1286
149. 78. 224. 163 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 478
149. 78. 21. 242 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 432
66. 102. 8. 169 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 430
79.176. 132. 242 |1 srael 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 360
Ret ransni ssi on dr opped.
62. 219 154. 229 |1 srael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 315
Ret r ansni ssi on dr opped.
149. 78.238.49 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 304
194. 69. 103. 200 |Unhited Kingdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 292
192.176. 1. 88 Sweden 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 288
134. 191. 249. 253|Uhi ted Ki ngdom |147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 232
66.102. 8. 179 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 191
149. 88. 206. 245 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 189
149. 78.20. 232 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 154
149. 78. 246. 125 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 149
149. 78. 22. 135 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 128
149. 88. 185. 151 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 127
79. 178. 228. 243 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 108
Ret r ansni ssi on dr opped.
66.249.82.149 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 92
161. 202. 87. 226 |Net her| ands 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 92
149. 88. 213. 109 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 87
66. 102. 9. 50 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 84
149. 88. 77. 45 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 83
66. 102. 9. 44 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 82
66.249.83.216 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 70
66. 102. 9. 61 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 67
66. 102. 9. 39 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 67
76.91.2.120 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 66
149. 78.221. 136 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
66.249. 83. 208 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 63
149. 88. 149. 169 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 58
149. 88. 77. 178 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 55
37.230. 221. 40 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 54
66. 102. 9. 33 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 52
149. 78. 29. 247 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 51
66.249.83.212 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 49
76.79.191.130 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 41
82.27.193. 35 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
87.68. 19. 45 | srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 39
66. 102. 8. 174 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 37
149. 78. 72. 163 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 36
2 54.138. 114 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
66. 102. 9. 22 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
217.69. 133. 252 :32::1”' on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 35
66. 249. 75. 28 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
89.175. 123. 122 :ZZ::FI on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
217.69. 133. 249 gcsj:;:ﬂ on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 32




11-02-2015 to 11-03-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |9 t% dgnature Action ‘Count
84.108. 156. 202 |l srael 147.237.0.121 PHP At t enpt B ock 30
84.108. 156. 202 |l srael 147.237.0.121 Uhaut hori zed URL Access to wan il ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 30
87. 68. 254. 48 | srael 147.237.0. 121 Ml ti pl e Unaut hori zed URL Access from 87. 68. 254. 48 B ock 17
87. 68. 254. 48 | srael 147.237.0.121 Dstributed PHP At enpt B ock 9
Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
79.180.0.73 | srael 147.237. 0221}y i i miysphi _aka.idf.il/nental heal thoffi cercont acting Bock |5
109. 186. 148. 252|l srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 4
46.116.236.48 | srael 147 237.0. 121 Param_at er T)_/pe _\/1 ol at_i on _ctI 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 3
wawe mi | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d
79.178. 14. 47 | srael 147.237.0.121 Ml ti pl e Unaut hori zed URL Access from 79. 178. 14. 47 B ock 3
84. 228. 253. 33 | srael 147.237.0.121 Mil tipl e Uhaut hori zed URL Access from 84. 228. 253. 33 B ock 3
79.178. 14. 47 | srael 147.237.0.121 DO stributed PHP At enpt B ock 2
84.228.253.33 |lsrael 147.237.0. 121 PHP At t enpt B ock 2
109.64.33. 253 |israel 147 237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 2

v m | ui mi shi . aka. i df . i | / changeuni t

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
D4A03C3BE70684307BEA71DA56086550C1D2D47FD3E5AB1741B27A0C0F1849A209BD710C52
BABC948E3D56B925491FD66ECO500D181ACB53F50A52EF191C32717AD4028C8577C30D4DC2
30938CA8CCAE6D2273D2E795DFE3D929E950B0DE93930678874807FD08106EBI9FDC4A405BF1343
77.127.197.27  Israel 147.237.0. 1211 |BAE7AEED42AA3937BC72312E4C1594A4, Cbser ved None |2
677C3219104CFOF1351012A78C1F67F744BOB34F09A80270E4AC26D6545175EF1A0D612E516C
FA1DB91A48FD88EESE77AF5ED137A023911C3F4F16244B16F3C6701DB653672C2A5699C834B
D6C799CE4351BB2C77FA3A2B0484EA30A634E4A2A00E38D

104. 40.27. 8 Lsh'mt:: 147.237.0. 121 Mil tiple Lhtraceabl e SSL Sessi ons from 104. 40. 27. 8 (Lhknown SSL Sessi on) None 2

192. 115. 130. 253 i srael 147.237,0, 121 |  |Franeter Type Mol ation ctl 00SCont ent Al acetbl der 19t xt F | eshares in Bock |1
viwv m | ui mi shi . aka. i df . i | / changeuni t

104. 40.27. 8 Lsh'mt:: 147.237.0. 121 SSL Lhtraceabl e Gonnection - Whknown SSL Sessi on None 1

79.180. 0. 73 | srael 147. 237. 0. 121 Parmt er Type_ M ol a_tl on ctl 00$0)nt ent PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
viewv mi | ui mi shi . aka.idf.il/nedi cal conmtteerequest

132. 76. 10. 42 I sragl 147. 237.0. 121 UnanV\n. Pa_r arTet er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
v il ui mishi . aka.idf.il/login

87. 68. 254. 48 | srael 147.237.0. 121 Uhaut hori zed URL Access to wan mil ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 1

84. 228. 253. 33 | srael 147.237.0.121 Uhaut hori zed URL Access to wan il ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 1

147 235. 185. 74 |1 srael 147 237.0. 121 Fararr_et er T_ype_ Mol a}tl on ct | 00$Cont e_znt A acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv nitl ui mi shi . aka.idf.il/vol unteeri ngbyage

95. 86. 110. 76 | srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vww mi | ui mi shi . aka.idf.il/snsverify |B ock 1

79.178. 14. 47 | srael 147.237.0. 121 Uhaut hori zed URL Access to wan mil ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 1

109. 65. 164. 202 |l srael 147.237.0.121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1

82 166.199. 201 |1srael 147 237.0. 121 Paraneter Type M ol ation ct| 00$Cont ent P acetbl der 1$Submit 1 in B ock 1

wan il ui mi shi . aka. i df. il /nedi cal conmitt eer equest

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
BD55F01C60129F40683A4ED9317A67B053DD674960990DD80BC6COA363387D0054F4A224E0
73F90ECOC1COAAADC685DF661A61D2DC65B1CD428A395E356D8103AE179D773B5ED248BFF1
9DFAG6E4CBC58AC75BOF0678DE39B99D32A463ECI9BB2D31D6AB69166 AD3E6 FBBDAF6F34A7F43
79.177.63.13  fIsreel 147.237. 01211 1Br717A9490087CC5BCBOCOF7E2F5FA7FL, Chser ved None (1
2AFEC143B6E5B0868BC4ADCB1560E4E4A05989918FC0B8D470911958DD9D502CE79E7 7DEC164
4E8370DE53316586D850B208169B08C45F9D31C56 10E3F56 CCE0625D7 EO3ES8D8F2BCAF93E94B
53CA611289A52E31239DD98B0OFC6D6 CDFAB898CE4C76BA2

185. 32.179. 194 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

62C29437264DE3C56 FFAEC6440F99C345AC5CDBE9DA139BEF4E3C5FETEC24A2D3F8511AEFBID
9C21334AF8019F678B0B276F3309221D0CE3CBCF387908548CB066A2D240DFA4120610EAF65
9B030322387165F22COFFFEE872F5C898A170027E5B5A03F134A222685AE2CB8D1C22372D055
79.180.0.73 | srael 147.237.0. 1211 135c70B175873436F2CCFF80083C26, Chser ved None 11
FESF4FAF91A87A7TE274CAS52C65EE16F2EE25322DE688DFCCF2634889F3CEEDOBSBB7C26E45614
53003BE3B64693B75D6E3C7E617A0F9131AB11DB3B722E69A404CB49349310F0CC83E63AACS
3806D98976C2C96529470CD6EB3BC2AECEF1FECDC83D46

46.19. 86. 201 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - pen Mde None 1
Paraneter Type M ol ati on ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
wan il ui mi shi . aka. i df. il /nedi cal conmitt eer equest

11-02-2015 to 11-03-2015

82.166.199. 201 |[Israel 147.237.0. 121 B ock 1




