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Top Attackers 

37.26.148.210, Israel

5.29.73.45, Israel

46.19.86.243, Israel

62.219.149.62, Israel

79.183.54.129, Israel

46.19.85.229, Israel

109.66.30.72, Israel

176.13.11.63, Israel

109.66.134.130, Israel

46.19.85.194, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

37.26.148.210 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 65

62.219.254.22 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 15

79.180.230.28 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

81.218.206.82 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

 10-21-2015 to 10-22-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 10-21-2015 to 10-22-2015 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 2

46.19.86.87 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

190.128.136.222 Paraguay 147.237.0.121 ET SCAN Potential SSH Scan 1

43.229.53.89 Japan 147.237.0.121 ET SCAN Potential SSH Scan 1

185.100.85.71 147.237.0.121 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

66.249.93.150
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4650

66.249.93.146
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3771

66.249.93.154
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3518

149.78.45.230 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 754

17.78.96.212
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 511

149.88.150.180 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 432

149.78.251.151 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 410

149.78.111.217 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 360

66.249.93.146 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 350

66.249.93.150 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 344

66.249.93.154 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 334

41.218.239.104 Ghana 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 307

195.50.183.212 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 284

149.78.63.20 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 280

107.10.205.182
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 189

149.78.246.250 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 167

15.203.162.24 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 160

149.78.204.142 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 151

84.229.100.124 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 147

2.52.140.15 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.86.232 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

213.74.206.26 Turkey 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 143

149.78.178.244 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 142

66.249.81.254
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 141

66.249.93.224
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 134

149.78.196.198 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 127

149.88.152.244 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 113

66.249.81.251
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 111

24.196.196.18
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 110

149.78.226.48 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 106

194.123.36.76 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 99

64.41.200.103
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 90

181.31.112.134 Argentina 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 89

108.171.129.189 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 85

149.78.24.94 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 82

66.249.81.130
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

178.162.211.222 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 79

149.78.31.146 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 77

149.88.15.174 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 72

66.249.93.247
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 71

66.249.93.244
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 70

66.249.75.44
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 68

149.78.29.98 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

192.146.6.2
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 63

222.151.138.25 Japan 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 61

66.249.75.28
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 59

66.249.81.254 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 58

66.249.93.241
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

149.78.1.252 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 54

66.249.81.251 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 50

 10-21-2015 to 10-22-2015 



Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

5.29.73.45 Israel 147.237.0.121 Unknown Parameter returnurl in www.miluim-ishi.aka.idf.il/login Block 52

109.66.30.72 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 28

62.219.149.62 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/changeunit

Block 28

176.13.11.63 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/lobby. Block 28

109.66.134.130 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 26

77.125.122.81 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 26

195.200.205.2 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 26

46.19.85.194 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
2AC935443CCEF1F95A0C50A671525FAFFFAAD923A19CA65BD850A07AC60B1ACB218AE47B216
528CFD630900E1AAD840AA4472CB728E9089BEED52360C8B25B233DDAD31E056B29570DBA04
DFA82754B8C9AF427AA4E182DCEE1264E0CB232601E5C659C2CF93D9C25E97185D7AA56C496
A4119FAEF3B47D067DFECE5203832E9, Observed
1E746B3E878324558A57D0008F7ED0FE9BB74B8F4B1EDA6B9E57D68883982486AC8D00B056CE6
F909694B6E6668CEEA68ED2BE971B3DBE61CAF8187DF17E7BCF560FD5A3C49BD888B730C0001A
FAE7F44BBBBAFF1B425535DC88FA86D141E43E48EA7C

None 26

46.19.86.243 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 14

37.142.130.198 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 14

46.19.85.229 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.85.229 (Open Mode) None 14

46.19.86.243 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 14

83.130.107.9 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 14

46.19.85.229 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 14

192.117.134.29 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
51597ABAF3CCE80B76279CAA3155F37EFB646898F30D50076E03C4040826DD1C8CF5E87FC1C4
0323CA1721FF4D67129177BE84104F75448B6301FF3D791071EA1041827C44AED734B12073768
EC7300742291C36A96204D3AE4411250F48CE2B83E8781320D4E09144CA708F8D596BA2C1B88
72BB3C768DFE194DAD29EB9374C, Observed
BAB48F55CF507452BDE7EB53D7CF476D3DE930FA7F8780DC658934B913BBE7D351373332048F2
AE456E30C49C69ABA9AF6724F3264C48183FD9EC01E95D8D95AEE4FA4397F5DBEB0D1D979F07E
987A3E00C359D883E3098ECC578345663DA799805C68

None 14

89.138.80.123 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 14

46.120.32.218 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 14

83.130.113.116 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 14

79.183.54.129 Israel 147.237.0.121 Multiple Unauthorized URL Access from 79.183.54.129 Block 14

46.19.86.40 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
BB245B5573BA222B351BF14F6B508FAB71CE22D85B5863E29CFAED9D80B7CD3139B9B82191F5D
12B55E7AA304A0CCAC0D4AB2F8CE09C7BDF17D2F86F9919F9522D299A9FCB768A4F04A564DC
7C1A3C16FFE0113E1866C90E50B786B595FC23541FCB2D85F211C0CBB1167EC0D0E8C4C7C6D0
1B8FC0FDD14F5F9029DFCDA6F2F0, Observed
EEB7E257998AA562AAAA619C1D3BCB4D7640A282468D92B62B988D261FFD46A19E9AB8A5FB0
EFB0AC599E0E42E6D292F50C2E90CC2D929A5058B4FE878F6F5D0FCB68647ACA607115FD61138
6C3235B533AD530EBCDCA929AC94A691B77C411EA6CDE9

None 14

95.86.122.106 Israel 147.237.0.121 Unknown Parameter returnurl in miluim-ishi.aka.idf.il/login Block 14

46.120.243.225 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/login Block 14

147.236.238.55 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 14

79.183.54.129 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/1335-he Block 14

212.199.95.73 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
78D2E540D345E6A4E58897DAE1ABF4D2588774F099C2AF3534A3788ABAF1E43F46022ACAEB06
3D051835103974DF591ECB86E30B7C1E165B7680F40E1EC80FE3DC612B64DBBB7F9E26BBD02F75
F843134918207E2807628FA7E11DCE510F27B982DF52A42BEF72B3DBE9137FAC67BBA2F5A43127
FC3FA904ABFF8B384B253EED, Observed
63591DE1515E42C3B7D40C30A387EE6F426DE4FF069DE638C76929A377BB6A8CCE9E4E665D627
AC8E95258CBBA82B6EB685A5D965B9D18BAFBCD2C528B293DC275F18D1E57D7C27BCD68578E
4F08679BB4E1889D35924AB887FD8B5DED96673745DE78

None 13

82.80.143.133 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

84.228.161.23 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
658913CAACC385FD78A0A6C222E9E3FE167EB41D4BFFA87C3830191B705B103388B6305F0F4DE
D38909C8D43B491D6748A8DF7499020B3CC00F8251AED45BF3FEEB7B6912F4B35736F2549A154
1A8FAB895D51EC6D2EE2625CF3A0843E5D04F9F6AD251ECC01A37D81A6D7EE28D33D85B4095D
2DB8ECCA1168DC86862B60A954, Observed
090651653EE0BB323C0B2542768345076AEC9041DD17BBCDDA9C35EC536FBFAB34930F3F0249
64B80B5D17EC468A3E965C42BCE9ABA40D6359D02FC7492E856282AB4BFFC4EAEFD55475DD67
58AFA2AE838C81F9EAA066238798D8248A4E1B9FF5B33D

None 13

80.246.136.236 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 13

46.19.85.97 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 13

80.246.139.194 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 13

46.19.85.135 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 13

109.67.111.183 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 13

81.218.2.118 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 13

84.94.119.246 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 13
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