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10-20-2015 to 10-21-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste|Sgnature | Device Action | DP location. Location | count
192.198. 151. 45 Eur ope 147.237.0.121 TCP handshake vi ol ation, first packet not syn drop BBL- Frankf urt 2632
46.19. 86. 152 | srael 147.237.0.121 Anonal y-TLS-renegoti ati on-d i dest - r eset BBL.- | srael 81
46.19. 86. 13 | srael 147.237.0. 121 Anonal y-SSL-renegoti ation-A i dest - r eset BA.- | srael 41
62. 219. 254. 22 | srael 147.237.0. 121 Bl ock_Uip Al _Nets drop BBL- | srael 21
212.25.121.195 | srael 147.237.0.121 Bl ock_Udp All _Nets dr op BB.- | srael 3
149. 78. 195. 103 | srael 147.237.0.121 Invalid TP H ags drop BB.- | srael 2
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10-20-2015 to 10-21-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo

|Target Address |StdSgnature

|Count \

192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
114. 38. 28. 41 Tai wan 147.237.0. 121 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
222.186. 34. 229 Chi na 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
110. 180. 44. 65 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
182. 209. 172. 140 |Korea, Republic of |147.237.0.121 ET SCAN Potential SSH Scan 1
212.7.199. 208 Net her | ands 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1




10-20-2015 to 10-21-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

St%Name

dgnature

66.249.93.154 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4419
66.249.93.150 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3792
66.249.93.146 |lhited Sates |147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 3265
46. 19. 86. 25 I sragl 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 1296
Ret ransni ssi on dr opped.

134.191. 232. 71 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1152
149. 78. 45. 230 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1017
149. 88. 153. 123 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 648
149. 88. 41. 26 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 507
192.228.94.56 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 484
169.253.194.1 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 413
149. 78. 63. 20 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 377
149. 78. 38. 173 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 371
149. 88. 8. 107 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 368
66. 249. 93. 146 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 364
91.108.183.50 |Sweden 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 355
66. 249. 93. 154 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 346
149. 78. 249. 144 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 338
66. 249. 93. 150 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 309
149. 78. 43. 245 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 288
78.108. 139. 193 |Net her| ands 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 276
149. 88. 149. 123 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 248
149.78.247.7 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 230
149. 88. 225. 156 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 222
111.118. 145. 241|Canbodi a 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 210
223.207.117. 25 |Thailand 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 200
74.6.254. 103 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 183
5.28.180. 179 | srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 178
66.249.81. 251 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 172
178.162. 211. 222|Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 171
5.157. 38. 34 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 166
167. 220. 196. 103 LK!i“r::gom 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 153
66.249.81. 130 |lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 151
17.78.99. 226 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 146
190.56.171. 78 |Quatenal a 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 142
149. 88.37.201 |lIsrael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 139
203. 189. 137. 220|Canbodi a 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
149. 78. 68. 25 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 136
76.126.12.5 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 128
66.249.81.254 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 124
66.249.93.241 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 113
169. 234. 226. 244|lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 108
136.237.18.10 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 106
73.219.249. 100 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 104
66.249. 93.244 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 97
149. 78. 35. 189 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 96
209. 99. 2. 214 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 91
149. 78. 196. 198 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 88
195, 235. 52. 107 |Spain 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 83
149. 78. 249. 48 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 79
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 78
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|Top Attackers In V\AF|

Devi ce
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79.178. 56. 22 | srael 147.237. 0. 121 Par mt er Type_ \iol gtl on ctl OO_G)nt‘ent A acetbl der 1_f uAddTi net abl eDocs&F | esToSend i n B ock 260
viw i | ui mi shi . aka. i df . i |/ upl oadr egi st er. axd

79 178. 56. 22 | sragl 147.237.0. 121 Par ar'r_et er 'I_'ypg Mol gtl on ctl OO_Cont_ent A acetbl der 1_f uAddS udyPer mit Docs&H | esToSend in B ock 244
waw nitl ui mi shi . aka.idf.il/upl oadregi ster. axd
DO stributed Parameter Type Mol ation on waw m | ui mishi.aka.idf.il/changepasswor d/ newpassword

5. 29.17.240 | srael 147.237.0. 121 par anet er ct | 00$Cont ent P acetol der 1$t xt NewPass1 Bl ock 90

213.57.92. 114 |1 srael 147 237.0. 121 Param_at er T)_/pe _\/1 ol at_| on .C“ 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 78
wawe m | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d

212. 143. 220. 93 |l srael 147.237.0.121 Lhknown Paraneter ch in ww mluimishi.aka.idf.il/login B ock 52
Paraneter Type M olation _ BEVENTVALIDATION in

109.65.178. 144 Israel - 1147.237.0. 121 |\ i1 i mi shi . aka. i of . i1/ ment al heal t hof fi cer cont acti ng Block |52

82.80. 143. 133 |l srael 147.237.0. 121 Paranet er Type M ol ati on ct| 00$Cont ent A acetbl der 1$t xt Pass in ww ml ui mishi.aka.idf.il/login B ock 39

85. 64. 41. 82 L srael 147. 237. 0. 121 Paranpter Type Mool a_tloq ctIO()$Cbnt.entP| acehbl der 1t xt A | esNanes i n H ock 26
W il ui mi shi . aka. i df . i |/ changeuni t

213.57. 59 143 |1 srael 147.237.0. 121 Pa:an_et er T_ype_ \ial a_t|on_ ctIOO$Cbnt_entPI acehbl der 1$t xt Per ut Bakasha i n B ock 26
W il ui mi shi . aka. i df.i|/changeuni t

82.80. 134. 206 |l srael 147.237.0.121 Uhknown Paraneter Returnurl in ww niluimishi.aka. idf.il/login B ock 26

79 180. 148. 141 |1 s el 147 237.0. 121 Parmt er T)_/pe _\/1 ol aI‘I on _ctl 00$Cont ent Pl acetbl der 1$t xt NewPass1 i n B ock 26
wawv m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d

80.178. 8. 133 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on vww il ui mi shi.aka.idf.il/login paraneter ReturnlUl| B ock 13

213.57.106. 36 |lsrael 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 13

46.19. 86.213 |Israel 147.237.0. 121 Par anet er Type M ol ation ct| 00$Cont ent A acetbl der 1$t xt Capt cha i n v mi| ui mi shi.aka.idf.il/login |B ock 13

199. 203. 11. 166 | srael 147.237. 0. 121 manV\n_ Par arTet er f:tl O_O_OJnF ent Pl acetbl der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 13
viwy il ui mi shi.aka.idf.il/login

176.13. 13. 219 |l srael 147.237.0. 121 Lhknown Par angt er ct! 00$Cont ent A acebbl der 1$t xt M tur in v mi | ui mishi. aka.idf.il/leavei nunit B ock 13

84.228.123. 192 |l srael 147.237.0. 121 Lhaut hori zed URL Access to www nitl ui mishi.aka.idf.il/https:/vwwn mluimishi.aka.idf.il/ B ock 13

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
DECD8BE2A14F6B67235392C73CC3A79057E4522E7804CAFB3E91C232D5DFF557F689059E0FA8A
44F787405B802619B7E19406D1D5ABECACBE303D22ABD89EB39CBB2559A6C838F0BF25DA56EC
C1CDDFAA132E5B1AD4ADAE7DF88EE20C8D46665CEC738E2DC9C808D82986685EBD9374DFEL105
46. 19. 85. 108 | srael 147.237.0. 121 F3F0519ECCLD097E622DD75B2613, Cbser ved None 13
0408EEOE601248847F1BC665FC897BD6AC60D819596642701CAEBB1EE418939D52A0D453E1AEF
236F808856BA7F6CDAL162F39EB2B231E68E632125F51DA6A1IA1IES0C33711595F1A7A8D6E1A3AF
997010B604DEDBOD8D91C27080BA5545130986F8F6F0

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
433E70E0C54C20A9E6807C6CA93413BA6C85DCDDF14ED11928FE19C6BABBF50F3A7461A013E5
B2305F6 CEACDEO2C84F27DA1AC11DESGEE7F79D0OAC6B3D1FF09A97E167DAAACS527096198779
47753C7DF15AB675BFA3D33D888C258E7FBB334EB766AB2F2EF7AASFBC6B71F1FEC33E5A0C22D
213.57.59. 143 |l srael 147.237.0.121 6F0191531190683C7D4DBBFILEOC, Obser ved None 13
2D96AF395074009AACF4C30140447062E88F7AF69B5B89758F8D5A7F4AB21592BB5A3D867608
55B3EF431C27CF4CA7116FDFOEEDIBE778E13B309BA44D4321FEASD02A85CBB8706BF2774924D
25FD98FC67F2BEDAB9A752BOFAF640E44B5586 EE923A8

185. 32. 179. 103 |l srael 147.237.0. 121 Uhaut hori zed UR. Access to waw nil ui mishi.aka.idf.il/login. B ock 13
109. 64. 145. 7 | srael 147.237.0.121 Lhknown Paraneter tzav in wwy il uimishi.aka. idf.il/login B ock 13
80. 246. 137. 131 |l srael 147.237.0.121 Paraneter Type Mol ation ReturnlUr|l in vww ml ui mishi.aka.idf.il/login B ock 13
62.90.126.74 |lsrael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
5. 29. 206. 162 | srael 147.237.0.121 Lhknown Paraneter returnurl in ww nmlui mishi.aka.idf.il/login B ock 13
185. 27. 105. 106 |l srael 147.237.0. 121 Lhknown Paraneter returnurl in ww nilui mishi.aka.idf.il/login B ock 13
46.19. 85. 223 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SSL Sessi ons from46. 19. 85. 223 ((Qpen Mde) None 13
192. 198. 151. 43 |Eur ope 147.237.0.121 Lhknown Parangeter zi in ww niluimishi.aka. idf.il/login B ock 13

Gooki e Tanpering on cooki e . ASPXAUTH Expected , Chserved
5B1054901D6171C9FA63B8005BOFE822A57486DC8B51CD1CE8A837D62663323439F32E3B6488
2ECA15F6310439312007244A849DCD2D4C8299A18B02EE9B2240A88C3277B5F59BBA3BAESSC
2.54.11.22 I srael 147.237.0.121 C04862B1E26749FED6AB83FE60A0F997C3A1CEC469A5943CF90BD8C5A13DB250CB2820E1F8EFF None 13
D9C3AEE42A89D02CCB710043AC794CBFD9ABB28A027139FAC6BBDBIDC7 BABA7C6C828590FB
CA3B69053DA1D1B580

Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 1$t xt NewPass1 i n

62. 219. 147. 213 [l srael 147.237.0.121 A . . B ock 13
wawv m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d
31.168. 89. 107 |Israel 147.237.0.121| [P ameter Type Mol ation ctl 003Cont ent A acetbl der I xtA I esl D5 in Bock |13
vy mi | ui mi shi . aka. i df . i |/ changeuni t
212. 143. 220. 93 |l srael 147.237.0.121 Lhknown Paraneter prmin wawy mlui mishi.aka.idf.il/login B ock 13
185.32.179.3 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SSL Sessi ons from 185. 32. 179. 3 ((Qpen Mde) None 13
85.64.41.82  |israel 147.237.0. 121 \;?Wam armTiysﬁ \'1 a}?;a‘itc"fo_r} Iclt(':r?;):gcgz‘;ietm Pl acetbl der 1t xt Fer ut Bakasha i n Bock |13
46.19. 85. 223 | srael 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 13
199. 203. 11. 166 | srael 147. 237. 0. 121 manV\n_Par an_et er _ctl O_O_Cont_ ent Pl acetol der 1_f uAddMar ri ageCert Docsé&Fi | esToSend i n B ock 13
viwy il ui mi shi.aka.idf.il/login
2.54.148. 40 | srael 147.237.0.121 SSL Untraceabl e Connection - pen Mde None 13
109. 66. 152. 124 || srael 147.237.0.121 Uhknown Paraneter returnurl in ww nluimishi.aka. idf.il/login B ock 13
79.176.182. 251 |l srael 147.237.0.121 Paraneter Type Mol ation Returnlrl in ww nil uimishi.aka. idf.il/login B ock 13
37.142. 64. 46 | srael 147.237.0.121 Uhaut hori zed URL Access to waw nill ui mishi.aka. idf.il/https:/wwn mlui mishi.aka.idf.il/ B ock 13
213.57. 30. 208 |l srael 147.237.0.121 SSL Untraceabl e Gonnecti on - Qpen Mde None 13
185.32.179.3 |lsrael 147.237.0. 121 SSL Untraceabl e Gonnection - Qpen Mbde None 13
93. 173. 248. 207 |1 srael 147 237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1%t xt Per ut Bakasha i n B ock 13

wan mi | ui mi shi . aka. i df.il/nedi cal conmitteerequest
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