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10-19-2015 to 10-20-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste|Sgnature | Device Action | DP location. Location | count
37.26.146.170 | srael 147.237.0.121 TCP handshake vi ol ation, first packet not syn drop BBL- Frankf urt 70
176. 13. 11. 47 | srael 147.237.0.121 Anonal y-TLS-renegoti ati on-d i dest - r eset BBL.- | srael 63
37.26. 148. 247 | srael 147.237.0. 121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 28
62. 219. 254. 22 | srael 147.237.0. 121 Bl ock_Uip Al _Nets drop BBL- | srael 18
2.54.165. 97 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 15
46.19. 85. 4 | srael 147.237.0.121 Anonal y-SS.-renegoti ation-Ai dest - r eset BB.- | srael 5
31. 168. 133. 226 | srael 147.237.0.121 B ock Udp All Nets drop BBL- | srael 3
81. 218. 206. 82 | srael 147.237.0.121 Block Udp All _Nets drop BBL.- | srael 3
82. 80. 217. 70 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BA.- | srael 3
81. 218. 56. 125 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BBL- | srael 1




10-19-2015 to 10-20-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste
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10-19-2015 to 10-20-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo

|Target Address |StdSgnature

|Count
192.198. 151. 45 |Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 4
2.54.153. 33 | srael 147.237.0. 121 portscan: TCP D stributed Portscan 1
31.184.195.114 |Russian Federation |147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
37.26. 148. 247 | srael 147.237.0.121 portscan: TCP D stributed Portscan 1
109. 64. 177. 66 | srael 147.237.0. 121 portscan: TCP D stributed Portscan 1
192.198. 151. 44  |Europe 147.237.0.121 ET SCAN NVAP -sA (2) 1
2.54.162. 84 | srael 147.237.0.121 portscan: TCP D stributed Portscan 1
37. 26. 148. 195 | srael 147.237.0. 121 portscan: TCP D stributed Portscan 1
94. 102. 48. 194 Net her | ands 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
182. 101. 252. 238 |Chi na 147.237.0.121 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1




10-19-2015 to 10-20-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Sgnature

St%Name

66.249.93.146 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 4576
66.249.93.154 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4359
66.249.93.150 |lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 4063
194. 69. 103. 175 LKTIr:ge(cjjom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 1916
149. 78. 63. 20 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1748
134.191. 232. 70 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1488
66.249.81.130 |lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1017
134. 191. 249. 253 LKTIr:ge(cjjom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 896
149. 88. 38.5 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 871
66.249.81.254 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 789
66.249.81.251 |lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 765
134.191. 232. 68 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 736
5.157. 38. 34 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 697
149. 78. 116. 41 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 575
99. 248. 88. 119 |Canada 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 515
37.96. 147, 204 | srael 147. 237. 0. 121 Sreani ng Er_19i ne: TP Invalid Inval i d segnent retransnission. Packet drop 477
Ret r ansni ssi on dr opped.
167. 220. 196. 143 Eiqlr:gegom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cerent drop 457
73.219.249. 100 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 400
202. 83. 223. 144 |Hong Kong 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 396
149. 88. 107. 120 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 383
149. 78. 170. 143 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 372
149. 78. 18. 251 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 360
149. 88. 78. 220 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 355
66. 249. 93. 150 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 335
66.249. 93. 154 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 315
66. 249. 93. 146 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 314
134.191. 232. 92 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 296
149. 88. 26. 197 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 293
134.191. 232. 71 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 287
149. 78. 232. 103 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 278
149. 88. 150. 180 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 249
213.74.206.26 |Turkey 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 247
149.78.8. 12 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 243
46. 120. 158. 141 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 242
149. 78. 232. 187 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 237
134.191. 232. 93 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 235
12.9. 242. 254 Lhited Sates |147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 219
223.206. 15. 235 |Thailand 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 207
149. 78. 249. 144 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 207
149. 78. 8. 214 | srael 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 200
5. 28. 146. 96 I sr ael 147.237.0.121| |Bad TGP sequence Szgfm retransmt wth different wndow o oo 200
149. 88. 73. 53 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 194
78.141.135.24 |Luxenbourg 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 190
149. 78. 18. 162 | srael 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 189
209. 132.186. 37 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 189
149. 78. 233. 204 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 180
37.163.91. 84 France 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 173
149. 88. 144. 20 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 166
149. 78. 22. 201 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 156
149. 78. 233. 67 | srael 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 153




10-19-2015 to 10-20-2015

|Top Attackers In V\AF|

A tacker Devi ce

Action

‘Count

Attacker Address Geo Target Address St%S‘gnature

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
49E8514032C20F4EAE38C6E456B953CC23005311DCD0C122282E2B44C1E5A8BOFC6C535BFEG7
6C6C60223AE07BB11E92EE38A193CAA09353156470869411E2920543ECBCDFCEFAF7A57475E7
59DA187C9F43EB61C04803D337A6480A38EESC515D1E872012AEDAB99287CBA23D3946444C
5.29.72.5 | srael 147.237. 0. 1211 5 9RA4D598B24656596DA55A5C5FFDB, Cbser ved None 151
DOOE6A4AE4A770CB6F006D07064851E5F6B3CEAACG4B91779C0F453484A73437E78332A6D4DE
295ACAFE2E6300DB29988EEB5022A16F03D3A84AEE3C84CD2 ESFE2 ACEDC35F6E42B61256DI9EA
F97D3DF694E58C427B2F37AA30B7F5ED898EB97340124BF

Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

62. 90. 16. 150 | srael 147.237.0.121 o T S ] B ock 117
v m | ui mi shi . aka. i df . i | / changeuni t
84.111. 157. 106 |lsrael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 65
93.172.27.8 | srael 147.237.0. 121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 39
185. 32.179. 127 |l srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 39
2.54.151.0 | srael 147.237.0.121 D stributed Cooki e Tanperi ng on token: . ASPXAUTH None 39
212.117.136.8 |lsrael 147.237.0. 121 D stributed Unaut hori zed HTTP Met hod B ock 39
89. 138. 238. 229 |l srael 147.237.0.121 Paraneter Type Mol ation Returnltl in ww il ui mishi.aka. idf.il/login B ock 39
84. 95. 223. 42 | srael 147.237.0.121 Par aneter Type M ol ation ctl 00$Gont ent A acerbl der 15t xt Id i n vwwv mill ui mi shi.aka.idf.il/login B ock 39
2.52.146. 177 | srael 147.237.0.121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 26
176.12.150. 219 |l srael 147.237.0. 121 D stributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/login paraneter ReturnUl B ock 26
79.176. 63. 49 | srael 147.237.0.121 Dstributed Parangter Type Mol ation on ww nil uimishi.aka.idf.il/login paraneter ReturnUl B ock 26
31.154. 92. 49 | srael 147.237.0.121 Lhknown Paraneter returnurl in vww mluimishi.aka.idf.il/login B ock 26
2.54.17.203 | srael 147.237.0.121 D stributed Paraneter Type Mol ation on ww mil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 26
37.26. 146. 225 | srael 147.237.0.121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 26
Paraneter Type Mol ation ct| 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
79.182.191.6  |israel  147.237.0.021] |0t R S S et al heal thof 1 cer contact ng Block 26
37.26.147.135 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 26
5.29. 161. 168 | srael 147.237.0.121 D stributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/login paraneter ReturnUl B ock 26
176. 13. 13. 116 | srael 147.237.0.121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 26
2.54.0.254 | srael 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent A acetbl der 1$t xt Capt cha i n waw mi | ui mi shi. aka.idf.il/snsverify |B ock 26
46. 19. 86. 99 | srael 147.237.0. 121 D stributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/login paraneter ReturnUl B ock 26
37.26.148.138 |lsrael 147.237.0. 121 D stributed Paraneter Type Mol ation on wwu il ui mishi.aka.idf.il/login paraneter ReturnUl B ock 26
46. 19. 86. 42 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mde None 26
176. 12. 147. 77 | srael 147.237.0.121 Distributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/login parangter ReturnUl B ock 26
37.26. 146. 156 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 26
79.183. 29. 52 | srael 147.237.0. 121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 13
46. 19. 86. 52 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 13
37.26. 149. 222 | srael 147.237.0.121 Dstributed Parangter Type Mol ation on ww nil uimishi.aka.idf.il/login paraneter ReturnUl B ock 13
109. 65. 139. 244 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
5CBA5C76208235018EC56BD73700EFB8083A8F7218B23AB01FB37AB7220EE35D65CAB32BDF8F
4898365EECID3560FCA02FB94F19E6A1B3BEC7F67AD7BA705E53EBB49FB378C79148E9E38A655
BADAC43DB3D655F3D66C3306D621DF7F349A018C92FC36D27322FD003503766E439606797E9
62. 90. 16. 150 | srael 147.237.0. 121 419C352D70E4983CCA797FC96846, Chser ved None 13
C57B6C834EED8BA878E50F3D4297510A0C297643CFB796DEFF2552B215D0CCA7D7C71C720114
B16507D2E1943E474B2EB68E949AA25D1A726648FBA516564BC69D0754AFD39C7 1BEFF5E43F6
03F423B9A0E60820EDAEG6DA5E42F808DDD2E9B624 EFBADS

212.117.136. 8 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 13
37.26. 147. 200 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
84.228.175.238 |lsrael 147.237.0. 121 Lhknown Paraneter returnurl in vww nilui mishi.aka.idf.il/login B ock 13
82.166. 189. 2 | srael 147. 237. 0. 121 Unknqvxn. Par angt er gtl O'O_Cbnt' ent P acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 13
wwv | ui mi shi. aka.idf.il/login
46. 19. 86. 222 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 13
192. 115. 248. 2 | srael 147.237.0.121 Lhknown Paraneter returnurl in vww nlui mishi.aka.idf.il/login B ock 13
46. 19. 86. 120 | srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: .ASPXAUTH None 13
176.13. 21. 177 |lisrael 147. 237. 0. 121 Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 13

wwv ni | ui mi shi . aka. i df. il /changeuni t
121 Uhknown Paraneter RetutnU | in vwwv milui mishi.aka. idf.il/login B ock 13
Paran?et er Typg Mol gti on ct | 00$Cont ent A qcekbl der 1$t_ xt Per ut Bakasha in B ock 13
vwwn il ui mi shi. aka. i df. i |/ nental heal t hof fi cer cont acti ng
121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
wwe il ui mi shi . aka.idf.il/vol unteeri ngbyage

121 Distributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
Unknown Paraneter ctl00_Cont ent P aceHol der 1_f uAddl DCar dDocs&Fi | esToSend i n

80.74.119. 186 |lIsrael 147. 237.

79.180. 221. 94 | srael 147.237.0. 121

46.19. 85. 243 | srael 147. 237.

164. 138. 126. 63 |l srael 147.237.0. 121 B ock 13

89. 139. 60. 244 |l srael 147. 237.

0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
77.127.126.88 |lsrael 147.237.0. 121 vawe il Ui mi shi . aka. i oF.i | /] ogin B ock 13
213.151. 32. 163 |l srael 147.237.0. 121 Mil tipl e Untraceabl e SS. Sessi ons from 213. 151. 32. 163 (hknown SSL Sessi on) None 13
37.26.148. 229 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
194. 90. 216. 187 |l srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 13
84. 108. 44. 57 | srael 147.237.0. 121 Dstributed Paraneter Type M ol ation on ww il ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
46. 121. 80. 157 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 13
46.19. 86. 165 | srael 147.237.0. 121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
185. 32. 179. 86 | srael 147.237.0. 121 Lht raceabl e SS. Sessions: Protocol violation (SSL_GONN Al ENT HHLO None 13
5.29.154. 191 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 13
81.218. 157. 7 | srael 147.237.0. 121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
2 52177245 l srael 147 237 0. 121 Pararrpt er Type.\A ol at.l on ptl 00$Qont ent A acetbl der 1$t xt Capt cha i n B ock 13
wane mi | ui mi shi . aka. i df . i |/ newpasswor d/ f or got passwor d
79.183.51. 51 | srael 147.237.0. 121 O stributed Uhknown Paraneter on www nil ui mishi.aka idf.il/login paraneter returnurl B ock 13
46. 19. 86. 90 | srael 147.237.0.121 D stributed Cooki e Tanperi ng on token: . ASPXAUTH None 13
176. 13. 11. 47 | srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: .ASPXAUTH None 13
46. 19. 85. 55 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
109. 67. 185. 150 |israel 147. 237. 0. 121 Paran_et er ‘I_'ypg Mol gtl on ct | 00$Cont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 13
vy il ui mi shi . aka. i df.il/general petition
79.176. 143. 197 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
212.199. 69. 1 I sragl 147. 237.0. 121 U1knc_>v\n. Pa_r arTet er ptl QO_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 13
v | ui mi shi. aka.idf.il/login
37.26.148. 135 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
85. 64. 87. 144 | srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent P acetbl der 1%t xt M tur in vwwv mil ui mi shi.aka.idf.il/l eavei nunit B ock 13
31.154. 233. 107 |Israel 147.237.0.121 Dstributed Parangter Type Mol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
83.130. 115. 203 |l srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 13
46.116. 131. 173 |l srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 13
192. 116. 48. 38 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 13
46.19. 86. 139 | srael 147.237.0.121 Paraneter Type Mol ation Returnlrl in ww nmluimishi.aka.idf.il/login B ock 13
185. 27. 105. 104 |l srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vww mi | ui mi shi . aka. i df.il/snsverify |B ock 13
2.54.134. 225 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13




10-19-2015 to 10-20-2015

Attacker Address A(;t:Cker Target Address |S t% Sgnature
80. 246. 136. 225 |l srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 13
46.19. 86. 41 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 13
176.12.143. 101 |l srael 147.237.0. 121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
37.26. 148. 246 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
77.127. 126. 88 I srael 147. 237.0. 121 Lhknc_w\n. Pa_r angt er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 13
v | ui mi shi.aka.idf.il/login
213.151. 32. 163 |Israel 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 13
46.121. 113. 242 |israel 147.237.0.121| | ameter Type Mol ation ctl 003Cont ent A acetbl der I xtF | eshanes in Bock |13
wan il ui mi shi . aka. i df. il /nedi cal conmitt eer equest
195. 110. 40. 246 i srael 147. 237. 0. 121 Rargrret'er .Type Vol gti on ctl 0Q$Cont ent P acetbl der 1$t xt Per ut Bakasha i n B ock 13
m | ui mi shi.aka.idf.il/changeunit
84.111.76.81 | srael 147.237.0. 121 Paraneter Type Mol ation ReturnlU| in www il ui mishi.aka idf.il/login B ock 13
81.218.163. 157 |Israel 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 13
46.19. 86. 194 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
79.183.123. 122 |lsrael 147.237.0.121 Distributed Paraneter Type Mol ation on ww mil ui mishi.aka.idf.il/login parangter ReturnUl B ock 13
46. 19. 85. 64 | srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 13
109. 226. 26. 213 |l srael 147.237.0. 121 Uhknown Paraneter rturnurl in ww niluimishi.aka.idf.il/login B ock 13
79.178.49.139 |israel  |147.237.0.121(  [FHATEE TP \’1 af:‘ltc'jfo”l I‘:/tér?ﬁg?d‘;ﬁm Al acetb der 15t xt Fer ut Bakasha i n Bock [13
62. 90. 35. 105 | srael 147.237.0.121 O stributed Uhknown Paraneter on wwv il ui mishi.aka. idf.il/login paraneter returnurl B ock 13
213.57.72. 27 | srael 147.237.0.121 Paranet er Type M ol ati on ct| 00$Cont ent B acetbl der 1$t xt Pass i n ww mil ui mi shi . aka.idf.il/login B ock 13
87.69.122.19 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
31. 168. 68. 3 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 13
84.94.174. 128 | srael 147.237.0.121 Dstributed Parangter Type Mol ation on ww nil uimishi.aka.idf.il/login paraneter ReturnUl B ock 13
46.116. 167. 183 |l srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 13
193. 238. 189. 181 |l srael 147.237.0. 121 Lhaut hori zed URL Access to miluimishi.aka.idf.il/loggin B ock 13

Cooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved

A4B63D797E5397B2D7E78D8353270F655COE0ASC9673E408339F2EDS0D6297 FFAA2 ADA43F1EE
5B105E9AA81FE7A624D608F2A9FE09376272E58CC376770442787E5E9931500DEACECT51954E
46.19.86.147 I srael 147.237.0. 1211 |5 A0 DFO207AFDAD1 210 CBCAGDD5F43CFF219F233E8D7778E1FA68B0602A7F098169259AAE49 |\P"e  [13

7DFC78A1FA528E6E01534E65FFC1E6141FE21E277 CCEDA6 CDA95FAG62E6995DE4993AAB510F2F

5345EED0671CCC6B6
185.32.179.10 |lIsrael 147.237.0. 121 Uhknown Par anet er ct | 003Cont ent Al aceHbl der 1$t xt Capt cha i n vww mi | ui mi shi . aka.idf.il/snsverify |B ock 13
80. 246. 139. 54 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN QLI ENT HALLO None 13
79.182.217. 161 |lsrael 147.237.0.121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
37.26.149.136 |lsrael 147.237.0. 121 D stributed Paraneter Type Mol ation on v nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
109. 64. 9. 215 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 13
77.127.242. 174 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mde None 13
62.0.113. 48 | srael 147.237.0.121 Uhknown Paraneter prmin www ml ui mishi.aka.idf.il/login B ock 13
37.26. 147. 146 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 13
15.195. 185. 77  |Europe 147.237.0. 121 D stributed Waut hori zed HTTP Met hod B ock 13
82 166. 189, 2 — 147 237.0. 121 Lhknqvm_ Pa_r arTet er _ctl O_O_Cbn_t ent Pl aceHol der 1_f uAddl DCar dDocsé&Fi | esToSend i n B ock 13

vy il ui mi shi . aka.idf.il/login
46.19. 86. 221 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 13
185. 32. 179. 229 |l srael 147.237.0.121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 13
46.19. 86. 112 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13

DO stributed Unknown Paraneter on waw mlui mishi.aka.idf.il/snsverify paraneter
176.13.14.165 |l srael 147.237.0.121| |4 T ooatont ent M eekbl dor 19t xt Capt oha yp Bock |13
2.54.6.182 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
79.183.199. 231 |lsrael 147.237.0.121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
46.19. 85. 103 | srael 147.237.0.121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 13

CGooki e Tanpering on cooki e . ASPXAUTH Expect ed

47D5314931670D0FD3134AB1653045EA4A31C2B27C598CD0295E35ADB1AFF2D796FBA09BF42
F6A7153B39AB25CF3DEDACS610E2308E19568D9BICF19FDICAFIC395084B6026183B22065BA
E10FEA5DODE7FF24FDOA5896D32E0C78D9F2804427B2C8D653280092D2447F3CDIF9224CC27
148.177.129. 212|Furope  |147.237.0. 1211|457 03047FA0466DA3481402E23D20B0, Cbser ved None (13
CD227F0A72555FA645F93BE941D86103B9D91BOE64B6DC5F1B4BC53FBEIC28E54237 EBAE6549
FO4C1A7022F8938C4CAC2EEL158BAB377FDBC492D6ESAGELBI7C03341D31B56DCA0A070730

BF6C972561D0C091BF562ADDA338CA904874A69CA37C5B24

79.178.142.130 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: pen Mbde None 13
62. 90. 218. 14 | srael 147.237.0.121 Uhknown Paraneter ReturnUi in waw nil uimishi.aka.idf.il/login B ock 13
213.57.165. 125 |lsrael 147.237.0.121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13
37.26.148.186 |lsrael 147.237.0. 121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/login paraneter ReturnUl B ock 13

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

7E33305FA946CBB7C506E2EDC38FF89D3CLCO9A315BBFDEA7FD511794487D6E346D1365C174
D7721C27EBOBCF1349A50021CB41D547CB2B991B918AC6A44185FE9A48B1ED0111BCA46231E
A2D211DC7CCBB494D5A18FD47FF73D5FA48F35BBB0B224C88E7D2E3A519BDC1 98014 A53AE4
46.116. 231. 174 Israel 147.237.0. 1211 |201670860B1F881AF2DAED7A2AT5F000, Cbser ved None (13
9AA05896EDBF61802354AADEF396C08F92F260336A8A25275BB03927230BE68913C811D912B
15FABD9214AC793C94D2A68E4619C543F1C353756BF8330FBLA81FE776FF2CLE35304AAA05C

3AB8C50619451031CO90B1EEBAB93EC134AC92822CE413137

194. 90. 167. 161 |l srael 147.237.0.121 Uhknown Paraneter taf in wwnmluimishi.aka.idf.il/login B ock 13
46.19. 86. 151 | srael 147.237.0. 121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
185.32.179.86 |lsrael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 13
80. 246. 139. 129 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
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