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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
62. 219. 254. 22 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 33
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10-17-2015 to 10-18-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Dgnature | count
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 6
192. 198. 151. 44 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
61. 182. 170. 38 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
41.74.9. 153 Beni n 147.237.0. 121 ET SCAN Potential SSH Scan 1
91.181.173. 33 Bel gi um 147.237.0. 121 ET SCAN Potential SSH Scan 1




10-17-2015 to 10-18-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |SteName |9 gnature | Devi ce Action |Count |
66. 249. 93. 150 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1950
66. 249. 93. 154 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1766
66. 249. 93. 146 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerment drop 1543
149. 78. 231. 47 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 648
149. 78. 225. 110 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 450
149. 78. 237. 24 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 437
149. 88. 177. 91 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 250
200. 126. 195. 111 |Argentina 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 225
149. 78. 160. 59 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 213
149. 78. 19. 178 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 204
216.67.15. 19 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 190
149. 78. 209. 64 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 176
93. 48. 250. 101 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 174
66. 249. 93. 146 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 171
66. 249. 93. 150 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 169
66. 249. 93. 154 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 167
212.247.176.200 |Sweden 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 155
149. 78. 150. 127 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 130
5. 45. 203. 205 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 126
37.9. 88. 65 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 126
149. 88. 87. 227 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 118
149. 88. 67. 150 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 116
149. 78. 63. 77 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 112
84.109. 162. 146 | srael 147.237.0.121 Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 108
149. 78. 247. 118 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
149. 78. 225. 30 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 92
49.199. 14. 15 Australia 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 92
149. 78. 14. 139 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 90
149. 78. 154. 118 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 90
149. 88. 217. 33 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 86
149. 88. 239. 57 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 81
149. 78. 157. 134 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 78
217.69. 133. 249 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerment drop 78
66. 249. 81. 254 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 73
66. 249. 81. 130 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 71
66. 249. 75. 44 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 69
149. 78. 175. 124 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
66. 249. 93. 241 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 61
149. 78. 46. 41 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 56
66. 249. 75. 28 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 51
149. 78. 248. 54 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 46
149. 78. 151. 245 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
149. 78. 62. 3 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 42
66. 249. 81. 251 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 42
149. 78. 225. 174 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 40
66. 249. 93. 247 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 38
149. 78. 235. 113 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 38
217.69.133. 21 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
66. 249. 81. 254 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 34
79.183.171. 4 | srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 33




10-17-2015 to 10-18-2015

|Top Attackers In V\AF|

A tacker Devi ce
Ceo Action

84.228.192. 73 |lsrael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent B acetbl der 1$t xt Pass in vwwv il ui mi shi. aka.idf.il/l ogin B ock 39
Paraneter Type Mol ati on ctl 00$Cont ent A acetbl der 1%t xt Per ut Bakasha in

‘Count

Target Address St%&'gnature

46.121.42.142 Jisrael  [147.237. 0. 121) |y vif i i shi . aka i o .i |/ nental heal thotfi cer contacti ng Block |39
94. 230. 83. 97 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 26
37.26. 146. 166 |lsrael 147.237.0.121 Paraneter Type Mol ation ReturnUrl in ww nil uimishi.aka. idf.il/login B ock 26
94.230. 86. 152 |1 srael 147. 237. 0. 121 Paran_eter Type‘ M ol aFlon‘ ctIO()$(‘ bntentEI acetbl der 1$t xt F | esNangs i n B ock 13
vy m | ui mi shi . aka.idf.il/nedi cal conmtteerequest
79.178.49.13 [israel 147.237.0. 121  |Pameter Type Mialation ctl 00SContent A acetbl der 1$Subm 1 in Bock [13
viwv mi | ui mi shi . aka. i df . i |/ changeuni t
Mil tiple Lhtraceabl e SS. Sessions from46. 121. 67.20 (Protocol viol ation
46.121.67.20 |Israel 147.237.0. 121 (SSL._CONN_APPLI CATI ON_DATA EXCHANGE) ) None 13
46.19. 85. 210 | srael 147.237.0.121 SSL Untraceabl e Connection - pen Mde None 13
84. 228. 22. 38 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 13
46.19. 86. 218 | srael 147.237.0.121 Paraneter Type Mol ation Returnlrl in ww nil uimishi.aka. idf.il/login B ock 13
109. 67. 185. 150 |1 sr ael 147. 237. 0. 121 Paranpt er Typg Mol gtlo_n ct | 00$Cont gnt_Pl acetbl der 1$t xt Per ut Bakasha i n B ock 13
viwy il ui mi shi . aka. i df.il/general petition
79 178.49.13 |1 srael 147 237.0. 121 Paraneter Type M ol ation ctl00$CGont ent A acetbl der 1$Subnit1 in B ock 13

wan mil ui mi shi . aka. i df.il/nedi cal conmitteer equest
46.19. 86. 118 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
E2DA17607D74422E26DCFF92454B109FD18CBACC416F7458BD61F7BD6FOF1ACBCD81E4EB83D2
A53AE7080F7D48DD1DE5449443510CC83D1DA9ABA3EA816B05E17B6F62EC5F3572B421B87C21
6E79CFFBD5C1FECAED14C38106425A8E8C7728CCF1B8EAA615189702F1BCF261D015A43E4A63
79.176.204.31 |[lsrael 147.237.0.121 200961E21B7ASEE4ALBASOF6F62F, Chser ved None 13
6692EF2A22E09420750A2A8D3AB92ABD06598FDD5F321A9B1FAB7D0116D8BB6790CD23E95F91
4DB3E035B3B1F7E96FBDCB5C35EFF45C95EB407 EOBB71354EF46D0D6 DC85EEB53DAAG6A888C890
8A4CA9D95486A678FD957E9CADD139A54AABCC1B67DCD

Paraneter Type M ol ati on ctl00$Cont ent A acetbl der 1$t xt FH | esNanes i n

46.121.42.142 Israel 147.237. 0. 221 | nil i mi shi . aka. i df i |/ ment al heal t hof i cer cont act i ng Block |13
2.52.189. 68 | srael 147.237.0.121 Paraneter Type Mol ation Returnlrl in vww ml ui mishi.aka.idf.il/login B ock 13
79.183.171. 123 |l srael 147.237.0. 121 Uhknown Paraneter returnU | in wwwumluimishi.aka.idf.il/login B ock 13
46.19. 86. 145 | srael 147.237.0.121 Uhknown Paraneter prmin ww nmlui mishi.aka.idf.il/login B ock 13
79.178. 29. 253 |l srael 147.237.0.121 Lhknown Par anet er ct| 00$Cont ent Pl aceHol der 1$t xt Capt cha i n waw m | ui mi shi.aka.idf.il/snsverify |B ock 13
84.108.72. 188 |1 srael 147 237 0. 121 Lhknqv\n'Pa.r angt er gt | QO$Cbnt ept Pl_acel-bl der 1$f uAddDocsFi | es in B ock 13
www m | ui mi shi.aka.idf.il/leavei nunit
46.121. 67. 20 | srael 147.237.0.121 SSL Untraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANGE) None 13
46.19. 86. 177 | srael 147.237.0.121 Doubl e LR Encoding - paraneter: ReturnUl in vww niluimishi.aka. idf.il/login B ock 13
46.121.67.20  |1srae 147. 237. 0. 121 Illegal Byte Code Character in Method A?A AtA2 P8>A»A¥A—A™MHAT7AcAt A%eA AA2| [ #6] ] ( DCals H ock 11

AZAC] [ #24] 1H [#0] ] A, Ao [ #7]] A~ A2UsA- Ae[ [ #15] ] A A AcA-

NULL Character in Header Name at AVD7[[#16]] Ae[ [ #21] ] xAZ[ [ #0] ] AA? [[#6] ] Ata>xAcA; YA’
[[#20]] ASA%AYAS UR ~ 4=3A0 - &A%t [ [ #27] ] A2 ADRAVAS[ [ #1] ] LA%AfFA»A, 7AZAXAY
46.121.67.20 |[lIsrael 147.237.0. 121 Ae[[#25]] A3 A [ #4] | AvACRSAuA? ARSA™A+r KAz} A [ #20] ] A“AY1[ [ #16] ] Kr [ [ #25] 1 AY- AE=AASAf|B ock 11
ARBASA-j Aol [ #29]1 [ [#21]] 1A% [ [ #6] ] AtRARR[ [ #5]] (A2 AYAA-dy[ [#3]][[#31]] A+s Az
[ [#21]] AYAYA4N [ #26] ] A

46. 121. 67. 20 | srael 147.237.0. 121 Mal f orned HTTP Header Line 5 B ock 11
Illegal Byte Code Character in Header Nane AVDY[[#16]] A [#21]]xAZ[[#0]] AR> [[#6]] At
a>xAcAj YA'[ [ #20] ] ASA%AYAS UR' ~ 4=3A° - &A%t [ [ #27] ] A2 ADRAVAS[ [ #1] ] LA%AfFA»A, 7AZA
46.121.67.20 |[Israel 147.237.0.121 xAYA [ [ #25] ] As Avj [ #4] ] A¥ACRSAUA?ARSA™A+r A'A2 } Al [ #20] ] A“AY1[ [ #16] ] Kr [ [ #25] ] Af- AE=A" |B ock 11
ASAFARBASAj Ao[ [ #29] 1 [ [#21]] 1A% [ [ #6] ] AtAARRe[ [ #5] ] (Ae AYAAdy[ [ #3]][[#31]] A+ Az
[ [#21]] AYAYA4N] [ #26] ] A

46.121.67.20 |Israel 147.237.0. 121 Mal f or med URL B ock 11
46.121. 67. 20 | srael 147.237.0.121 Illegal Byte ode Character in Header \al ue B ock 11
46.121.67.20 |Israel 147.237.0. 121 Abnornal |y Long Header Line request header nane B ock 10
Unknown HTTP Request Met hod A?A A¢A2 P8>A»A¥A—A™HA7 AoAt A%.A A’Aa[ [ #6] ] ( DCaA%.AZ
46.121. 67. 20 | srael 147.237.0. 121 AC[ [ #24]] H [ #0]] A Ao [ #7]] BorEoUsA: Ae[ [ #15] ] A A¢ Ak in LR B ock 10
46.121.67.20 |Israel 147.237.0. 121 Abnornal |y Long Request net hod B ock 10
H A2 A Ad Aa Ay AYA___ATMHA'7 Ag Al Ao/ A A”Aa Ao/ AT
46.121. 6720 |1srael 147 237 0. 121 NULL Character in Method A?A ACAR P8>A»AYA—A™HATAnAt A%.A A’A% [ [ #6] | ( DCaA%AZ H ock 10

Ac] [#24] TH [#0] 1 A Ao [ #7] ] A2~ A2UsA AR [#15] ] A A3 AcA-
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