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W 46.121. 113. 242, |srael
62. 219. 254. 22, | srael
W 212.143. 66. 129, |srael
109. 66. 127. 53, |srael
W 80. 246. 136. 154, |srael

W 132.72.138.1, Israel
W 79.177.7.209, |srael
W 84.229.129. 216, |srael
79.181. 194. 125, |srael
W 192.115.248. 2, |srael




10-15-2015 to 10-16-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
62. 219. 254. 22 | srael 147.237.0.121 B ock_Udp Al Nets dr op BBL- | srael 57

80. 246. 137. 248 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 8

91. 208. 129. 129 | srael 147.237.0.121 B ock Wp Al _Nets drop BBL- | srael 3
62.219. 21. 133 | srael 147.237.0.121 B ock_Wp Al _Nets drop BBL- | srael 3
82.80.217.70 | srael 147.237.0.121 B ock_Udp Al _Nets dr op BBL- | srael 3




10-15-2015 to 10-16-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



10-15-2015 to 10-16-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo

|Target Address |StdSgnature

|Count
58.56. 44. 194 Chi na 147.237.0.121 GPL SCAN nmap TCP 2
124.128. 63. 2 Chi na 147.237.0.121 GPL SCAN nmap TCP 2
192.198. 151. 45 |Europe 147.237.0. 121 ET SCAN NVAP -sA (2) 1
46.19. 86. 214 | srael 147.237.0.121 portscan: TCP D stributed Portscan 1
79.174.70. 237 Russi an Federation |147.237.0.121 ET SCAN Potential SSH Scan 1
80. 59. 197. 151 Spai n 147.237.0. 121 ET SCAN Potential SSH Scan 1
85. 250. 206. 103 |l srael 147.237.0.121 portscan: TCP D stributed Portscan 1
101. 25. 85. 15 Chi na 147.237.0. 121 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
158. 69. 198. 38 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
217.194. 203. 234 |l srael 147.237.0.121 portscan: TCP D stributed Portscan 1
37.26. 146. 216 | srael 147.237.0. 121 portscan: TCP D stributed Portscan 1
79.181. 23. 104 | srael 147.237.0.121 portscan: TCP D stributed Portscan 1
80. 246. 136. 145 |l srael 147.237.0.121 portscan: TCP D stributed Portscan 1
86.111.221.245 |Uhited K ngdom 147.237.0.121 portscan: TCP D stributed Portscan 1




10-15-2015 to 10-16-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

St%Name

dgnature

66.249.93.150 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2977
66.249.93.146 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2532
46.19. 86. 113 — 147 237.0. 121 Sreanhng qui ne TP Invaid Invalid segnent retransmssion. Packet drop 2268
Ret ransni ssi on dr opped.
66.249.93. 154 |lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2120
66.249.81.251 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1983
66.249.81.254 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1180
149.78.50. 198 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 995
66.249.81.130 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 788
149. 78. 68. 216 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 769
149. 78. 241. 20 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 757
213.127.163.9 |Netherl ands 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 741
149. 78. 21. 183 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 732
149. 88.90. 189 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 684
134.191.232. 70 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 676
78.194. 83. 56 France 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 668
149. 78. 228. 126 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 648
46.19. 85. 169 | srael 147. 237 0. 121 Sreanhng E'.]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 576
Ret r ansni ssi on dr opped.
149. 78. 246. 229 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 509
134.191. 249. 253 Eiqlr:gegom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 454
197.88.131. 75 |South Arica 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 453
149. 88.85. 121 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 444
149. 78.196. 116 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 425
149. 88. 177. 91 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 362
149. 88. 76. 168 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 360
195. 178. 165. 142|Sweden 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 338
149. 78. 222. 195 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 322
149. 142. 244. 200|Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 313
149. 78. 20. 212 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 306
149. 78. 14. 139 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 298
149. 78. 150. 127 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 291
149. 88. 188. 20 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 278
149. 78. 9. 155 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 273
66.249. 93. 146 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 272
149. 88. 28. 77 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 272
69. 64.222. 157 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 269
66. 249. 93. 154 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 262
108. 211. 16. 145 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 260
66. 249. 93. 150 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 256
149. 78.238.40 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 246
149. 78.193. 116 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 239
149. 78. 242. 198 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 232
149. 78. 34. 159 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 228
189. 236. 168. 183|Mexi co 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 217
181. 90. 46. 203  |Argenti na 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 208
2 54.160. 226 | sragl 147 237.0. 121 Sreanhng qui ne TP Invalid Invalid segnent retransmssion. Packet drop 207
Ret ransni ssi on dr opped.
81.132.122.129 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 204
66.249.81.162 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 201
149.78.141.61 |lsrael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 200
46.216. 168. 144 |Bel arus 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 194
99. 8.57. 25 Lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 173




10-15-2015 to 10-16-2015

|Top Attackers In V\AF|

At acker ) Devi ce
Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
212 143. 66. 129 |1srael 147 237.0. 121 I%ram_at er Type _\/1 ol at_l on .Ctl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 52
waw m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d
46.121. 113. 242 |israel 147.237.0.121| [P @mweter Type Mol ation ctl00SCont ent A acerbl der 15t xt A | eshanes in Bock |52
wan il ui mi shi . aka. i df.il/nedi cal conmitt eer equest
Dstributed Paraneter Type Mol ation on wawv nil ui mishi.aka.idf.il/nental heal t hof ficercontacting
109.66.127.53 |l srael 147.237.0. 121 par anet er ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock 39
192. 115, 248, 2 I sragl 147. 237 0. 121 Paran_et er T_ype_ Mol a_tl on ctl 00$Cbnt_ent P acetbl der 1%t xt Per ut Bakasha i n B ock 39
v m | ui mi shi . aka. i df . i | / changeuni t
194. 90. 198. 42 | srael 147.237.0. 121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 39
Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/medi cal coomtteerequest
79.181.194.125 I srael 147.237.0.121 par anet er ct | 00$Cont ent A aceHol der 1$t xt H | esNanes Bl ock 39
79.177.7.209 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 39
45. 33. 139. 219 147.237.0.121 O stributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/login paraneter ReturnUl| B ock 26
2.54.21.113 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 26
46.19. 86. 187 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 26
D stributed Uhknown Paraneter on vwwy mil ui mishi.aka. idf.il/snsverify paraneter
80. 246. 136. 154 |[Israel 147.237.0.121 ct 1 00$Cont ent Pl acetbl der 1$t xt Capt cha B ock 26
2.52.159. 196 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 26
93.173.128. 240 |l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 26
46. 19. 86. 83 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 26
79179, 53. 40 srael 147 237.0. 121 Pararrl_at er T)_/pe _\/1 ol at_l on _ctI 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 26
wawe mi | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d
2.54.32.237 | srael 147.237.0.121 O stributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/login paraneter ReturnUl| B ock 26
212. 143. 181. 110|i srael 147.237,0.121| |Fareter Type Violation ctl 00SChnt ent M acebl der 18t xt Capt cha in Bock |26
viwv i | ui mi shi . aka. i df . il /newpassword/firstlogin
192.116. 128. 26 |l srael 147.237.0.121 Uhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/loging B ock 26
Dstributed Lhknown Paraneter on ww nil ui mishi.aka.idf.il/snsverify paraneter
77.127.67.37 | srael 147.237.0.121 ct 1 00$Cont ent A acetbl der 1t xt Gapt cha B ock 26
Cooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
AD6281678F00A99B49B31C2AE15F5B328B58436FC7D849275BEO3EE3DC49F826012224C5C6B7
175F12A3B6FOBOACECFO03B4EBFAF7CC252EFBB477CEDO15EBD1348BB9A726A845AC82EB36A3
46.121.113.242 I srael 147.237.0.121 AA75D545045B34B58B258F7A6A66 D3AAB0OAA2582D230F2659C55C885879DD59B41078F1F8D None 26
2853B2EACDESDF0272A1BD38B0ODDE2393A575DA6D702EF038B1DE33BF68C166EBB338134C53
8D260FFBAAD3FD024423
2.54.3.5 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 26
46.19. 86. 194 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 26
79.182.199. 164 |lsrael 147.237.0. 121 Paraneter Type Mol ation ReturnU| in vww il ui mishi.aka idf.il/login B ock 26
80. 246. 139. 155 |Israel 147.237.0.121 Mil tiple Untraceabl e SS. Sessi ons from 80. 246. 139. 155 (Cpen Mde) None 13
212.199. 108. 202|l srael 147.237.0. 121 D stributed Uhknown Paraneter on waw ml uimishi.aka.idf.il/login parangter returnurl B ock 13
2.54.19. 57 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 86. 233 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/medi cal coomtteerequest
109.66.127.53 |l srael 147.237.0.121 par anet er ct | 00$Cont ent A aceHbl der 1$t xt H | esNanes Bl ock 13
46.19. 85. 77 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
O stributed Lhaut hori zed URL Access on
109.64.174. 158 |l srael 147.237. 0221\ oy i) vi i shi . aka, i of i |/ htt ps: /wwe nil ui rmi shi . aka, i f i1/ Block |13
37.26.148.241 |israel 147.237.0.121| | ameter Type M olation ctl00SContent M acerbl der 15t xt Gaptcha in Bock |13
viewv i | ui mi shi . aka. i df . il /newpassword/firstlogin
80. 246. 136. 65 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
199. 203. 223. 3 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
2.52.150.129 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
46. 19. 86. 168 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 13
46. 19. 86. 98 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
D stributed Uhknown Paraneter on vwwv mil ui mishi.aka.idf.il/login parangter
87.69.119. 188 | srael 147.237.0. 121 ct|1 00_Cont ent P aceHol der 1_f uAddvar ri ageCer t Docs&Fi | esToSend Bl ock 13
Dstributed Paraneter Type Mol ation on v nil ui mishi.aka.idf.il/nental heal t hof ficercontacting
31.168.219. 153 I srael 147.237.0.121 par anet er ctl 00$Cont ent A aceHbl der 1%t xt Per ut Bakasha Bl ock 13
79. 182. 33. 60 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 13
192. 114. 105. 254|I srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 13
2.54.191. 201 | srael 147.237.0. 121 Paraneter Type Molation Returnlrl in ww nmluimishi.aka.idf.il/login B ock 13
D stributed Lhknown Paraneter on wawx ml ui mishi.aka.idf.il/login paraneter
77.125.153. 34 I srael 147.237.0.121 ct1 00 Cont ent P aceHbl der 1_f uAddl DCar dDocs&Fi | esToSend Bl ock 13
176.13.18.100 |Israel 147.237.0.121| |FArameter Type Molation _EVENTVALIDATI N in Bock |13
wan il ui mi shi . aka. i df.il/nedi cal conmitteer equest
46. 19. 85. 220 | srael 147.237.0.121 Paraneter Type Mol ation Returnlrl in ww nmluimishi.aka.idf.il/login B ock 13
84.228.243.20 |lsrael 147.237.0. 121 O stributed Uhknown Paraneter on wwwv il ui mishi.aka idf.il/login paraneter returnurl B ock 13
46.19. 85. 107 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
81. 218. 68. 210 I sragl 147. 237.0. 121 U1knc_>v\n. Pa_r arTet er ptl QO_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 13
v | ui mi shi.aka.idf.il/login
213.57. 218. 67 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 13
2.54.135. 127 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 13
46.117. 230. 224 |l srael 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from46. 117. 230. 224 (Unknown SS. Sessi on) None 13
132. 70. 66. 10 | srael 147.237.0. 121 D stributed Uhknown Paraneter on waw ml uimishi.aka.idf.il/login parangter returnurl B ock 13
2.54.7.240 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mde None 13
46. 19. 86. 220 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
109. 65. 32. 130 | srael 147.237.0.121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 13
80. 246. 137. 194 |l srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 13
212.179. 44. 34 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
37.26.147.131 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mde None 13
79.183.108. 251 |l srael 147.237.0.121 Lhknown Paraneter returnurl in v mluimishi.aka.idf.il/login B ock 13
192. 117. 236. 29 | srael 147. 237. 0. 121 UnanV\n‘ Pa_r arTet er f:tl O_O_GJnt_ ent Pl acetbl der 1_f uAddMar ri ageGert Docs&Fi | esToSend i n B ock 13
vy il ui mi shi . aka.idf.il/login
2.52.10.160 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 86. 140 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
91. 216. 252. 254 |1 srael 147. 237. 0. 121 U1knqv\n. Pa}' angt er gtl O'O_Cbnt' ent Pl acetbl der 1_f uAddMar ri ageGert Docs&Fi | esToSend i n B ock 13
wwv | ui mi shi. aka.idf.il/login
46. 19. 86. 79 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mde None 13
84.229.129. 216 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 13
D stributed Uhknown Paraneter on vwwv mil ui mishi.aka.idf.il/login parangter
5. 144.58. 39 | srael 147.237.0. 121 ct1 00_Cont ent Pl acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend Bl ock 13
79.178. 50. 184 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
185. 32.179. 109 |l srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mde None 13
2.54.173. 176 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46. 210. 158. 83 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13




Attacker Address

10-15-2015 to 10-16-2015

A tacker
Ceo

Target Address

St%S‘gnature

Devi ce

Action ‘Count

132.74.121.196 |lsrael 147.237.0. 121 Uhknown Paranmeter ReturnU |-/ in wawv mluimishi.aka.idf.il/login B ock 13
46. 19. 85. 145 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
84.94.18. 101 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 85. 105 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
80. 246. 139. 155 |Israel 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 13
D stributed Lhknown Parangeter on wawy ml ui mishi.aka.idf.il/login paraneter
213.57.7.4 I srael 147.237.0. 121 ct| 00_Cont ent P acetbl der 1_f uAddl DCar dDocsé&Fi | esToSend onp Bl ock 13
46. 19. 86. 241 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 13
109. 64. 174. 158 |l srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka. idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 13
37.26.149. 198 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 86. 119 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
89. 139. 56. 156 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
31.210. 186. 136 |Israel 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
79.182.66.170 | srael 147.237.0. 121 ;?Wa'r:"elt o mlesr?i \'1 al?;""ltc'jfonl Icfém:;iet”t Al acettl der 15t xt A | esNanes in Bock |13
5.29.237.122 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 13
D stributed Lhknown Paraneter on wawx ml ui mishi.aka.idf.il/login paraneter
77.125.153. 34 | sr ael 147.237.0.121 ct1 00 _Cont ent P aceHbl der 1_f uAddMar ri ageCer t Docs&H | esToSen(;)gl P Bl ock 13
176. 13. 20. 239 | srael 147.237.0.121 Lhaut hori zed URL Access to waw nil ui mishi.aka.idf.il/log B ock 13
46.19. 86. 8 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
84. 228. 243. 20 | srael 147.237.0. 121 Lhaut hori zed UR. Access to waw nil ui mishi.aka. idf.il/login/returnurl=/ B ock 13
46.19. 85. 138 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
81.218. 180. 254 |l srael 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vwwy mi | ui mi shi . aka.idf.il/snsverify |B ock 13
D stributed Uhknown Paraneter on vwwv mil ui mishi.aka. idf.il/login paraneter
217.194.199. 183 I srael 147.237.0. 121 ct1 00 Cont ent P acetHbl der 1_f uAddl DCar dDocs&Fi | esToSend one Bl ock 13
2.54.135. 232 | srael 147.237.0. 121 Lhtraceabl e SSL Sessions: Protocol violation (SSL GONN I ENT HHLO None 13
46.117. 230. 224 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown S Sessi on None 13
Dstributed Paraneter Type Mol ation on wwv nil ui mishi.aka idf.il/nental heal t hofficercontactin
132.72.138. 1 I srael 147.237.0.121 par anet er ct | 00$Cont en){pPle acehbl der 1$t xt Per ut Bakasha ° Bl ock 13
2.54.15.159 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 86. 229 | srael 147.237.0. 121 Mil tipl e Uhtraceabl e SS. Sessi ons from 46. 19. 86. 229 ((Qpen Mde) None 13
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
A29CD4EF4AAD6F311C5D6347D60D4A7CBFB7A4F8F72AA7DABOB6DA69670CD5D17F1310C46
C30BF07D721828104B00D7F2D588993D6494C358818C8AA348F6280D1AC09B5E571D1CF599
9CDB6124C1CFCF0975C14222882F0C4BF004AAC7D76965950F5F657410178C7F1AF90C359B4
109.65.35.63  |Israel 147.237.0.1211  1099F777F18711EAFDF8CALFDR18E6EL6A2, Chser ved None (13
BCCA854C99ECCB5AFB6BDEAOC87A3F5DCAF527E3170DF8E26D57B215188F6ECCB1B085018C2
2C27A15B47A02B01E1579EF891FF6D520FEF0B4E20228ED1731D6DFE15BD46D2F65512D56D77
A831EB4A2AACCLE6935E5E5E83620564482494F568B7C78
46. 19. 85. 24 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
80. 246. 137. 248 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
212.179. 46. 189 |l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
37.26.148. 188 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
80. 179. 194. 40 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLGONN QLI ENT HALLO None 13
2.52.35.187 | srael 147.237.0. 121 Paraneter Type Mol ation ReturnU| in vww il ui mishi.aka idf.il/login B ock 13
46.19. 86. 150 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
Ostributed Paraneter Type Mol ation on v ml ui mi shi. aka.idf.il/nedical conmtteerequest
85.250. 27. 67 | srael 147.237.0. 121 par anet er ct | 00$Cont entylgl aceHbl der 1$t xt H | esNanes ) Bl ock 13
31.154.91. 238 | srael 147.237.0.121 D stributed Paraneter Type M ol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 13
185. 32.179. 113 |l srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 13
2.54.182. 55 | srael 147.237.0.121 Dstributed Parangter Type Mol ation on ww nil uimishi.aka.idf.il/login paraneter ReturnUl B ock 13
62. 0. 54. 233 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
176. 12. 143. 55 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 85. 168 | srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 13
D stributed Lhknown Paranmeter on waw nil ui mishi.aka.idf.il/snsverify paraneter
84.109. 2. 95 I srael 147.237.0.121| | 4T ooatont ent M eekbl dor 19t t Cupt cha y P Bock |13
46.19. 85. 105 | srael 147.237.0.121 Lhtraceabl e SSL Sessions: Protocol violation (SSL GONN LI ENT HHLO None 13
80. 246. 139. 194 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
D stributed Lhknown Paraneter on wawx ml ui mishi.aka.idf.il/login paraneter
213.57.7. 4 | sr ael 147.237.0.121 ct1 00 _Cont ent P acetHbl der 1_f uAddMar ri ageCer t Docs&H | esToSen(;)gl P Bl ock 13
46. 116. 155. 32 | srael 147.237.0.121 Uhknown Parangter ReturnU |/ in www niluimishi.aka. idf.il/login B ock 13
109. 67. 134. 232 |l srael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHol der 1$t xt Pass in wwwv mil ui mi shi.aka.idf.il/login B ock 13
2.52.162. 49 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 86. 193 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
D stributed Lhknown Paraneter on wawx ml ui mishi.aka.idf.il/login paraneter
109.64.188. 50 I srael 147.237.0.121 ct1 00 Cont ent P aceHbl der 1_f uAddl DCar dDocs&Fi | esToSend one Bl ock 13
37. 26. 149. 205 | srael 147.237.0.121 Lhtraceabl e SSL Sessions: Protocol violation (SSL CONN I BENT HHLO None 13
80. 246. 136. 154 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
37.26.146. 184 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
79.182.177. 43 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
46. 19. 86. 130 | srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 13
89. 139. 190. 138 |Israel 147.237.0.121 Uhknown Parangeter prmin ww nmlui mishi.aka.idf.il/login B ock 13
84.229.129.216 |lsrael 147.237.0. 121 D stributed Uhknown Paraneter on waw ml uimishi.aka.idf.il/login parangter returnurl B ock 13
5.29. 252. 88 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
176. 106. 226. 147|l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 86. 61 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLCONN QLI ENT_ HALLO None 13
132.72.138.1  [israel 147.237.0.121| |P¥ameter Type Mol ation ctl00$Qont ent A acerbl der 13t xt Per ut Bakasha in Bock |13
wan il ui mi shi . aka. i df.il/nedi cal conmitteer equest
46.19. 85. 139 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
82. 166. 130. 13 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
DO stributed Lhknown Paraneter on wawx ml ui mishi.aka.idf.il/login paraneter
217.194.199. 183 I srael 147.237.0.121 ct1 00 Cont ent Pl acetbl der 1 f uAddMar ri ageGer t Docs&Fi | esToSen(:?g P Bl ock 13
2.54. 150. 135 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
212.199. 63. 178 |lsrael 147.237.0. 121 Lhknown Paraneter ReturnUl -/ in niluimishi.aka.idf.il/login B ock 13
2.54.18.131 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 86. 229 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 13
109. 66. 29. 101 |l srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mde None 13
46. 19. 85. 30 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
80. 246. 139. 130 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
37. 26. 148. 192 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL CONN QLI ENT HALLO None 13
80. 246. 136. 47 | srael 147.237.0. 121 Lhtraceabl e SSL Sessions: Protocol violation (SSL CONN LI ENT HHLO None 13
199. 203. 84. 196 |i srael 147. 237, 0. 121 Par arTet er ‘_I'ypg M ollati on ct I_OO_Cont ent P acetbl der 1_f uAddAddr essAppendi x| DDocs&H | esToSend i n B ock 13
v il ui mi shi.aka.idf.il/login
2.52.128.102 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
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A tacker

Attacker Address Geo Target Address St%S‘gnature

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

9A6684961A83B7B71251517395CC25DD1C5E94F6B1CF06C5B048748624CE8BI9BA834177FB5E
0F8811D46CBD204F36F21D25418D5D2D8710BA4FA649BCOC5F59878EC5A884EA041CB2BD83
62DA9C7217A398D0007EAG692ECCE6C77808908411BDA3AB1E9DO04630E729F8FBESDF5028F50
46.19.86.151 |lsrael 147.237. 01211 156061920687242FB35F727AF2D6201AF, Cbser ved None (13
EB73C4CCAF4CBDF5BB7F6A3564B8B9E81DF5D1544D8858CC4F510C2128F09C9A774A483B4A8SE
A17BB474508E03A8841455CEED7B869C089F502266D490A26B011FCDE1168CB7 C63E49DC6A9

7B600D30D9775217B2045613FBOF08499048826F3A4E604C

109. 64. 24. 218 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka. idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 13
46. 19. 86. 88 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN OLIENT HALO None 13
87. 68. 157. 152 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
31.168. 21. 192 | srael 147.237.0. 121 Unknown Paranet er RETURNURL in waw mil ui mishi.aka.idf.il/login B ock 13
185. 32.179. 251 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
2.54.190. 248 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 13
77.125. 80. 146 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
176. 12. 150. 39 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.19. 85. 188 | srael 147.237.0.121 O stributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/login paraneter ReturnUl| B ock 13
84. 228. 75. 230 | srael 147.237.0.121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/login paraneter ReturnUl B ock 13
46.19. 85. 106 | srael 147.237.0.121 Uhtraceabl e SSL Sessions: Protocol violation (SSLGONN CLIENT HHLO None 13

D stributed Uhknown Paraneter on vwwy mil ui mishi.aka. idf.il/snsverify paraneter

80. 246. 141. 207 |lsrael 147.237.0.121 ct 1 00$Cont ent Pl acetbl der 1$t xt Capt cha B ock 13
213. 57. 40. 109 | srael 147.237.0.121 Uhknown Paraneter returnU| in wawvniluimishi.aka idf.il/login B ock 13
2.54.38.102 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
46.117. 2. 37 | srael 147.237.0.121 Unaut hori zed URL Access to wawv mil ui mishi. aka.idf.il/changepasswor d/ under scor e- ni n. nap B ock 13
109. 67. 140. 64 |l srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 13
D stributed Lhknown Paraneter on v mil ui mishi.aka.idf.il/login paraneter
109.64.188. 50 | srael 147.237.0. 121 ct|1 00_Cont ent Pl acetbl der 1_f uAddMar ri ageGer t Docs&Fi | esToSenc?g P Bl ock 13
80. 246. 137. 137 |l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
212.179. 8. 162 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 13
37.26.146.255 |lsrael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 13
192.117. 236. 29 |1 srael 147. 237 0. 121 Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddl DCar dDocs&Fi | esToSend i n B ock 13

vwn il ui mi shi . aka.idf.il/login
121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
Unknown Paraneter ctl00_Cont ent P aceHbl der 1_f uAddl DCar dDocs&Fi | esToSend i n

46.19. 86. 135 | srael 147. 237.

91. 216. 252. 254 |Israel 147.237.0. 121 P . . . B ock 13
v | ui mi shi.aka.idf.il/login

46.19. 86. 71 | srael 147.237.0.121 Uhknown Par anet er ct| 00$Cont ent Al acetbl der 1$t xt Capt cha i n wwwv mi | ui mi shi . aka.idf.il/snsverify |B ock 13

84.229.129.216 |lsrael 147.237.0. 121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 84. 229. 129. 216 (Uhknown SS. Sessi on) None 13

D stributed Lhknown Paraneter on wawx ml ui mishi.aka.idf.il/login paraneter

ololele] o (o] o |ele| o |o| o [o]lele] o [elelele| o |o|e|ele]e]e|e|o|e]e]e

5. 144.58. 39 | sr ael 147.237.0.121 ct1 00_Cont ent P aceHbl der 1_f uAddl DCar dDocs&Fi | esToSend Bl ock 13
185. 32.179.7 | srael 147.237.0.121 Dstributed Parangter Type Mol ation on ww nil uimishi.aka.idf.il/login paraneter ReturnUl B ock 13
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
182.72.138.1 |l srael 147.237. 0221}y i i miysphi _aka.idf.il/nental heal thof i cercont acting Block |13
46. 19. 85. 145 | srael 147.237.0.121 DO stributed Uhknown Paraneter on waw ml ui mishi.aka.idf.il/login parangeter returnurl B ock 13
83.130.116.77 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 13
2.54.155. 231 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 13
37.142.64. 94 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 12

10-15-2015 to 10-16-2015



