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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 57

80.246.137.248 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 8

91.208.129.129 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

62.219.21.133 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

82.80.217.70 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

 10-15-2015 to 10-16-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address SiteSignature Count

58.56.44.194 China 147.237.0.121 GPL SCAN nmap TCP 2

124.128.63.2 China 147.237.0.121 GPL SCAN nmap TCP 2

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1

46.19.86.214 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

79.174.70.237 Russian Federation 147.237.0.121 ET SCAN Potential SSH Scan 1

80.59.197.151 Spain 147.237.0.121 ET SCAN Potential SSH Scan 1

85.250.206.103 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

101.25.85.15 China 147.237.0.121 ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

158.69.198.38 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

217.194.203.234 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

37.26.146.216 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

79.181.23.104 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

80.246.136.145 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

86.111.221.245 United Kingdom 147.237.0.121 portscan: TCP Distributed Portscan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.150 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2977

66.249.93.146 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2532

46.19.86.113 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2268

66.249.93.154 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2120

66.249.81.251 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1983

66.249.81.254 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1180

149.78.50.198 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 995

66.249.81.130 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 788

149.78.68.216 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 769

149.78.241.20 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 757

213.127.163.9 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 741

149.78.21.183 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 732

149.88.90.189 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 684

134.191.232.70 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 676

78.194.83.56 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 668

149.78.228.126 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 648

46.19.85.169 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 576

149.78.246.229 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 509

134.191.249.253
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 454

197.88.131.75 South Africa 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 453

149.88.85.121 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 444

149.78.196.116 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 425

149.88.177.91 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 362

149.88.76.168 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 360

195.178.165.142 Sweden 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 338

149.78.222.195 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 322

149.142.244.200 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 313

149.78.20.212 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 306

149.78.14.139 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 298

149.78.150.127 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 291

149.88.188.20 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 278

149.78.9.155 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 273

66.249.93.146 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 272

149.88.28.77 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 272

69.64.222.157 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 269

66.249.93.154 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 262

108.211.16.145 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 260

66.249.93.150 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 256

149.78.238.40 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 246

149.78.193.116 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 239

149.78.242.198 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 232

149.78.34.159 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 228

189.236.168.183 Mexico 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 217

181.90.46.203 Argentina 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 208

2.54.160.226 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 207

81.132.122.129
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 204

66.249.81.162 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 201

149.78.141.61 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 200

46.216.168.144 Belarus 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 194

99.8.57.25 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 173
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.143.66.129 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 52

46.121.113.242 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 52

109.66.127.53 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting
parameter ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 39

192.115.248.2 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 39

194.90.198.42 Israel 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 39

79.181.194.125 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/medicalcommitteerequest
parameter ctl00$ContentPlaceHolder1$txtFilesNames

Block 39

79.177.7.209 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 39

45.33.139.219 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 26

2.54.21.113 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 26

46.19.86.187 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 26

80.246.136.154 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/smsverify parameter
ctl00$ContentPlaceHolder1$txtCaptcha

Block 26

2.52.159.196 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 26

93.173.128.240 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 26

46.19.86.83 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 26

79.179.53.40 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 26

2.54.32.237 Israel 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 26

212.143.181.110 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/firstlogin

Block 26

192.116.128.26 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/loging Block 26

77.127.67.37 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/smsverify parameter
ctl00$ContentPlaceHolder1$txtCaptcha

Block 26

46.121.113.242 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected , Observed
AD6281678F00A99B49B31C2AE15F5B328B58436FC7D849275BE03EE3DC49F826012224C5C6B7
175F12A3B6F0B9ACECF03B4EBFAF7CC252EFBB477CED015EBD1348BB9A726A845AC82EB36A3
AA75D545045B34B58B258F7A6A66D3AAB0AA2582D230F2659C55C885879DD59B41078F1F8D
2853B2EACDE5DF0272A1BD38B0DDE2393A575DA6D702EF038B1DE33BF68C166EBB338134C53
8D260FFBAAD3FD024423

None 26

2.54.3.5 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 26

46.19.86.194 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 26

79.182.199.164 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 26

80.246.139.155 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 80.246.139.155 (Open Mode) None 13

212.199.108.202 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter returnurl Block 13

2.54.19.57 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.233 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

109.66.127.53 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/medicalcommitteerequest
parameter ctl00$ContentPlaceHolder1$txtFilesNames

Block 13

46.19.85.77 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

109.64.174.158 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 13

37.26.148.241 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/firstlogin

Block 13

80.246.136.65 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

199.203.223.3 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

2.52.150.129 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.168 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.98 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

87.69.119.188 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend

Block 13

31.168.219.153 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting
parameter ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 13

79.182.33.60 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 13

192.114.105.254 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

2.54.191.201 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 13

77.125.153.34 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend

Block 13

176.13.18.100 Israel 147.237.0.121
Parameter Type Violation __EVENTVALIDATION in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 13

46.19.85.220 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 13

84.228.243.20 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter returnurl Block 13

46.19.85.107 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

81.218.68.210 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 13

213.57.218.67 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 13

2.54.135.127 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.117.230.224 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.117.230.224 (Unknown SSL Session) None 13

132.70.66.10 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter returnurl Block 13

2.54.7.240 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.220 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

109.65.32.130 Israel 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 13

80.246.137.194 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

212.179.44.34 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

37.26.147.131 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

79.183.108.251 Israel 147.237.0.121 Unknown Parameter returnurl in www.miluim-ishi.aka.idf.il/login Block 13

192.117.236.29 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 13

2.52.10.160 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.140 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

91.216.252.254 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 13

46.19.86.79 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

84.229.129.216 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 13

5.144.58.39 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 13

79.178.50.184 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

185.32.179.109 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

2.54.173.176 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.210.158.83 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

132.74.121.196 Israel 147.237.0.121 Unknown Parameter ReturnUrl-/ in www.miluim-ishi.aka.idf.il/login Block 13

46.19.85.145 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

84.94.18.101 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.85.105 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

80.246.139.155 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 13

213.57.7.4 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend

Block 13

46.19.86.241 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 13

109.64.174.158 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 13

37.26.149.198 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.119 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

89.139.56.156 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

31.210.186.136 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

79.182.66.170 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/changeunit

Block 13

5.29.237.122 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

77.125.153.34 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend

Block 13

176.13.20.239 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/log Block 13

46.19.86.8 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

84.228.243.20 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/login/returnurl=/ Block 13

46.19.85.138 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

81.218.180.254 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 13

217.194.199.183 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend

Block 13

2.54.135.232 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_CLIENT_HELLO) None 13

46.117.230.224 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 13

132.72.138.1 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting
parameter ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 13

2.54.15.159 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.229 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.86.229 (Open Mode) None 13

109.65.35.63 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
A29CD4EF4AAD6F311C5D6347D60D4A7CBFB7A4F8F72AA7DAB0B6DA69670CD5D17F1310C46
C30BF07D721828104B00D7F2D588993D6494C358818C8AA348F6280D1AC09B5E571D1CF599
9CDB6124C1CFCF0975C14222882F0C4BF004AAC7D76965950F5F657410178C7F1AF90C359B4
099F777F18711EAFDF8CA1FD218E6E16A2, Observed
BCCA854C99ECCB5AFB6BDEA0C87A3F5DC4F527E3170DF8E26D57B215188F6ECCB1B085018C2
2C27A15B47A02B01E1579EF891FF6D520FEF0B4E20228ED1731D6DFE15BD46D2F65512D56D77
A831EB4A2AACC1E6935E5E5E83620564482494F568B7C78

None 13

46.19.85.24 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

80.246.137.248 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

212.179.46.189 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

37.26.148.188 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

80.179.194.40 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 13

2.52.35.187 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 13

46.19.86.150 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

85.250.27.67 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/medicalcommitteerequest
parameter ctl00$ContentPlaceHolder1$txtFilesNames

Block 13

31.154.91.238 Israel 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 13

185.32.179.113 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

2.54.182.55 Israel 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 13

62.0.54.233 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

176.12.143.55 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.85.168 Israel 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 13

84.109.2.95 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/smsverify parameter
ctl00$ContentPlaceHolder1$txtCaptcha

Block 13

46.19.85.105 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_CLIENT_HELLO) None 13

80.246.139.194 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

213.57.7.4 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend

Block 13

46.116.155.32 Israel 147.237.0.121 Unknown Parameter ReturnUrl/ in www.miluim-ishi.aka.idf.il/login Block 13

109.67.134.232 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 13

2.52.162.49 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.193 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

109.64.188.50 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend

Block 13

37.26.149.205 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_CLIENT_HELLO) None 13

80.246.136.154 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

37.26.146.184 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

79.182.177.43 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.130 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 13

89.139.190.138 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 13

84.229.129.216 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter returnurl Block 13

5.29.252.88 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

176.106.226.147 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.61 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 13

132.72.138.1 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 13

46.19.85.139 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

82.166.130.13 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

217.194.199.183 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend

Block 13

2.54.150.135 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

212.199.63.178 Israel 147.237.0.121 Unknown Parameter ReturnUrl-/ in miluim-ishi.aka.idf.il/login Block 13

2.54.18.131 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.86.229 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 13

109.66.29.101 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.85.30 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

80.246.139.130 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

37.26.148.192 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 13

80.246.136.47 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_CLIENT_HELLO) None 13

199.203.84.196 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddAddressAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 13

2.52.128.102 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13
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46.19.86.151 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
9A6684961A83B7B71251517395CC25DD1C5E94F6B1CF06C5B048748624CE8B9BA834177FB5E
0F8811D46CBD204F36F21D25418D5D2D8710BA4FA649BC0C5F59878EC5A884EA041CB2BD83
62DA9C7217A398D0007EA692ECCE6C77808908411BDA3AB1E9D04630E729F8FBE5DF5028F50
56061929687242FB35F727AF2D6201AF, Observed
EB73C4CCAF4CBDF5BB7F6A3564B8B9E81DF5D1544D8858CC4F510C2128F09C9A774A483B48E
A17BB474508E03A8841455CEED7B869C089F502266D490A26B011FCDE1168CB7C63E49DC6A9
7B600D30D9775217B2045613FB0F08499048826F3A4E604C

None 13

109.64.24.218 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 13

46.19.86.88 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 13

87.68.157.152 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

31.168.21.192 Israel 147.237.0.121 Unknown Parameter RETURNURL in www.miluim-ishi.aka.idf.il/login Block 13

185.32.179.251 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

2.54.190.248 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

77.125.80.146 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

176.12.150.39 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.19.85.188 Israel 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 13

84.228.75.230 Israel 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 13

46.19.85.106 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_CLIENT_HELLO) None 13

80.246.141.207 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/smsverify parameter
ctl00$ContentPlaceHolder1$txtCaptcha

Block 13

213.57.40.109 Israel 147.237.0.121 Unknown Parameter returnUrl in www.miluim-ishi.aka.idf.il/login Block 13

2.54.38.102 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

46.117.2.37 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/changepassword/underscore-min.map Block 13

109.67.140.64 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

109.64.188.50 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend

Block 13

80.246.137.137 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

212.179.8.162 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

37.26.146.255 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

192.117.236.29 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 13

46.19.86.135 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

91.216.252.254 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 13

46.19.86.71 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 13

84.229.129.216 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 84.229.129.216 (Unknown SSL Session) None 13

5.144.58.39 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend

Block 13

185.32.179.7 Israel 147.237.0.121 Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter ReturnUrl Block 13

132.72.138.1 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 13

46.19.85.145 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter returnurl Block 13

83.130.116.77 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 13

2.54.155.231 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 13

37.142.64.94 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 12
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