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03-15-2016 to 03-16-2016

|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|Ste | gnature

| Devi ce Action

| CP I ocat i on. Locat i on

\Count

2.52.160. 16 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - reset BBL.- | srael 120
81.218.37.2 | srael 147.237.0.121 Anonal y-TLS-renegoti ati on-d i dest - r eset BBL.- | srael 77
46.19. 85. 134 | srael 147.237.0. 121 Anonal y- TLS-renegot i ati on-A i dest - r eset BB.- | srael 61
81. 218. 65. 210 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BB.- | srael 47
82. 80. 26. 75 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 14
109. 67. 7. 93 | srael 147.237.0.121 Anonal y-SSL.-renegoti ation-Ai dest - r eset BB.- | srael 14
176. 13. 23. 168 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - reset BBL.- | srael 11
2.52.131. 77 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 11
2.54.137.21 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 7
79.179. 240. 222 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BB.- | srael 3
146. 185.57. 8 | srael 147.237.0.121 Bl ock_Udp All _Nets drop BB.- | srael 3
62.219. 194. 190 | srael 147.237.0.121 |1 S SSL-CSL- DoS dest - r eset BBL- | srael 1




03-15-2016 to 03-16-2016

|Top Attackers In IPS|
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03-15-2016 to 03-16-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |9te |Sgnature | Count |
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 2
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
149. 50. 2. 126 Lhited Sates 147.237.0.121 portscan: TGP Distributed Portscan 1
183. 60. 48. 25 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
193. 201. 227. 11 Wkrai ne 147.237.0.121 ET SCAN Potential SSH Scan 1
69. 4. 82. 226 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
172.87.221. 214 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1




03-15-2016 to 03-16-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |9 t% Name Sgnature
17.78.97. 52 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2774
199. 207. 253. 101|lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2145
108. 171. 128. 189|Unhi ted Ki ngdom 147.237.0. 121 @eo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1694
149. 78. 146. 226 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1584
149.50. 18.216 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1260
72.37.140. 38 Italy 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1195
212 117. 143. 45 | srael 147.237. 0. 121 Sreani ng Enjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 1170
Ret r ansni ssi on dr opped.
17.78.77.149 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1027
188. 225. 171. 246 (F;ajcis;i';'ja” Territory, 1147 237.0.121|  |aeo-1ocation enf or cenent Geo-1 ocati on i nbound enf or cerent drop 800
149. 50. 2. 126 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 668
149. 78.22. 246 |l srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 635
149. 78. 190. 12 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 630
192.71.213.159 |Spain 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 592
17.78.99. 15 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 583
149. 88. 239. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 575
149. 88. 230. 129 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 512
149.78.42.195 |lsrael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 468
149. 88. 187. 182 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 425
109. 233.47.10 |United Ki ngdom 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 421
17.78. 98. 106 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 419
149. 78. 44. 147 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 415
192, 117. 134. 1831 srael 147.237. 0. 121 Sreani ng E(]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 378
Ret r ansni ssi on dr opped.
149. 78. 232. 124 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 355
2 54 137 21 | st ael 147 237.0. 121 Sream ng EQgi ne: TP Invalid Invalid segnent retransnission. Packet drop 342
Ret r ansni ssi on dr opped.
149. 50. 98. 57 Lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 337
149.78.91. 141 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 306
176. 13. 16. 230 I sragl 147. 237.0. 121 Sreani ng Er_wgi ne: TP Invalid Invali d segnent retransnissi on. Packet drop 297
Ret r ansni ssi on dr opped.
149. 88. 232. 246 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 291
176.13.23. 168 |1 srael 147 237.0. 121 Sream ng Er_19i ne: TP Invalid Inval id segnent retransnission. Packet drop 288
Ret ransnii ssi on dr opped.
149.78.171.195 |lsrael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 282
149. 50. 80. 31 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 278
68. 40. 84. 127 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 275
149.78.170. 117 |l srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 265
149. 78. 140. 185 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 254
17.78.73. 30 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 245
2 54.170. 69 | st ael 147 237.0. 121 Sream ng EQgi ne: TP Invalid Invalid segnent retransnission. Packet drop 243
Ret r ansni ssi on dr opped.
210. 61. 39. 253  |Tai wan 147.237.0. 121 @eo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 239
79.179. 205. 7 I sragl 147. 237.0. 121 Sreani ng E_ﬁgi ne: TP Invalid Invali d segnent retransnissi on. Packet drop 234
Ret ransnii ssi on dr opped.
2 52 160. 16 | srael 147. 237. 0. 121 Sreani ng Enjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 216
Ret r ansni ssi on dr opped.
149. 88. 240. 76 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 203
149. 50. 65. 15 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 203
149. 88. 23. 4 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 202
149. 78. 48. 122 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 200
149. 88. 53. 241 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 196
149. 88. 240.56 |l srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 181
82.80. 26. 75 I sragl 147. 237.0. 121 Sreani ng E_ﬁgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 180
Ret ransnii ssi on dr opped.
149. 50. 5. 176 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 176
149. 78. 214. 122 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 173
194 31.58. 8 | sragl 147 237.0. 121 Sream ng Er_19i ne TP Invalid Inval id segnent retransnission. Packet drop 171
Ret ransnii ssi on dr opped.
149. 78. 190. 210 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 167




03-15-2016 to 03-16-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
62.219.183. 196 |lsrael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 8
46.116. 211. 180 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 5
212.29.197. 165 |lsrael 147.237.0. 121 Uhknown Paraneter ch in vww mluimishi.aka. idf.il/login B ock 5
87.70.101.8 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 4
2.52.21.23 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 4
212.29.197. 165 |lsrael 147.237.0.121 Uhknown Paraneter prmin www il ui mishi.aka.idf.il/login B ock 4

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
6AE54249B057A0C467C75D68AE219FDF4F33DDCBEB213A3AE41BCO3DCFCID96877EA2741FC
B1A33652762D62CF0675215DB7FC20931934E0F54EDC6FB004C2213618A1D611B33D890D689
99839741046EA6B361E57D83BF1752DC0100ABCEAOD7D79334DE41B30C5D02B29AELF896124
2.52.128.245  (Isreel 147.237.0.121) 14 F6843FDDEAOBBB369DB725434E74381, Chser ved None (4
2D5822465FA5A2FA388D766 E4E64AB76CC5B93740DF090E61449CELELFE3B5AD2976F5632433
6348C0F934D543D42BD512481CF43172FC0754DE89375C9FFBDC096917B38FD207E7C5F07980
C8472D278CECIDD4450CAB4C5EE36EOCF392B16710DA88

Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

95. 86. 64. 169 | srael 147.237.0. 121 o T . . . B ock 3
viwv m | ui mi shi . aka. i df . i |/ changeuni t

37.26.146. 176 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

62. 219. 44. 242 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
Ml tiple Lhtraceabl e SS. Sessions from84.111.24.80 (Protocol viol ation

84.111. 24. 80 | srael 147.237.0.121 (SSLECG\IN_APPLI CATI ON_DATA EXCHANGE) ) ( None 2

84. 108. 86. 240 | srael 147.237.0. 121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

31.168. 131. 162 |Israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |2
vy il ui mi shi . aka. i df.il/general petition

93.172.0.239 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2

46.19. 85. 228 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 2

95. 86. 111. 16 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 2

87.71. 144. 132 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept

109. 253. 218. 85 |lsrael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
F5B718C8EFER5BALC8A4ACOCEER530DDD65D1 EBLAL9FBAF9AL43953BBCSEE646ECFI09ABE33
0DB38847D566E1COF78BF926E98F061EB6485CDIELBOD7BD246E6DFI082969071639F7CDO6B5
EF2204205FD8754F1FFCD599CA0933F19EC7049CA61CF1ACT03284A5A81BBOCEF9C07DC749D
95.86.64.169  Israel 147.237.0. 1211 |56 AOB27EADI FCF270A546878109EBS, (bser ved None |2
3754ABE02453B853E5AEDIABSF53AD68CLOC3F72A6987221625E7D4AEB6645E41829C7045EF65
242D87AAB4CAE8DI8DC67188114D314B3382680FB6CLAF42DFCD1489A73A5E2D7762C41D89
11B19ED7EC7DD50617E5202A3D8280A1573F2471D77CDB13

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
8E0ADDO5C778BFF2EECICIE9AEAB29A46F9B3BFA569997F0D7 ADE26C986A47F4B92E3D8BOE21
5D8D8FF532F50B8B8EBEAADBCS CE15F2AB5B2DF63D803922797 DEE85FOCABCD87E74CA0300C
50D088AFE92CB84F36593729022EF10CC1BDCABCE2850072AE80BD26C2B637A0557E5DIF119
79.179.143.244 I srael 147.237.0. 1211 |7Ep38013E683FA67DBCASDFB274603, Cbser ved None 2
B87CF9570FAE81B3E022909F4602980618447 CIA8A8C38C3C79365E6DF6908BF493D6AF54CC
A8F11F2C6D556D87A490DCO000FF34863FAF5233B6660D9DF4CIECTB24FDIB802D056872727
70EA38AFFDIC72E9916CD5F177A68CODD4DF53361464EBB3

5.29. 141. 182 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 2
212.235.98. 139 |lsrael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1
80.179.214.192 |lsrael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
79.179. 182. 180 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
212.25.105. 125 |Israel 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN QLI ENT HALLO None 1
2.54.4.122 | srael 147.237.0. 121 Uhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
84.111. 24. 80 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
192.118. 30. 102 |l srael 147.237.0. 121 Uhknown Parangeter **** jn wwy mluimishi.aka.idf.il/login B ock 1
176.13. 16. 203 |1 srael 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1

par anet er accept

Illegal Byte Gode Character in URL XU[[#23]][[#11]] ][ "¥190] | NO«2mSTZ « 1l 811 1 zA' 2:
[[#31] ] bl i@8n6e by - [ [ #16] ] 52[ [#2] ] U d [_%a20d ] ] bi n£p[ [ w34 ] VEalk [ [ w271 1] ™.pkK
84.111.24.80  |israel 147.237.0.121|  |4eb]/ 28Roanf[ #24] 1#012] [ N#14] ] 214 [1] 0c0¢1b2-x. ¥ [ #5] ] %er fh o] [ #23] ] 7» 8t SEHEFT Bock |1
"L xBad] [#28] ]« e[ [#5] ] [[ #3011 Y4 [ #21] ] | [ #28] ] [ [#4]] 1s[ [1¥21 (] -] [ #12—p] ] "%o
] [#28] JO( U2 [#21] ] [[#31] ]| w—U [[#8]]

84.95.117. 69 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1

37.60. 41. 82 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
Ostributed Paraneter Type Mol ation on v nil ui mi shi.aka idf.il/general petition paraneter

109. 65. 225. 151 |l srael 147.237.0. 121 ct100$Cont ent P aceHol der 15t xt Per ut Bakasha B ock 1

5.29. 156. 157 | srael 147.237.0. 121 Paraneter Type Mol ation accept in vww il ui mishi.aka.idf.il/login B ock 1
Ostributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter

89.138.124.70 I srael 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !

80.178. 251. 210 |l srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

212.179.5.3 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1

77.125. 92187 lsrael 147. 237. 0. 121 Paran_et er ‘I_'ypg Mol gtl on ct | 00$Cont e_nt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition

199. 203. 172. 109 |1 srael 147. 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

2.52.21.23 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
O stributed Whaut hori zed URL Access on

85.64.64.102  Israel 147.237.0.- 1211 |\ il i rmi shi . aka. i o . 1/ At ps: /v i ui i shi . aka, i df i1/ Bock 1

62. 128. 45. 222 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - pen Mde None 1

192. 115. 180. 11 |l srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1

46. 19. 85. 203 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1

132.66.92. 162 |l srael 147.237.0. 121 Paraneter Type M ol ati on ct| 00$Cont ent Pl acetbl der 1$t xt Pass i n ww nil ui mi shi . aka.idf.il/login B ock 1

84.111. 24. 80 | srael 147.237.0.121 Illegal Byte Gode Character in Header Nane ExoS B ock 1

80. 230. 17. 84 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

37.26. 147. 147 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

95. 86. 68. 219 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

87.71.121.56 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1

79.181. 100. 224 |Israel 147.237.0.121| [P ameter Type Mol ation ctl 005Cont ent A acetbl der 1%txtTitl e in Bock |1
wwv | ui mi shi. aka.idf.il/general petition

2.54.130. 164 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1

192.118. 78. 57 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/rul es. abe B ock 1




03-15-2016 to 03-16-2016

Devi ce
Action

1
A tacker ‘Count

Attacker Address Geo Target Address St%S‘gnature

Unknown HTTP Request Method .[[#8]]U®t+6Y6, S[[#6] ]+« Qb ud OUZf XE <ENBaat29{ @

W, S E~cQ aw [#8] ][ [#1]] &2 TRPOACEE €)1 afE\’ * ™[ #16] ] 206f ™e [ [#23] ] Al [#29] ] Ti[[#0]1*0 -uA /5
uCreotiop) Z{ °{> Creg [ #16] ] < in URL 2 [#23]][[#11]] ][ n#190] ] NO«2m|STZ! e 1i Y211 7| zX" 2:

[[#31] ] U3t @8n6e b - [ [#16] ] 52[ [ #2]] Ui o [ %200 ] ] bi np[ [ w#3¥ ] val\ [ [ ¥271]] ™ ki

4eb] / 28Roanf [ #24] |#012[ [ N#14] ] 21#] [1] 20¢p¢1h2-x. ¥ [ #5] ] % fVi "daf [ #23]] 7» 8t STHEST

L Bad[ [#28]] - e[ [#5]] [ [#301] Yh[#21] ] X [#28] ] [[#4]] 190 [#

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
B4799ESBBEC089242F71D914C2D09BFBDF6262D47A4B52858121C7DF14DC325A5955B8C4D0B
55546A1C2312D6D00CC509A713B28CE6880DCES82FC6E8E453438D8A0B47285FAD85FD14C40
47CC8CC32A31DCI8CFOCA6101A2584EC51A92792316FC7138709F47F9E5A9688653F738FBEE
62.0.102.180 I srael 147.237.0.121)  10070F6B0762633B881BE1DOSEABC34BE, Chser ved None 11
58FCE2B6ADIB4E6OFIFAF851627F1FC70D59195491BCF600E5D2729FABAFIB2AF2A424960ACD
1F66C6363F397B6AA1226B51CE8B8B59D72406E300D7D9870F8C8ECFCD4B4A10857BBB7A02F
B4363A156E7CA689E93E2772E90EC1855523B5C7834D5E9

Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt SartDate in

84.111.24.80 | srael 147.237.0.121 B ock 1

185. 27.105. 111 |l srael 147.237.0.121 v ni | i i shi aka. i df i l/for 8010 B ock 1
I11egal HITP Version el #gn ' ¢2)fZ' @4E][ [ #30]] 6x

84.111. 24. 80 | srael 147.237.0.121 O[[#5]], (3,[ 82E6@Aa0-¥R [ #29] ] OEDH012| XN [#27] 1 [ [#18] ] (—~@€k{[[#30]]1- }j KfYA[#22]] |B ock 1
OH 1 »A; s ! o[ [ #27] 11 yCh%ahfv] [ #29] 1> W

46.19. 85. 21 | srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnUl in ww mluimishi.aka idf.il/login B ock 1

109. 253. 140. 107l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

80.179.214.192 |lsrael 147.237.0.121 Mil ti pl e Lhtraceabl e SSL Sessi ons from80. 179. 214. 192 (Uhknown SS. Sessi on) None 1

212.199. 232. 113|l srael 147.237.0.121 SSL Whtraceabl e Connection - Protocol violation (SSL_CONN CLI ENT_CERTI FI CATE REQUEST) None 1

79.179. 109. 120 | srael 147 237.0. 121 mnr?hﬂi gairsa;]'irla.tai;- |C(tjf| OI(:_/(IR)OST ﬁnt P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1

212.25.82.123 | srael 147.237.0.121|  |FArameter Type Miolation ct!00SCbntent A acetbl der13txtTitle in Bock |1
wwv | ui mi shi. aka.idf.il/general petition

87.68.157.171 |lsrael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1

84.111. 24. 80 | srael 147.237.0.121 NLLL Character in Header Nane at ]#012wug B Ti %[ #26] ] i B ock 1

62. 219. 44. 242 | srael 147.237.0.121 Mil tiple Lhtraceabl e SSL Sessi ons from 62. 219. 44. 242 (si gal gs DoS At ack) None 1

192. 115. 248. 2 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 1

132. 73. 201. 27 | srael 147.237.0. 121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

84.111. 24. 80 | srael 147.237.0.121 Ill1egal Byte de Qharacter in Header Val ue B ock 1

82. 80. 26. 75 | srael 147.237.0. 121 SS Lhtraceabl e Gonnection - Lhsupported Legacy SSL Version None 1

37.26.148.214 |israel 147.237.0.121| [P @meter Type Mol ation ctl 003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
viwv m | ui mi shi . aka. i df . i |/ changeuni t

2.54.162.104 | srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

79.183.124. 123 |lsrael 147.237.0.121 Lhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1

77 125.78.169 |1 srael 147 237.0. 121 PararTet er Type Mol gti on ct | 00$Cont ent_ Pl acetbl der 1$ct | 00$t xt NewPass1 in B ock 1
wwv il ui mi shi . aka. i df.il/personal settings

193. 104. 117. 230! srael 147.237.0.121 D stributed GCooki e Tanpering on token: . ASPXAUTH None 1

84. 228. 64. 149 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SSL Sessi ons from 84. 228. 64. 149 (si gal gs DoS At ack) None 1

84.111. 24. 80 | srael 147.237.0. 121 Mal f orned HTTP Header Line 7 B ock 1

62.90.76.224  |israel 147.237.0.121| |Pameter Type Molation ctl00SCont ent A acetbl der 19t xt Per ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition

185. 32. 179. 53 | srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1

84.111. 24. 80 | srael 147.237.0. 121 Abnornal |y Long Header Line request header nane B ock 1

46.19. 85. 181 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/newpassword/ f B ock 1

31.168. 131. 162 |israel 147.237.0.121| |Famter Type Mol ation ctl00SCbntent A acetdl der 1St xtTitle in Bock |1
vy | ui mi shi. aka.idf.il/general petition

80.179.214. 192 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

212 235.98. 139 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

212. 95 105. 125 |israel 147. 2370, 121 yj;;ﬁfméﬁcﬁ_ﬁqs)ew ons from212. 25, 105. 125 (Protocol viol ation None 1

87.70.28. 91 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
NULL Character in Method .[[#8]]U@+6Y6, S [#6] ]+ @t ud OIZfXE <ENBaat29{ @

84.111. 24. 80 | srael 147.237.0.121 W, 8o E~cQ an [ #8] ][ [#1]] &2 TRPOACEE €)1 afE\’ * TP[#16] ] 206f ™e [ [#23] ] i A[[#29] ] TI[[#0]]1*0 -uFl/5 [B ock 1
uQveviog ) Z{ °{> Coag [ #16] ] <+

62.219. 44.242 |lsrael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1

192.116. 172. 102|l srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1

46.19. 86. 134 | srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnUl in ww mluimishi.aka idf.il/login B ock 1

176. 13. 1. 249 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
Illegal Byte Code Character in Method .[[#8]]UGt+6Y6, S [#6]]+ Q! u? OZfXE <EN&aat29{ @

84.111. 24. 80 | srael 147.237.0.121 W, S« E~cQ aw [#8] ][ [#1]] &2 TRPOACEE €) i Af B\ * P #16] ] 200f ™e [ [#23] ] A[[#29] 1 TI[[#0]1*0 - uFl /5 |B ock 1
uCQve%iog) Z{ °{> Crad [ #16] ] <

82.80. 128. 79 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

par anet er accept
37.26.149. 222 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: sigal gs DoS At tack None 1
Dstributed Paraneter Type Mol ation on wwv ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx

109. 64. 159. 222 |l srael 147.237.0. 121 B ock 1
par anet er accept

87.71.147.210 |Israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition

79.183. 247. 254 |l srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1

212.179.5.3 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1

77.125.92. 42 | srael 147.237.0. 121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

195. 191. 52. 10 | srael 147.237.0. 121 Paraneter Type Mol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

84. 228. 64. 149 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

Ml formed URL xU] [#23] ] [[#11]] [ n#190] ] NO«<2nSTZ « 11 1811 7| za 2] [ 13#] ] bUBEEBn6e b

- [[#16]15z[ [#2]] U d [ _%aw200] 1] bi nEsp[ [ w4#3A] ] YEal\ [ [ w271 1] ™ pkiNdeb] /  28Rbani [ #24] ] &
84.111. 24. 80 | srael 147.237.0. 121 STXI " .. fE#ESt 80 7] 1 32H[ [ qdl 'V %d ] 5H] [ ¥. x-2b1C0¢ 0] ] 2214 []] 414N [ 210# B ock 1
ad[ [#28] ] + e[ [#5] ] [[#30]] ¥4 [#21] ] X[ [ #28] ] [ [#4]] 1s[ [1#210] -3+ [ #12—p] ] "] ] 82# [ +nf %d0 aU B
Z[[#21)][[#31]]1 w—U [[#8]]

Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n

wwv | ui mi shi. aka.idf.il/login

Unknown Par anet er ctl 00_Cont ent Pl acetbl der 1_f uAddSt udyEnpl oynent Per m t Docs&Fi | esToSend in
vown m | Ui mi shi.aka.idf.il/login

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
3E1FD82F7A52F4E90E1EEF3776E690305631BDCCIFD841F4330A53BB2F2884753EF92A8BDF1C1
5FE9265E6EF0947A34257CD27C0C2C779174BDE01B8ECEC03CC198536B7D69645A606958043
4065AD185606C18BABBFF749907A08EAD4E3DEODC1C6092240F0207BD2FABES9423E5424A6B
132.66.47.51  |lsrael 147.237. 01211 10526129FFB357D17C2A2262F7D658, Cbser ved None (1
A9D318C4942E196F9804BE21CA89D363F2842F60B1C18BA71EF76F417D98B408B9D538A64BCF
3A9AE65305FADA04200040050D85B7630F0C94A461DD59CI9D00E9ACASED38E4DE66A280237
264EE854A9E3F84CF3FE028532415797FDFFFE18509D075F

84.111. 24. 80 | srael 147.237.0. 121 Abnormal | y Long Request net hod Bl ock 1

46.19. 85. 203 | srael 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from 46. 19. 85. 203 ((Qpen Mbde) None 1
03-15-2016 to 03-16-2016

62. 90. 160. 66 | srael 147.237.0.121 B ock 1

192. 114. 23. 210 |l srael 147.237.0.121 B ock 1




