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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

2.52.160.16 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 120

81.218.37.2 Israel 147.237.0.121 Anomaly-TLS-renegotiation-Cli dest-reset BBL-Israel 77

46.19.85.134 Israel 147.237.0.121 Anomaly-TLS-renegotiation-Cli dest-reset BBL-Israel 61

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 47

82.80.26.75 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 14

109.67.7.93 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 14

176.13.23.168 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 11

2.52.131.77 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 11

2.54.137.21 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 7

79.179.240.222 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

146.185.57.8 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

62.219.194.190 Israel 147.237.0.121 IIS-SSL-CSL-DoS dest-reset BBL-Israel 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 2

218.246.0.97 China 147.237.0.121 ET SCAN NMAP -sS window 1024 2

59.45.79.117 China 147.237.0.121 ET SCAN Potential SSH Scan 1

149.50.2.126 United States 147.237.0.121 portscan: TCP Distributed Portscan 1

183.60.48.25 China 147.237.0.121 ET SCAN Potential SSH Scan 1

193.201.227.11 Ukraine 147.237.0.121 ET SCAN Potential SSH Scan 1

69.4.82.226 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

172.87.221.214 147.237.0.121 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

17.78.97.52 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2774

199.207.253.101 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2145

108.171.128.189 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1694

149.78.146.226 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1584

149.50.18.216 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1260

72.37.140.38 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1195

212.117.143.45 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1170

17.78.77.149 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1027

188.225.171.246
Palestinian Territory,
Occupied

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 800

149.50.2.126 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 668

149.78.22.246 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 635

149.78.190.12 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 630

192.71.213.159 Spain 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 592

17.78.99.15 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 583

149.88.239.83 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 575

149.88.230.129 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 512

149.78.42.195 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 468

149.88.187.182 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 425

109.233.47.10 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 421

17.78.98.106 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 419

149.78.44.147 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 415

192.117.134.183 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 378

149.78.232.124 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 355

2.54.137.21 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 342

149.50.98.57 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 337

149.78.91.141 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 306

176.13.16.230 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 297

149.88.232.246 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 291

176.13.23.168 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

149.78.171.195 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 282

149.50.80.31 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 278

68.40.84.127 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 275

149.78.170.117 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 265

149.78.140.185 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 254

17.78.73.30 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 245

2.54.170.69 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 243

210.61.39.253 Taiwan 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 239

79.179.205.7 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

2.52.160.16 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 216

149.88.240.76 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 203

149.50.65.15 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 203

149.88.23.4 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 202

149.78.48.122 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 200

149.88.53.241 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 196

149.88.240.56 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 181

82.80.26.75 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

149.50.5.176 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 176

149.78.214.122 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 173

194.31.58.8 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 171

149.78.190.210 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 167
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

62.219.183.196 Israel 147.237.0.121 Unauthorized HTTP Method Block 8

46.116.211.180 Israel 147.237.0.121 Suspicious Response Code Block 5

212.29.197.165 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 5

87.70.101.8 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 4

2.52.21.23 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 4

212.29.197.165 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 4

2.52.128.245 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
6AE54249B057A0C467C75D68AE219FDF4F33DDCBEB213A3AE41BC93DCFC9D96877EA2741FC
B1A33652762D62CF0675215DB7FC20931934E0F54EDC6FB004C2213618A1D611B33D890D689
99839741046EA6B361E57D83BF1752DC0100ABCEA0D7D79334DE41B30C5D02B29AE1F896124
4F6843FDDEA9B8B369DB725434E74381, Observed
2D5822465FA5A2FA388D766E4E64AB76CC5B93740DF090E61449CE1E1FE3B5AD2976F5632433
6348C0F934D543D42BD512481CF43172FC0754DE89375C9FFBDC096917B38FD207E7C5F07980
C8472D278CEC9DD4450CAB4C5EE36E0CF392B16710DA88

None 4

95.86.64.169 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 3

37.26.146.176 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

62.219.44.242 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

84.111.24.80 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 84.111.24.80 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 2

84.108.86.240 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

31.168.131.162 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

93.172.0.239 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

46.19.85.228 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

95.86.111.16 Israel 147.237.0.121 Suspicious Response Code Block 2

87.71.144.132 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

109.253.218.85 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

95.86.64.169 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
F5B718C8EFEB5BA1C8A4AC0CEEB530DDD65D1EB1A19FBAF9A143953BBC8EE646ECF909AB833
0DB38847D566E1C9F78BF926E98F061EB6485CD9E1B0D7BD246E6DF9082969071639F7CD06B5
EF2204205FD8754F1FFCD599CA0933F19EC7049CA61CF1AC703284A5A81BB0CEF9C07DC749D
79A0B27E4D1FCF270A546878109EB8, Observed
3754ABE02453B853E5AED9AB5F53AD68C10C3F72A6987221625E7D4EB6645E41829C7045EF65
242D87AAB4C4E8D98DC67188114D314B3382680FB6C1AF42DFCD1489A73A5E2D7762C41D89
11B19ED7EC7DD50617E5202A3D8280A1573F2471D77CDB13

None 2

79.179.143.244 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
8E0ADD05C778BFF2EEC9C9E9AEAB29A46F9B3BFA569997F0D7ADE26C986A47F4B92E3D8B0E21
5D8D8FF532F50B8B8EBEAADBC5CE15F2AB5B2DF63D803922797DEE85F0CABCD87E74CA0300C
50D088AFE92CB84F36593729022EF10CC1BDC4BCE2850072AE80BD26C2B637A0557E5D9F119
7EB38913E683FA67D6C45DFB274603, Observed
B87CF9570FAE81B3E022909F4602980618447C9A8A8C38C3C79365E6DF6908BF493D6AF54CC
A8F11F2C6D556D87A490DC0000FF34863FAF5233B6660D9DF4C9EC7B24FD9B802D056872727
70EA38AFFD9C72E9916CD5F177A68C0DD4DF53361464EBB3

None 2

5.29.141.182 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

212.235.98.139 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

80.179.214.192 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

79.179.182.180 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.25.105.125 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

2.54.4.122 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

84.111.24.80 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

192.118.30.102 Israel 147.237.0.121 Unknown Parameter **** in www.miluim-ishi.aka.idf.il/login Block 1

176.13.16.203 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.111.24.80 Israel 147.237.0.121

Illegal Byte Code Character in URL ׃נÛ[[#23]][[#11]]“ׂ[[#19חo]]2»סאmךŠדzָ¦‹•ֿװ_½̂ 1l̈ lz̈ג ׃2
[[#31]]bÙüֱxbֿ¹ֿfְ®3n6•b-·[[#16]]5z[[#2]]uֿ‚icֵ[[_‰ס#20ׂה]]]bim£>ּׂp[[ג#3ע]]½€aû\[[#27רl]]ק„׳־kא
4eb]/ 2§ֻפßbam[[#24]]ֱ#012[[›ֿ#14א]]21#[[]]0כ¿›ֳo¢1b2ִ–x.¥[[#5]]‰•ƒvְ¦ײdq[[#23]]7‚•8ts±#£ƒֶד
"́…וx7ֿׁ>׃׳ad[[#28]]•e[[#5]][[#30]]¼[[#21]]×[[#28]][[#4]]1s[[ֲך#21ֵװŒ]]¬ßרy‡[[#12ן—p]]״‰
fn÷[[#28]]ָטß(Ùa-ְž[[#21]][[#31]]l ַw;—Û'[[#8]]  

Block 1

84.95.117.69 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

37.60.41.82 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

109.65.225.151 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

5.29.156.157 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

89.138.124.70 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

80.178.251.210 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

212.179.5.3 Israel 147.237.0.121 Unauthorized HTTP Method Block 1

77.125.92.187 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

199.203.172.109 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.52.21.23 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

85.64.64.102 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

62.128.45.222 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

192.115.180.11 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

46.19.85.203 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

132.66.92.162 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

84.111.24.80 Israel 147.237.0.121 Illegal Byte Code Character in Header Name Exoš Block 1

80.230.17.84 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.147.147 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

95.86.68.219 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

87.71.121.56 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

79.181.100.224 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

2.54.130.164 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

192.118.78.57 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/rules.abe Block 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

84.111.24.80 Israel 147.237.0.121

Unknown HTTP Request Method …[[#8]]ü®‡+6Y6„S[[#6]]•Qð¹u³OÚŽƒXÊj<ÊÑåàa†29{@
µ)¸š•Ê~¿Ôjáw[[#8]][[#1]]å²†ßþœA©êE'é)íàƒE\’*™[[#16]]ªºõf™X³[[#23]]¡ñ[[#29]]TÌ[[#0]]*0`·µFI/5
uCvø%ùœj)Z{°{›ÖÞæ[[#16]]‹• in URL ׃נÛ[[#23]][[#11]]“ׂ[[#19חo]]2»סאmךŠדzָ¦‹•ֿ1^½_װl¨lz̈ג ׃2
[[#31]]bÙüֱxbֿ¹ֿfְ®3n6•b-·[[#16]]5z[[#2]]uֿ‚icֵ[[_‰ס#20ׂה]]]bim£>ּׂp[[ג#3ע]]½€aû\[[#27רl]]ק„׳־kא
4eb]/ 2§ֻפßbam[[#24]]ֱ#012[[›ֿ#14א]]21#[[]]0כ¿›ֳo¢1b2ִ–x.¥[[#5]]‰•ƒvְ¦ײdq[[#23]]7‚•8ts±#£ƒֶד
"́…וx7ֿׁ>׃׳ad[[#28]]•e[[#5]][[#30]]¼[[#21]]×[[#28]][[#4]]1sֲװ[[#

Block 1

62.0.102.190 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
B4799E8BBEC089242F71D914C2D09BFBDF6262D47A4B52858121C7DF14DC325A5955B8C4D0B
55546A1C2312D6D00CC509A713B28CE6880DCE82FC6E8E453438D8A0B47285FAD85FD14C40
47CC8CC32A31DC98CF0CA6101A2584EC51A92792316FC7138709F47F9E5A9688653F738FBEE
0D79F6B0762633B881BE1DC6E4BC34BB, Observed
58FCE2B6AD9B4E60F9FAF851627F1FC70D59195491BCF600E5D2729FABAF9B2AF2A424960ACD
1F66C6363F397B6AA1226B51CE8B8B59D72406E300D7D9870F8C8ECFCD4B4A10857BBB7A02F
B4363A156E7CA689E93E2772E90EC1855523B5C7834D5E9

None 1

185.27.105.111 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtStartDate in
www.miluim-ishi.aka.idf.il/form3010

Block 1

84.111.24.80 Israel 147.237.0.121
Illegal HTTP Version ••l #øn´'¢ª)ƒŽ”@8áËJ[[#30]]óx
ô[[#5]],(3„[82Ëö@˜âO¬¥R[[#29]]òÉD#012lXÖÿNQ[[#27]][[#18]](—"@è€k{[[#30]]¬ }jKƒŸÆ[[#22]]
ÛHfï»Á¡sÌ¦"ð[[#27]]IýCb‰Óhñv[[#29]]›W

Block 1

46.19.85.21 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

109.253.140.107 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

80.179.214.192 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 80.179.214.192 (Unknown SSL Session) None 1

212.199.232.113 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

79.179.109.120 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

212.25.82.123 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

87.68.157.171 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

84.111.24.80 Israel 147.237.0.121 NULL Character in Header Name at ]#012wuç[E•Tï‰[[#26]]Í Block 1

62.219.44.242 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 62.219.44.242 (sigalgs DoS Attack) None 1

192.115.248.2 Israel 147.237.0.121 Unauthorized HTTP Method Block 1

132.73.201.27 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.111.24.80 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

82.80.26.75 Israel 147.237.0.121 SSL Untraceable Connection - Unsupported Legacy SSL Version None 1

37.26.148.214 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

2.54.162.104 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

79.183.124.123 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

77.125.78.169 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 1

193.104.117.230 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

84.228.64.149 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 84.228.64.149 (sigalgs DoS Attack) None 1

84.111.24.80 Israel 147.237.0.121 Malformed HTTP Header Line 7 Block 1

62.90.76.224 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

185.32.179.53 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

84.111.24.80 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

46.19.85.181 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword/f Block 1

31.168.131.162 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

80.179.214.192 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 1

212.235.98.139 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.25.105.125 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 212.25.105.125 (Protocol violation
(SSL_CONN_CLIENT_HELLO))

None 1

87.70.28.91 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.111.24.80 Israel 147.237.0.121
NULL Character in Method …[[#8]]ü®‡+6Y6„S[[#6]]•Qð¹u³OÚŽƒXÊj<ÊÑåàa†29{@
µ)¸š•Ê~¿Ôjáw[[#8]][[#1]]å²†ßþœA©êE'é)íàƒE\’*™[[#16]]ªºõf™X³[[#23]]¡ñ[[#29]]TÌ[[#0]]*0`·µFI/5
uCvø%ùœj)Z{°{›ÖÞæ[[#16]]‹•

Block 1

62.219.44.242 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

192.116.172.102 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

46.19.86.134 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

176.13.1.249 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.111.24.80 Israel 147.237.0.121
Illegal Byte Code Character in Method …[[#8]]ü®‡+6Y6„S[[#6]]•Qð¹u³OÚŽƒXÊj<ÊÑåàa†29{@
µ)¸š•Ê~¿Ôjáw[[#8]][[#1]]å²†ßþœA©êE'é)íàƒE\’*™[[#16]]ªºõf™X³[[#23]]¡ñ[[#29]]TÌ[[#0]]*0`·µFI/5
uCvø%ùœj)Z{°{›ÖÞæ[[#16]]‹•

Block 1

82.80.128.79 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.149.222 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

109.64.159.222 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

87.71.147.210 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

79.183.247.254 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

212.179.5.3 Israel 147.237.0.121 Suspicious Response Code Block 1

77.125.92.42 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

195.191.52.10 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.228.64.149 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

84.111.24.80 Israel 147.237.0.121

Malformed URL ׃נÛ[[#23]][[#11]]“ׂ[[#19חo]]2»סאmךŠדzָ¦‹•ֿװ_½̂ 1l̈ lz̈ג bÙüֱxbֿ¹ֿfְ®3n6•b[[13#]]׃2
-·[[#16]]5z[[#2]]uֿ‚icֵ[[_‰ס#20ׂה]]]bim£>ּׂp[[ג#3ע]]½€aû\[[#27רl]]ק„׳־k4אeb]/ 2§ֻפßbam[[#24]]Ö±
ד́ו7x׳ֿׁ׃< "…ֶƒ£#±st8•‚7]]32#[[qd¦ְײvƒ•‰]]5#[[¥.x–ִ2b1¢o¿›ֳ0]]21#כ[[]]41#ֿ210#]]‹א
ad[[#28]]•e[[#5]][[#30]]¼[[#21]]×[[#28]][[#4]]1s[[ֲך#21ֵװŒ]]¬ßרy‡[[#12ן—p]]ָ82#[[״[[÷nf‰ְט-aÙ(ß
ž[[#21]][[#31]]l ַw;—Û'[[#8]]  

Block 1

62.90.160.66 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

192.114.23.210 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddStudyEmploymentPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

132.66.47.51 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
3E1FD82F7A52F4E90E1EEF3776E690305631BDCC9FD841F4330A53BB2F2884753EF92A8BDF1C1
5FE9265E6EF0947A34257CD27C0C2C779174BDE01B8ECEC03CC198536B7D69645A606958043
4065AD185606C18BABBFF749907A08EAD4E3DE0DC1C6092240F0207BD2FABE59423E5424A6B
0526129FFB357D17C2A2262F7D65B, Observed
A9D318C4942E196F9804BE21CA89D363F2842F60B1C18BA71EF76F417D98B408B9D538A64BCF
3A9AE65305FADA04200040050D85B7630F0C94A461DD59C9D00E9ACA5ED38E4DE66A280237
264EE854A9E3F84CF3FE028532415797FDFFFE18509D075F

None 1

84.111.24.80 Israel 147.237.0.121 Abnormally Long Request method Block 1

46.19.85.203 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.85.203 (Open Mode) None 1
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