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03-14-2016 to 03-15-2016

|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|Ste | gnature

| Devi ce Action

| CP I ocat i on. Locat i on

\Count

80. 246. 138. 242 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - reset BBL.- | srael 95
81.218.37.2 | srael 147.237.0.121 Anonal y-TLS-renegoti ati on-d i dest - r eset BBL.- | srael 81
81. 218. 65. 210 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BB.- | srael 42
46. 19. 85. 45 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 30
31.168. 90. 231 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 18
2.54.186. 148 | srael 147.237.0.121 Anonal y-SSL.-renegoti ation-Ai dest - r eset BB.- | srael 5
185. 32. 176. 22 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - reset BBL.- | srael 5
213.57.73.178 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 5
81. 218. 56. 245 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BB.- | srael 3
109. 65. 133. 31 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BB.- | srael 3
104. 45. 226. 46 Lhited Sates 147.237.0.121 JLM Under At tack_Con_Tcp drop Net V- London 2
180. 97. 31. 70 Chi na 147.237.0.121 Invalid TP H ags drop Net V- London 1
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03-14-2016 to 03-15-2016

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature
5. 160. 14. 250 Iran, |slamc Republic of 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1




03-14-2016 to 03-15-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Sgnature

Target Address |9 t% Name

188. 225. 171. 246 glcis;ilgéan Territory, 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4261
134.191. 232. 68 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2153
79.183. 6. 174 I srael 147. 237.0. 121 Sreani ng Er_wgi ne: TP Invalid Invali d segnent retransnissi on. Packet drop 1450
Ret r ansni ssi on dr opped.
210. 61. 39. 253  |Tai wan 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1238
149. 78. 30. 18 | srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1139
90. 178. 221. 145 |Czech Republic 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1116
149. 50. 98. 57 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1095
149. 78. 48. 122 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1001
165. 225.80.65 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 770
17.78.99. 68 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 754
149.50.90. 103 |lLhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 748
149. 78. 246. 208 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 717
149. 88. 45. 227 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 685
149. 78. 105. 92 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 610
85.115.52.201 |Wnited K ngdom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 604
199. 207. 253. 101|lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 572
167. 220. 196. 101|Uni ted Ki ngdom 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 561
17.78.77.116 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 522
149. 88. 199. 51 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 497
213.7.220.162 |Cyprus 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 464
149. 78. 246. 26 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 463
194.9.252.237 |United Ki ngdom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 440
108. 171. 133. 166|Lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 405
149. 78. 42. 195 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 403
5.86. 162. 184 Italy 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 400
108. 171. 129. 189|CGer many 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 396
108. 171. 128. 166|Uhi t ed Ki ngdom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 376
17.78.73. 30 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 368
165.225.72.81 |lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 319
165. 225.80. 116 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 314
212.29.210.131 |lsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 279
17.78. 85. 20 Lhited Sates 147.237.0.121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 272
149.78. 22. 16 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 264
62. 0. 104. 246 | srael 147.237. 0. 121 Sreani ng E(]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 261
Ret r ansni ssi on dr opped.
167.220.196.3 |United Ki ngdom 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 259
31. 168. 90. 231 | st ael 147 237.0. 121 Sream ng EQgi ne: TP Invalid Invalid segnent retransnission. Packet drop 252
Ret r ansni ssi on dr opped.
149. 88. 185. 4 | srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 238
188. 11.241.252 |ltaly 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 234
149. 78. 2. 65 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 226
149. 88. 185. 138 |l srael 147.237.0.121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 222
149. 88. 229. 112 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 221
17.78.104.251 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 219
165. 225.76.55 |lLhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 214
212.29.210. 131 |lsrael 147.237.0. 121 SYN At t ack SYN -> SYN- ACK - > RST alert 210
80. 246. 138. 189 [l srael 147.237.0.121| |} reamng Bngine: TGP Invalid Invalid segment retransmssion. Packet |, 207
Ret r ansni ssi on dr opped.
17.78.84.0 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 203
207. 46. 13. 87 Lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 200
169.253.194.1 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 194
149. 88.161. 181 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 181
140. 242. 217. 2 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 181




03-14-2016 to 03-15-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
79. 183. 206. 78 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 10
213.57.7.4 | srael 147.237.0.121 D stributed Waut hori zed HTTP Met hod B ock 8
109. 186.57.13 |l srael 147.237.0. 121 Uhknown Parangeter _ in waw nil ui mishi.aka.idf.il/newpassword/firstlogin B ock 5
62.90.164. 104 |lsrael 147.237.0.121 D stributed Unaut hori zed HTTP Met hod B ock 4
212.235. 56. 185 |Israel 147. 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 4
par anet er accept
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter
87.142.219. 235 |Israel 147.237.0.121 ct |1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock 4
82. 80. 26. 75 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 3
82. 80. 26. 75 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mil uimishi.aka. idf.il/ing/ enail/ B ock 3
194. 90. 89. 5 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 3
87.70. 74. 175 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 3
par anet er accept
79.182. 142. 50 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
87.71.19. 119 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter B ock 2

ct |1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha
84.109. 185. 6 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 2
Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx

80. 179. 196. 45 | srael 147.237.0. 121 B ock 2
par anet er accept

109. 67.112. 9 — 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 2
par anet er accept

89 139, 187. 43 |israel 147 2370, 121 Paraqetgr Typg Mol §1| on ct | 00$Cont etnt.PI acetbl der 1$t xt Per ut Bakasha in B ock 2
v | ui mi shi. aka.idf.il/general petition

79.178.134.239 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2

193. 34. 57. 101 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2

82. 166. 198. 205 |israel 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept

192. 118. 78. 57 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka. idf.il/general petition paraneter

80.179. 220. 169 |l srael 147.237.0.121 ct |1 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock 2

109. 64. 33. 97 | st ael 147237 0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept

192. 114. 105. 254 |l srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS Attack None 2

212. 150. 5. 74 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept

31.168. 90. 231 | srael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$ct100 in www il ui mi shi. aka.idf.il/forn8010 |B ock 2

62. 90. 88. 104 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 2

5.29.179. 214 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
B585BAFD8CC405002209FF2650E931775E26 E38A473DA5A3AB99A057BBD5CFB888B010B050B
63163A1DDA3DCEFFC3A2EC169CCF8333F38E5E9C84E1F972F455B22306E190AEA39EDFD42012
39209C1994D7978E7DDCI9AF2D48E088213D7B8A73A8A0A187CF21B212C723DA2E8D5198DC
212.116.182.86 |[Israel 147.237.0. 121 A64E6FD56DCOD01FECOB2DOAODL2C57B, Obser ved None 1
4D02C5EE740A30290BB455596C6669ED94CB43E5509BB32E1C8ABEACBA29641068CA52682BE
4C9B834BD14C0676869789B9D9481DCBC24B136DD6E7B70FF472617BC94FB2707208206E956
B657B46BC88019503BDDFDI9A7DESFDB58BC1861ECE356 CF3

Dstributed Paraneter Type Mol ation on v ml ui mishi.aka.idf.il/general petition paraneter

109.64.233. 117 |l srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

77.126.43.75 | srael 147.237.0.121 ct |1 00$Cont ent A aceHbl der 1$t xt Per ut Bakasha Bl ock !

194. 90. 186. 65 | srael 147. 237, 0. 121 UnanV\n‘ Pa_r arTet er f:tl O_O_O)nt_ ent Pl acetbl der 1_f uAddMar ri ageGert Docs&Fi | esToSend i n B ock 1
vy il ui mishi . aka.idf.il/login

46. 116. 145. 54 I sragl 147. 237.0. 121 Paraneter Type M ol ation ct| 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1

v m | ui mi shi . aka. i df . i |/ changeuni t

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
855FE3865E3FBEAFACCFEBAFB286E06B6F4FF79C2467940D867FB4AE28FA8F437084E2883FBDSEOL
5593D173EA44870DB4EC5C6BES80335B35AD6A2C8676F1F0B8267A80FCB3E79AA422DF4395FA
D15C879B9AE3AB7C796CB695B986815A88F28779F8B2CCD18284FCC75EBF1A95C4016020AF3
192. 118. 30. 102 |l srael 147.237.0. 121 FAE48D3EABSF6DA0AOFCA2262F6, Cbser ved None 1
E7BD3D6EE2442028D685AC02A94B9CDE59832026075D780ACD790C75707485DF15F38A688F0
E3F14363213810EA2682CB1F7F8D77BCA5A2926DCE3E208927195A3AF986C7321D2C50C706A
5D942B59E485DA9A15EO0FBBBEC1 7BC1EASCA2EC89527EB6C

37.26. 146. 253 | srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1
Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

Dstributed Paraneter Type M ol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
ct |1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha

212.179. 23. 27 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
5E4E01C1B1D20D1CDAAA7206C9CCDFBE1954DESFF01DB2BCE4954 DAAD55DC2C529B9347F93
ACD0840016C0CC90C250D07ABEOA8080BI9BD3B75C5B27B9D3696F997E369C970C5D5B6CD9
CEC183E55AAB77F2B39FDFCC222772F34B5955004D62746A15D24D31D73AFA519AA4DESCDO
2.54.171.69 | srael 147.237.0.121) | A1 0085951BA68205CCO7E81667801FA7DA0, Cbser ved None (1
662C5AF573C80185F763C0A63FB6AIFES8B333217787BEAA73CC2F4243037E7B9A622A3CB962
F1B7B89D9DD2ADEAF6C20F8213082418A986A2649568F08F117DFC6C5489C50A163AEC6DC2
E02A55D116558209D1693A728520CD40E21CB7EC6392E07FB

DO stributed Uhknown Paraneter on vwwv milui mishi.aka.idf.il/login paraneter

152. 62. 109. 206 |Eur ope 147.237.0.121

82.81.5.235 | srael 147.237.0. 121 B ock 1

212.25.103.51 I srael 147.237.0. 121 ct|1 00_Cont ent Pl acetol der 1 f uAddMar ri ageCer t Docs&Fi | esToSend Bl ock !

87 69.59. 236 st ael 147 237 0. 121 Paramat er T_ypg Vol gtl on ctl 00$Cbnt.entP| acetbl der 1%t xt H | esNangs in B ock 1
wwv ni | ui mi shi . aka. i df.i|/changeuni t

46. 19. 85. 200 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1

185. 32. 179. 45 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1

5. 102. 242. 102 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN OLIENT HALLO None 1

109. 253. 210. 254 |l srael 147.237.0. 121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1

79.183. 127 12 | srael 147. 237, 0. 121 F%\ran‘et er T_ype_ Mol a_tl on ctl 00$0)nt‘ent A acetbl der 1%t xt Per ut Bakasha i n B ock 1
viwv m | ui mi shi . aka. i df . i | / changeuni t

212.143. 119. 60 | srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wwv ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

2 52 190. 185 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawv nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

109. 65. 0. 67 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wwv ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

87. 71. 36. 158 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

par anet er accept
79.177.11.184 | srael 147.237.0.121 Lhaut hori zed URL Access to vwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1




03-14-2016 to 03-15-2016

A tacker

Attacker Address Geo Target Address St%S’gnature

Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx

194. 114. 146. 227 |l srael 147.237.0.121 B ock 1
par anet er accept

85. 64. 150. 49 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

46.117. 15. 249 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1

37.46. 41. 200 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

176. 13. 10. 170 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1

82. 81 161. 50 | srael 147. 237. 0. 121 Unknqvxn. Par angt er gtl O'O_Cbnt' ent P acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
v | ui mi shi. aka.idf.il/login

5 22135, 120 — 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder. aspx B ock 1
par anet er accept

109. 160. 207. 162 |1 srael 147237 0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

79.181.55.219 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

212. 25, 103. 51 I sragl 147. 237.0. 121 LhanV\n. Pa_r arTet er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
viwn il ui mi shi . aka.idf.il/login

62. 219. 44. 242 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

193. 47 165. 251 |israel 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

87.69. 160. 104 |l srael 147.237.0.121 SS. Lhtraceabl e Gnnection - sigal gs DS Attack None 1

84.108. 212. 190 |1 srael 147237 0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

46.19. 86. 216 — 147 237.0. 121 Fararr_ete_r Typ(_a Mol gtl on ct | 00$Cont e_znt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition

31.168.11. 194 |1 srael 147. 237. 0. 121 Parangtgr Typg Mol §1| on ct | 00$Cont etnt.PI acetbl der 1$t xt Per ut Bakasha in B ock 1
v | ui mi shi. aka.idf.il/general petition

132 64.25 240 |1 srael 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

82. 80, 54. 147 | srael 147. 237. 0. 121 Unknqvxn. Par angt er gtl O'O_Cbnt' ent P acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v | ui mi shi. aka.idf.il/login

2.53.19. 45 | srael 147.237.0. 121 Doubl e LR Encoding - paraneter: ReturnUl in vww mluimishi.aka idf.il/login B ock 1

109, 65. 233. 9 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

89. 138. 202. 232 |l srael 147.237.0. 121 Mil tiple Untraceabl e SS. Sessi ons from 89. 138. 202. 232 (GQpen Mde) None 1
Dstributed Paraneter Type Mol ation on www ml ui mishi.aka.idf.il/general petition paraneter

79.177.220.127 Israel 147.237.0.121 ct |1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

195. 160. 242. 40 |l srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1

46.210. 198. 188 |l srael 147.237.0.121 Paraneter Type M ol ation accept in vwww nil ui mishi.aka idf.il/aj ax/order/confirnorder. aspx B ock 1

192.198. 151. 44 |Europe 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

87 68. 245. 36 I sragl 147. 237.0. 121 Paranfet er T_ype_ Mol a_tl on ctl 00$Cbnt_ent P acetbl der 1%t xt Per ut Bakasha in B ock 1
v m | ui mi shi . aka. i df . i | / changeuni t

176. 228. 136. 209|l srael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1

82.166. 77. 241 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1

CGooki e Tanpering on cooki e . ASPXAUTH Expect ed
9C01D1C7533F7DB63DFEBC2FBF4805A12084D0320BE78FBF2BAAD8D286606B6480FCI0E72020
F28F48CCD268F8C10E36468EE2989AC171BC1EE2B1ADA8751DF44363009A3D904429569EC82
10389501B038638377313EACD3124192D7F1E9D3807CE136510D62608578EEFED1F194B802CD
81.218.56.230 |Israel  |147.237.0.121) |, ) c85F44 ABDCEC27FDBB6F5068BDA, Cbser ved None (1
DO7BC99C18113A35A39B5C35FB53C8F46D51F7737108F0C59D8709D99D0D49AB4CFFD1DAGC
1EAE8D7F6907867FBCDF83CEBF33E63CB2913A2BA47FEC756A5BF26276D220D0E425E417868E2
AC71BB23EF4634F3E027A6320C0A9ED4415B05054E2E970

Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

213. 8. 204. 69 | srael 147.237.0.121 vowy k| Ui mi shi . aka. i of . i | / gener al peti ti on B ock 1

5 22135, 142 | sragl 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

109. 186. 57. 13 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

109. 64. 134. 115 |l srael 147.237.0. 121 Paraneter Type Mol ation accept in wwy il uimishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

79.181. 134. 63 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

212.76. 110. 227 |israel 147. 237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

62 219.208.70 |israel 147 237.0. 121 Paranet er Type Mol ati on ctl 00$Cont ent A acetbl der 1$ct | 00$t xt O dPass in B ock 1

v il ui mi shi . aka. i df.il/personal settings
84.109. 36. 183 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$txtTitle in

46. 116. 90. 226 [l srael 147.237.0.121 vy ikl Ui mi shi . aka i of . i | / gener al peti ti on B ock 1
192. 115. 177. 2031 srael 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
132. 65. 249. 80 | srael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSLGONN CLI ENT HALLO None 1
82. 80, 54. 147 | srael 147. 237, 0. 121 U“lkn(_)\/\n‘ Pa_r amet er gtl O_O_OJnF ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vy il ui mishi . aka.idf.il/login
80. 79. 80. 235 Eur ope 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
212.150.112.56 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
2.54.51. 82 | srael 147.237.0. 121 SS_ Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 67. 16. 238 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwv nill ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 1
89. 138. 202. 232 |l srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1
79 178.16. 229 | srael 147 237.0. 121 Unknown Paraneter ctl 00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1

vuwy i | Ui mi shi . aka. i df.i1/1 ogin

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
42686C5D4BOES719A1B013DES4ACABAB84275333298EE7782C889C127ACLCCDF785812FDOD
8F861BF65B553AF30CFCAFD75511BBB8DD437B070A607 CO2ELF4C27B5433F81FBIB2244D2ESE
3602299E32COB2F018ED330BF1A62CLD24661FD4AL0DEB2FF8294F7F5B7 AOAE3E98C5D327AD4
199.203.61.108 |l srael 147.237.0. 121 | -a7 D5 3003AE3DDB3BAES97B5D97E07, Obser ved None |1
3826C715DF1914BIE4CEFDI4949A59907BEB6D36AL C2CE239A588555410B77899F01CB71D4E
07CB0567DBBCDCI8D075A10F4A8F797 C3BEFB4F22E12D3ECD7742170BD74DC434FCBF85E455
7D188919F05D9D01C561717EAE41CA296E482237003DB37C

Gooki e I njection on cooki e . ASPXAUTH wi th val ue
DCB2CEBEE9B66FC74F639ABF43E6C681DE2220906B90B65587F6A6341B828C1BEFD5570986EBS
2A43AB4A4CCA27B3661F761A6EAACESE3942FE51BD57 C8F2F3748EDELAEF5EDFF5B84B884B1D
193.34.57.101  |Israel 147.237.0. 121 |6 pe03B25C20846220D28 FEC331F57DBA21A20A8A12FF90C2487BD3B7 DC6A24282E644DAE3DE| O |!

4018DEA62B526475BFO9FAF604AF37DA1D49EESA4B9A31CCO0C446F6664904306E267D2FCCD3

AFE7AFD536A347E44
87.69. 53. 239 | srael 147.237.0. 121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN CLI ENT_CERTI FI CATE REQUEST) None 1
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka. idf.il/general petition paraneter
82.166. 184. 140 |l srael 147.237.0.121 ct |1 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !
46.19. 85. 144 | srael 147.237.0. 121 Lht raceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
176.228.219. 85 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/undefined B ock 1
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