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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

46.19.86.70 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 55

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 54

82.80.26.75 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 52

87.71.149.145 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 27

2.54.183.140 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 25

149.78.200.45 Israel 147.237.0.121 Invalid TCP Flags drop BBL-Israel 2
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address SiteSignature Count

119.139.65.64 China 147.237.0.121 ET SCAN Potential SSH Scan 1

218.57.11.7 China 147.237.0.121 ET SCAN Potential SSH Scan 1

112.54.83.98 China 147.237.0.121 ET SCAN Potential SSH Scan 1

177.244.194.168 Mexico 147.237.0.121 ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

97.82.188.165 United States 147.237.0.121 ET SCAN NMAP -sS window 1024 1

 03-13-2016 to 03-14-2016 



Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

149.78.48.122 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3475

212.179.229.144 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3204

82.80.26.75 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2439

17.78.99.226 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2413

199.201.66.3 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1124

194.9.252.237
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 996

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 865

149.78.32.98 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 831

17.78.121.67 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 828

173.226.131.250 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 755

149.78.246.208 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 671

17.78.123.28 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 649

2.52.36.146 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 576

149.50.98.57 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 556

52.3.97.85 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 554

41.193.211.221 South Africa 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 526

149.78.232.121 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 508

149.50.81.136 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 508

149.78.232.80 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 475

17.78.85.20 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 467

149.88.220.99 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 453

165.225.72.79 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 416

80.254.150.67 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 413

198.208.251.21 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 410

17.78.84.0 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 386

155.56.68.214 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 362

149.78.200.209 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 359

144.24.20.228
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 325

149.78.250.217 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 325

140.101.20.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 307

68.180.228.111 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 301

17.78.104.251 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 294

77.93.243.230 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 267

72.37.140.46 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 266

194.9.253.237
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 263

37.26.149.141 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 254

149.78.40.134 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 249

149.50.46.148 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 241

149.78.38.249 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 232

165.225.76.55 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 223

46.19.86.254 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 216

149.78.234.203 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 215

149.78.200.45 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 213

149.78.230.12 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 189

212.199.69.1 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 189

149.78.39.28 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 184

79.140.208.41 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 178

167.220.196.101
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 173

167.220.196.3
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 171

173.38.220.45 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 168
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

79.181.55.219 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 29

195.200.205.35 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 11

109.67.28.47 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 109.67.28.47 Block 10

109.67.28.47 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 109.67.28.47 Block 10

109.67.28.47 Israel 147.237.0.121 Multiple Malformed URL from 109.67.28.47 Block 10

109.67.28.47 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 109.67.28.47 Block 9

79.183.206.78 Israel 147.237.0.121 Suspicious Response Code Block 9

109.67.28.47 Israel 147.237.0.121 Multiple Abnormally Long Request from 109.67.28.47 Block 9

109.67.28.47 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 109.67.28.47 Block 8

109.67.28.47 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 109.67.28.47 Block 8

109.67.28.47 Israel 147.237.0.121 Multiple Illegal HTTP Version from 109.67.28.47 Block 7

109.67.28.47 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 109.67.28.47 Block 7

109.67.28.47 Israel 147.237.0.121 Multiple NULL Character in Header Name from 109.67.28.47 Block 6

109.67.28.47 Israel 147.237.0.121 Multiple Illegal Byte Code Character in URL from 109.67.28.47 Block 4

188.120.133.35 Israel 147.237.0.121 Suspicious Response Code Block 4

5.29.51.47 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

192.198.151.37 Europe 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

194.177.16.3 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

82.166.16.174 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

212.143.71.233 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

194.90.239.2 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

37.26.147.168 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

31.168.194.98 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

2.54.17.15 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected NA, Observed
CA0FE3969B489A73D3C6D90B4BD4620B7EBF75B960FF84E91D9C91F07DCF6A79DB6B3EB4DB4
6BADC9ABEE05D53959333330A78AF831152DEF5AB21E9BA8E45737DFEAD5C152CD30DAD74F
000A357053DDC0C433A2574AC9266B270EEC4F3AD1F8B79313347D8F13AC2993E4FC07073D
529BBACDA24CD0AFB2757758B039D5FDC986A53E604688072E75162F26AE637BF4CB582DCC
398729530C91C7003E51BDD

None 2

194.114.146.227 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

217.132.140.144 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 2

109.67.28.47 Israel 147.237.0.121 Multiple NULL Character in Method from 109.67.28.47 Block 2

46.120.80.236 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

2.54.42.252 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

176.13.12.247 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.65.222.229 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

62.219.44.242 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.86.70 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 2

193.104.115.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

37.60.44.51 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

109.67.28.47 Israel 147.237.0.121 Unknown HTTP Request Method ‡M in URL Block 1

37.26.146.176 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 37.26.146.176 (Open Mode) None 1

109.66.30.209 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

5.29.51.47 Israel 147.237.0.121 Distributed Double URL Encoding Block 1

87.71.131.229 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

207.232.28.184 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
2B42E6A2F78A0384E5A3B8D6369C27B64C41209FB5B11C7C467F5B920C2533DE791F6DB3AD8
4D4CB58DC94BA997BE121825E0DE37553FD28E6F05250C13A5E1002AE5EAF8D10EF05C2402CF
6072ADC365CE4B869C31327608E470B8FACD23A3094CB73A6F22241DF4F1A110FB30BB21DAB
A7ECEC4EC820C15ABFBCC274EEC0EF, Observed
0DDCE6378ADAFF58FA59C899051DE4C3A752AB019564B44CBCD47D8DA505364008F74D8F6A
2D7EAA872A5AB4E1D3C296FFA17EE652F588E44589ACCA0DD6708591B10CBEFC9D9CFF6EA81
24CAFB400F867B056F13726CD477D334B513B89A05182D9E3

None 1

79.176.12.80 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

46.19.86.96 Israel 147.237.0.121 Distributed Double URL Encoding Block 1

2.54.0.195 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.108.224.237 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

82.80.176.210 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 82.80.176.210 (Open Mode) None 1

37.26.148.145 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

109.67.28.47 Israel 147.237.0.121 Malformed HTTP Header Line 4 Block 1

109.67.28.47 Israel 147.237.0.121 Illegal Byte Code Character in Header Name Ü‚ Block 1

213.57.183.254 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.183.216.31 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

176.13.1.249 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.179.14.95 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

109.67.28.47 Israel 147.237.0.121
NULL Character in URL •‘•[[#31]]ק(שg¾4[[…´#17]]#012ן[[#2[[¡‹ב˜]]#23[[]]#22׀Ü½]]״ק
:h[[#29]]½ָםq[[#27]]86[[#28]]‰6[[#26]]tjזc[[#27]]fcqפ‘ׁ÷

Block 1

109.64.181.178 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 109.64.181.178 (Open Mode) None 1

212.29.225.85 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

85.64.93.26 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

195.160.242.40 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

62.128.45.222 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

2.54.174.47 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.52.5.73 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

84.95.193.106 Israel 147.237.0.121 SSL Untraceable Connection - Unsupported Cipher None 1

192.116.227.90 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.85.151 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

37.26.147.175 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

109.67.28.47 Israel 147.237.0.121

Illegal Byte Code Character in Query String p••ַע©®•פײ®ׁR̃¡ [[#8]]•“”MžbE42#[[¹ך[[ֳš8/Ü1ד.”
VN£,Ú₪עi&r[[#24]]š®ֱ(גd¶u׳¶±w׳Œrˆ~[[#17]]G ״¾vVL[[#30]]a½?כC•° on •‘•[[#31]]ש)קg¾ן
…[[4]]׀22#]][[32#]]ב̃‹¡[[2#½[[Ü:״קh]]92#םָ½jt]]62#[[6‰]]82#[[68]]72#[[q]]ז 7́1#[[210#
c[[#27]]fcqפ‘ׁ÷

Block 1

82.80.26.75 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 82.80.26.75 (Unsupported Legacy SSL Version) None 1

185.3.147.111 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

79.182.125.208 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

109.186.152.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.146.176 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

109.67.15.210 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

212.150.73.89 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

91.231.193.150 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

212.25.65.226 Israel 147.237.0.121 Unauthorized HTTP Method Block 1

79.176.195.157 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

109.67.28.47 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 109.67.28.47 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

46.116.59.11 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

85.64.61.159 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

82.80.176.210 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

188.120.154.14 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

37.26.148.215 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

109.67.28.47 Israel 147.237.0.121 Malformed URL Block 1

37.26.147.175 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 37.26.147.175 (Protocol violation
(SSL_CONN_CLIENT_CERTIFICATE_REQUEST))

None 1

109.67.28.47 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

80.179.204.59 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

176.13.3.67 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.180.7.113 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.67.28.47 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

37.19.116.168 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

109.64.181.178 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

212.76.112.194 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 212.76.112.194 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

5.22.130.67 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
5A885199E34AE0C84D9D3DCE819700F277A7B762A254E19CBE915FD6B8DF0E228409CBCF3F10
4D4998FBED06DF415FE121A4E0760837B23AB119424CE5261B8787B42926C802BD5C1C36D24
A5C7A1D0F4C40926B92D5B77633793E3068C0D62D8587EE60B63EA2180CDDB57E1AA69E403
D285CCCB10F294D6520C82B82F11575, Observed
4E98034FA6870DBECD0DE3665EF8F0C9D9830BFA429833DC2E42AB2A6A5F1D58EF4E1B0A25FB
59474C57B84D47BCD59E499D49620EDF014C05C565C92CE23F98F9EB17D3E60DC1929ADCFD0
8EAB5B1CBEFBB3C56D138CE7FA993A9E324B94BD2659859

None 1

85.64.93.26 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddStudyEmploymentPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

195.189.193.1 Israel 147.237.0.121 Unauthorized HTTP Method Block 1

62.128.48.150 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddAddressAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

46.19.85.181 Israel 147.237.0.121 Distributed Double URL Encoding Block 1

2.52.145.78 Israel 147.237.0.121
Double URL Encoding - parameter: ctl00$ContentPlaceHolder1$txtNewPass2 in
www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 1

84.108.58.29 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

185.32.179.38 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 185.32.179.38 (sigalgs DoS Attack) None 1

37.26.147.175 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 1

109.67.28.47 Israel 147.237.0.121
Illegal Byte Code Character in URL •‘•[[#31]]ק(שg¾#17́]]#012ן ״ק[[½#2Ü[[¡‹ב̃]]#23[[]]#22׀]]4[[…
:h[[#29]]½ָםq[[#27]]86[[#28]]‰6[[#26]]tjזc[[#27]]fcqפ‘ׁ÷

Block 1

82.80.26.75 Israel 147.237.0.121 SSL Untraceable Connection - Unsupported Legacy SSL Version None 1

212.199.242.86 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.182.186.210 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

109.253.159.242 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

37.26.146.238 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 37.26.146.238 (Open Mode) None 1

109.67.28.47 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

31.168.11.194 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

93.172.41.50 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

212.25.107.147 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.176.195.157 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

109.67.28.47 Israel 147.237.0.121
NULL Character in Header Name at
&ÌI%òA3¨aÈ03ES¾*ð±/[[#0]][[#2]]1W(,ûôR_UˆÍ¨[[#18]][[#22]][[#1]]oŠØ?x[[#2]]Yò[[#25]]òîºø[[#7]
][[#3]]¤h[[#28]]Þ4õ ÙÂF¥ºÉ·ç¿;[[#7]]

Block 1

85.64.93.26 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

192.114.91.249 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

37.26.149.185 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

37.26.147.175 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 37.26.147.175 (Unknown SSL Session) None 1

109.67.28.47 Israel 147.237.0.121 Illegal Byte Code Character in Method ‡M Block 1

80.179.220.169 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

79.180.130.177 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtTitle

Block 1

109.67.28.47 Israel 147.237.0.121 Too Many Headers per Request - 28 Headers Block 1

37.26.146.176 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

212.76.112.194 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1
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5.28.133.60 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

87.71.20.223 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

109.67.28.47 Israel 147.237.0.121 Multiple NULL Character in Url from 109.67.28.47 Block 1

2.52.146.207 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

84.108.127.218 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

82.80.29.90 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

185.32.179.38 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

37.26.147.175 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

109.67.28.47 Israel 147.237.0.121 Illegal HTTP Version [[#8]]`£_E[[#24]]&Ï¸è·ÙáýÀßå–L><’¬=+®Žµ Block 1

109.67.28.47 Israel 147.237.0.121 Abnormally Long Request method Block 1

213.8.204.22 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

138.134.102.16 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.146.238 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

109.67.28.47 Israel 147.237.0.121
NULL Character in Method
_”ê/[[#0]]¶:Xc[[#7]]}&$8\1vÊJ×[[#20]]â`ÐàñÈUÉ8[[#29]]8[[#24]]yvQš£M[[#14]]-[[#29]]Àøˆ^*Í^9
ß¹˜wsRz™Ž£©÷[[#19]]¦%;~«IrmT[[#8]]k5íÔsšôà°Ë—–b¡E¨Gò[[#17]]#012ä§ü«=Ê>ú,Rs

Block 1

31.168.76.22 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

94.188.248.70 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

212.29.220.159 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.178.29.213 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

195.160.242.40 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

62.0.24.40 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
412071D1CE1D0CFE363731DC6BD3DA137C5DE85A239696778D2FF8AEB3D7EAFC75E529B6BC9
A63B423D45546B7620BD5DFD765428407D7D5FF0BAD04BE0112ECF90C4B0D872C1B8E747E6F
1C9F8D9B5C302C98DAFE69E221766BEF45E823AE1F5138AC7363E2C07C2134A83653942734A8
927AFACEDF98C8B0D35635A1EE92B3, Observed
C270F33584B3625EB13226D3FC1988CE74A0351DD091FF6A385704C6C67970736B91D7C02AA
27147412A1902CA1D08D90ECF0669967BD656BF1144D730F92DB018DD98BFDA8473E62A9BFB
028B08FDBDB85EC34779EA95FEA6B36E82BF634A8D050B00

None 1

2.54.151.108 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

85.64.93.26 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

2.52.5.73 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

83.130.104.122 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

192.115.248.2 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

37.26.147.175 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 37.26.147.175 (sigalgs DoS Attack) None 1

109.67.28.47 Israel 147.237.0.121

Illegal Byte Code Character in Parameter Name p••ַע©®•פײ®ׁR̃¡ [[#8]]•“”MžbE42#[[¹ך[[ֳš8/Ü1ד.”
VN£,Ú₪עi&r[[#24]]š®ֱ(גd¶u׳¶±w׳Œrˆ~[[#17]]G ״¾vVL[[#30]]a½?כC•° in •‘•[[#31]]ש)קg¾ן
…[[4]]׀22#]][[32#]]ב̃‹¡[[2#½[[Ü:״קh]]92#םָ½jt]]62#[[6‰]]82#[[68]]72#[[q]]ז 7́1#[[210#
c[[#27]]fcqפ‘ׁ÷

Block 1

81.218.189.229 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

185.3.147.102 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1
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