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03-13-2016 to 03-14-2016

|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|Ste | gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

46. 19. 86. 70 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 55
81. 218. 65. 210 | srael 147.237.0.121 B ock_Udp Al _Nets drop BBL- | srael 54
82. 80. 26. 75 | srael 147.237.0.121 Anonal y-SSL-renegotiation-A i dest - r eset BBL- | srael 52
87.71. 149. 145 | srael 147.237.0.121 Anonal y-SSL-renegoti ation-A i dest - r eset BBL- | srael 27
2.54.183. 140 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 25
149. 78. 200. 45 | srael 147.237.0.121 Invalid TGP H ags drop BBL- | srael 2




03-13-2016 to 03-14-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



03-13-2016 to 03-14-2016

|Top Attackers In |D|

|Attacker Geo |Target Address |StdSgnature

Attacker Address

|Count |
119. 139. 65. 64 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
218.57.11.7 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
112.54. 83. 98 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
177.244.194. 168 |Mexi co 147.237.0.121 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
97. 82. 188. 165 Lhited Sates |147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1




03-13-2016 to 03-14-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
149. 78. 48. 122 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3475
212 179. 229. 144|) srael 147. 237. 0. 121 Streannng Er_1g| ne: TP Invalid Inval i d segnent retransnission. Packet drop 3204
Ret r ansni ssi on dr opped.
82. 80. 26. 75 I srael 147. 237.0. 121 Srearmng E_qg| ne: TP Invalid Inval id segnent retransnission. Packet drop 2439
Ret r ansni ssi on dr opped.
17.78.99. 226 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2413
199. 201. 66. 3 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1124
194. 9. 252. 237 LKTI;;gom 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 996
199. 207.253. 96 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 865
149. 78. 32. 98 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 831
17.78.121. 67 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 828
173.226.131. 250|lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 755
149. 78. 246. 208 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 671
17.78.123. 28 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 649
2 52 36. 146 | srael 147. 237. 0. 121 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 576
Ret r ansni ssi on dr opped.
149. 50. 98. 57 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 556
52.3.97.85 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 554
41.193.211. 221 |South Africa 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 526
149. 78. 232. 121 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 508
149.50.81.136 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 508
149.78.232.80 |lsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 475
17.78. 85. 20 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 467
149. 88. 220. 99 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 453
165.225.72.79 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 416
80. 254. 150. 67 |Fance 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 413
198. 208. 251. 21 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 410
17.78.84.0 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cenent dr op 386
155. 56. 68. 214  |Ger many 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 362
149. 78. 200. 209 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 359
144. 24. 20. 228 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 325
149. 78. 250. 217 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 325
140. 101. 20. 1 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 307
68.180.228. 111 |lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 301
17.78.104.251 |lLhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 294
77.93. 243. 230 Italy 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 267
72.37. 140. 46 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 266
194. 9. 253. 237 LK!i“r::gom 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 263
37.26. 149. 141 | st ael 147. 237 0. 121 Sreamng Etjgl ne: TGP Invalid Invalid segnent retransnission. Packet drop 254
Ret r ansni ssi on dr opped.
149. 78.40. 134 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 249
149.50. 46. 148 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 241
149. 78. 38. 249 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 232
165.225.76.55 |lLhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 223
46.19. 86. 254 | srael 147. 237. 0. 121 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 216
Ret r ansni ssi on dr opped.
149. 78. 234. 203 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 215
149. 78. 200. 45 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 213
149. 78. 230. 12 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 189
212.199. 69. 1 | srael 147. 237. 0. 121 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 189
Ret r ansni ssi on dr opped.
149. 78. 39. 28 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 184
79. 140. 208. 41 Irel and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 178
167. 220. 196. 101 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 173
167. 220. 196. 3 LK!i“r::gom 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 171
173.38.220.45 |lLhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 168




03-13-2016 to 03-14-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% dgnature . ‘Count
Ceo Action
79.181.55. 219 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 29
195. 200. 205. 35 |i srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 11
par anet er accept
109. 67. 28. 47 | srael 147.237.0.121 Mul ti pl e Unknown HTTP Request Met hod from 109. 67. 28. 47 B ock 10
109. 67. 28. 47 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in Method from 109. 67. 28. 47 B ock 10
109. 67. 28. 47 | srael 147.237.0.121 Mil tiple Mal formed URL from 109. 67. 28. 47 B ock 10
109. 67. 28. 47 | srael 147.237.0.121 Miltiple Il1egal Byte Gode Character in Header Nane from 109. 67. 28. 47 B ock 9
79.183.206.78 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 9
109. 67. 28. 47 | srael 147.237.0.121 Mil tiple Abnornal |y Long Request from 109. 67. 28. 47 B ock 9
109. 67. 28. 47 | srael 147.237.0. 121 Miltiple Illegal Byte Gode Character in Header Val ue from 109. 67. 28. 47 B ock 8
109. 67. 28. 47 | srael 147.237.0.121 Mil tiple Abnornal |y Long Header Line from 109. 67. 28. 47 B ock 8
109. 67. 28. 47 | srael 147.237.0. 121 Miltiple Illegal HITP \ersion from109. 67. 28. 47 B ock 7
109. 67. 28. 47 | srael 147.237.0.121 Mil tiple Mal forned HITP Header Line from 109. 67. 28. 47 B ock 7
109. 67. 28. 47 | srael 147.237.0. 121 Mil tiple NLL Character in Header Nane from 109. 67. 28. 47 B ock 6
109. 67. 28. 47 | srael 147.237.0. 121 Miltiple |llegal Byte Gode Character in UR. from 109. 67. 28. 47 B ock 4
188.120. 133. 35 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 4
5 29.51. 47 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 3
par anet er accept
192.198. 151, 37 |Europe 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 3
par anet er accept
194. 177. 16. 3 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 3
par anet er accept
82 166.16. 174 |israel 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 3
par anet er accept
212 143. 71. 233 |1 srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 5
par anet er accept
194. 90. 239. 2 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
37.26.147. 168 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 2
31. 168. 194. 98 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2

par anet er accept

Cooki e Tanpering on cooki e . ASPXAUTH Expected NA (bserved
CAOFE3969B489A73D3C6D90B4BD4620B7EBF75B960FF84E91D9C91F07DCF6A79DB6B3EB4DB4
6BADCI9ABEE05D53959333330A78AF831152DEF5AB21E9BA8E45737DFEAD5C152CD30DAD74F
2.54.17.15 | srael 147.237.0.121 000A357053DDCOC433A2574AC9266B270EECAF3AD1F8B79313347D8F13AC2993E4FC07073D None 2
529BBACDA24CDOAFB2757758B039D5FDC986A53E604688072E75162F26 AE637BF4CB582DCC
398729530C91C7003E51BDD

Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx

194. 114. 146. 227 |l srael 147.237.0.121 B ock 2
par anet er accept

217. 132, 140. 1441 srael 147 237.0. 121 PararTet er Typ(_a \iol gtl on ct 1 00$Cont enFP! acetbl der 1$ct | 00$t xt NewPass1 in B ock 2
wwv mi | ui mi shi . aka. i df.il/personal settings

109. 67. 28. 47 | srael 147.237.0.121 Miltiple NLL Character in Method from 109. 67. 28. 47 B ock 2
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

46.120.80.236 I srael 147.237.0.121 ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock 2

2.54.42. 252 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 2

176.13.12. 247 |l srael 147.237.0. 121 Lhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 2

109. 65. 222. 229 |israel 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept

62. 219. 44. 242 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 2

46.19. 86. 70 | srael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$ct 1 00 i n www mil ui mi shi. aka.idf.il/forn8010 |B ock 2

193. 104. 115, 2 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 5
par anet er accept

37 60. 44. 51 | sragl 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 2
par anet er accept

109. 67. 28. 47 | srael 147.237.0. 121 Unknown HTTP Request Method $Min URL B ock 1

37.26.146. 176 | srael 147.237.0.121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 37.26. 146. 176 (Qpen Mde) None 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

109.66.30. 209 |Israel 147.237.0.121 ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

5.29.51.47 | srael 147.237.0. 121 D stri buted Doubl e URL Encodi ng B ock 1

87. 71. 131. 229 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

par anet er accept

CGooki e Tanpering on cooki e . ASPXAUTH Expect ed
2B42E6A2F78A0384E5A3B8D6369C27B64C41209FB5B11C7C467F5B920C2533DE791F6DB3AD8
4DACB58DC94BA997BE121825E0DE37553FD28E6F05250C13A5E1002AESEAF8D10EFO05C2402CF
6072ADC365CE4B869C31327608E470B8FACD23A3094CB73A6F22241DF4F1A110FB30BB21DAB
207.232.28.184 |lsrael 147.237.0. 121 A7ECECAEC820C15ABFBCC2 74EECOEF, (bser ved None 1
ODDCE6378ADAFF58FA59C899051DE4C3A752AB019564B44CBCD47D8DA505364008F74D8F6A
2D7EAA872A5AB4E1D3C296FFA17EE652F588E44589ACCAODD6708591B10CBEFCIDICFF6EASL
24CAFB400F867B056F13726CD477D334B513B89A05182D9E3

Paraneter Type Mol ation ct| 00$CGont ent A acetbl der 1$t xt Per ut Bakasha i n

79.176. 12. 80 | srael 147.237.0.121 vy | Ui mi shi . aka. i o . i | / gener al peti ti on B ock 1

46. 19. 86. 96 | srael 147.237.0. 121 O stri buted Doubl e URL Encodi ng B ock 1

2.54.0.195 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

84.108. 224. 237 |l srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

82.80.176. 210 | srael 147.237.0. 121 Mil ti pl e Lhtraceabl e SS. Sessi ons from 82.80. 176. 210 ((pen Mde) None 1

37.26. 148, 145 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

109. 67. 28. 47 | srael 147.237.0. 121 Mal f or ned HTTP Header Line 4 B ock 1

109. 67. 28. 47 | srael 147.237.0. 121 Illegal Byte Gode Character in Header Nane U B ock 1

213 57 183. 254 |1 srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter

79.183.216.31  |Israel 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !

176. 13. 1. 249 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

79.179. 14. 95 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 1
NULL Character in URL '[[#31]]W) pg%#012[ [#17 ..]14[[ |#22[[1]1#23[[i]1]#2041p"

109. 67. 28. 47 | srael 147.237.0.121 - h{ [#29] ] Y] [ #27]] 86 [ #28] ] %] [ #26] ]t} 1] [ #27] ] f oo B ock 1

109. 64. 181. 178 |l srael 147.237.0. 121 Mil tiple Untraceabl e SS. Sessi ons from 109. 64. 181. 178 (Gpen Mde) None 1

212,29 295 85 lsrael 147.237. 0. 121 Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

85. 64. 93. 26 I sragl 147. 237.0. 121 Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1

wwv | ui mi shi.aka.idf.il/login
195. 160. 242. 40 |l srael 147.237.0.121 Unt raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
62.128. 45. 222 |l srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 1




03-13-2016 to 03-14-2016

A tacker

Attacker Address Geo Target Address St%S‘gnature

Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx

2.54.174. 47 | srael 147.237.0.121 B ock 1
par anet er accept

2.52.5.73 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN QLI ENT HALLO None 1

84.95.193.106 |lsrael 147.237.0. 121 SSL Uht raceabl e Gonnection - Uhsupported d pher None 1

192.116. 227. 90 |1srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

46. 19. 85. 151 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1

37.26.147. 175 | srael 147.237.0.121 SSL Uhtraceabl e Connection - Protocol violation (SSL GONN QLI ENT_CERTI FI CATE REQUEST) None 1
Il1legal Byte (bde Character in Query Sring pe'DeGVER; [[#8]]«“MbEY]] 424 [38/ UTL.”
WNE, Unuvi & [ [#24] ] S AdTu'TEWE [ [#17]] G "WWL[ [#30] 1 a¥22G ° on ' [ [#31]] W) pg%

109.67.28. 47 lsrael 147,237 0428\ Ny} eoaf [ o%c] | 8244 [ 68] ] 724 [c) ] V024 [ p": O v2#] 1 10T 32611 [[ 22411 [ 4]... 714 [ 2108 Bodk |t
c[[#27]1f coo-

82. 80. 26. 75 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from82.80.26. 75 (lhsupported Legacy SSL \ersion) None 1

185. 3. 147. 111 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

79.182. 125. 208 |l srael 147.237.0.121 Unknown Paraneter prmin waw mlui mishi.aka.idf.il/login B ock 1

109 186.152. 2 |1 srael 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

37.26.146.176 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

109. 67. 15. 210 | srael 147. 237, 0. 121 Pararr_et er ‘I_'ypg Mol gtl on ct | 00$Cont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy il ui mi shi . aka. i df.il/general petition

212. 150, 73. 89 I sragl 147. 237 0. 121 Lhknc?\/\n. Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v il ui mishi . aka.idf.il/login
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

91.231.193. 150 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

212.25.65.226 |lsrael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1

79.176.195. 157 |lsrael 147.237.0.121 Lhknown Paraneter ch in vww mluimishi.aka idf.il/login B ock 1
Mil tiple Lhtraceabl e SSL Sessions from109. 67.28. 47 (Protocol viol ation

109. 67. 28. 47 | srael 147.237.0.121 (SSL._CONN APPLI CATI ON_DATA EXCHANGE) ) None 1

46.116. 59. 11 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 1
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

85.64.61. 159 | srael 147.237.0.121 ct | 00$Cont ent A aceHbl der 1$t xt Per ut Bakasha Bl ock !

82.80.176. 210 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - pen Mde None 1

188. 120. 154. 14 |l srael 147.237.0. 121 Unt raceabl e SS. Sessi ons: si gal gs DoS At ack None 1

37.26.148. 215 |israel 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

109. 67. 28. 47 | srael 147.237.0.121 Mal f orned URL B ock 1
Mil tiple Untraceabl e SSL Sessions from37.26. 147. 175 (Protocol viol ation

37.26.147.175 |lsrael 147.237.0.121 (SSL_OONN CLI ENT_CERTI FI CATE_REQLEST) ) None 1

109. 67. 28. 47 | srael 147.237.0. 121 Il1egal Byte Gode Character in Header \al ue B ock 1

80.179.204.59 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mde None 1

176. 13. 3. 67 | srael 147.237.0. 121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

79.180. 7. 113 | srael 147. 237, 0. 121 U1kn(_)\/\n‘ Pa_r anjet er gtl O_O_Q)nF ent Pl acetol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login

109. 67. 28. 47 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL CONN APPLI CATI ON DATA EXCHANGE) None 1

37.19. 116. 168 I sragl 147. 237.0. 121 Pa:angat e_r T_ype_ Mol ap on_ ctl 00$Cbnt_entPI acehbl der 1$t xt Per ut Bakasha i n B ock 1
wawv ni | ui mi shi . aka. i df.il/changeuni t

109. 64. 181. 178 |l srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1

212.76.112. 194 | srael 147 237.0. 121 Mil tiple Untraceabl e SS. Sessi ons from212. 76. 112. 194 (Protocol viol ation None 1

(SSL_CONN_APPLI CATI ON DATA EXCHANGE))

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
5A885199E34AE0C84DID3DCE819700F277A7B762A254E19CBE915FD6BSDFOE228409CBCF3F10
4D4998FBEDO6DF415FEL21A4E0760837B23AB119424CE5261B8787B42926C802BD5CLC36D24
A5C7A1DOF4C40926B92D5B77633793E3068C0D62D8587 EE60B63EA2180CDDB57ELAAGIE403
5.22.130. 67 | sr ael 147.237.0. 1211 | 85 00CB10F294D6520C82B82F11575, Obser ved None |1
4E98034FA6870DBECDODE3665EF8F0CIDIS30BFA429833DC2E42AB2AGASF1DS8EF4ELBOA25FB
59474C57B84D47BCD59E499D49620EDF014C05C565C92CE23F98FIEBL7D3E60DCL929ADCFDO
8EAB5B1CBEFBB3C56D138CE7 FA993AIE324B94BD2659859

Unknown Paranet er ctl 00_Cont ent Pl acetbl der 1_f uAddSt udyEnpl oynent Per mi t Docs&Fi | esToSend in

85. 64. 93. 26 | srael 147.237.0. 121 vow il Ui v shi . aka. i oF.i171 ogi n B ock 1

195. 189.193. 1 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 1

62. 128. 48. 150 | srael 147. 237, 0. 121 Par arTet er ‘_I'ypg M ollati on ct I_OO_G)nt ent Al acetbl der 1_f uAddAddr essAppendi x| DDocs&H | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login

46. 19. 85. 181 | srael 147.237.0. 121 D stri buted Doubl e URL Encodi ng B ock 1

2 52.145.78 I sragl 147. 237.0. 121 Doubl e lTFéL.Enc.:odi ng - par aneter: ctl OO$Cpnt ent Pl_acel-bl der 1$t xt NewPass2 i n B ock 1
wwv ni | ui mi shi . aka. i df.il/changepassword/firstlogin

84.108. 58. 29 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1

185.32.179.38 |lsrael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from185. 32. 179. 38 (sigal gs DoS At t ack) None 1

37.26.147.175 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
Il1l1egal Byte Code Character in URL «'[[#31] W) pog012[ [#17 ..]140[ [#22[[1]1#23[[ vi]]#2UA]1p"

109. 67. 28. 47 | srael 147.237.0. 121 :h[[1229]]%/5|q[[#27]]86[[#28]]9’o<6[[#26]]t5[‘rc[[#]«*2]7];|f??:<;§—? [ 11401 | (1] ([il] Al B ock 1

82. 80. 26. 75 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Lhsupported Legacy SSL Version None 1

212.199. 242 86 |israel 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

79.182.186. 210 |lsrael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww il uimishi.aka.idf.il/ B ock 1

109. 253. 159. 242|l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

37.26. 146. 238 | srael 147.237.0. 121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 37. 26. 146. 238 ((Qpen Mbde) None 1

109. 67. 28. 47 | srael 147.237.0. 121 Abnornal | y Long Header Line request header nane B ock 1

31.168.11.194 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

93.172.41.50 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

212 25 107. 147 |1srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

79.176. 195. 157 |lsrael 147.237.0. 121 Uhknown Paraneter prmin www ml ui mishi.aka.idf.il/login B ock 1
NULL Character in Header Nane at

109. 67. 28. 47 I srael 147.237.0. 121 &1 1 99A3" aED3ESYA 8/ [ [ #0] ] [ [#2]1 1W, GOR U I " [ [#18] 1 [ [#22] 1 [ [ #1]] o32°x[ [ #2] ] YO[ [#25]] o1 ° @[ [ #7] |B ock 1
1[[#3]]oh[ [#28]] P40 WARPE ¢, [[#7]]

85. 64. 93. 26 I srael 147.237.0.121| |Famter Type Mol ation ctl00SContent A acetdl der 1StxtTitle in Bock |1
vy | ui mi shi. aka.idf.il/general petition
Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1%t xt Per ut Bakasha i n

192.114.91.249 |l srael 147.237. 0221 Loy i i miysphi _aka. i df .il/nental heal t hof i cer cont acting Bock |1

37.26.149.185 |lsrael 147.237.0. 121 Doubl e LR Encoding - paraneter: ReturnUl in vww mluimishi.aka idf.il/login B ock 1

37.26.147. 175 | srael 147.237.0.121 Mil tipl e Untraceabl e SS. Sessi ons from 37.26. 147. 175 (lhknown SS. Sessi on) None 1

109. 67. 28. 47 | srael 147.237.0. 121 Illegal Byte Gode Character in Mthod M B ock 1

80.179. 220. 169 i srael 147.237,0, 121 |  |Faeter Type Mol ation ctl00SCont ent A acetbl der 13t xt Per ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter

79.180. 130. 177 |israel 147.237.0.121| | Pooei o okt deyrples;t Ttle 9 e P Bock |1

109. 67. 28. 47 | srael 147.237.0. 121 Too Many Headers per Request - 28 Headers B ock 1

37.26.146. 176 | srael 147.237.0. 121 Doubl e URL BEncoding - parameter: ReturnU| in waw niluimishi.aka.idf.il/login B ock 1

212.76.112. 194 |lsrael 147.237.0.121 SSL Uhtraceabl e Connection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1




Attacker Address

03-13-2016 to 03-14-2016

A tacker

Ceo

Target Address

St%S‘gnature

vy il ui mi shi . aka. i df.il/general petition

5. 28. 133. 60 | srael 147.237.0.121 Paranet er Type M ol ati on ct| 00$Cont ent B acetbl der 1$t xt Pass i n ww mil ui mi shi . aka.idf.il/login B ock 1

87. 71. 20. 223 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

109. 67. 28. 47 | srael 147.237.0.121 Mil tiple NLL Character in Ul from109. 67. 28. 47 B ock 1

2.52.146. 207 | srael 147.237.0.121 Doubl e LRL Encoding - paraneter: ReturnUl in ww mluimishi.aka.idf.il/login B ock 1

84.108. 127. 218 |1 srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

82. 80. 29. 90 I sragl 147. 237 0. 121 Dstributed Paraneter Type Mol ation on wwv ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

185. 32. 179. 38 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

37.26.147. 175 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

109. 67. 28. 47 I srael 147.237.0. 121 Illegal HITP Version [[#8]] £ E[[#24]] &, & UayARE-L>< -=+&Z Bl ock 1

109. 67. 28. 47 | srael 147.237.0.121 Abnornal |y Long Request et hod B ock 1

213. 8. 204. 22 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

138. 134. 102. 16 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

37.26.146. 238 | srael 147.237.0.121 SSL Untraceabl e Connection - (pen Mde None 1
NULL Character in Method

109. 67. 28. 47 | srael 147.237.0.121 7@/ [[#0]11: Xc[ [ #7]]} &$8\ 1vEIX[ [ #20] ] & BArEUES[ [ #29] ] 8[ [ #24] ] yv@£EM [#14]] [[#29]] Az ~*1 "9 |B ock 1
[ Ws Rz "ZEO:[ [ #19] ]! % ~«l r [ [ #8] ] k5i (s56a° E—bj E' [ [ #17] ] #01248U«=E>0, Rs

31.168. 76. 22 | srael 147.237.0.121 SSL Untraceabl e Connection - (pen Mde None 1

94. 188. 248. 70 | srael 147.237.0.121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/ww il uimishi.aka. idf.il/ B ock 1

212.29. 220. 159 |1 srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

79.178.29.213 | srael 147.237.0.121 D stributed Cooki e Tanperi ng on token: . ASPXAUTH None 1

195. 160. 242. 40 |l srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
412071D1CE1DOCFE363731DC6BD3DA137C5DE85A239696778D2FF8AEB3D7EAFC75E529B6BC9
A63B423D45546B7620BD5DFD765428407D7D5FFOBADO4BE0112ECF90C4ABOD872C1B8E747EGF
1C9F8D9B5C302C98DAFE69E221766BEFA5E823AE1F5138AC7363E2C07C2134A83653942734A8

62.0.24.40 | srael 147.237.0. 1211 19,7 AFACEDF98CBBODB5635ALEEI2B3, Cbser ved None (1
C270F33584B3625EB13226D3FC1988CE74A0351DD091FF6A385704C6C67970736B91D7CO2AA
27147412A1902CA1DO8D90ECF0669967BD656BF1144D730F92DB018DD98BFDA8473E62A9BFB
028B08FDBDB85EC34779EA95FEA6B36E82BF634A8D050B00

2.54.151. 108 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DoS Attack None 1

85. 64. 93. 26 I sragl 147. 237 0. 121 Lhknc?\/\n. Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v il ui mishi . aka.idf.il/login

252 5 73 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

83.130. 104. 122 |Israel 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1

192. 115, 248. 2 I sragl 147. 237.0. 121 Lhknc_)\/\n. Pa_r angt er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login

37.26.147. 175 | srael 147.237.0. 121 Mil tiple Uhtraceabl e SSL Sessi ons from 37.26. 147. 175 (si gal gs DoS At ack) None 1
Il1legal Byte Code Character in Paraneter Nane pe'De@VER] [[#8] ]« “MbEY]] 424 [38/ UTL.”
WNE, Ui & [ [ #24] ] $@& AdTu'T+wWE ™~ [#17] 1 G "WWL[ [#30] ] a¥22G ° in «'[[#31] 1Y) po%

109-67.28.47  |lsrael |47 237 021N g1 gouf [ 6] 82¢] [ 681 ] 724 [ c] 1vE024( [ hp": O} ] ¥24 ] 1 [32¢] ] [[ 22#[[4]] ... 714 [ 210% Bock |t
c[[#27]]f coo+

81. 218. 189. 229 |israel 147. 237 0. 121 O stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

185. 3. 147. 102 | srael 147. 237, 0. 121 Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1

03-13-2016 to

03-14-2016




