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| Devi ce Action

| CP_I ocat i on. Locat i on

|Oount

81. 218. 65. 210 | srael 147.237.0.121 B ock_Udp Al Nets drop BB.- | srael 57
79.176.179. 148 | srael 147.237.0.121 B ock_Udp Al Nets drop BBL.- | srael 3
117. 27. 251. 96 Chi na 147.237.0.121 JLM Under Attack_Con_Tcp drop Net V- London 2
184. 105. 247. 214 Lhited Sates 147.237.0.121 Bl ock_UWp Al _Nets drop Net V- London 1
79.181.117.197 | srael 147.237.0.121 B ock_Udp Al _Nets dr op BB.- | srael 1
162. 248. 100. 195 Lhited Sates 147.237.0.121 Bock Np Al Net drop Net V- London 1
178.151. 9. 244 Lkr ai ne 147.237.0. 121 B ock_Udp Al Nets drop Net V- London 1
179. 43. 144. 33 Shi t zerl and 147.237.0.121 B ock Np Al _Net drop Net V- London 1
184. 105. 139. 80 Lhited Sates 147.237.0.121 B ock Np Al _Net dr op Net V- London 1
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03-12-2016 to 03-13-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count |
93. 189. 26. 18 Austria 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
159. 122. 220. 20 Net her | ands 147.237.0.121 ET SCAN Potential SSH Scan 1
192. 3.9. 122 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
61. 216. 84. 147 Tai wan 147.237.0.121 ET SCAN Potential SSH Scan 1
94. 102. 48. 194 Net her | ands 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1




03-12-2016 to 03-13-2016

|Top Attackers In FW |

Devi ce

Sgnature Action

Target Address |S t% Nane ‘Count

‘ Attacker Geo

80. 246. 136. 3 | srael 147. 237 0. 121 Sreanhng ﬁlgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 585
Ret r ansni ssi on dr opped.
149. 88. 104. 17 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 427
149. 78. 234. 64 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 390
149. 78. 24. 40 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 388
149. 50. 46. 148 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 330
149. 78. 246. 109 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 294
149.50.5. 176 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 244
149. 78. 22. 246 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 228
149. 50. 102. 119 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 202
149. 78. 151. 245 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 197
149. 88. 98. 6 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 188
149. 88. 220. 99 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 160
149. 78. 36. 65 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 151
149. 78. 48. 122 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 147
84. 229.32. 80 | srael 147 237. 0. 121 Sreamlng qui ne: TP Invalid Inval i d segnent retransmission. Packet drop 144
Ret r ansni ssi on dr opped.
149. 78. 239. 247 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 142
149. 88. 31. 102 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 138
149. 78. 231. 155 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 123
149.78. 14. 84 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 110
149. 88. 142. 67 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 109
41.92.132. 30 Caner oon 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 105
149. 78. 225. 255 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 104
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 97
46. 19. 86. 95 | srael 147 237.0. 121 Srean ng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 81
Ret r ansm ssi on dr opped.
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 81
201. 151. 87. 182 |Mexi co 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 77
149. 78. 29. 48 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 74
78.17.77.55 Irel and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 70
149. 78. 192. 155 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 68
217.69. 133. 251 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 67
149.78.52.7 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 67
149. 78.19. 101 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 66
149. 88. 158. 152 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 65
149. 78.56. 174 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 63
149. 88. 60. 108 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
149. 78. 247. 157 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 55
217.69. 133. 253 :Z:::tnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 53
66.102. 7. 179 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 52
149. 88. 206. 101 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 47
84.228.15. 203 |1 srael 147. 237 0. 121 Sreanimg @gi ne: TP Invalid Inval i d segnent retransnission. Packet drop a5
Ret r ansni ssi on dr opped.
149. 78.21. 200 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
149. 78. 41. 69 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
149. 78. 69. 60 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
217.69.133.21 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 39
Russi an . . .
217.69. 133. 252 Feder ati on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo-l ocation i nbound enf or cenent drop 38
149. 88. 127. 190 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
149.50. 1. 194 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
149.78.112. 14 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
149. 78. 3. 230 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
84.228.15. 145 |l srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different wndow scal e noni t or 32
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo Target Address |9 t% dgnature Action ‘Count
188. 120. 133. 35 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock 4
84.108. 104. 201 |l srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 4

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
A5378AC1332BF6834D83BACA383D7B477CL0EAOE6F955COABE2A7ES5CE30852F853B866A97B
FFD7A7B88E19BCC83ADE1FC8A35DEFA2EDOE02361578949E663FFD3A5851DD1B2AC9DEAEDGE
E6E2476850D8912F6831A708805D68F7307967CBEB2D73F4DOE370CC66D54E895B447BEOA88D
46.120.19.172 |Israel - |147.237.0.121) 55,07 coEE0023BOBBAGO6CSBASBEY, Cbser ved None 3
5878BE082C348E79FE33501231E4368F0579FF495AF13D3B1C0F19897 CFF4DDD5156DB347D8B5
C2624E706C7D1466B3EFAF4AD7E6B744673FF8C07891D3BE68ACCAFOED8B36516F331A895627D
675083E013C7BCODC7460DB4FC5198F247FF04000ED93

213.57.237.251 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 3
37.142.169. 241 |l srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 3
Dstributed Paraneter Type Mol ati on on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx
par anet er accept

Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx
par anet er accept

79.183. 101. 99 | srael 147.237.0.121 Unt raceabl e SS. Sessi ons: si gal gs DoS At ack None

Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

5.22.135.175 | srael 147.237.0.121 B ock 2

31.44.133. 44 | srael 147.237.0.121 B ock 2

84.108.173.77 |lsrael 147.237.0. 121 vaw il Ui i shi . aka i .1 1/ gener al peti ti on B ock 2
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter

46.120.190. 244 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock 2

79.179.188.86 |lsrael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessions from79.179. 188. 86 (sigal gs DoS At ack) None 1

109. 253. 211. 29 |l srael 147.237.0. 121 SS. Lhtraceabl e Gnnection - sigal gs DS Attack None 1

109. 64. 89. 155 | srael 147.237.0.121 D stributed Uhknown Paraneter on v mil uimishi.aka.idf.il/login paraneter prm B ock 1

87. 68. 149. 28 | srael 147. 237. 0. 121 Pararr_et er 'I_'ypg Mol §t| on ct | 00$Cnt gnt.PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv | ui mi shi. aka. i df.il/general petition

79.181. 135. 102 |l srael 147.237.0. 121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

79 178.2. 178 I sragl 147. 237.0. 121 LhanV\n. Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v il ui mi shi . aka.idf.il/login

109. 67. 56. 188 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

87.70. 75. 24 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

84.108. 128. 255 |l srael 147.237.0.121| [P @meter Type Mol ation ctl 003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
wawv i | ui mi shi . aka. i df.i|/changeuni t

79.179. 188. 86 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

5150ECBFFD782F57B2C201C610AFE15AF9E8B713D8DAD439B5689FB113809D1153BD389A167
5C02A0D7335F0AE052BODFC525F4CDB8E30D6A91E49542999D5B3B3E22691EBAC387CB21F5A
19683BOD4FCF91AF19D6 FAEBEESC8CO7BFC39673457F8AD3F117256A098B9B374AF115D05A5
46.120.190. 244 |Israel  |147.237.0.121) | 57550 FECDFCOFBAC21CEQ7931B7333, Chser ved None (1
455480AD2E5EEFFE217ADD078F6ABE4B3ACLA88A8F743A5BBC90C2FC2993044958240F38C28
3A04B7BF6530EF6AFDI0C4AA212F62692E736503358853569D2F3442858CEDOD815023F38DF05

A5FD5486F12DDD950331FF736 A0AD32ACFD2853C03D280F

109. 64. 89. 155 | srael 147.237.0.121 Lhknown Paraneter ch in ww niluimishi.aka idf.il/login B ock 1

87. 68. 250. 113 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

79.178. 100. 14 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1

109. 67. 56. 188 |l srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

46. 19. 85. 238 I sragl 147. 2370, 121 Dstributed Paraneter Type Mol ation on wawv ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

95. 86. 110. 73 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw il ui mishi.aka.idf.il/forn8011 B ock 1

2.54.32.237 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1

79 180. 36. 148 |israel 147 237.0. 121 O stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

212.199. 143. 202|l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: Protocol violation (SSL GONN LI ENT_CERTI Fl CATE REQUEST) None 1

31. 44. 136. 55 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
Mil tiple Untraceabl e SSL Sessi ons from 109. 65. 38. 201 (Protocol viol ation

109. 65. 38. 201 |l srael 147.237.0. 121 (SSL_CONN OLI ENT CERTI FI CATE REQLEST)) None 1

87. 69 193. 199 | srael 147.237. 0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

79.183.148. 139 |Israel 147.237.0.121 Uhknown Parangter prmin ww mlui mishi.aka.idf.il/login B ock 1

79.179. 37. 190 I sragl 147. 237.0. 121 Pafan?et e_r T_ype_ Mol ap on_ ctI00$Cbnt_ent P acetbl der 1$t xt Per ut Bakasha i n B ock 1
wawv i | ui mi shi . aka. i df.i|/changeuni t

109. 253. 211. 29 |lsrael 147.237.0.121 Mil tiple Untraceabl e SS. Sessions from 109. 253. 211. 29 (si gal gs DoS At ack) None 1

46.116.37. 146 |israel 147 237.0. 121 DO stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

5.22.131.3 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

104. 236. 243. 8 147.237.0. 121 SSL Uhtraceabl e Gonnecti on - Uhsupported A pher None 1
O stributed Lhaut hori zed URL Access on

85.65.202.55  |lsrael  |147.237.0.121) |0 i) i i shi. aka i oF. i |/ htt ps: /vew nil ui i shi . aka, i o i1/ Block |1

79.180.112. 164 |lsrael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHol der 1$t xt Pass in wwwv mil ui mi shi.aka.idf.il/login B ock 1

213. 8. 129. 146 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

77.127.94.101 | srael 147.237.0. 121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN LI ENT_CERTI FI CATE REQUEST) None 1

31. 154. 233. 99 lsrael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

109. 65. 38. 201 |l srael 147.237.0. 121 SSL Untraceabl e Gonnection - Protocol violation (SSL_GONN CLI ENT_CERTI Fl CATE REQUEST) None 1

87.69.224. 119 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww il uimishi.aka. idf.il/ B ock 1
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