
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

138

25
710

1215
1719
2224
2729
3134
3639
4144
4648
5153
5658
6063
6568
7073
7577
8082
8587
9092
9497
99102104106109111114116119121123126128131133135138

137

14
7.
23
7.
0.
12
1

Top Attackers 

81.218.65.210, Israel

188.120.133.35, Israel

84.108.104.201, Israel

46.120.190.244, Israel

46.120.19.172, Israel

79.176.179.148, Israel

213.57.237.251, Israel

37.142.169.241, Israel

117.27.251.96, China

109.253.211.29, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 57

79.176.179.148 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

117.27.251.96 China 147.237.0.121 JLM_Under_Attack_Con_Tcp drop NetV-London 2

184.105.247.214 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

79.181.117.197 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 1

162.248.100.195 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

178.151.9.244 Ukraine 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

179.43.144.33 Switzerland 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.80 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

93.189.26.18 Austria 147.237.0.121 ET SCAN NMAP -sS window 1024 1

159.122.220.20 Netherlands 147.237.0.121 ET SCAN Potential SSH Scan 1

192.3.9.122 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

61.216.84.147 Taiwan 147.237.0.121 ET SCAN Potential SSH Scan 1

94.102.48.194 Netherlands 147.237.0.121 ET SCAN NMAP -sS window 1024 1

183.60.48.25 China 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

80.246.136.3 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 585

149.88.104.17 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 427

149.78.234.64 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 390

149.78.24.40 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 388

149.50.46.148 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 330

149.78.246.109 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 294

149.50.5.176 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 244

149.78.22.246 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 228

149.50.102.119 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 202

149.78.151.245 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 197

149.88.98.6 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 188

149.88.220.99 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 160

149.78.36.65 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 151

149.78.48.122 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 147

84.229.32.80 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.239.247 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 142

149.88.31.102 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 138

149.78.231.155 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 123

149.78.14.84 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 110

149.88.142.67 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 109

41.92.132.30 Cameroon 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 105

149.78.225.255 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 104

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 97

46.19.86.95 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 81

201.151.87.182 Mexico 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 77

149.78.29.48 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 74

78.17.77.55 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 70

149.78.192.155 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 68

217.69.133.251
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 67

149.78.52.7 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 67

149.78.19.101 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 66

149.88.158.152 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

149.78.56.174 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 63

149.88.60.108 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 61

149.78.247.157 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 55

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 53

66.102.7.179 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 52

149.88.206.101 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 47

84.228.15.203 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 45

149.78.21.200 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

149.78.41.69 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

149.78.69.60 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 42

217.69.133.21
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 39

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 38

149.88.127.190 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 38

149.50.1.194 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 37

149.78.112.14 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

149.78.3.230 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

84.228.15.145 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 32
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

188.120.133.35 Israel 147.237.0.121 Suspicious Response Code Block 4

84.108.104.201 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 4

46.120.19.172 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
A5378AC1332BF6834D83BACA383D7B477C10EA0E6F955C0ABE2A7E85CE30852F853B866A97B
FFD7A7B88E19BCC83ADE1FC8A35DEFA2ED0E02361578949E663FFD3A5851DD1B2AC9DEAED6E
E6E2476850D8912F6831A708805D68F7307967CBEB2D73F4D0E370CC66D54E895B447BE0A88D
5BA07C2E8E0023BD3BA606C5BA58E9, Observed
5878BE082C348E79FE33501231E4368F0579FF495AF13D3B1C0F19897CFF4DDD5156DB347D8B5
C2624E706C7D1466B3EFAF4D7E6B744673FF8C07891D3BE68ACC4F0ED8B36516F331A895627D
675083E013C7BC0DC7460DB4FC5198F247FF04000ED93

None 3

213.57.237.251 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 3

37.142.169.241 Israel 147.237.0.121 Unauthorized HTTP Method Block 3

5.22.135.175 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

31.44.133.44 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

79.183.101.99 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

84.108.173.77 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

46.120.190.244 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

79.179.188.86 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 79.179.188.86 (sigalgs DoS Attack) None 1

109.253.211.29 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

109.64.89.155 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter prm Block 1

87.68.149.28 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

79.181.135.102 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

79.178.2.178 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.67.56.188 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

87.70.75.24 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.108.128.255 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

79.179.188.86 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.120.190.244 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
5150ECBFFD782F57B2C201C610AFE15AF9E8B713D8DAD439B5689FB113809D1153BD889A167
5C02A0D7335F0AE052B0DFC525F4CDB8E30D6A91E49542999D5B3B3E22691EBAC387CB21F5A
19683B0D4FCF91AF19D6FAEBEE8C8C97BFC39673457F8AD3F117256A098B9B374AF115D05A5
C57220FECDFC9F8AC21CE97931B7333, Observed
455480AD2E5EEFFE217ADD078F6ABE4B3AC1A88A8F743A5BBC90C2FC2993044958240F38C28
3A04B7BF6530EF6AFD90C4A212F62692E736503358853569D2F3442858CED0D815023F38DF05
A5FD5486F12DDD950331FF736A0AD32ACFD2853C03D280F

None 1

109.64.89.155 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

87.68.250.113 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.178.100.14 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

109.67.56.188 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

46.19.85.238 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

95.86.110.73 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/form3011 Block 1

2.54.32.237 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.180.36.148 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.199.143.202 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

31.44.136.55 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

109.65.38.201 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 109.65.38.201 (Protocol violation
(SSL_CONN_CLIENT_CERTIFICATE_REQUEST))

None 1

87.69.193.199 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.183.148.139 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

79.179.37.190 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

109.253.211.29 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 109.253.211.29 (sigalgs DoS Attack) None 1

46.116.37.146 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

5.22.131.3 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

104.236.243.8 147.237.0.121 SSL Untraceable Connection - Unsupported Cipher None 1

85.65.202.55 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

79.180.112.164 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

213.8.129.146 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

77.127.94.101 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

31.154.233.99 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

109.65.38.201 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

87.69.224.119 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1
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