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81. 218. 65. 210, | srael
2.54.62.129, Israel

109. 253. 137. 51, Israel
2.52.129.27, Israel

115. 239. 228. 10, Chi na
79. 180. 166. 146, |srael
212.235. 13. 100, |srael
185. 3. 147. 111, Israel

89. 163. 146. 236, Cer nany
79.183. 201. 146, |srael




03-11-2016 to 03-12-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
81. 218. 65. 210 | srael 147.237.0.121 B ock_Udp Al Nets dr op BBL- | srael 51
2.54.62.129 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 6

109. 253. 137. 51 | srael 147.237.0.121 Anonal y-SSL-renegotiation-A i dest - r eset BBL- | srael 5

115. 239. 228. 10 Chi na 147.237.0.121 JLM Under _Attack_Con Htp drop Net V- London 2
185.94.111. 1 147.237.0.121 B ock_Udp Al _Nets dr op Net V- London 2

115. 239. 228. 10 Chi na 147.237.0.121 JIMPurple Gon Limt Htp drop Net V- London 1

208. 67. 1. 50 Lhited Sates 147.237.0.121 Bock Np Al Net drop Net V- London 1
75.141. 126. 94 Lhited Sates 147.237.0. 121 B ock Wp Al Nets drop Net V- London 1
92.222.227.127 France 147.237.0.121 B ock_ Wp Al _Nets drop Net V- London 1




03-11-2016 to 03-12-2016

|Top Attackers In IPS|
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03-11-2016 to 03-12-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |ste |Sgnature | count
89. 163. 146. 236 CGer nany 147.237.0. 121 ET SCAN Potential VWNC Scan 5900- 5920 2
192. 198. 151. 45 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 2
185. 130. 5. 179 147.237.0.121 ET SCAN Potential SSH Scan 1




03-11-2016 to 03-12-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

dgnature

‘ Target Address

S‘t%Nama

149. 78. 48. 122 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 893
149.50. 20. 179 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 688
190. 82. 32. 82 Ghile 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 416
149. 78. 26. 46 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 413
149. 88. 158. 152 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 300
149. 78. 25. 34 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 298
149. 78. 237. 220 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 224
74.89.127.201 |lWhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 217
17.78.107. 23 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 205
195.90.112.54 |Sntzerland 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 200
149. 78. 231. 155 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 200
149. 88. 249. 143 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 200
66.43.120.114 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 188
149.50. 67.176 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 186
149. 88. 26. 75 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 185
149. 88. 90. 240 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 182
63.92.241.249 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 151
149. 78. 250. 6 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 146
149. 78. 57. 184 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 144
149.50.92.118 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 122
149.78.26.178 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 113
158. 116. 225.93 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 112
93. 34. 52. 137 Italy 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 110
213.162. 68. 104 |Austria 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 108
149. 78. 64. 28 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 103
149. 78. 249. 219 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98
71.145.208.119 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 97
149. 78. 154. 28 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 96
149. 88. 218. 62 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 95
80.120.77.202 |Austria 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 90
149. 88. 0. 216 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 89
40.77.167. 21 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 86
149.50.81. 136 |lLhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 86
149. 78. 190. 12 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 85
108. 171. 128. 166|Uhited Ki ngdom |147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 82
63. 251. 237.241 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 82
108. 171. 133. 166|lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
149.50.33.175 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 78
149. 78.69. 146 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 70
149. 78. 253. 55 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 67
149.78.121.5 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
149. 78. 194. 209 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 50
149. 78. 146. 177 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 49
149. 88. 52. 24 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 47
173. 226. 131. 250|Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 46
149. 78. 41. 69 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 46
2 54.62.129 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 45
Ret r ansni ssi on dr opped.
109. 253. 137. 51 |israel 147. 237. 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop a5
Ret r ansni ssi on dr opped.
66. 102. 9. 33 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 44
217.69. 133. 253 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42




03-11-2016 to 03-12-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address [StqSgnature . Count
Geo Action

79.180. 166. 146 |l srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 3

109. 67. 18. 147 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2

89 139.34. 102 |israel 147 237.0. 121 O stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 2
par anet er accept

2.52.129. 27 | srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2

185. 3. 147. 111 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept

192. 114. 105. 254 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 2

87.69. 245, 13 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wan il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept

79.182.18. 134 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: si gal gs DoS Attack None 2

46. 19. 86. 244 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 2

31.168.241.176 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock 2

79.183. 147. 108 |l srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 2

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
FEEE10E88A3E224690E062F2B7C913DCLA1806BD5593293DA211298B7 EE1DF63F8EEC2741D108
04A6C78A4BOEA7C164E59F3DA61CF6EB2DAG67 15A0FDC5419ACBDD5A581955FAAEEES857 B0
5DA72364EA579AB425039B7D2F251 DEDBL6D4140137D384262BCF0704B7 DOE7E4FB8FF37337A
79.181.2.76 | sr ael 147.237.0. 1211|955 A370763A0DBCFF35AE675EF105, Cbser ved None |2
79FFB01DB1603F8A351368D983BB3C2B183A64880FE9A619CB7A86D30C8C365B1B4656D3AFF
32925B78B12E6760B5BIF695D38397423FFD4EDEY12C180CCBI3763D54A6C410E002052F99E7
F5D1072477266C217BDICAL6087 CA474C94905DBI640E37

212.235.13. 100 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2

46.121.42.78 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

46.19. 85. 179 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

84.108. 157. 135 |Israel 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1

79.183.182. 191 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

79.177.21.18 | srael 147.237.0.121 Uhaut hori zed URL Access to wwwv nill ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1

46. 19. 86. 9 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 1

109. 64. 182. 178 |1 srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv mil ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

85. 65. 167. 3 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

31 154. 25, 42 I sragl 147. 237.0. 121 U1kn9\/\n' Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v nl ui mi shi.aka.idf.il/login

80. 246. 136. 83 | srael 147. 237, 0. 121 Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1

vy il ui mi shi . aka. i df.il/general petition

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
E13BBFF30A93210E95596D098400B9355C1A467F94E11207612A3314ED5E4B58D2288F344CBD
87E90C17BF81467168A72304355BDAFB0372D181AB748199DF8A702DAE2BO1FAAG6B15F28B33
464C9D5CCB8A1B61F1B64EES80876173871F10975E4D631E67D8BD2A5790B875850088E5CD64
79.181. 235. 143 |Israel 147.237.0. 121 8E1B0655A6C80DA01973312049DC81, Obser ved None 1
465FF54BB77C87D34E157D2E330164B05F9A050B47A185AA07EDE4260BD39F82072D63318130
17F022B5E84784C02BAD2B8F9BC03C91D97COFAB4BD820432C22011401312E77435D29208B5
C70F4871B33946D9119B2967B97E3EEC5B374AE6012EEL10

Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

212.235.98.139 |lsrael 147.237.0.121 v nil ui i shi . aka i of .| / general peti tion B ock 1
Dstributed Lhknown Parangter on wwy mil ui mishi.aka.idf.il/login paraneter

109.67.146. 29 | srael 147.237.0. 121 ct1 00_Cont ent P aceHol der 1_f uAddvar ri ageCer t Docs&Fi | esToSend Bl ock !

46. 121. 80. 30 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

46.19. 85. 207 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1

94. 230. 84. 56 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
O stributed Lhaut horized URL Access on

84.109.51.135 I srael 147.237. 0221\ oy i) vi i shi . aka, i of i |/ htt ps: /v ni| ui rmi shi . aka, i f i1/ Bock |1

5 28. 180. 20 | sragl 147 237.0. 121 Faran_et er Typg Mool gtl on ct | 00$Cont e_nt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition

79.183.201. 146 |lsrael 147.237.0.121 Mil tiple Untraceabl e SS. Sessions from79. 183. 201. 146 (si gal gs DoS At ack) None 1

79.178. 220. 241 |l srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

109. 64. 223. 139 |l srael 147.237.0. 121 Uhaut hori zed URL Access to www nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1

46. 19. 86. 95 | sragl 147 237.0. 121 Faran_et er T_ype_ Mool a_tl on ctI00$Cbnt_ent A aceHbl der 1$t xt Per ut Bakasha i n B ock 1
wwv mi | ui mi shi . aka. i df.il/changeunit

31. 154, 25. 42 L srael 147. 237. 0. 121 mknq\/\n' Pa_r anpt er f:tl O'O_QnF ent P acetbl der 1_f uAddPar t ner Appendi x| DDocsé&Fi | esToSend i n B ock 1
wwv | ui mi shi. aka.idf.il/login

2.52.129. 27 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessions from2.52.129. 27 (sigal gs DoS At ack) None 1

82. 80. 136. 39 | srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1

213.151. 36. 128 |Israel 147.237.0. 121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1

109. 67. 189.55 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: si gal gs DoS Attack None 1

46.121. 247, 2 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

46.19. 85. 249 | srael 147.237.0.121 Mil tipl e Uhtraceabl e S3. Sessi ons from46. 19. 85. 249 (sigal gs DoS At ack) None 1

94. 230. 93. 87 | srael 147.237.0.121 Suspi ci ous Response Code B ock 1

84.228.11. 144 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

5.29. 83.198 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

79.183. 201. 146 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

CGooki e Tanpering on cooki e . ASPXAUTH Expect ed
B3864E3626DB096C0B97DFC1F280C6A084E98E951D84FA08FBFOFDOEL166DC18AC7341525C63
A6B6F1E62AB81EA6AE96AEF3E4B326FB42876D0F0B4961FC252FEBES8FDABC5B0OB3C081F96347C
03DDFB66 F4AEF9BCB366CC164F699B292E056E231BC5B232B7A54C8D5A8D4B5EBFAF6823A47
212.235.13.100 fIsrael 147.237.0.1211 10 A633F55693FF07050560COEA049C, Chser ved None 11
3EF44627FB23F9966C25FCC1A22C29E31C2D67EFFC2E4A01AFD1IF63FFF388BBE1B713CBA4COC
6A4DBEFBFF3820BC6EB4E2AO0DBOFC4817EEE6825CCL7F27A9C6617987091E84C1F7460B82ABB
B17877686A98CB4E9CC29212402334386A858B357D8COC

109. 65. 32. 110 | srael 147.237.0. 121 SSL Untraceabl e Gonnection - (pen Mde None 1

Unknown Paranet er ctl 00_Cont ent Pl aceHbl der 1_f uAddMar ri ageGert Docsé&Fi | esToSend i n

87.71.97.190 | srael 147.237.0.121 S PR . B ock 1
vy il ui mi shi . aka.idf.il/login

84.108. 127. 218 |israel 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv mil ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

2.52.129. 27 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

109. 253. 129. 76 |l srael 147.237.0.121 Unt raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

77.125.108. 124 |lsrael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 1

46.19. 85. 249 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1

104. 236. 35. 50 147.237.0.121 Unaut hori zed URL Access to 147.237.0. 121/ B ock 1

85. 64. 176. 99 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https: /v il uimishi.aka.idf.il/ B ock 1

5. 102. 230. 140 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 1




03-11-2016 to 03-12-2016

A tacker

Attacker Address Geo Target Address St%ﬂgnature

Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx
par anet er accept

03-11-2016 to 03-12-2016

79.183.227. 168 |l srael 147.237.0. 121 B ock 1




