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Top Attackers 

176.13.2.202, Israel

81.218.37.2, Israel

81.218.241.26, Israel

87.69.17.39, Israel

81.218.65.210, Israel

176.13.3.177, Israel

37.26.146.234, Israel

2.54.40.35, Israel

82.80.26.75, Israel

109.67.188.243, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

176.13.2.202 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 100

81.218.37.2 Israel 147.237.0.121 Anomaly-TLS-renegotiation-Cli forward DP-Tehila 73

81.218.241.26 Israel 147.237.0.121 Anomaly-TLS-renegotiation-Cli dest-reset BBL-Israel 69

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 46

176.13.3.177 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 19

2.54.40.35 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 10

37.26.146.234 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset NetV-London 10

82.80.26.75 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 8

79.177.116.56 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

79.176.179.148 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

81.218.8.34 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

89.248.172.207 Netherlands 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.80 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.114 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

5.22.135.140 Israel 147.237.0.121 GPL SCAN myscan 2

5.22.135.140 Israel 147.237.0.121 INDICATOR-SCAN myscan 2

112.54.83.98 China 147.237.0.121 ET SCAN Potential SSH Scan 1

180.97.215.116 China 147.237.0.121 ET SCAN Potential SSH Scan 1

192.115.67.2 Israel 147.237.0.121 SERVER-APACHE Apache mod_ssl non-SSL connection to SSL port denial of service attempt 1

117.21.248.87 China 147.237.0.121 ET SCAN Potential SSH Scan 1

183.60.48.25 China 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

193.201.227.84 Ukraine 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

149.78.146.60 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3292

17.78.99.56 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2206

79.179.148.55 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1925

23.27.245.11 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1482

17.78.68.31 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 879

82.196.42.196
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 774

149.78.44.120 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 571

17.78.123.28 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 551

149.88.185.138 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 542

192.232.81.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 522

149.78.231.155 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 420

149.88.166.9 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 381

149.88.90.240 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 376

91.103.170.68
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 364

140.101.20.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 361

82.80.26.75 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 342

158.116.225.79 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 339

185.3.147.180 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 333

149.88.53.89 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 328

149.78.192.155 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 312

193.238.188.234 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 310

149.88.248.41 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 308

165.225.72.80 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 291

2.54.178.91 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

17.78.97.149 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 284

149.78.24.47 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 270

149.78.34.38 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 270

17.78.121.67 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 261

149.78.11.143 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 231

195.90.112.54 Switzerland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 225

173.38.220.47 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 225

96.58.205.15 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 222

149.78.180.56 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 212

176.13.15.254 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 198

176.13.16.184 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

2.54.40.35 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

135.245.248.84 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 178

149.88.166.87 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 164

149.88.160.38 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 160

149.88.70.252 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 147

176.13.3.177 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.181.210.15 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

37.26.146.213 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

37.26.148.190 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.158.16 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 144

149.78.38.125 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 140

149.78.22.233 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 137

149.88.70.187 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 136

178.12.113.124 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 129

176.13.19.27 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 128
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

109.67.188.243 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 8

213.151.60.163 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 6

46.116.180.118 Israel 147.237.0.121 Distributed Unauthorized HTTP Method Block 5

212.199.34.114 Israel 147.237.0.121 Distributed Unauthorized HTTP Method Block 4

79.180.187.32 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 3

212.235.13.100 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

87.69.17.39 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 87.69.17.39 Block 3

2.54.17.235 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

87.69.17.39 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 87.69.17.39 Block 3

209.88.198.1 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

87.69.17.39 Israel 147.237.0.121 Multiple Malformed URL from 87.69.17.39 Block 3

87.69.17.39 Israel 147.237.0.121 Multiple Abnormally Long Request from 87.69.17.39 Block 3

87.69.17.39 Israel 147.237.0.121 Multiple Illegal HTTP Version from 87.69.17.39 Block 2

46.19.86.31 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

84.111.124.122 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

5.29.99.36 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

193.34.57.101 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
1FACA045197F9E24431184AF9E1D994F027456D26E6373DC72B42998C8286A6D96D80C792E0
1CAF41F41D1940973B620CDAB766B272C928F3923F197CCE0D7332F7A70DD09AB790B44FF30
8CBD2683B1A036471AE381D7BA077C314FF80B635B6985A1B010E7DD7CE7A0B10A3822FDA4
A716D5CEA4895D70C7FDD11A48A325911E65B1ADA109BFC8601F81069CB45FEC2B27AE4F67F
C28E5EF37BA3402C48773

None 2

46.19.86.172 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

37.26.148.213 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 2

87.69.17.39 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 87.69.17.39 Block 2

87.69.17.39 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 87.69.17.39 Block 2

212.25.91.30 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 2

62.90.163.169 Israel 147.237.0.121 Unauthorized HTTP Method Block 2

109.65.104.233 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

85.65.228.49 Israel 147.237.0.121 Suspicious Response Code Block 2

37.26.146.148 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

62.219.111.31 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

87.69.245.13 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

2.54.29.97 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

85.64.14.4 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

212.199.244.112 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

209.88.198.154 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

193.34.57.101 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

46.19.86.255 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

87.69.17.39 Israel 147.237.0.121 Multiple NULL Character in Header Name from 87.69.17.39 Block 2

87.69.17.39 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 87.69.17.39 Block 2

5.29.57.35 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

87.69.17.39 Israel 147.237.0.121 Illegal HTTP Version Block 1

212.25.106.78 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

104.236.224.77 147.237.0.121 Unauthorized URL Access to / Block 1

79.176.59.172 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/.1451-he/miluim.aspx Block 1

89.138.181.221 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

2.54.32.191 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

87.69.17.39 Israel 147.237.0.121 Illegal Byte Code Character in Header Name Block 1

199.203.37.81 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

85.64.207.51 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

192.116.232.69 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/$$$&?&?$$$ Block 1

46.19.86.150 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

87.69.17.39 Israel 147.237.0.121 NULL Character in Parameter Value at 162 for °)›9̂¿0־ ]ּ]2#[[~¶c[[03#]]פ̈ a Block 1

82.166.202.245 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

188.120.148.223 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

37.26.148.146 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

109.67.39.216 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
A0F9001C1A2D95565E0F5C6CEC0D70F083DDA478F24B5ED5EAF25F9D913D09564DCF0090C89
F5B4E1744E6604AC97BE257A32630695FF2BC47E02FA8DFF91C2185364F39B760DF8706B3CD60
81407892B7DFC2684774728794397A3214ABAFBC82D38D5E07AF695FF979DC0DEFA2269B679
10C0D7959F7E15A727CE317705565, Observed
C7D0DCCDAA481D57CAAD5113487F6F58A80A6EBB1B0B467AB474CA6F919340D98375BFCBF
388D398864746C8B0FAA2D86EFA347519E5825543E1AC944BEB054CBB10C51B0A125CD873C2
7FEDA994858AE348FC54619FFAFE0CB86AE9AE77D22C96BF42

None 1

37.26.146.130 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

87.69.17.39 Israel 147.237.0.121 Malformed URL °)›9̂¿0־ ]ּ]2#[[~¶c[[03#]]פ̈ a Block 1

80.179.37.247 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

212.25.65.226 Israel 147.237.0.121 Unauthorized HTTP Method Block 1

79.179.128.34 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

93.173.176.107 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

2.55.6.170 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
6E10CCC2E3E189B124A37C04273558CB57620FB9CDA1BF3E7BB45BA2F51BCBED11E778772261
5A13263ED5EB6C472399EEC3908DFF035D4C4C469E1848170C773242E6EBE8ECEFC3E5C186061
068A50EF371DA4F2CE3ABDA93C9EE6A2E04843460C00B6088A37AC4F070CCE42E7ADCA34E8E
60843B02E0D2D532A3207440FE21, Observed
5DE3FA64A4ED80595B7D5C17826AAC4AF9750D5717CFACEE1FA3C3E7DB94928E907C547D47
5432267135718071529DC01FC99D5C91804C33EDBDCBE815C21F22C7289417B2BD30FE73886
AF9631CD3482F4A44DC729C41CC5DBFEF64E195325F38E212

None 1

87.69.17.39 Israel 147.237.0.121 Illegal Byte Code Character in Parameter Value at 48 for °)›9̂¿0־ ]ּ]2#[[~¶c[[03#]]פ̈ a Block 1

2.54.16.161 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

85.250.168.61 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

193.34.57.101 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

87.69.17.39 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

192.115.67.2 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

82.166.53.135 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

132.68.107.20 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.146.169 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

87.69.17.39 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 87.69.17.39 Block 1

217.132.103.36 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

87.69.17.39 Israel 147.237.0.121
Illegal Parameter Encoding ]÷•ŒÞQ ‡$µ$•¸8װÚ¶ß]]7#[[—•†_V~“[[82#]]ךßZ[עTbָ[[#19מ<}•š]]
w•[[#7]]•₪s% in °)›9̂¿0־ ]ּ]2#[[~¶c[[03#]]פ̈ a

None 1

212.150.178.43 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

79.181.106.189 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

109.65.104.66 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
4B00C749292C4303EF09B60156994376C7E1D954B56B7B68F35BC99372676DE5A542773F8720
71B2F87656A269E84BE8F9F44435C850BB7C3EC7F388A530A00B037E9CBBB93C31EFE7D0CE53E
73FFC308323F6A0A1EF359F97C4F71EA446C76E7AF0BE724AFB5F0AF0BE0DB4FF23E4C3833D3C
3F68FF4DE84789D590D9E47274, Observed
5E0784C6BDF564763B7527F21D76367889A460494FBC096934C4AB2FA4FA4EFB1E52ABB00796
C0D8626EFAB94D89706CD6ADE3E513EF965538376D259AB20FC844AA273BEE3CC00D0D94445
D7300AE45F8DB3897688E1027A6902BBE4F1A49A1D12A49

None 1

79.176.173.41 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

89.139.17.85 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

2.54.38.12 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

87.69.17.39 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

199.203.153.193 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

85.65.130.143 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

87.69.17.39 Israel 147.237.0.121

NULL Character in Query String ]÷•ŒÞQ ‡$µ$•¸8װÚ¶ß]]7#[[—•†_V~“[[82#]]ךßZ[עTbÖ¸
ןÝ Ú̂אcךŸ₪צ—•ץ·]]#21[[Ÿ“›mמ¾B0³UZ״ ִˆ]]dֱ¾ֿ]]#20ס*gßף ]]š]]#19•{>מw•[[#7]]•₪s%=˜µ¿sCüם₪_
Ẑdפkiַ./[[#0]]ֵ̧ #012%vN©8ֲ#18[[׃[[¡¿%׀i§U4ךFֶqכÙ[[#20]]³•ףb[[#11]]Þ]]#23[[̈ ףş̌ץQֳױ ]]YA0[[#30$ת
I¾]ְKׂ#Œ¿י?)D[[#1]]fַ’9ßrë ž½u[[#26]]£y]]#26[[]]#3[[¹]]#19[[_ָמ¿}ױװ§ק]]c·[[#11]]‹¬•ֱ6[[#30]][[#25׀
³±cֿpנŸĢ J"ׁ[[#8]]k3—¥1ÿ[[#5]]«XŠ̄÷ץœןח;־[[#18]] ÞÞװ̀ך •ŽׂטעKD[[#18]]L1׀[[[#11ÝuG]]ר̃׃]]4#[[z/ֶ.
Œ]]#23[[5°!¼ע

Block 1

83.130.126.138 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

188.120.154.189 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

81.218.97.114 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

37.26.146.148 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

212.235.20.125 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

87.69.17.39 Israel 147.237.0.121

Illegal Byte Code Character in Query String ]÷•ŒÞQ ‡$µ$• ¸TbÖע]ßZ[[82#]]ך“~8Ú¶ß]]7#[[—•†_Vװ̧
ןÝ Ú̂אcךŸ₪צ—•ץ·]]#21[[Ÿ“›mמ¾B0³UZ״ ִˆ]]dֱ¾ֿ]]#20ס*gßף ]]š]]#19•{>מw•[[#7]]•₪s%=˜µ¿sCüם₪_
Ẑdפkiַ./[[#0]]ֵ̧ #012%vN©8ֲ#18[[׃[[¡¿%׀i§U4ךFֶqכÙ[[#20]]³•ףb[[#11]]Þ]]#23[[̈ ףş̌ץQֳױ ]]YA0[[#30$ת
I¾]ְKׂ#Œ¿י?)D[[#1]]fַ’9ßrë ž½u[[#26]]£y]]#26[[]]#3[[¹]]#19[[_ָמ¿}ױװ§ק]]c·[[#11]]‹¬•ֱ6[[#30]][[#25׀
³±cֿpנŸĢ J"ׁ[[#8]]k3—¥1ÿ[[#5]]«XŠ̄÷ץœןח;־[[#18]] ÞÞװ̀ך •ŽׂטעKD[[#18]]L1׀[[[#11ÝuG]]ר̃׃]]4#[[z/ֶ.
Œ]]#23[[5°!¼ע

Block 1

79.180.48.104 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

94.230.86.166 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

5.29.38.47 Israel 147.237.0.121 Suspicious Response Code Block 1

87.69.17.39 Israel 147.237.0.121

Unknown HTTP Request Method
[[#16]][[#21]]—¡V²qÆTÿŒ[ì.•ü[¼7lÒßxX^°_õ›„º[[#1]]}[[#20]]£h[[#5]]\ÐŒ¤³a¬S£ÄxÌ^ØÒ½yàGQÏ•R
²…Gj¡™H[[#29]]¦Â"•‰Axó[[#6]]wð²[[#29]]z&#fEÃŸd§;([[#2]]ãO[[#24]]PB8ÿp[[#11]][[#6]]Š[[#8]]ö
in URL °)›9̂¿0־ ]ּ]2#[[~¶c[[03#]]פ̈ a

Block 1

87.69.17.39 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

195.160.242.40 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.19.86.59 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

87.69.17.39 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 87.69.17.39 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

84.228.12.27 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

192.115.248.2 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
5E4F94A2B75F9C5E0078636DF75A74332BE4CE0E217222F6E8AEDBEE4A5007531D3492CC2D19
63926D2105B7C4BC16FC8B461968A7837D482B6F92C92585CA72869D5E9371E313B5A008E34
C4F7EA99FBCBFBF95FF0FC9ABCE178923627B0C276D1CA8DAF25CECB843AF99120EE7784D385
4183F21F8974B1E0D37B41622FB02, Observed
15D220BDFC13F750501561FF8ADBB954D61372BC64CE790D920E9336B21B91A4CB8B13B17FF4
A7C80B1157BBDC0CF1A72AB2D9CB6F1F821443A99A1443103A680BFCF0E1F943167329EA5DA
2936DAB51FF47758C423A658F8CF3593A41EA2A37C7C274

None 1

82.166.199.42 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

132.76.50.5 Israel 147.237.0.121 Parameter Type Violation isCharig in www.miluim-ishi.aka.idf.il/login Block 1

37.26.146.253 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

217.132.121.207 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

31.154.155.74 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

87.69.17.39 Israel 147.237.0.121
Illegal URL Path Encoding jֻ!®%ק±̄ q-4]]81#[[t—z¹»yrׁpv*Ü¾Ÿ1³פ•§g[[#16ש½hֲ¡]]0#[[¬8a]]ֿמׁ‡'ר
[[#24]]m~p¡i#qufֲםטn[["̂ ̀]p[[ס#30ג״ֱ ̃]]¹nÝ[„z{ֵ-]]71#[[•…~]]02#ור« c̄“u]]03#[[}…qֶu]]7#[[kƒיּ״j=
•kh[[#7]]ׂÝ]]#28[[/י «j~ֳo]]#2[[“8‡שj[[#1]]m&ם“•]]#6[[.

Block 1

79.182.186.210 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

79.177.39.150 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

89.139.19.171 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

2.54.45.32 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

87.69.17.39 Israel 147.237.0.121
Illegal Byte Code Character in Method
[[#16]][[#21]]—¡V²qÆTÿŒ[ì.•ü[¼7lÒßxX^°_õ›„º[[#1]]}[[#20]]£h[[#5]]\ÐŒ¤³a¬S£ÄxÌ^ØÒ½yàGQÏ•R
²…Gj¡™H[[#29]]¦Â"•‰Axó[[#6]]wð²[[#29]]z&#fEÃŸd§;([[#2]]ãO[[#24]]PB8ÿp[[#11]][[#6]]Š[[#8]]ö

Block 1

193.34.57.101 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 193.34.57.101 (sigalgs DoS Attack) None 1

46.19.86.172 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

87.69.17.39 Israel 147.237.0.121
NULL Character in URL jֻ!®%ק±̄ q-4]]81#[[t—z¹»yrׁpv*Ü¾Ÿ1³פ•§g[[#16ש½hֲ¡]]0#[[¬8a]]ֿמׁ‡'ר
[[#24]]m~p¡i#qufֲםטn[["̂ ̀]p[[ס#30ג״ֱ ̃]]¹nÝ[„z{ֵ-]]71#[[•…~]]02#ור« c̄“u]]03#[[}…qֶu]]7#[[kƒיּ״j=
•kh[[#7]]ׂÝ]]#28[[/י «j~ֳo]]#2[[“8‡שj[[#1]]m&ם“•]]#6[[.

Block 1

46.19.85.104 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

84.108.227.57 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

 03-10-2016 to 03-11-2016 



Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

192.114.23.209 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

81.218.144.135 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

109.253.130.250 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

213.151.32.163 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
AC13F5AA43630EF405064FC3B4D31B8D1C57304FC3721E0DBED4F95B74FD6F237D6DC7DC4EC
09F71AC1B3F878EDC88FF9828AA2EFEDABA4BAD8333CAD8089D6C1982D5581E47CF27D4D6F
B9240BCF200C270971660D73A5C9C72261E66445821D68CB52826696BFE6D2F2073FF2FC4B76
E62F92A2D03F5C24EE8CAC02252297F, Observed
48BB08122E894E4B5D12E268FA21F5FA61C90C08D99C24213A6980A8E2299E247B708DEEFEA7
53F88826FE3F1A934E282B9B8CDF389B3B9BF44E7C03EEB1676982A3F4E46BE590F1881A4CB7C
41FF007897DDD5B7EF1EA7ADED439FACE951C12B7D7A2

None 1

5.29.57.35 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 5.29.57.35 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

87.69.17.39 Israel 147.237.0.121 Illegal Byte Code Character in URL °)›9̂¿0־ ]ּ]2#[[~¶c[[03#]]פ̈ a Block 1

212.25.94.130 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.180.67.22 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

94.230.93.9 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
4EBEAAA204E238CD0CFEF9BA3028E5E4C74F2D701BF5C41FE5D4B99B6AFE79803C5D9F3F35437
7BFCE1762CA4D36C3F1769949259AC8C58891948CBB3FE11C5AB2A6201ACB0D477A7EDDA09
877E6A6406CAB9E9805722606045A048E9A519BFB887C74540776B8669CA13915C535BED087
A1EBBDBC4776133A8194B7D1235D8C, Observed
1D631224EFC45D502153A229FB2A47CC6E9BAC526AAF3B6A018B32AADAAD390CF1964B9AFB
C179D69E0E8DFD531FF47D5FBE690E7A77B6750A5AE77176F4652F4CE855DB9B98F86C2157F6B
781137CB677CDCC09E9438E8A0FE55AE4E87BA89F69C2F6

None 1

87.69.17.39 Israel 147.237.0.121 Abnormally Long Request method Block 1

195.160.242.40 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

192.115.248.2 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

46.19.86.149 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

87.69.17.39 Israel 147.237.0.121
NULL Character in Header Name at =[[#11]]
ðºÒ78[[#31]]©Ùv•x5CË[[#5]]Ü!p¿µ]t4÷påà[[#0]]•[[#12]]§à#012*8Ñ¶²Ú[[#0]]Q<•[[#4]]°‰.À[[#8
]][[#27]]ÛJ}ÈÁGþ•(öT[[#7]]ÐRÿ[[#25]]¥•lÚ„¹Wæ[[#12]]¦=bÄõF÷ˆsO[[#0]]

Block 1

82.166.202.245 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddAddressAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

176.13.14.90 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

37.26.147.230 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/lobby1459-he/miluim.aspx Block 1

87.69.17.39 Israel 147.237.0.121 Multiple Illegal Byte Code Character in URL from 87.69.17.39 Block 1

31.168.1.142 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

87.69.17.39 Israel 147.237.0.121 Malformed HTTP Header Line 1 Block 1

80.178.239.43 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

109.65.110.101 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.177.60.30 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtOldPass in
www.miluim-ishi.aka.idf.il/personalsettings

Block 1

91.227.71.250 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

2.54.161.130 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

87.69.17.39 Israel 147.237.0.121
Illegal Byte Code Character in Parameter Name ]÷•ŒÞQ ‡$µ$•¸8װÚ¶ß]]7#[[—•†_V~“[[82#]]ךßZ[ע
Tbָ[[#19מ<}•š]]w•[[#7]]•₪s% in °)›9̂¿0־ ]ּ]2#[[~¶c[[03#]]פ̈ a

Block 1

85.65.232.65 Israel 147.237.0.121 Unauthorized HTTP Method Block 1

87.69.17.39 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

46.19.86.31 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.86.31 (sigalgs DoS Attack) None 1

84.111.1.64 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

192.114.181.130 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

82.166.53.135 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.253.132.61 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

37.26.146.155 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

 03-10-2016 to 03-11-2016 
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