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W 109. 67. 188. 243, |srael




03-10-2016 to 03-11-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
176. 13. 2. 202 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-di dest - r eset BBL- | srael 100
81.218.37.2 | srael 147.237.0.121 Anonal y- TLS-renegoti ation-d i forward DP-Tehi | a 73
81. 218. 241. 26 | srael 147.237.0.121 Anonal y- TLS-renegot i ation-A i dest - reset BBL- | srael 69
81. 218. 65. 210 | srael 147.237.0.121 ock Wp Al _Nets drop BBL- | srael 46
176.13. 3. 177 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-di dest - r eset BBL- | srael 19
2.54. 40. 35 | srael 147.237.0.121 Anonal y- SS.-renegoti ation-di dest - reset BBL- | srael 10
37.26. 146. 234 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-Adi dest - r eset Net V- London 10
82. 80. 26. 75 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-di dest - r eset BBL- | srael 8
79.177.116. 56 | srael 147.237.0.121 ock Wp Al _Nets drop BBL- | srael 6
79.176.179. 148 | srael 147.237.0.121 ock Wp Al _Nets drop BBL- | srael 3
81.218.8. 34 | srael 147.237.0.121 ock_Udp All _Nets drop BBL- | srael 3
89. 248. 172. 207 Net her | ands 147.237.0.121 B ock Np Al Net dr op Net V- London 1
184. 105. 139. 80 Lhited Sates 147.237.0.121 Bock Np Al _Net dr op Net V- London 1
184.105. 139. 114 Lhited Sates 147.237.0.121 B ock Np Al _Net dr op Net V- London 1




03-10-2016 to 03-11-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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03-10-2016 to 03-11-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address

|Std Sgnature

|Oount
5.22.135. 140 | srael 147.237.0. 121 GPL SCAN nyscan 2
5.22.135. 140 | srael 147.237.0. 121 | NDI CATOR- SCAN nyscan 2
112.54. 83. 98 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
180. 97. 215. 116 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
192. 115. 67. 2 | srael 147.237.0. 121 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 1
117.21. 248. 87 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
183. 60. 48. 25 Chi na 147.237.0.121 ET SCAN Potential VWNC Scan 5900- 5920 1
193. 201. 227. 84 Lkrai ne 147.237.0. 121 ET SCAN Potential SSH Scan 1




03-10-2016 to 03-11-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Sgnature

St%Nama

149. 78. 146. 60 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3292
17.78. 99. 56 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2206
79.179. 148.55 | srael 147 237.0. 121 Sream ng Er_1g| ne TP Invalid Inval id segnent retransnission. Packet drop 1925
Ret ransni ssi on dr opped.
23.27.245.11 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1482
17.78. 68. 31 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 879
82.196. 42. 196 zlnt:gom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 774
149. 78. 44. 120 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 571
17.78.123. 28 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 551
149. 88. 185. 138 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 542
192.232.81.1 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 522
149. 78. 231. 155 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 420
149. 88. 166. 9 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 381
149. 88. 90. 240 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 376
91. 103. 170. 68 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 364
140. 101. 20. 1 Lhited Sates [147.237.0.121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 361
82.80. 26. 75 I sragl 147. 2370, 121 Srean ng Er_19| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 342
Ret r ansni ssi on dr opped.

158. 116.225. 79 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 339
185. 3. 147. 180 | srael 147.237. 0. 121 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 333
Ret r ansni ssi on dr opped.

149. 88. 53. 89 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 328
149. 78. 192. 155 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 312
193. 238. 188. 234/l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 310
149. 88. 248. 41 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 308
165.225.72.80 |lhited Sates [147.237.0.121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 291
2 54.178.91 I sragl 147. 237 0. 121 Srean ng Er_19| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 288
Ret r ansni ssi on dr opped.

17.78.97. 149 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 284
149. 78. 24. 47 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 270
149. 78. 34. 38 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 270
17.78.121. 67 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 261
149.78. 11. 143 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 231
195.90. 112.54 |Satzerl and 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 225
173. 38.220.47 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 225
96. 58. 205. 15 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 222
149. 78.180.56 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 212
176. 13. 15, 254 I sragl 147. 237 0. 121 Srean ng Er_19| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 198
Ret r ansni ssi on dr opped.

176. 13. 16. 184 | srael 147. 237. 0. 121 Sreamlng Er_1g| ne: TP Invalid Inval i d segnent retransnission. Packet drop 180
Ret r ansni ssi on dr opped.

2 54.40. 35 I sragl 147. 237 0. 121 Srean ng Er_19| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 180
Ret r ansni ssi on dr opped.

135. 245.248.84 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 178
149. 88. 166. 87 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 164
149. 88. 160. 38 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 160
149. 88. 70. 252 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 147
176. 13. 3. 177 I sragl 147. 237.0. 121 Sreani ng Er_wg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 144
Ret r ansni ssi on dr opped.

79.181. 210. 15 | srael 147.237. 0. 121 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

37. 26. 146. 213 I sragl 147. 237.0. 121 Sreani ng Er_wg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 144
Ret r ansni ssi on dr opped.

37.26. 148. 190 | srael 147.237. 0. 121 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
149.78.158.16 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 144
149. 78. 38. 125 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 140
149. 78. 22. 233 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 137
149. 88. 70. 187 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 136
178.12.113. 124 |Ger many 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 129
176. 13. 19, 27 I sragl 147. 237 0. 121 Srean ng Er_19| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 128
Ret r ansni ssi on dr opped.




03-10-2016 to 03-11-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |9 t% dgnature . ‘Count
Ceo Action
109. 67. 188. 243 |l srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 8
213. 151. 60. 163 |1 srael 147 237.0. 121 Paranpt er T_ype_ Mol a_ti on ctl 00$Cbnt_ent A acetbl der 1$t xt Per ut Bakasha i n B ock 6
wwv mi | ui mi shi . aka.idf.il/changeunit
46.116. 180. 118 |l srael 147.237.0. 121 D stributed Unaut hori zed HTTP Met hod B ock 5
212.199. 34. 114 |lsrael 147.237.0.121 D stributed Unaut hori zed HTTP Met hod B ock 4
79.180. 187. 32 | srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 3
212.235.13.100 |lsrael 147.237.0.121 Unt raceabl e SS. Sessi ons: si gal gs DoS At ack None 3
87.69. 17. 39 | srael 147.237.0. 121 Mul ti pl e Unknown HTTP Request Method from 87.69. 17. 39 B ock 3
2.54.17.235 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 3
87.69.17. 39 | srael 147.237.0. 121 Miltiple Il1l1egal Byte Gode Character in Method from87.69.17.39 B ock 3
209. 88. 198. 1 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 3
par anet er accept
87.69. 17. 39 | srael 147.237.0. 121 Mil tiple Mal forned URL from87.69. 17. 39 B ock 3
87.69. 17. 39 | srael 147.237.0.121 Mil tiple Abnornal |y Long Request from 87.69.17. 39 B ock 3
87.69. 17. 39 | srael 147.237.0.121 Mil tiple Illegal HITP Version from87.69.17.39 B ock 2
46. 19. 86. 31 | srael 147.237.0. 121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 2
84.111.124. 122 |lsrael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
5 29. 99. 36 srael 147 237.0. 121 Paraneter Type M ol ati on ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 2

wwv mi | ui mi shi . aka.idf.il/changeunit

Qooki e Injection on cooki e . ASPXAUTH wi th val ue
1FACAO045197F9E24431184AF9E1D994F027456D26E6373DC72B42998C8286A6D96D80C792E0
1CAF41F41D1940973B620CDAB766B272C928F3923F197CCEOD7332F7A70DD09AB790B44FF30
193.34.57. 101 | srael 147.237.0. 121 8CBD2683B1A036471AE381D7BA077C314FF80B635B6985A1B010E7DD7 CE7TAOB10A3822FDA4 None 2

A716D5CEA4895D70C7FDD11A48A325911E65B1ADA109BFC8601F81069CB45FEC2B27AE4AF67F

C28ES5EF37BA3402C48773

46.19. 86. 172 | srael 147.237.0.121 D stributed Gooki e Tanperi ng on token: . ASPXAUTH None 2

37.26.148.213 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 2

87.69. 17. 39 | srael 147.237.0.121 Mil tiple Mil forned HTTP Header Line from 87.69. 17. 39 B ock 2

87.69. 17. 39 | srael 147.237.0.121 Mil tipl e Abnornal |y Long Header Line from87.69. 17. 39 B ock 2

212.25.91. 30 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 2

62.90. 163. 169 |lsrael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 2

109. 65. 104. 233 |1 srael 147. 237 0. 121 Dstributed Paraneter Type Mol ation on wav mil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept

85. 65. 228. 49 | srael 147.237.0.121 Suspi ci ous Response Code B ock 2

37.26. 146. 148 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

62.219. 111. 31 |israel 147 237.0. 121 O stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 2
par anet er accept

87 69. 245. 13 l srael 147 237 0. 121 Pararr_et er 'I_'ypg Mol gti on ct | 00$Cont gnt.Pl acetbl der 1$t xt Per ut Bakasha i n B ock 2
wwv | ui mi shi. aka.idf.il/general petition

2.54.29.97 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None

85. 64. 14. 4 | srael 147.237.0.121| [P @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |2
v il ui mi shi . aka. i df.il/general petition

212.199. 244. 112I srael 147.237.0.121| |F¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |2
vy il ui mi shi . aka. i df.il/general petition

209. 88. 198. 154 |Israel 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2

193. 34. 57. 101 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 2

46.19. 86. 255 | srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

87.69. 17. 39 | srael 147.237.0.121 Miltiple NLL Character in Header Nane from 87.69. 17. 39 B ock 2

87.69. 17. 39 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in Header Nane from 87.69. 17. 39 B ock 2

5.29.57.35 | srael 147.237.0.121 SSL Untraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANGE) None 1

87.69. 17. 39 | srael 147.237.0.121 Il1egal HITP \krsion B ock 1

212.25.106.78 |israel 147.237.0. 121  |Fameter Type Mol ation ct] 00SCont ent M acetbl der 15t xt Per ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition

104. 236. 224. 77 147.237.0.121 Unhaut hori zed URL Access to / B ock 1

79.176.59.172 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to v mi | ui mi shi.aka.idf.il/.1451- he/ m| ui maspx B ock 1

89.138.181.221 |Israel 147.237.0.121 Paraneter Type M ol ati on ct | 00$Qont ent A aceHbl der 1$ct | 00 i n vwwy mi | ui mi shi . aka.idf.il/forn8010 |B ock 1

2.54.32.191 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

87.69. 17. 39 | srael 147.237.0. 121 Illegal Byte ode Character in Header Nane B ock 1

199.203.37.81 |Israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition

85. 64. 207. 51 | srael 147.237.0.121 D stributed Gooki e Tanperi ng on token: . ASPXAUTH None 1

192. 116. 232. 69 |l srael 147.237.0.121 Uhaut hori zed URL Access to wwwu mi | ui mishi.aka.idf.il/$$$&?&?$3$$ B ock 1
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter

46.19.86. 150 I srael 147.237.0. 121 ct | 00$Cont ent A aceHol ggelﬂ xt Per ut Bakasha ’ i i Bl ock !

87.69. 17. 39 | srael 147.237.0. 121 NLL Character in Paraneter Value at 162 for °)>-0:,9Y] 24 [ ~Tco[[03#]] a B ock 1

82.166. 202. 245 |israel 147. 237 0. 121 UnanV\n. Pa_r arTet er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vwn il ui mi shi . aka.idf.il/login

188. 120. 148. 223l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

37.26. 148. 146 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed

AOF9001C1A2D95565E0F5C6 CECOD70F083DDA478F24B5EDSEAF25F9D913D09564DCF0090C89
F5B4E1744E6604AC97BE257A32630695FF2BC47E02FA8DFF91C2185364F39B760DF8706B3CD60
81407892B7DFC2684774728794397A3214ABAFBC82D38D5E07AF695FF979DCODEFA2269B679
109.67.39.216  lsrael  [147.237.0.121| ) 0p7950F7E15A727CE31 7705565, Cbser ved None (1
C7DODCCDAA481D57CAAD5113487F6F58A80A6EBB1B0B467AB474CA6F919340D98375BFCBF
388D398864746C8BOFAA2D86EFA347519E5825543E1AC944BEB054CBB10C51B0A125CD873C2
7FEDA994858AE348FC54619FFAFEOCB86AEQAE77D22CO6BF42

37.26.146. 130 | srael 147.237.0. 121 SSL Untraceabl e Gonnection - (pen Mde None 1

87.69. 17. 39 | srael 147.237.0. 121 Ml forned URL °)>-0:9Y ] 2# [ ~co[[03#] ] "a B ock 1

80. 179. 37. 247 | srael 147.237.0. 121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1

212.25.65.226 |lsrael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1

79.179. 128. 34 I sragl 147. 237 0. 121 Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

93.173.176. 107 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
6E10CCC2E3E189B124A37C04273558CB57620FB9CDA1BF3E7BB45BA2F51BCBEDL1E778772261
5A13263ED5EB6C472399EEC3908DFF035D4CACA69E1848170C773242E6EBESECEFC3ESC186061
068A50EF371DA4F2CE3ABDA93COEE6A2E04843460C00B6088A37ACAF070CCE42E7 ADCA34ESE
2.85.6.170 | srael 147.237.0.121)  160843B02E002D532A3207440FE21, Chser ved None (1
5DE3FA64A4ED80595B7D5C17826 AACAAF9750D5717 CFACEELIFA3C3E7DB94928E907C547D47
5432267135718071529DC01FC99D5C91804C33EDBDCBE815C21F22C7289417B2BD30FE73886
AF9631CD3482F4A44DC729CA1CC5DBFEF64E195325F38E212

87.69. 17. 39 | srael 147.237.0.121 Il1egal Byte Gode Qharacter in Paraneter Value at 48 for °)>-0:9Y 124 [co[[03#]] "a B ock 1

2.54.16.161 | srael 147.237.0.121 D stributed GCooki e Tanpering on token: . ASPXAUTH None 1




Attacker Address

03-10-2016 to 03-11-2016

A tacker
Ceo

Devi ce

Action ‘Count

Target Address St%S‘gnature

Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx

85. 250. 168. 61 | srael 147.237.0. 121 B ock 1
par anet er accept
193. 34. 57. 101 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
87.69.17. 39 | srael 147.237.0. 121 SSL Untraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANCGE) None 1
192.115. 67. 2 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL CONN QLI ENT HALLO None 1
82. 166. 53. 135 | srael 147. 237. 0. 121 U1kn(_)\/\n‘ Pa_r anjet er ptl O_O_Q)nF ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
132, 68. 107. 20 I sragl 147. 237 0. 121 Dstributed Paraneter Type Mol ation on wawv ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
37.26. 146. 169 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
87.69. 17. 39 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in Header Val ue from87.69. 17. 39 B ock 1
217.132. 103. 36 |1 srael 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder. aspx B ock 1
par anet er accept
Il'legal Paraneter Encoding ]+ 1$use , IBUNR] ] 7#[ [ — T_V~[ [ 82#] 1 RZ ¥ #19n<}+§
87.60.17.39  [israel  [147.237.0.121 W[[EY]]-mls%in°)>'—0¢9"]]Zg#[][~ﬂcf9([?[03i]]"’aw]] ([ 1V 82A] ] B2 VT [#190<} S]] None |1
212.150. 178. 43 |l srael 147.237.0. 121 Uhknown Paraneter prmin www ml ui mishi.aka.idf.il/login B ock 1
79.181.106. 189 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
4B00C749292C4303EF09B60156994376C7E1D954B56B7B68F35BC99372676DE5A542773F8720
71B2F87656A269E84BE8FI9F44435C850BB7C3EC7F388A530A00B037E9CBBB93C31EFE7DOCES3E
73FFC308323F6A0A1EF359F97CAF71EA446C76E7AFOBE7 24AFBSFOAFOBEODB4FF23E4C3833D3C
109. 65. 104. 66 | srael 147.237.0. 121 3F68FFADES4789D590D9E47274, Chser ved None 1
5E0784C6BDF564763B7527F21D76367889A460494FBC096934C4AB2FA4FA4EFB1ES52ABB00796
COD8626EFAB94D89706CD6ADE3ES513EF965538376D259AB20FC844AA273BEE3CC00D0D94445
D7300AE45F8DB3897688E1027A6902BBE4AF1A49A1D12A49
79.176.173. 41 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
89.139.17.85  |Israel 147.237.0.121| |Pameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
vy | ui mi shi. aka.idf.il/general petition
2.54.38.12 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
87.69. 17. 39 | srael 147.237.0.121 Ill1egal Byte de Qharacter in Header \Val ue B ock 1
199. 203. 153. 1931 srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
Ostributed Paraneter Type Mol ation on vww nill ui mi shi.aka. idf.il/general petition paraneter
85.65.130.143 |Israel 147.237.0.121| | Vot acerl geF:em St Por ot Bakasa 9 pe P Bock |1
NULL Character in Query String ]+ @Q 1$u$e, IBUNR] ] 7#[ [ — T_V~"[ [ 82#] ] RZ[ VTbQ
ngR*0d¥%} ] #20[ [~ "BO3 Lz3m\?‘>n1]#2c|1[[-y-—xpuhcm'( U _nwe [ [ #7]] » Ws%uesQin<} « 8] 1 #19[ [
“Zdoki, /[ [ #0]], #01204/Ne8] | #18[ [ i cAi SUWMRIPU [ #20] ] 3 «ab[ [ #11] #23[ [ 1Q¥59, 1] YAO[ [ #30$Nn
B7.60.17.90  lisred 147,237,021 | 26l 1261 1] R[] 1419 P62l o [ [11]] bl #0125 Bock |t
3+cpIVG [ [ #18] 17 NiagJ"[ [ #8] 1 k3—¥LY[ [ #5] | «XS P « A0KD] [ #18] ] L[ [ [#11Vu@ ] Y] 144 [ 2/,
] #23[ [ 5°! W
83.130. 126. 138 |l srael 147.237.0.121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1
188. 120. 154. 1891 srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
81.218.97.114 [israel 147.237,0. 121| |Fvaneter Type Miolation ctl00SCont ent M acetbl der 13t Fer ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
37.26. 146. 148 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
212.235. 20. 125 |israel 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
Illegal Byte Code Character in Query String ]+ @Q $$u$e, IBUNR] ] 74 [ — TV~ [ 82#] ] RZ yTbQ
ngR*0d¥}] #20[ [~ "B0s LZ¥nYsni ] #241[ [- y-—xphcx\'{ U _owe [ [ #7]] « Rs% e sQin<g « 8] 1 #19[ [
“Zdoki, /[ [#0]], #012%Ne8] | #18[ [ i ¢%qi SUMFPDY [ #20] ] 3 [ [ #11] ] B ] #23[ [ " 1QS9, 1] YAO[ [ #30$n
87.69.17.39 |lsrael |47 287.0.121) | gypucpo) o [#1] | 1R " 290l [#26] ) Ey] 1260 (1143 [ 1114190 [_pSINg ol | - [ [#11]] cefi [ #3011 [ [ #25] Bock 1t
3+cpIVG [ [#18]] 7 Nioy=J"[ [ #8] ] k3—¥LY[ [ #5] | «XS by « AOKD] [ #18] | L|1[ [ [#11ug | Y]] 44 [ 2/,
Q] #23[ [ 5°! W
79. 180. 48. 104 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
94. 230. 86. 166 | srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnUl in waw mluimishi.aka.idf.il/login B ock 1
5. 29. 38. 47 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1
Unknown HTTP Request Met hod
[[#16] 1 [[#21] ] =\VR gAY . « U] Y71 CRxXM° &>, O [ [#1]]}[[#20]] £h[ [ #5] ]\ B3 a~SEAXI *204aCqd R
87:09.17.39 |lsrael - |147.237.0.121) [, g m{[1129] ]} A'~ 6] [ #6] 1w 52 [ #29] ] 28 EAVGIS; ([ [#2]) acl [ #24] ] Pegypl [ #1111 [[#6]1 S [#8]]6 |0 % [!
in R °)>-0:97] 24 [Nico[[03#]] "a
87.69.17. 39 | srael 147.237.0. 121 Abnornal | y Long Header Line request header nane B ock 1
195. 160. 242. 40 |l srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
46. 19. 86. 59 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1
Mil tiple Lhtraceabl e SS. Sessions from87.69.17. 39 (Protocol violation
87.69. 17. 39 | srael 147.237.0. 121 (SSLECO\IN_APPLI CATI ON_DATA_EXCHANGE) ) ( None 1
84.228.12. 27 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/www il uimishi.aka. idf.il/ B ock 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
5E4F94A2B75F9C5E0078636DF75A74332BE4ACEOE217222F6ESAEDBEE4A5007531D3492CC2D19
63926D2105B7C4BC16FC8B461968A7837D482B6F92C92585CA72869D5E9371E313B5A008E34
CAF7EA99FBCBFBF95FFOFCOABCEL178923627B0C276D1CA8DAF25CECB843AF99120EE7784D385
162.115.248.2  |lsrzel 147.237.0.121) 141 83F21F8974B1EODB7BA1622FB02, Chser ved None 11
15D220BDFC13F750501561FF8ADBB954D61372BC64CE790D920E9336B21B91A4CB8B13B17FF4
A7C80B1157BBDCOCF1A72AB2D9CB6F1F821443A99A1443103A680BFCFOE1F943167329EAS5DA
2936DAB51FF47758C423A658F8CF3593A41EA2A37C7C274
82. 166. 199, 42 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
132.76.50.5 | srael 147.237.0.121 Paraneter Type Molation isCharig in wwmluimishi.aka. idf.il/login B ock 1
37.26. 146. 253 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
217.132.121. 207|l srael 147.237.0. 121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
31.154. 155. 74 | srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1
Illegal WRL Path Encoding j-! ®p+ q-4]]81# [t —z2 »yrpv* (W¥13 « 8g[ [ wi16Yhy ] ] O# [ 8a] 1 1 4
87.69.17.39 | srael 147.237.0.121 [ [#24] ] mpj i #qufvon[ [ "~"¥300] ] p[ > » W nY[,z{-]1]1 71# [ ..~ 1 02#[ [ " cu] 1 O3#{ [}...qu] 1 74 [ kf"] = B ock 1
<Kh[ [#7)]Y1]#28[ [/* < 0] 1#2[ [ ‘81w [[#1] ] n&Y] ] #6[[ .
79.182.186.210 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 1
79.177. 39. 150 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
89.139.19.171 |Israel 147.237.0.121| |P¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Per ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition
2.54.45. 32 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
Illegal Byte de Character in Mt hod
87.69.17.39 I srael 147.237.0. 121 [[#16] ] [[#21]]1 VR gAY QE] . « U[ Y&l QBxXM°_ 6>, [ [#1]]}[[#20] ] £h[ [ #5] ] \ DE&S a~SEAX] ~@04aGJ « R[B ock 1
2. G ™ [#29]] 1 A" e %6xO[ [ #6] ] w B2 [ [ #29)] ] z&# EAYAS; ([ [#2]] 8] [#24]] PB3yp[ [#11]1[[#6]]1 S [#8]106
193.34.57.101 |lIsrael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessions from193. 34.57. 101 (sigal gs DoS At ack) None 1
46.19. 86. 172 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
NLLL Character in URL j-! ®p+ g-4]] 814 [ t—zt »yrpv* D13« 8g[ [ w#l6Y; ] 04 [ -8a] ] 1
87.69.17.39 | srael 147.237.0.121 [[#24] ] mpj i #qufvon[ [ "~"¥300] ] p[~» W nY[,z{-]1]1 72# [ ..~ 1 02#[ [ " cu] 1 O3#{ [}...qu] 1 74 [ kf"] = B ock 1
*Kh[ [#7)]Y1]#28[ [/* < 0] 1 #2[ [ ‘81 [[#1] ] n&Y] ] #6[ [ .
46.19. 85. 104 | srael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$ct100 in v mil ui mi shi. aka.idf.il/fornd010 |B ock 1
84.108. 227. 57 lsrael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

par anet er accept




03-10-2016 to 03-11-2016

Devi ce
Action

1
A tacker ‘Count

Attacker Address Geo Target Address St%S‘gnature

Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

192.114.23.209 |l srael 147.237.0. 121 ct | 00$Cont ent Pl aceHol der 1$t xt Per ut Bakasha Bl ock !
81.218. 144. 135 |Israel 147.237.0.121 D stributed Gooki e Tanperi ng on token: . ASPXAUTH None 1
109. 253. 130. 250]! srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
AC13F5AA43630EF405064FC3B4D31B8D1C57304FC3721EODBED4F95B74FD6F237D6DC7 DCAEC
09F71AC1B3F878EDC88FF9828AA2EFEDABA4BAD8333CADB089D6C1982D5581E47CF27D4D6F
B9240BCF200C270971660D73A5C9C72261E66445821D68CB52826696BFE6D2F2073FF2FC4B76
213.151.32. 163 fIsrael 147.237.0.121)  |E62F92 A2D03F5C24EEBCACD2252297F, Chser ved None (1
48BB08122E894E4B5D12E268FA21F5FA61C90C08D99C24213A6980A8E2299E247B708DEEFEAT
53F88826FE3F1A934E282B9B8CDF389B3B9BF44E7CO3EEB1676982A3F4E46BE590F1881A4CB7C
41FF007897DDD5B7EF1EA7ADED4A39FACE951C12B7D7A2

Mil tiple Uhtraceabl e SS. Sessions from5.29.57.35 (Protocol violation

(SSL_CONN APPLI CATI ON DATA EXCHANGE) )

0

87.69. 17. 39 I st ael 147.237.0. 121 I11egal Byte Qode Character in UR °)>=0.9Y] 24 [Tco[[034]] a Bl ock
0
0

5.29.57.35 | srael 147.237.0. 121 None

Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx
par anet er accept

. 121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
4EBEAAA204E238CDOCFEF9BA3028E5E4C74F2D701BF5C41FESD4AB99B6 AFE79803C5D9F3F35437
7BFCE1762CA4D36C3F1769949259AC8C58891948CBB3FE11C5AB2A6201ACB0OD477A7EDDAO9
877E6A6406CABI9E9805722606045A048E9A519BFB887C74540776B8669CA13915C535BEDO87
94.230.93.9 | srzel 147.237.0.121) | A1 EBBDBCA776133A8194B7D1235D8C, Cbser ved None (1
1D631224EFC45D502153A229FB2A47CC6E9BAC526 AAF3B6A018B32AADAAD390CF1964B9AFB
C179D69EOESDFD531FF47D5FBE69OE7A77B6750A5AE77176F4652F4CE855DB9B98F86C2157F6B
781137CB677CDCCO9E9438E8AOFES55AE4E87BA89F69C2F6

212.25.94. 130 | srael 147.237.0. 121 B ock

= = |[—=| —

79. 180. 67. 22 | srael 147. 237.

87.69. 17. 39 | srael 147.237.0.121 Abnornal |y Long Request met hod B ock 1
195. 160. 242. 40 |l srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
192. 115. 248. 2 | srael 147.237.0.121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/login B ock 1
46.19. 86. 149 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
NULL Character in Header Nanme at =[[#11]]
87.69.17.39 I srael 147.237.0. 121 3°Or- 8 [ #31] 1 @ve x5CE] [ #5] ] U peu] t 4+pAaf [ #0] ] » [ [ #12] ] 8a#012* 8NN U [ #0] ] Qc= [ [ #4] ] ° %o Al [ #8 |Bl ock 1
1] [[#27]] W} EACD- (ST [#7] ] ERY[ [ #25] ] ¥ 1 U, * Vg [ #12] ] | =bAGF+" s [ #0] ]
82. 166. 202. 245 |israel 147. 237.0. 121 Par arTet er '_I'ype \ ol.atl on ctI_OO_Cbnt ent P acetbl der 1_f uAddAddr essAppendi x| DDocs&H | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login
176. 13. 14. 90 | srael 147. 237, 0. 121 Paraqet er T_ype_ Mol a_tl on ctl 00$(bnt_ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv mi | ui mi shi . aka.idf.il/changeunit
37.26. 147. 230 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/lobby1459-he/ m | ui maspx B ock 1
87.69. 17. 39 | srael 147.237.0.121 Mitiple Illegal Byte Gode Character in URL from87.69.17.39 B ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
31.168.1. 142 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
87.69.17. 39 | srael 147.237.0. 121 Mal f orned HTTP Header Line 1 B ock 1
80. 178. 239. 43 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
109. 65. 110. 101 |1 srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
79 177. 60. 30 srael 147 237.0. 121 Faraljet er Type Vol gtl on ct| 00$ont ent_H acehbl der 1$ct | 00$t xt O dPass in B ock 1
v il ui mi shi . aka. i df.il/personal settings
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter
91.227.71. 250 I srael 147.237.0. 121 ct 1 00$Cont ent P acekbl der 1$t xt Per ut Bakasha Bl ock !
2 54.161. 130 | sragl 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
Illegal Byte Code Character in Paraneter Name ]+ @Q 1$u$e, IBUNR] ] 74 [ — t_V=[[82#] 1RZ v
87.69.17. 39 | srael 147.237.0.121 TH{ [ 419} + 8] | e [ [ #7]] W% n °)5-0:97 ] 24 [ ~fco[ [ 03] “a B ock 1
85. 65. 232. 65 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1
87.69. 17. 39 | srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1
46.19. 86. 31 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from46. 19. 86. 31 (sigal gs oS At ack) None 1
84.111. 1. 64 | srael 147. 237. 0. 121 Pararr_et er 'I_'ypg Vol §t| on ct | 00$Cont gnt.Pl acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv | ui mi shi. aka.idf.il/general petition
Ostributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter
192.114. 181. 130|I srael 147.237.0.121 ct1 00$Cont ent P acebbl der 15t xt Per ut Bakasha B ock 1
82 166.53.135 |1srael 147. 237. 0. 121 U1knqv\n. Pa}' angt er gtl O'O_Cbnt' ent P acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
wwv | ui mi shi. aka.idf.il/login
109. 253. 132. 61 |l srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
37.26. 146. 155 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

03-10-2016 to 03-11-2016



