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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

79.182.203.143 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1660

79.176.6.202 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 86

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 51

109.67.48.47 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 41

84.111.125.88 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 18

109.67.8.28 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 14

109.64.224.141 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Frankfurt 12

5.29.193.19 Israel 147.237.0.121 Block_Udp_All_Nets drop DP-Tehila 6

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Frankfurt 6

81.218.8.34 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

81.218.56.245 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

82.80.217.70 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

79.179.173.189 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

212.179.64.162 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

104.156.246.165 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.80 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

23.228.107.104 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.110 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

71.6.165.200 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

109.64.246.178 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1

185.94.111.1 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

204.42.253.2 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

79.179.105.176 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1

212.25.91.30 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1

115.239.228.10 China 147.237.0.121 JLM_Purple_Con_Limit_Http drop NetV-London 1

212.179.21.194 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1

87.70.98.59 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1

141.255.164.234 Switzerland 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

80.246.136.96 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1

103.7.247.253 Korea, Republic of 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

162.216.114.158 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

213.57.178.37 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.115.67.2 Israel 147.237.0.121 SERVER-APACHE Apache mod_ssl non-SSL connection to SSL port denial of service attempt 4

37.139.27.231 Netherlands 147.237.0.121 ET SCAN NMAP -sS window 1024 1

91.201.236.113 Ukraine 147.237.0.121 ET SCAN NMAP -sS window 1024 1

117.21.248.87 China 147.237.0.121 ET SCAN Potential SSH Scan 1

177.43.249.41 Brazil 147.237.0.121 ET SCAN NMAP -sS window 2048 1

192.198.151.37 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1

80.82.78.66 Netherlands 147.237.0.121 ET SCAN Potential SSH Scan 1

106.57.58.197 China 147.237.0.121 ET SCAN Potential SSH Scan 1

177.43.249.41 Brazil 147.237.0.121 ET SCAN NMAP -f -sS 1

192.198.151.43 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1

209.198.1.250 United States 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

208.81.64.248 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3183

149.88.6.14 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2264

149.88.111.144 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1557

12.203.144.194 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1391

50.252.158.105 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1145

149.78.214.19 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 976

5.102.195.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 946

149.88.24.249 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 937

149.78.37.106 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 833

149.88.90.240 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 791

17.78.97.252 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 759

82.81.76.220 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 738

107.107.59.228 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 710

149.50.81.136 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 705

17.78.97.149 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 679

209.131.62.124 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 608

109.253.200.164 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 495

17.78.98.80 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 486

149.50.66.27 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 472

52.71.155.178 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 462

149.88.11.204 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 431

149.78.24.206 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 427

149.78.231.155 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 378

149.78.11.143 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 375

140.101.116.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 375

149.78.47.20 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 346

149.88.175.22 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 340

12.12.144.130 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 331

64.134.243.238 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 330

140.101.20.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 325

185.32.179.189 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 297

72.54.91.33 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 280

109.253.200.91 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 279

149.78.189.187 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 277

149.78.22.187 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 263

73.238.218.232 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 251

149.78.240.217 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 250

149.78.234.102 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 247

149.88.113.45 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 237

193.186.163.3 Greece 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 236

46.19.85.57 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

46.19.85.180 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

72.37.140.46 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 228

85.70.249.143
Czech
Republic

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 222

62.168.35.125
Czech
Republic

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 214

149.78.186.73 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 211

93.63.160.186 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 205

149.78.26.218 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 196

149.78.208.160 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 190

149.88.53.241 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 181

 03-09-2016 to 03-10-2016 



Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

192.116.232.69 Israel 147.237.0.121 Multiple Unauthorized URL Access from 192.116.232.69 Block 9

37.26.149.166 Israel 147.237.0.121 Suspicious Response Code Block 8

193.34.57.101 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 7

185.32.179.213 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 5

62.219.50.56 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 4

89.138.213.176 Israel 147.237.0.121 Multiple Unauthorized URL Access from 89.138.213.176 Block 4

212.179.5.3 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 4

81.218.60.42 Israel 147.237.0.121 Distributed Unauthorized HTTP Method Block 4

212.29.241.112 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

193.47.165.251 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 3

192.114.105.254 Israel 147.237.0.121 Suspicious Response Code Block 3

193.43.245.250 Israel 147.237.0.121 Unauthorized HTTP Method Block 3

195.200.205.2 Israel 147.237.0.121 Unauthorized HTTP Method Block 3

188.120.159.33 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 3

213.8.204.51 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

84.94.18.3 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 3

195.160.242.40 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

46.19.85.53 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

213.57.107.232 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

46.121.47.74 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

109.253.199.213 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

195.200.205.2 Israel 147.237.0.121 Suspicious Response Code Block 2

37.142.68.1 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

213.8.204.22 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

93.173.153.185 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

192.117.188.130 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

109.226.17.144 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

46.19.85.60 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

84.94.46.255 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

185.32.179.31 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

80.179.88.236 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

176.13.4.41 Israel 147.237.0.121 Multiple Unauthorized URL Access from 176.13.4.41 Block 2

2.54.29.97 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.86.73 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.65.104.233 Israel 147.237.0.121 Suspicious Response Code Block 2

81.218.245.1 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 2

2.53.19.59 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

212.235.98.139 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

2.54.32.94 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

192.117.63.7 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

212.25.91.30 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 2

85.64.159.156 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

79.183.173.221 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

109.253.145.18 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

212.143.67.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

192.115.248.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtTitle

Block 2

46.19.85.144 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

192.114.2.35 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.179.138.119 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

5.29.41.107 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

37.46.39.74 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

176.13.6.99 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.52.137.180 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

46.116.221.129 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
927900BF80ECC286FA613DF43B17F4ED7BEFA251EF64F188DA6871B8C5126AE33D710E6C6786
68B8D2944FE0AF4EF2656B8A89500D3F9E5F2984F921B79AD8DE46215A1E562DC5B04A6095B4
F57842217EC55B1E79C280B0FB2750D20DEE765C601817B9ED3856B4CC2B98D28A456D21ED8
A5056E5119375D8C7685E9E794E0D, Observed
F42BA3B04F48FDC3B54655EBA7822F8C93F28356DAB0C30B99CE9561EE402034EEE9C9F8F559F
A2ADF55C22D3DBA190BB051A506847FF78DC0E8CB6D038F67F14D5DAD0545FD39FF20A6D11
4BBA404B59A98BAD6B743A480DFDE426B27FFC75437EC2B

None 1

91.199.69.254 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
3899E55AF6D09FCE9BE365D74D590CAAE008F1C72D56EBE636605BBD9188838B0B4DBFE0B413
B37257058CD5A156CA2054891009C9B439BA23198864DE68779BBDF0D855CF538C489CD9A9
F7169EEAFDCE92F545D8825A8F709992F19335A0F0970112DBE0867FCA60902C77ADEACAD37
959172F23405C7A4030CC1A3AFF400C7BCC2509CEC5B2D89C46E22505657D41F7E06C7A9C6
89800E1CC55FE1BD58DC3

None 1

192.117.105.117 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

5.102.195.1 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 5.102.195.1 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

79.182.100.204 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

132.66.235.29 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

212.143.242.207 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

79.180.200.149 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

109.186.152.251 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

46.19.85.228 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.250.142.215 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
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192.115.248.2 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

5.102.195.1 Israel 147.237.0.121 Multiple Illegal Byte Code Character in URL from 5.102.195.1 Block 1

84.94.18.3 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

188.120.159.33 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

5.102.195.1 Israel 147.237.0.121

Illegal Parameter Encoding l[[½„Š<ײהß—[[[#24ט]]51#[[ֶ•› ]]13#[[Ê]]ף̂כ •[[3#]]–
wk4t9[[#7]][[#6]]q·[[#29]] ׁן‹¾Kq×)&Ŕַ zMÝ[[#25]]*±[[#8]]0kױחי†״¥Yמ ļ[[#30י‘A]]ֱ־Dß־xP̂ י
F́ [[#16]]£<C[[#15]]y“[[#23]]̀ [[#18]]½Ü"«[[#6]][[#4]]¢[«ֻ§ס€e•P“{#«פQ רD5‎X́ ³± sֶת
0}H£K`[[#27]][[#22]]ֵװoECתS—t8[[#5ןK6š(]]03#[[‚¡%8Û‘]]7]]42#[[2ע׃}—zmא€א«>c ni Ÿױמ›
j̈ y¡0/3ױs1­[[#24]]•́ ī(•כ ̄xf£w—c8ַ‰]i[[#2]]ג“ןֿ[[#11]] [[ב#3[[ַ¾]]#24]]³קŒױ[[#18]]
r²¶[[#19]]¾[[#29]][[ד#30פ]]-Œ.¶z\[[#14]]ׂעםjüh[[#4]]_gz$

None 1

79.178.33.196 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

109.65.158.207 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

199.203.126.110 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

109.64.112.176 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

82.80.139.153 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

185.27.106.116 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.148.132 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

62.219.44.242 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

147.236.172.2 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddStudyEmploymentPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

212.179.62.20 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

2.54.7.255 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

94.159.146.21 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

192.198.151.43 Europe 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

5.102.254.164 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

80.179.88.236 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
E3E2FE88FA969C5B04A5B900C2B546EB8EE36F34A825669EED98164CC3EFC9096FDBEAE0B0EEE0
D4821EEA7D22604C3E450A88644A6AA9D3E36234BC848A072707FBA1148FA44F27A82DB58F4
A26FA315CE6F17511559650F7517C5DC6101B894191018595B1133DF39AC7C630088BFCB9F2
8DC5D8E0DEF5415A67FF738E9644, Observed
082B9F7907218620B103BC725761D12DB2043376C19A12A41273FA740EB40184C5B652A670A
650B0C43E94C779AF83427F0B8E9D37F56B9E1BF5335C144C46F347E5DA71A8487F8F9B4BDB9
3CD7558BE65042DCDF1B622A1950C8FDB11A84704C72AA7

None 1

5.102.195.1 Israel 147.237.0.121 Multiple NULL Character in Header Name from 5.102.195.1 Block 1

79.181.184.78 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

212.143.94.130 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.86.73 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

89.138.103.225 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

46.19.85.168 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.111.124.68 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

5.102.195.1 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 5.102.195.1 Block 1

79.179.165.24 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.160.167.117 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 109.160.167.117 (Protocol violation
(SSL_CONN_CLIENT_FINISH))

None 1

207.232.36.181 Israel 147.237.0.121 SSL Untraceable Connection - Unsupported Legacy SSL Version None 1

5.102.195.1 Israel 147.237.0.121
Illegal Byte Code Character in Parameter Name °w{¿W[[#6]]•‰AS-f£ן‘B•°[[#12]]:p¢÷[[#27ּם•½̧ ]]
n×ק­ in c>«מױ›j̈ y¡0/3ױs1­[[#24]]•́ ī(•כ ̄xf£w—c8ַ‰]i[[#2]]ג“ןֿ[[#11]] [[#24ַ]]³קŒױ[[#18]]
$jüh[[#4]]_gzׂעם]]z\[[#14¶.Œ-ד]][[פ]]#30r²¶[[#19]]¾[[#29ב]]#3[[¾

Block 1

77.125.167.68 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.65.100.189 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

82.166.130.71 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
A1961E77D6750964385AE5FE6B79D66E8C013C08B53879106D201E765F71A1D6D56EC3A0944
0A121B3A96E456CBB5CC2C5E554C0610B25E10C568460F5FC754B4448BF1970E494D12B39C2
1067AFAB44228B3FEBC73D8F73C533102359565E0F3CB72BA2C0C85FC80CB97BAAB7B2442DC
7F072FA70DD0E97FB24094C166DD6F5, Observed
CC14D16F13FAD9C17403EE9E6F5EC0AE6BB51A6D08DD5EFA1F4809C45BD4A60C1AA044502C
59CE483DAE9B53A01A37BCC22D65DBB57B51316F0ECDF51FF3873FBE1830A365413817D4E90B
C1FF4D95DE064B070231B7713F4A81EA6FAD45A1B161A36F

None 1

188.120.148.65 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

31.168.116.98 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

81.218.143.30 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

176.13.7.7 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

2.54.35.126 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

62.90.2.232 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

109.64.41.115 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

2.53.9.139 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

46.120.120.99 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

5.102.195.1 Israel 147.237.0.121
NULL Character in URL •b’lp¸)qo‰¸swך•ßb³¨lg[[ֳ#16וp°¹]]61#[[7Ž]]03#[[e©]][[81#]]ץtנ@ח
[[#5]][[#0]]cÙׁÙ†̧ ,]b[[#15]]w‎•ֵ@j7s[[×ג÷ץ#27ס€]]eÞmקk“̂ ¸p4[[#18]][[#5]]mÝ!'̂װ @

Block 1

79.182.138.48 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

132.73.196.74 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

212.150.66.161 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

5.102.195.1 Israel 147.237.0.121 Multiple Illegal HTTP Version from 5.102.195.1 Block 1

79.181.35.188 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

212.68.157.162 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

46.19.86.10 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.250.203.252 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.115.248.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

192.88.166.43 Europe 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

5.102.195.1 Israel 147.237.0.121
Illegal URL Path Encoding @k„[[#14]]µ»³z3Ú"t¢[[#29]]ֶ[[#29םÞü•]]ֶ̂ה dbײ¢ß)“7<%צlטbÚeŽi–‎
Š[[#31]]»q

Block 1

79.178.163.250 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

109.67.29.178 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

199.203.151.133 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1
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109.64.112.176 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddStudyEmploymentPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

193.104.77.4 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

37.26.149.199 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

82.81.42.171 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

213.151.38.66 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.54.172.0 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.199.34.114 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.121.47.74 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

95.86.64.236 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

193.34.57.101 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
E7782E5A31802A86A63A05AA8D6EF5D053B920605BD51768315820D67B5FDD1757BFACC6AC
69EEB60C6B5C8695F37844449FACA83719AADA3927397AFF639BB532E5449BCD00400F23C99
626CE97CAB311588D0FAD56A11ABC1E6B860230722818BA4D540A7C9DE3D605780C2745D6B
2BC9534040750B07AA8BAA1D7CB0E59914DDC88BFC0C10936CA3BDB6AA00655A452A19167
BDAA866B3BAC42B7374E61A4

None 1

5.144.58.116 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

192.116.241.241 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

5.102.195.1 Israel 147.237.0.121 Multiple Too Many Headers per Request from 5.102.195.1 Block 1

79.182.24.254 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

132.64.24.233 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

212.143.169.247 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

212.25.91.30 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 212.25.91.30 (Open Mode) None 1

46.19.85.186 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.64.124.106 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
C612285C5EEE41A2385454E35CCD972EB95E7E8E60476CF1DCD368A1087F7020718E98741830
F0C46489C792DB0C8D010FFE07DCD3A64F95C81882DC40415D3E6F9FD0E84B6F5A5EBD275E4E
EF8BCBC9D25AD732F3A8B86C161E80149DA7FC179461BB25D039196F037E314751A6DCF3258
77F169AF4517AF68C079089F0F915, Observed
1E7F14C4B3B48BF314E4A7D583A59BED068FA932CE88E45EC316F1E72E82F7B444EE65E6593164
E4515A8A00655E7ED98E1A4D319CEF860D23A0B1018880C60773023CDD945271E0CA9B5CC7
BC957DF09822503FF2C1A4CFAECA2A24387C9E2741E37A

None 1

192.115.67.2 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

5.102.195.1 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 5.102.195.1 Block 1

79.179.206.244 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

109.160.167.117 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_FINISH) None 1

5.102.195.1 Israel 147.237.0.121
Illegal Byte Code Character in Parameter Value at 9 for c>«מױ›j̈ y¡0/3ױs1­[[#24]]•́ ī(•כ ג“ןֿ[[#11]]
xf£w—c8ַ‰]i[[#2]]̄ עםׂŒ.¶z\[[#14]]-[[ד#30פ]]r²¶[[#19]]¾[[#29]][[ב#3[[ַ¾]]#24]]³קŒױ[[#18]]
jüh[[#4]]_gz$

Block 1

79.176.183.164 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

37.142.184.53 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

82.166.146.90 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.168.170.190 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtTitle

Block 1

176.13.14.3 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.35.168 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

62.90.131.58 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

109.64.112.176 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

193.43.246.250 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

46.120.133.18 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

94.159.146.21 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 94.159.146.21 (Open Mode) None 1

192.118.78.57 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

5.102.195.1 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.183.14.232 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

147.236.172.2 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

5.102.195.1 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 5.102.195.1 Block 1

79.181.164.66 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

109.253.133.247 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

212.143.66.129 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

46.19.86.54 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

87.69.167.238 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

192.115.248.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

46.19.85.123 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.94.226.250 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.114.2.35 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
F5E80D18D16B8DE3D9D6E77E4BBEF1A39347D620F8B9BC2BE501E9B760BDB4C7838450E948F02
B10871C42C8E30FAB0F72E804355BCC81D4D8EE5E90006D5F5275886A1863B7B6E52C9031F91
EE665CFD072CB8ED02E7FC33046B48E199837183FC8B71A267D146F154EEE673D5139E08315B8
B0B8AC31C46DF75BD5ADEED2AF141791E206DB2BF3CD9AF710E2A56035B70339FF273328822
7B2B32085D1F68A

None 1

5.102.195.1 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 5.102.195.1 Block 1

79.178.164.98 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

109.67.29.178 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

199.203.215.1 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

5.29.32.18 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/1214-he/miluim.aspx Block 1

77.125.102.225 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.64.197.252 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

194.114.146.227 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

37.26.149.222 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

82.81.42.171 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

31.168.8.110 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

80.246.136.168 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

176.13.4.41 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/form301 Block 1

62.0.102.122 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1
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95.86.81.179 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

193.34.57.101 Israel 147.237.0.121 Distributed Cookie Injection on token: .ASPXAUTH None 1

89.138.213.176 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword/ Block 1

5.102.195.1 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 5.102.195.1 Block 1

79.182.57.46 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

132.64.83.22 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

212.143.225.205 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

46.116.85.188 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

109.160.168.222 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

46.19.85.193 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

192.115.190.190 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

5.102.195.1 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 5.102.195.1 Block 1

79.180.97.76 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

188.120.159.33 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend

Block 1

5.102.195.1 Israel 147.237.0.121

Illegal Byte Code Character in Query String °w{¿W[[#6]]•‰AS-f£ן‘B•°[[#12]]:p¢÷[[#27ם×nּ•½̧ ק­[[
=€Ùy•[[#27]]עŽƒP<¬ז¶ֹ’מ•†µ[[#25]]ק ׳&l[[½„Š<ײהß—[[[#24ט]]51#[[ֶ•› ]]13#[[Ê]][[3#]]•^ףכ–
wk4t9[[#7]][[#6]]q·[[#29]] ׁן‹¾Kq×)&Ŕַ zMÝ[[#25]]*±[[#8]]0kױחי†״¥Yמ ļ[[#30י‘A]]ֱ־Dß־xP̂ י
F́ [[#16]]£<C[[#15]]y“[[#23]]̀ [[#18]]½Ü"«[[#6]][[#4]]¢[«ֻ§ס€e•P“{#«פQ רD5‎X́ ³± sֶת
0}H£K`[[#27]][[#22]]ֵװoECתS—t8[[#5ןK6š(]]03#[[‚¡%8Û‘]]7]]42#[[2ע׃}—zmא€א«>c no Ÿױמ›
j̈ y¡0/3ױs1­[[#24]]•́ ī(•כ ̄xf£w—c8ַ‰]i[[#2]]ג“ןֿ[[#11]] [#3[[ַ¾]]#24]]³קŒױ[[#18]]

Block 1

79.177.126.5 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

109.65.123.101 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

199.203.84.160 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.85.0 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

193.47.165.251 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

31.168.187.242 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

82.80.58.45 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

185.3.147.67 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

213.8.204.72 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

2.54.147.204 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.90.202.180 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

109.64.112.176 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

2.54.5.81 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/templates/personaldetails/ Block 1

46.120.145.254 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

94.159.146.21 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

192.198.151.43 Europe 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

5.102.254.164 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter prm Block 1

147.236.172.2 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

212.179.54.237 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

5.102.195.1 Israel 147.237.0.121 Multiple Malformed URL from 5.102.195.1 Block 1

79.181.168.201 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.86.73 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.86.73 (sigalgs DoS Attack) None 1

87.69.224.119 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

84.108.170.47 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

5.102.195.1 Israel 147.237.0.121 Multiple Abnormally Long Request from 5.102.195.1 Block 1

109.67.162.159 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

199.203.240.161 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

77.125.116.13 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.65.88.133 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

82.102.168.62 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

185.120.126.122 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.168.28.82 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
29EE1944578232F5BDC3D51B8566973E0073A2B60C2E28F5395AC39A78D2E5DE90FDA727FE23
10F798BE91CB317DC0FBAD5E072B00F8F53F2981396BAF4CC4879951798B68695E75F222BA84
1177D583F28F77AC8C1E80C1AC0138DC620FBFFFA0A5287A60F67A8EFDD4AE7CBCEF013912E
4008DAFA350D4B1CA6DC0653659F4, Observed
0BFBC995AD76649486A1BCC6C63BDBC8038741FF557E7375F3007D000EB96A92968FBCE77AA
24C29FAAA1FC88B0E1F475CDABC9B2647B22FDB136299F087EE17C4B37C23937938BCBD50DE
DD472830ABE74D3432ED9913B2CF2BF1E416BE3AB427EBEB

None 1

212.235.98.152 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.33.222 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.90.2.165 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

95.86.110.73 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1
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