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03-09-2016 to 03-10-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|StelS gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Count |

79.182.203. 143 | srael 147.237.0.121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1660
79.176. 6. 202 | srael 147.237.0. 121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 86
81. 218. 65. 210 | srael 147.237.0. 121 B ock Wp Al _Nets drop BA.- | srael 51
109. 67. 48. 47 | srael 147.237.0. 121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 41
84.111. 125. 88 | srael 147.237.0.121 B ock_Wp Al _Nets drop BB.- | srael 18
109. 67. 8. 28 | srael 147.237.0.121 TCP handshake viol ation, first packet not syn drop BBL- Frankf urt 14
109. 64. 224. 141 | srael 147.237.0.121 B ock_Udp Al Nets drop BBL- Fr ankf urt 12
5.29.193. 19 | srael 147.237.0. 121 B ock_Udp Al _Nets drop DP-Tehi | a 6
81. 218. 65. 210 | srael 147.237.0. 121 B ock Wp Al _Nets drop BBL- Fr ankf urt 6
81.218.8. 34 | srael 147.237.0. 121 B ock_ Wp Al _Nets drop BBL- | srael 3
81. 218. 56. 245 | srael 147.237.0.121 B ock_Up Al _Nets drop BB.- | srael 3
82.80.217.70 | srael 147.237.0.121 B ock Wp Al Nets drop BB.- | srael 3
79.179.173. 189 | srael 147.237.0.121 B ock_Udp Al Nets drop BBL.- | srael 3
212.179. 64. 162 | srael 147.237.0. 121 B ock_Udp Al _Nets drop BBL.- | srael 3
104. 156. 246. 165 |lLhited Sates 147.237.0.121 B ock Np Al _Net dr op Net V- London 1
184. 105. 139. 80 Lhited Sates 147.237.0.121 B ock Np Al _Net dr op Net V- London 1
23.228.107. 104 Lhited Sates 147.237.0.121 B ock Np All _Net drop Net V- London 1
184.105.139. 110 |[lhited Sates 147.237.0.121 Bock Np Al Net drop Net V- London 1
71.6.165. 200 Lhited Sates 147.237.0.121 B ock UWp Al Nets drop Net V- London 1
109. 64. 246. 178 | srael 147.237.0. 121 TCP handshake vi ol ation, first packet not syn drop BBL- Fr ankf urt 1
185.94. 111. 1 147.237.0. 121 B ock Wp Al _Nets drop Net V- London 1
204. 42. 253. 2 Lhited Sates 147.237.0. 121 B ock_ Wp Al _Nets drop Net V- London 1
79.179. 105. 176 | srael 147.237.0.121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
212.25.91. 30 | srael 147.237.0.121 TCP handshake viol ation, first packet not syn drop BBL- Frankf urt 1
115. 239. 228. 10 Chi na 147.237.0.121 JLMPurple Gon Limt Htp drop Net V- London 1
212.179. 21. 194 | srael 147.237.0. 121 TCP handshake vi ol ation, first packet not syn drop BBL- Fr ankf urt 1
87.70. 98. 59 | srael 147.237.0. 121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
141. 255. 164. 234 |Saitzerl and 147.237.0. 121 B ock Np Al _Net drop Net V- London 1
80. 246. 136. 96 | srael 147.237.0.121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
103. 7. 247. 253 Korea, Republic of 147.237.0.121 B ock Wp Al Nets drop Net V- London 1
162.216. 114. 158 |Lhited Sates 147.237.0.121 B ock_Udp Al Nets drop Net V- London 1
213.57.178. 37 | srael 147.237.0. 121 TCP handshake vi ol ation, first packet not syn drop BBL- Fr ankf urt 1
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03-09-2016 to 03-10-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address

|Std Sgnature

|Oount
192. 115. 67.2 | srael 147.237.0.121 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 4
37.139. 27. 231 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 Lkrai ne 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
117. 21. 248. 87 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
177.43. 249. 41 Brazil 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
192. 198. 151. 37 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
80. 82. 78. 66 Net her | ands 147.237.0. 121 ET SCAN Potential SSH Scan 1
106. 57. 58. 197 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
177. 43. 249. 41 Brazil 147.237.0.121 ET SCAN NVAP -f -sS 1
192.198. 151. 43 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
209. 198. 1. 250 Lhited Sates [147.237.0.121 ET SCAN Potential SSH Scan 1




03-09-2016 to 03-10-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Sgnature

St%Name

208.81.64.248 |lhited Sates |[147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3183
149.88. 6. 14 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2264
149. 88. 111. 144 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1557
12.203.144.194 |lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1391
50. 252. 158. 105 |lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1145
149. 78. 214. 19 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 976
5.102.195.1 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 946
149. 88. 24. 249 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 937
149. 78.37.106 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 833
149. 88. 90. 240 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 791
17.78.97. 252 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 759
82.81. 76. 220 | st ael 147 237.0. 121 Srearrhng Ejgi ne. TGP Invalid Invalid segnent retransnission. Packet drop 738
Ret r ansni ssi on dr opped.
107.107.59. 228 |lLhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 710
149.50.81.136 |lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 705
17.78.97.149 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 679
209.131. 62. 124 |lhited Sates |147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 608
109. 253. 200. 1641 srael 147. 237. 0. 121 Sreanhng 31gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 495
Ret r ansni ssi on dr opped.
17.78. 98. 80 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 486
149. 50. 66. 27 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 472
52.71.155.178 |lhited Sates |[147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 462
149. 88. 11. 204 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 431
149. 78. 24. 206 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 427
149. 78. 231. 155 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 378
149.78. 11. 143 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 375
140.101. 116.2 |lhited Sates |147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 375
149. 78. 47. 20 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 346
149. 88. 175. 22 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 340
12.12.144.130 |lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 331
64.134.243.238 |lhited Sates |[147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 330
140.101.20.1 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 325
185. 32. 179. 189 |1 srael 147.237.0. 121 Sreanimg qui ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 297
Ret r ansn ssi on dr opped.
72.54.91. 33 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 280
109. 253. 200.91 |1 srael 147.237.0. 121 Sreanhng El_ﬂgi ne TP Invalid Inval id segnent retransnission. Packet drop 279
Ret r ansni ssi on dr opped.
149. 78. 189. 187 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 277
149. 78. 22. 187 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 263
73.238.218.232 |lhited Sates |[147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 251
149. 78. 240. 217 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 250
149. 78. 234. 102 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 247
149. 88. 113. 45 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 237
193.186.163.3 |G eece 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 236
46.19. 85. 57 | srael 147. 237. 0. 121 Sreanhng 31gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 234
Ret r ansni ssi on dr opped.
46. 19. 85. 180 I sragl 147.237.0. 121 Sreanhng Eljgi ne: TP Invalid Invali d segnent retransnissi on. Packet drop 234
Ret ransni ssi on dr opped.
72.37. 140. 46 Italy 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 228
85. 70. 249. 143 gﬁ)ﬂ c 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocation i nbound enf or cenent drop 222
62. 168. 35. 125 g@%ﬂ c 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 214
149. 78. 186. 73 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 211
93.63.160.186 |ltay 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 205
149.78.26.218 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 196
149. 78. 208. 160 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 190
149. 88. 53. 241 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 181
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% Sgnature : ‘Count
Ceo Action
192. 116. 232. 69 |l srael 147.237.0. 121 Mil ti pl e Whaut hori zed URL Access from 192. 116. 232. 69 B ock 9
37.26. 149. 166 | srael 147.237.0.121 Suspi ci ous Response Code B ock 8
193.34.57.101 |lIsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 7
185. 32.179. 213 |lsrael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 5
62. 219. 50. 56 I srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wan nmil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 4
par anet er accept
89.138.213.176 |lsrael 147.237.0.121 Ml ti pl e Whaut hori zed URL Access from 89. 138. 213. 176 B ock 4
212.179.5. 3 — 147 237.0. 121 DO stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 4
par anet er accept
81. 218. 60. 42 | srael 147.237.0. 121 D stributed Whaut hori zed HTTP Met hod B ock 4
212 29 241. 112 |1 srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 3
par anet er accept
193. 47. 165. 251 |Israel 147.237.0.121| [P @meter Type Mol ation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |3
wan il ui mi shi . aka. i df.il/nedi cal committ eer equest
192. 114. 105. 254 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 3
193. 43. 245. 250 |l srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 3
195. 200. 205. 2 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 3
188.120. 159. 33 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu nill ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 3
213.8.204.51 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: sigal gs DoS At ack None 3
84.94.18.3 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 3
195. 160. 242. 40 |l srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 3
46. 19. 85. 53 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
213.57.107. 232 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2
46.121. 47. 74 | srael 147.237.0.121 D stributed Cooki e Tanperi ng on token: . ASPXAUTH None 2
109. 253. 199, 213|I srael 147.237.0.121| [P ameter Type Mol ation ctl 005Cont ent A acetbl der 1%txtTitl e in Bock |2
wwv | ui mi shi. aka.idf.il/general petition
195. 200. 205. 2 | srael 147.237.0.121 Suspi ci ous Response Code B ock 2
Ostributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter
37.142.68. 1 | r el 147.237.0.121 ct | 00$Cont ent A aceHbl dyeprel$t xt Per ut Bakasha ) i P Bl ock 2
213. 8. 204. 22 | st ael 147 237.0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 5
par anet er accept
93.173.153.185 [Israel  [147.237.0.121 ;?Wa';"elt “ mTIVEE \’1 al?:‘ltc'ﬁo”l I‘Z/tér?ﬁg?d‘;ﬁm Rl acerbl der 18 xt Per it Bakasha in Bock |2
192 117. 188. 130|1 srael 147 237.0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 5
par anet er accept
109. 226. 17. 144 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 2
46. 19. 85. 60 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Atack None 2
84. 94. 46. 255 | srael 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
185. 32. 179. 31 | srael 147.237.0. 121 Uht raceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
80.179.88.236 |Israel 147.237.0.121| | ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Per ut Bakasha in Bock |2
vy il ui mi shi . aka. i df.il/general petition
176.13.4. 41 | srael 147.237.0.121 Mil tipl e Unauthorized URL Access from176. 13. 4. 41 B ock 2
2.54.29.97 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
46.19. 86. 73 | srael 147.237.0. 121 Uht raceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
109. 65. 104. 233 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 2
81.218.245.1  |israel 147.237.0.121| | ameter Type Molation ctl005Cont ent A acetbl der 1$txtN mik in Bock |2
wwv il ui mi shi . aka.idf.il/val tanmequest
2.53.19. 59 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: sigal gs DoS Attack None 2
212.235.98. 139 |Israel 147.237.0. 121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
2.54.32.94 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
192.117.63.7 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
212.25.91. 30 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 2
85. 64. 159. 156 | srael 147.237.0.121 D stributed Gooki e Tanperi ng on token: . ASPXAUTH None 2
79.183. 173. 221 |israel 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wan il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept
109. 253. 145. 18 |l srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
212.143.67. 2 | sragl 147 237.0. 121 DO stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 2
par anet er accept
Dstributed Paraneter Type Mol ation on www ml ui mishi.aka.idf.il/general petition paraneter
192.115.248.2 |israel 147.237.0.121| | Pooer o d(;/rpf$t Tl g pe P Bock |2
46. 19. 85. 144 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
192.114. 2. 35 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS Attack None 2
79.179.138. 119 |Israel 147.237.0. 121 D stributed Cooki e Tanperi ng on token: . ASPXAUTH None 2
5. 29.41. 107 | srael 147.237.0. 121 D stributed Cooki e Tanperi ng on token: . ASPXAUTH None 2
37.46. 39. 74 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
176.13. 6. 99 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
2.52.137.180 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
927900BF80ECC286FA613DF43B17F4ED7BEFA251EF64F188DA6871B8C5126 AE33D710E6C6786
68B8D2944FEOAF4EF2656B8A89500D3FOESF2984F921B79AD8DE46215A1E562DC5B04A6095B4
F57842217EC55B1E79C280B0OFB2750D20DEE765C601817B9ED3856B4CC2B98D28A456D21EDS
46.116. 221. 129 |lsrael 147.237.0. 121 A5056E511937508C7685E9E794E0D, Cbser ved None 1
F42BA3B04F48FDC3B54655EBA7822F8C93F28356 DABOC30B99CES561EE402034EEEQCOF8F559F
A2ADF55C22D3DBA190BB051A506847FF78DCOE8CB6D038F67F14D5DAD0545FD39FF20A6D11
4BBA404B59A98BAD6B743A480DFDE426B27FFC75437EC2B
Gooki e I'njection on cookie . ASPXAUTH wi th val ue
3899E55AF6D09FCE9BE365D74D590CAAEO008F1C72D56EBE636605BBD9188838B0B4DBFEOB413
B37257058CD5A156CA2054891009C9B439BA23198864DE68779BBDFOD855CF538C489CD9A9
91.199.69.254 I srael 147.237.0. 1211 \r71 60 EEAFDCE92F54508825A8F709992F19335A0F0970112DBE0867FCA60902C7 7ADEACADE7 [ONe [
959172F23405C7A4030CC1A3AFF400C7BCC2509CEC5B2D89CA46E22505657D41F7E06C7A9C6
89800E1CC55FE1BD58DC3
192.117. 105. 117]l srael 147.237.0.121 Paraneter Type Mol ation accept in ww niluimishi.aka.idf.il/login B ock 1
Mil tiple Uhtraceabl e SS. Sessi ons from5.102.195.1 (Protocol viol ation
5.102.195.1 | srael 147.237.0. 121 (SSL?OO\IN_AF’F’LI CATI ON_DATA_EXCHANGE) ) ( None 1
79.182. 100. 204 |israel 147. 2370, 121 LhanV\n. Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v n | ui mi shi.aka.idf.il/login
132. 66. 235. 29 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
212. 143. 242. 207|l srael 147.237.0.121 Unknown Paraneter prmin waw mlui mishi.aka.idf.il/login B ock 1
79.180. 200. 149 |l srael 147.237.0. 121 Doubl e LR Encoding - paraneter: ReturnUl in vww mluimishi.aka idf.il/login B ock 1
Ostributed Paraneter Type Mol ation on vwwu mil ui mi shi.aka idf.il/general petition paraneter
109. 186. 152. 251 |1 sr el 147.237.0.121| | e F acerl g'eprem 2t Per ot Bakash 9 pe P Bock |1
46.19. 85. 228 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
85. 250. 142. 215 |1 srael 147.237. 0. 121 Lhknqvm‘ Pa_r arTet er f:tl 0_0_(an ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&FH | esToSend i n B ock 1
v il ui mi shi.aka.idf.il/login




Attacker Address

03-09-2016 to 03-10-2016

A tacker
Ceo

Target Address

St%S‘gnature

Devi ce

Action ‘Count

192. 115. 248. 2 | srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1
5.102.195.1 | srael 147.237.0.121 Miltiple |llegal Byte Gode Character in URL fromb5. 102. 195. 1 B ock 1
84.94.18. 3 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
D stributed Lhknown Parangter on wwy mil ui mishi.aka.idf.il/login paraneter
188.120.159.33 |l st ael 147.237.0. 121 ct1 00_Cont ent Pl aceHbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend Bl ock !
I11egal Paraneter Encoding |[[¥S<nR—{[[0#24]]113#[ «]151# [B 17 =[[34]-
WK4t O[ [#7]][[#6]]q- [[#29]] iAKax) &R zMY[ [ #25] ] *+[ [ #8] ] OK"Tn'ién, | [ [ #30:4 ] TRXP™
F [[#16]] £<q [#15] 1y [#23]] " [[#18] ] ) «[ [ #6] ] [ [ #4]] ¢[ «§0€e P{#«DQ WDBX 3+ N
5.102.195.1 | srael 147.2370.0.- 1211 \on pere [ [ #2711 [ [#22] 1 1I0EONS—t 8] [ {#5K65(] ] 034 [ 98U] ] V2] | 424 [ 7} —zmeeNRe>C ni None |1
i 7YiOf3Us1-[[#24]]+  D)i [[#11]]faxf Ew—c&%d] i [[#2]] [[#18]] 1GR3 [ [#24] [ 3] #3171 ]
r29[[#19]] % [#29]] [[o#307 ] - ET2\ [ [#14] ] o Gh[ [#4]] gz$
D stributed Uhknown Paraneter on wwwv mil ui mishi.aka.idf.il/login paraneter
79.178.33.196 I srael 147.237.0. 121 ct| 00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend Bl ock !
DOstributed Paraneter Type Mol ation on vwwu ml ui mi shi.aka idf.il/general petition paraneter
109. 65. 158. 207 |l srzel 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !
199. 203. 126. 110|I srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
109. 64. 112. 176 |1 srael 147. 237. 0. 121 U1kn(_)\/\n‘ Pa_r amet er ptl O_O_Q)nF ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
82.80.139. 153 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu nill ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
185. 27. 106. 116 |l srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
2.54.148.132 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
62. 219. 44. 242 | srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
147. 236. 172, 2 | srael 147.237. 0. 121 Uﬁknc_)V\n‘ Pa_r arTet er f:tl QO_Con_t ent Pl aceHol der 1_f uAddSt udyEnpl oynent Per ni t Docs&Fi | esToSend in B ock 1
v il ui mi shi.aka.idf.il/login
212.179.62.20 |lsrael 147.237.0. 121 D stri buted GCooki e Tanpering on token: . ASPXAUTH None 1
2.54.7.255 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
94. 159. 146. 21 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLGONN QLI ENT HALLO None 1
192.198. 151. 43 |Europe 147.237. 0. 121 Par arTet er ‘_I'ypg \iol ‘atl on ctl QO_O)nt ent A acetbl der 1_f uAddl DCar dDocsé&#i | esToSend i n B ock 1
v il ui mi shi.aka.idf.il/login
5. 102. 254. 164 | srael 147.237.0.121 Lhknown Paraneter ch in vww nmluimishi.aka idf.il/login B ock 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
E3E2FE88FA969C5B04A5B900C2B546 EBBEE36F34A825669EED98164 CC3EFC9096 FDBEAEOBOEEEOD
D4821EEA7D22604C3E450A88644A6 AA9D3E36234BC848A072707FBA1148FA44F27A82DB58F4
A26FA315CE6F17511559650F7517C5DC6101B894191018595B1133DF39AC7C630088BFCBIF2
80.179.88.236  Israel 147.237.0.121)  |gn s DBEODEF5415A67FF738E9644, Chser ved None (1
082B9F7907218620B103BC725761D12DB2043376C19A12A41273FA740EB40184C5B652A670A
650BOCA3E94C779AF83427F0B8E9D37F56B9E1BF5335C144C46F347E5DA71A8487F8F9B4BDB9
3CD7558BE65042DCDF1B622A1950C8FDB11A84704C72AA7
5.102.195. 1 | srael 147.237.0. 121 Mil tiple NLL Character in Header Nane fromb5. 102. 195. 1 B ock 1
DO stributed Lhaut hori zed URL Access on
79.181.184.78 |l srael 147.237.0. 2211 )y it ui i shi . aka. i df .|/ htt ps: / vew il ui mi shi . aka.i df.i1/ Bock |1
212 143.94. 130 |israel 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
46.19. 86. 73 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
89. 138. 103. 225 |l srael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHol der 1$t xt Pass i n wwwv mil ui mi shi.aka.idf.il/login B ock 1
46.19.85.168 |l srael 147.237.0.121| |Fameter Type Mol ation ctl003Cont ent A acetdl der 1StxtTitle in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter
84.111.124.68  |Israel 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !
5.102. 195. 1 | srael 147.237.0.121 Mitiple Illegal Byte Gode Character in Header Nane fromb5. 102. 195. 1 B ock 1
79.179. 165. 24 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
Mil tiple Lhtraceabl e SSL Sessions from109. 160. 167. 117 (Protocol viol ation
109. 160. 167. 117|l srael 147.237.0. 121 (SSL CONN QLI ENT FIN SH) None 1
207.232.36.181 |lsrael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Lhsupported Legacy SSL Version None 1
Illegal Byte Gode Character in Paraneter Nane W (W[ #6] ]« %AS f £[B °[ [#12] ] : p¢+[ [ D#27-¥2] ]
5.102.195.1 | srael 147.237.0. 121 nNXp- in ¢« "y 0/ 3Usl-[[#24] ]« 2)i [ [#11] J{axf Ew—c&%d i [[#2]] [[#18] 1@ [[#24 ] B ock 1
$j Uh[ [#4]] gzmV] ]2\ [[#14Y. T ] #30[[ 9] 1 r2 [ [ #19] ] %[ #297] 1 #3[ [ %4
77.125.167.68 |lsrael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
109. 65. 100. 189 | srael 147. 237. 0. 121 mknq\/\n. Pa_r anpt er gtl O'O_QHF ent Pl acetol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
wwv | ui mi shi. aka.idf.il/login
Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
A1961E77D6750964385AE5FE6B79D66E8C013C08B53879106D201E765F71A1D6D56EC3A0944
0A121B3A96E456CBB5CC2C5E554C0610B25E10C568460F5FC754B4448BF1970E494D12B39C2
1067AFAB44228B3FEBC73D8F73C533102359565E0F3CB72BA2C0C85FC80CB97BAAB7B2442DC
82.166.130.71 I srael 147.237.0.121)  \7F072FA70DDOES7FB24094CL66DD6F5, Chser ved None (1
CC14D16F13FADI9C17403EE9E6F5ECOAE6BB51A6 D08DD5EFALF4809C45BD4A60C1LAA044502C
59CE483DAE9B53A01A37BCC22D65DBB57B51316 FOECDF51FF3873FBE1830A365413817D4E90B
C1FF4D95DE064B070231B7713F4A81EA6FAD4A5A1B161A36F
188.120. 148. 65 |l srael 147.237.0.121 Uhknown Paraneter prmin ww il ui mishi.aka.idf.il/login B ock 1
31. 168. 116. 98 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
D stributed Lhknown Parangter on wwy mil ui mishi.aka.idf.il/login paraneter
81.218.143.30 | srael 147.237.0. 121 ct1 00_Cont ent Pl aceHbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend Bl ock !
176.13.7.7 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
2.54.35.126 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
62.90. 2. 232 | sragl 147 237.0. 121 Fararr_et er Typg Mol gtl on ct | 00$Cont e_nt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy il ui mi shi . aka. i df.il/general petition
109. 64. 41. 115 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: si gal gs DoS Attack None 1
2.53.9.139 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
46. 120. 120. 99 | srael 147.237.0.121 Uhaut hori zed URL Access to waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1
NULL Character in URL *blp,)qo%o, swiRb3 | g[ [#16p°t]] 61# [ 7211 03#[ [ e€]] Y[ [ 81#] ] t N@
5.102.195.1 | srael 147.237.0. 121 - > : - o B ock 1
[[#5]][[#0]]cUlf, ] bl [#15]]wW@7s[ [ x0#27y=x€] ] ebnpk”, pA[ [#18] ] [[#5] ] V" IN@
79.182. 138. 48 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1
132. 73. 196. 74 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
212.150. 66. 161 |l srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
5.102.195. 1 | srael 147.237.0. 121 Mil tiple Illegal HITP Version fromb5. 102. 195. 1 B ock 1
79.181. 35. 188 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
212.68.157. 162 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to vwwu nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
46.19. 86. 10 | srael 147.237.0. 121 Uhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
85. 250. 203. 252 |l srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
192. 115, 248, 2 lsrael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
192. 88. 166. 43  |Eur ope 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
i 3 I (| ! ¢ ‘b7
5 102, 195. 1 | srael 147. 237. 0. 121 !él[l[;gil]]tz_ Path Encodi ng @[ [#14]] i»2z3U't ¢[ [ #29] ][ [ D#29b0e ] ] M db¢R) X971 LbleZ < B ock 1
79.178. 163. 250 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSLGONN CLIENT_ HALLO None 1
DO stributed Lhaut hori zed URL Access on
109.67.29.178 |l srael 147.237.0. 2211 )y it ui i shi . aka i df .|/ htt ps: / vew il ui mi shi . aka. i df.i1/ Bock |1
199. 203. 151. 133|l srael 147.237.0.121 Uhknown Paraneter prmin waw mlui mishi.aka.idf.il/login B ock 1




03-09-2016 to 03-10-2016

Devi ce
Action

1
A tacker ‘Count

Attacker Address Geo Target Address St%S‘gnature

Unknown Paraneter ctl 00_Cont ent Pl acetbl der 1_f uAddSt udyEnpl oyment Per m t Docs&F | esToSend i n
vy il ui mi shi . aka.idf.il/login

Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

ct| 00$Cont ent A aceHbl der 1$t xt Per ut Bakasha

37.26.149. 199 | srael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$ct100 in v mil ui mi shi. aka.idf.il/forn010 |B ock 1
DO stributed Lhknown Paraneter on wawx ml ui mishi.aka.idf.il/login paraneter

109. 64.112. 176 |l srael 147.237.0.121 B ock 1

193.104.77. 4 | srael 147.237.0.121 B ock 1

82.81.42.171 I srael 147.237.0.121 ct1 00 _Cont ent Pl aceHbl der 1 f uAddPar t ner Appendi x| DDocs&Fi | esToSend Bl ock !

213.151.38. 66 |israel 147. 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

2 54.172.0 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

par anet er accept
212.199. 34. 114 |lsrael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&H | esToSend i n

wwv | ui mi shi. aka.idf.il/login

DO stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx
par anet er accept

Gooki e I'njection on cooki e . ASPXAUTH wi th val ue
E7782E5A31802A86A63A05AA8D6EF5D053B920605BD51768315820D67B5FDD1757BFACCE6AC
69EEB60C6B5C8695F37844449FACA83719AADA3927397AFF639BB532E5449BCD00400F23C99
193.34.57. 101 | srael 147.237.0.121 626CE97CAB311588D0FAD56A11ABC1E6B860230722818BA4D540A7CODE3D605780C2745D6B None !
2BC9534040750B07AA8BAA1D7CBOE59914DDC88BFCO0C10936CA3BDB6AA00655A452A19167
BDAA866B3BAC4A2B7374E61A4

46.121.47.74 | srael 147.237.0. 121 B ock 1

95. 86. 64. 236 | srael 147.237.0.121 B ock 1

5. 144.58. 116 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

192 116. 241. 241 |1 srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

5.102.195. 1 | srael 147.237.0. 121 Mil tipl e Too Mainy Headers per Request fromb5. 102. 195. 1 B ock 1

79. 182. 24. 254 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 1

132.64.24. 233 |1 srael 147. 237.0. 121 Pa:mt er T_ype_ Vol gti on ctl 00$Cbnt_ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
wawv ni | ui mi shi . aka. i df.i|/changeuni t

212. 143. 169. 247|l srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1

212.25.91. 30 | srael 147.237.0. 121 Mil tiple Uhtraceabl e SSL Sessi ons from212.25.91. 30 (Qpen Mbde) None 1

46.19. 85. 186 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Atack None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
C612285C5EEE41A2385454E35CCD972EBI95E7ES8E60476CF1DCD368A1087F7020718E98741830
FOC46489C792DBOC8D010FFE07DCD3A64F95C81882DC40415D3E6FOFDOE84B6F5A5EBD275E4E
EF8BCBC9D25AD732F3A8B86C161E80149DA7FC179461BB25D039196F037E314751A6DCF3258
85. 64. 124. 106 | srael 147.237.0. 121 77F169AF4517AF68C079089F0F915, Chser ved None 1
1E7F14CAB3B48BF314E4A7D583A59BEDO68FA932CESS8E45EC316F1E72E82F7B444EE65E6593164
E4515A8A00655E7ED98E1A4D319CEF860D23A0B1018880C60773023CDD945271E0CA9B5CC7
BC957DF09822503FF2C1A4CFAECA2A24387CO9E2741E37A

192. 115. 67. 2 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLCONN QLI ENT HALLO None 1
5.102.195. 1 | srael 147.237.0. 121 Miltiple Illegal Byte Gode Character in Header Val ue fromb5. 102. 195. 1 B ock 1
79.179. 206. 244 |l srael 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
109. 160. 167. 117|l srael 147.237.0.121 SSL Uhtraceabl e Gnnection - Protocol violation (SSL GONN LI ENT FIN SH None 1
Il1legal Byte Gode Character in Paraneter Value at 9 for c>«ij "y 0/ 3Us1-[[#24] ]+ )i [[#11]]fa
5.102.195.1 | srael 147.237.0. 121 xXf Ew—C&%ba] i [ [#2]] [[#18] ] "G [ [#24] [ 3] #317] 1 r2 [ [#19] ] 34 [#29] 1 [ [ #3071 ] - &2\ [ [#14] | v B ock 1
juh[[#4]]_oz$
79.176.183. 164 |Israel 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
37.142.184.53 |lsrael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
82. 166. 146. 90 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
31.168.170. 190 |israel 147.237.0.121| | Pooei o dgrple& Tl g pe P Bock |1
176.13.14. 3 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
2.54.35.168 | srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
62. 90. 131. 58 | srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1
109. 64.112. 176 |l srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
193. 43. 246. 250 |l srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1
46.120. 133. 18 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
94. 159. 146. 21 | srael 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from 94. 159. 146. 21 ((Qpen Mde) None 1
192. 118. 78. 57 | srael 147.237.0.121 Lhknown Paraneter ch in www nluimishi.aka. idf.il/login B ock 1
5.102.195.1 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
79.183. 14. 232 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
147.236.172.2 |l srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1
5.102.195.1 | srael 147.237.0.121 Mil tiple Mal formed HTTP Header Line fromb5. 102. 195. 1 B ock 1
79.181. 164. 66 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
109. 253. 133. 247|l srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
212.143. 66. 129 |lsrael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1
46.19. 86. 54 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
87.69. 167. 238 I sragl 147. 237.0. 121 U1knc_)\/\n. Pa_r angt er gtl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
102.115.248.2  |Israel 147.237.0.121 ct | 00$Cont ent A aceHol (;g)re1$t xt Per ut Bakasha ) i P Bl ock !
46. 19. 85. 123 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wan nmil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

par anet er accept
84.94. 226. 250 | srael 147.237.0. 121 DO stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
Gooki e I njection on cooki e . ASPXAUTH wi th val ue

F5E80D18D16B8DE3DID6E7 7E4BBEF1A39347D620F8B9BC2BES01E9B760BDB4C7838450E948F02
B10871C42C8E30FABOF72E804355BCC81D4D8EESE90006D5F5275886A1863B7B6ES52C9031F91
192.114.2.35  |lsrael 147.237.0. 1211 |6 650FD072CB8EDO2E7FC33046B48E199837183FC8B7 1A267D146F154EEE6 73D5139E0831588 [One [

BOB8AC31C46DF75BD5ADEED2AF141791E206DB2BF3CDIAF710E2A56035B70339FF273328822

7B2B32085D1F68A
5.102.195. 1 | srael 147.237.0.121 Mil tiple Abnornal |y Long Header Line fromb5. 102. 195. 1 B ock 1
O stributed Lhaut hori zed URL Access on
79.178.164.98 I srael 147.237.0.- 1211 |\ il i rmi shi . aka, i o . 1/ Pt ps: /v ni ui mi shi . aka, i df i1/ Bock 1
109. 67.29. 178 |l srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.i|/usercontrol s/ header/ B ock 1
199. 203. 215. 1 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
5.29.32.18 | srael 147.237.0.121 Uhaut hori zed URL Access to waw m | ui mishi.aka.idf.il/1214-he/ ml ui m aspx B ock 1
77.125.102. 225 |lsrael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
109. 64. 197. 252 |l srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1
194. 114. 146. 227|| srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
37.26. 149. 222 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
82,81 42. 171 | srael 147. 237, 0. 121 UnanV\n‘ Pa_r arTet er f:tl O_O_OJnt_ ent Pl acetbl der 1_f uAddMar ri ageGert Docs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
31 168. 8. 110 I sragl 147. 2370, 121 UnanV\n. Pa_r arTet er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vwn il ui mi shi . aka.idf.il/login
80. 246. 136. 168 |l srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
176.13.4.41 | srael 147.237.0.121 Uhaut hori zed URL Access to wawn nil ui mi shi.aka.idf.il/forn801 B ock 1
62.0.102. 122 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 1
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95. 86. 81. 179 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

193. 34. 57. 101 | srael 147.237.0.121 D stributed Gooki e Injection on token: . ASPXAUTH None 1

89.138.213.176 |lsrael 147.237.0.121 Uhaut hori zed URL Access to waw m | ui mi shi. aka.idf.il/newpassword/ B ock 1

5.102.195. 1 | srael 147.237.0.121 Mul ti pl e Unknown HTTP Request Method from 5. 102. 195. 1 B ock 1
D stributed Uhauthorized URL Access on

79.182.57.46 [Israel - |147.237.0. 1211 |\ il (i vmi shi . aka, i o . i 1/ htt ps: /v il ui mi shi . aka, i of i1/ Block |1

132, 64.83. 22 I sragl 147. 237 0. 121 UnanV\n. Pa_r arTet er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vwn il ui mi shi . aka.idf.il/login

212. 143. 225. 205|I srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1

46. 116. 85. 188 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

109. 160. 168. 222|l srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

46.19. 85. 193 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

192. 115. 190. 190|l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - pen Mde None 1

5.102.195.1 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in Method fromb5. 102. 195. 1 B ock 1

79.180.97.76 |l srael 147.237.0.121| |PXameter Type Molation ctl00SCont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition
D stributed Lhknown Parangeter on wwy mlui mishi.aka.idf.il/login paraneter

188.120.159.33 |l srael 147.237.0. 121 ct| 00_Cont ent P acetbl der 1_f uAddMar ri ageCer t Docs&H | esToSend ane Bl ock !
Illegal Byte Gode Character in Qiery Sring °w (W[ #6]]%AS-f£[B °[[#12]]: p¢=[ [ D#27x 211 - P
=€Uy [ [#27] ] VZfP<-nfrtu[ [#25] ] P8l [[%S<nR— [ [ 0#24] ] 13#[[ «]151#[E]1>7+[[3#]]~
wkat o[ [ # #6]1q-[[#29]] ¥Kgx) &R z #25] 1 *H[ [#8] ] OK"tN'ReYN, | [ [ %304 ] TRXP™

5.102.195.1 | srael 147.237.0. 121 Fl [#[12] ]7‘]‘5]([6:[[#1]5](1] )[’[T [#2]3]] ]I\/[K[q#l)s] ] 1/3,'(([([[[#6]]]][ [#[}‘E] ] u],[]<g§0€e- P‘{#«D(g[‘ﬂ:HXAi_E o B ock 1
O} HEK [ [#27] 1 [ [ #22] ] IOECNS—t 8[ [ #5K6S(]1] O3#] [ ,i ¥BU] ] :V2] ] 42#[ [ 7} —znREX«>C no Yn'i>
i TyiO/3usl-[[#24]]" )i [[#11] )iwxf Ew—cBed i [ [#2]] [[#18]] G2 [ [ #24] [ %] #3]

79.177.126.5 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

109. 65. 123, 101 |Israel 147.237.0.121| |Pameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition

199. 203. 84. 160 |l srael 147.237.0. 121 Uhaut hori zed URL Access to waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1

46.19. 85.0 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - pen Mde None 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

193.47.165. 251 |l srael 147.237.0.121 ct | 00$Cont ent A aceHol (;g)re1$t xt Per ut Bakasha ) i P Bl ock !

31.168.187.242 |lsrael 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1

82. 80. 58. 45 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

185.3.147.67 I srael 147.237.0. 121 ct | 00$Cont ent A aceHol geprel$t xt Per ut Bakasha ’ i i Bl ock !

213.8.204.72 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

2.54.147. 204 | srael 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

62.90.202. 180 |1srael 147 237 0. 121 Pararrpt er T_ype_ Mol gti on ctI00$CDnt.ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv ni | ui mi shi . aka. i df. il /changeuni t

109. 64. 112. 176 |1 srael 147 237.0. 121 LhanV\n‘ Fh_r arTet er gtl O_O_Cbnt_ ent Pl acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login

2.54.5. 81 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw il ui mishi.aka.idf.il/tenplates/personal detail s/ B ock 1

46. 120. 145. 254 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

94. 159. 146. 21 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
D stributed Uhknown Paraneter on vwwv mil ui mishi.aka.idf.il/login paraneter

192.198.151. 43 |Bur ope 147.237.0. 121 ct1 00_Cont ent Pl aceHbl der 1 f uAddPar t ner Appendi x| DDocsé&Fi | esTgSen% Bl ock !

5. 102. 254. 164 | srael 147.237.0. 121 D stri buted Uhknown Paraneter on waw mil ui mishi.aka.idf.il/login paraneter prm B ock 1
D stributed Lhknown Paraneter on wwx ml ui mishi.aka.idf.il/login paraneter

147.236.172.2 |l srael 147.237.0. 121 ct| 00_Cont ent Pl aceHbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esT?)SenF()i Bl ock !

212.179.54.237 |lsrael 147.237.0.121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/login B ock 1

5.102.195. 1 | srael 147.237.0.121 Mil tiple Mal forned URL fromb5. 102. 195. 1 B ock 1

79.181.168. 201 |lsrael 147.237.0. 121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

46.19. 86. 73 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from46. 19. 86. 73 (si gal gs DoS At ack) None 1

87.69.224. 119 | srael 147.237.0.121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1

84.108. 170. 47 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1

5.102.195.1 | srael 147.237.0.121 Mil tiple Abnornal |y Long Request fromb5. 102.195. 1 B ock 1

109. 67. 162. 159 |l srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1

199. 203. 240. 161 |i srael 147.237.0.121| |Famter Type M olation ct! 005Cont ent A acetbl der 15t xt Per ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition

77.125.116. 13 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1

109. 65. 88. 133 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu nill ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
Ostributed Paraneter Type Mol ation on vww nil ui mi shi.aka. idf.il/general petition paraneter

82.102.168.62 |Israel 147.237.0.121| | Vet et geF:em S Por ot Bakasa g pe P Bock |1

185. 120. 126. 122 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
29EE1944578232F5BDC3D51B8566973E0073A2B60C2E28F5395AC39A78D2ESDE9OFDA727FE23
10F798BE91CB317DCOFBAD5E072B00F8F53F2981396BAF4CCA4879951798B68695E75F222BA84
1177D583F28F77AC8CLE80C1AC0138DC620FBFFFA0A5287A60F67A8EFDD4AE7CBCEF013912E

31.168.28.82  flsrael  |147.237.0.1211 1408 DAFA350D4B1CABDCO653659F4, Cbser ved None 11
0BFBC995AD76649486A1BCC6C63BDBC8038741FF557E7375F3007D000EB96A92968FBCE77AA
24C29FAAA1FC88B0OE1F475CDABC9B2647B22FDB136299F087EE17C4B37C23937938BCBD50DE
DD472830ABE74D3432ED9913B2CF2BF1E416BE3AB427EBEB

212.235.98. 152 |Israel 147.237.0. 121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

2.54.33. 222 | srael 147.237.0.121 Uhaut hori zed URL Access to waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1

62. 90. 2. 165 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

95. 86. 110. 73 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
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