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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 72

109.65.123.101 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 14

46.19.86.197 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 13

79.176.197.214 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 11

176.13.12.61 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 10

80.246.136.58 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 9

2.54.134.232 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 8

82.80.217.70 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

147.236.31.246 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

184.105.139.106 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.120 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

152.178.71.13 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 3

81.218.162.29 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

179.43.141.234 Switzerland 147.237.0.121 ET SCAN NMAP -sS window 1024 1

74.122.100.172 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

85.203.32.241 Netherlands 147.237.0.121 portscan: TCP Distributed Portscan 1

192.198.151.36 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1

208.67.1.57 United States 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

85.203.32.241 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2656

17.78.97.205 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1876

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1506

17.78.97.17 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1403

72.143.50.126 Canada 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1395

192.114.91.245 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1170

149.78.5.129 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1168

72.37.140.34 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 984

217.33.23.241
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 913

149.78.11.143 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 804

149.78.214.19 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 724

85.130.211.93 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 720

91.15.95.106 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 698

15.65.244.13 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 666

2.54.38.82 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 648

149.78.161.21 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 645

216.177.129.3 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 640

192.88.162.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 613

85.130.176.11 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 612

149.78.94.254 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 584

62.189.92.72
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 540

149.78.146.60 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 515

87.121.106.16 Bulgaria 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 472

23.27.45.199 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 460

62.17.146.151
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 445

149.78.206.168 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 442

193.186.163.3 Greece 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 442

149.78.228.34 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 430

207.46.13.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 414

149.78.195.27 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 396

149.78.184.21 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 394

149.78.57.184 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 389

194.69.102.207
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 388

165.225.80.81 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 388

149.78.19.145 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 347

17.78.97.149 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 328

194.9.253.237
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 295

149.202.98.160 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 292

5.9.158.75 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 285

192.55.54.58 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 280

208.81.64.248 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 272

149.88.230.222 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 268

149.78.237.220 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 264

149.78.214.137 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 252

149.78.37.106 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 247

17.78.99.68 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 244

149.88.89.230 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 243

149.88.5.249 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 242

140.101.20.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 228

149.50.81.136 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 226
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

192.116.232.69 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/$$$&?&?$$$ Block 9

212.199.151.145 Israel 147.237.0.121 Suspicious Response Code Block 6

193.34.57.101 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 6

217.132.45.205 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter
ctl00$ContentPlaceHolder1$txtPass

Block 5

95.86.123.214 Israel 147.237.0.121 Multiple Unauthorized URL Access from 95.86.123.214 Block 5

5.144.58.32 Israel 147.237.0.121 Unauthorized HTTP Method Block 4

192.115.248.2 Israel 147.237.0.121 Distributed Unauthorized HTTP Method Block 4

212.76.108.185 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.76.108.185 Block 4

195.200.205.2 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 4

194.50.175.183 Israel 147.237.0.121 Unauthorized HTTP Method Block 4

176.13.5.79 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

2.54.44.250 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

213.8.21.71 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

192.116.232.69 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/$$$&?&?$$$ Block 3

80.179.196.45 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

37.46.41.100 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.52.30.196 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.180.11.100 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

213.57.104.172 Israel 147.237.0.121 Suspicious Response Code Block 2

192.118.78.57 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

85.64.7.183 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

93.173.49.28 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

85.65.123.154 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

176.13.7.196 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

132.64.26.58 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

31.154.29.94 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

84.108.69.180 Israel 147.237.0.121 Suspicious Response Code Block 2

193.169.70.108 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 2

46.19.86.197 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 2

79.182.215.126 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

93.173.179.236 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
0F1FCECF5AFB3FCCDCD29FA2C7568CB5B7F13393695ABEE2B159A23FA8B0C7D7B837A2988F7
3B29F74161BBBD740830F6465E6E6E7D2A276123F17098A83EBBE88FD397CF23BA429560F15C7
BD268D1894C6CD1457679E0301487E519DFAC21F9B3C7C11D746E5A5C7E45393AE80352B2A
D221BE8E35D12AA751736D96A44BC0, Observed
0452FB75047162F7BF2F2B3782177ECA82AA7C8D67E2CC526C8D6608463384BD2E4915BEB458
AFD89339A6D6E78C51DEB94B0F6907BFE0FD16EC7365485AE6937F6759110733D0696EBA5E64
D3776AF3C0384D6FA670439862D8B798AA6A39213A2310

None 2

2.54.33.149 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.178.62.65 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

84.110.110.148 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

2.54.15.237 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.86.241 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

37.26.149.222 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.52.28.191 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

79.183.111.86 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

2.54.42.0 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.85.150 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

89.139.2.230 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtBName in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 2

79.178.124.11 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

31.168.86.252 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

84.111.171.7 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

2.54.160.115 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

82.166.198.101 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

193.34.57.101 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
FEDD495D8B1319D93AD9933094AB544B20218485C5D6CFD3AB55A18ECDAA5E8EDC58C3A9B
6AB061F09095070FD92B98112970A20E3310D1AFC37D1EAA642C65BCE26774906E1DB64A831
B5256966CC4E14EC6070E9AAC29608D3FB36E9DB7E459AA646F7D6B74E48A84FE9D44FDB05E2
B9F50E2A06C92AE699B8EE3E5A57E4C0CA4386C84D1FBACB9816671A31A84F44C032B30D0A3
EBD794617AC4CB424ACEB

None 1

62.219.114.133 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

109.160.207.162 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.86.252 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

93.173.32.63 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

212.143.169.207 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.54.17.81 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

82.80.193.236 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddAddressAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

192.116.247.210 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

192.114.185.100 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

87.70.86.53 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

212.25.106.78 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

85.64.206.2 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

198.20.69.74
United
States

147.237.0.121 Unauthorized URL Access to 147.237.0.121/ Block 1
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Attacker
Geo

Target Address SiteSignature
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31.168.175.138 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

31.154.29.94 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

84.94.198.122 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

193.169.70.108 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter
ctl00$ContentPlaceHolder1$txtPass

Block 1

77.127.84.151 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.253.202.203 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

46.120.49.162 Israel 147.237.0.121 Distributed Double URL Encoding Block 1

109.64.244.169 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

212.179.71.70 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

82.81.161.130 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.52.152.56 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

81.218.146.241 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 81.218.146.241 (sigalgs DoS Attack) None 1

192.116.102.72 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.85.158 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

89.139.59.182 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.76.108.185 Israel 147.237.0.121 Illegal Parameter Encoding __EVENTVALIDATION in www.miluim-ishi.aka.idf.il/personaldetails None 1

37.26.148.161 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

85.65.230.110 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

199.203.169.69 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.182.61.132 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

192.91.60.10 Europe 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

79.178.199.207 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

138.134.102.15 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

31.168.92.147 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

194.90.153.133 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

83.130.126.138 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

62.219.198.6 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.253.138.100 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

212.235.98.139 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.86.252 Israel 147.237.0.121 Multiple Double URL Encoding from 46.19.86.252 Block 1

212.143.255.246 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.25.49 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

82.80.196.44 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.117.188.130 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

2.52.130.56 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

80.246.136.165 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

37.142.133.120 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

87.70.102.133 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
33327EEB1B16CFDE90A51B0BD9F15AF358CED1A95C602E993BD482511F6B6F79562647044860
404C1E2122AD39A99424091946B6AB93F6871215B5F588BB1ECB81056C9EBA03248ED792C63
D31E2FE1AE84FD877ACDD0E2BBDB2277BF4D954730A9259886C03A870B0C7AC5C2DD4986E9
B024F33CA05277C17CF55BD03EF96F7E49AE3AD752640DEF31F57A09AEB7B56797BC2AFF5E8C
FAB9596566D9FD16541

None 1

212.29.211.62 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.210.186.2 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
A25048D28C952ECDD5227E8AEBD5E0E474B433C8C8432B5FD1C3D52642CE0647B1D53C5EFD3
5F01865952483F46C679BC174E611C95618574605054056D6B580D1DC45B0135EB4800FB9C5F
F989180BCD1A6C588385F32AFE985A9F9E9E56797D069F411C9E477B47693C07ED2816067D7C
A2414F8041C05E7CC0790F53C9AC4, Observed
41726FCBDFC1E9936D0F48035FAA9AA47729035498A57A7CC5450A5A6AFC1EEA79178C90E0
C6F901EC15DA03A16DD2F45272AE849DD48B9BB1D447671E39EE67F1B9567184E740F9757303
BC0CE1A9D5E4F232BDD87765AB472563C614D79166FA0136

None 1

199.203.62.228 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.180.135.236 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

79.176.209.85 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

213.57.206.14 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

192.198.151.43 Europe 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

62.90.36.225 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

109.66.1.16 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

212.179.223.246 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.138.23 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

82.102.135.94 Israel 147.237.0.121 Suspicious Response Code Block 1

2.54.11.185 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

81.218.146.241 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

89.139.190.103 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

37.26.148.167 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.130.211.93 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

209.88.196.250 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.52.4.127 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

192.114.91.245 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.179.178.97 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

164.138.125.173 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

31.168.103.115 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/$$$&?&?$$$ Block 1

85.64.122.197 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

195.93.234.8 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

31.44.131.207 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.94.103.254 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

193.43.245.250 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

62.219.229.221 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

109.253.145.179 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1
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46.116.16.186 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.150.112.56 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

82.81.17.124 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.117.188.130 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

2.52.147.121 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

80.246.136.168 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/templates/personaldetails/ Block 1

192.115.252.2 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.85.70 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

87.71.85.178 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
7C76D914E7ADF5A126E66366386D925C7672ABFA358AFC1E729F35E54DBEF7F51F6E5FCD0543
45C64EE094E0F65BBA788946AECD1A3DE03DC740F6AE87D310738535EA6482DD242B585AEDA
DFF47A8E61AB32CC089E6D75571005C8444BDE2B4A19DD7CDC5E5EAC493CDCFA1A61DE77D
0AB6785B4DB292E6C70E14744A567B65, Observed
33F6ED6AFFAF4B42BEA4C5029CEA77D52BA11A8305601D8BDD450B0DCAB9FBD1727F6FB01D3
E61F568A1A08F7DCF264964ACA9FA451B295CE84F1AA4DCD512478DACDD8A9A4C15C0F22A
09C40BEC3FF31B53D9207483EE576D9F24C9195D3402269741

None 1

212.76.97.63 Israel 147.237.0.121
Unauthorized URL Access to
www.miluim-ishi.aka.idf.il/&sa=u&ved=0ahukewjczpqk0k_lahuis5okhsgrab4qjbaida&usg=afqjcngd
z6y3tfrrk_nryfjxifray36-vw

Block 1

37.26.146.176 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

85.65.126.164 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

199.203.91.98 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

79.180.135.236 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

185.120.126.116 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

132.72.153.147 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

31.168.70.88 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

194.50.175.183 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

82.166.91.234 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

193.34.57.101 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
1A326EFD57AB9C460B7C6E2472B7D2CBBFE293188775B3202BE09B7AB237F5B006711E0E42CA
9F44A1739F2CE08F37ED7E72D299BC9A755E6DF3B28AFCD03EE7F56C5DBDAC64E9F3E0EEC768
D685263A20F0EAEBE8351B95E2338AC264ACEB1EDB50E88015DFCEDC26F2603B84EEA97FB32A
D9E1BCB0B38AC06323F803F43FAD9F7C03D3325F3AF62F77A0E56217B690529BC317F1429040
DFE752DB26FFDAD1

None 1

62.128.45.204 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

109.67.9.14 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.199.71.246 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.154.255 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

89.139.244.92 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

212.76.108.185 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

82.80.177.118 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

192.114.91.247 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

87.68.73.39 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
0DCCA6120F68B5396777D416464802CC0A1E589F2292D4A1A045D157834071C27C4A00E5D6
3E92F2D3C679B8796D0B937F750341CC2E6B723EE56F24FE826D3100FC7EFC8F2FD04E5BF41DD
C1D1DB83A5C81B1C5E50F91FB8A82B45633757258FEB6070899EECE3399E9729A9519E614526
36FFA7798FA7BAB5E51A9A2818DAA, Observed
A19FD141D48533489B4370937562DAA7CC542BF7D64EB3CA87DF074A2AB64D98EF0C4C8C66
53BC43BAC9A6CFEE960E283658EC3334F87E4887DE36440AA919793BCF8B5CA83BED7AA6771
E207341C6A6C3F1AE44C2B08ACD7E7500292174344DA7F9AA

None 1

212.25.91.30 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.179.182.180 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

176.13.2.124 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

31.168.116.98 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

85.64.122.197 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

31.44.136.39 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.94.194.236 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

193.47.165.251 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.219.236.221 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/shamapchange

Block 1

109.253.198.189 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

213.8.115.122 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

46.116.246.29 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

212.150.140.19 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddAddressAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

82.81.102.141 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

192.118.78.57 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

2.52.152.56 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 2.52.152.56 (Open Mode) None 1

81.218.97.123 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

192.116.60.185 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

212.76.108.185 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
2AD531312F184FAA8374F79F8DA339E5CCC996CFBDEC8510D73806EB8EFCDE743BD668F8876
644DA1EEE5119B3D8EA9143CB4C542B01E4D827F48CC8C625BF89F7E194BF0B7CF4E8F2B30583
DD0DC4B1F1302751B8AF4C0EEE3BFD58EEF2B5144CB60B6AFB134FA5EAE669A3A8F2EA9D2079
125B868F8215E24DAD5DDE092B7877B849A0F924451766BC78C821803B869EB4A4686CA0478
4C972B99651FA4A2B

None 1

37.26.146.176 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.65.167.3 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

199.203.169.69 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 199.203.169.69 (Open Mode) None 1

79.181.232.97 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

188.120.133.35 Israel 147.237.0.121 Suspicious Response Code Block 1

132.72.169.89 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

 03-08-2016 to 03-09-2016 



 03-08-2016 to 03-09-2016 

 03-08-2016 to 03-09-2016 


