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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 81

46.19.86.240 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 24

2.52.21.42 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 21

185.24.206.44 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 20

109.64.224.141 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 17

2.52.37.16 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 11

79.176.197.214 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 9

79.177.116.56 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

79.177.110.36 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 5

87.70.35.44 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 5

192.118.64.213 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

82.81.54.21 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

79.176.203.116 Israel 147.237.0.121 IIS-SSL-CSL-DoS dest-reset BBL-Israel 1

185.35.62.176 Switzerland 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

188.138.102.50 Germany 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

51.254.242.161 United Kingdom 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

180.97.106.162 China 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 3

59.45.79.117 China 147.237.0.121 ET SCAN Potential SSH Scan 1

192.114.5.10 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

80.82.78.8 Netherlands 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

82.80.163.181 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 6275

69.31.51.3
Anonymous
Proxy

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2624

82.180.24.14 Denmark 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1801

17.78.82.236 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1476

169.145.3.40 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1459

17.78.81.100 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1406

167.220.196.83 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 849

149.78.31.23 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 707

149.78.206.168 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 692

149.78.230.236 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 692

149.88.139.194 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 648

149.78.181.45 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 612

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 572

17.78.81.255 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 523

149.78.149.6 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 518

149.78.43.54 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 510

149.88.71.91 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 478

149.88.90.240 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 468

134.222.104.250 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 390

72.37.140.33 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 359

149.88.240.134 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 350

77.125.115.172 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 333

149.78.234.22 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 328

165.225.76.55 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 309

149.78.20.70 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 308

192.88.162.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 303

149.78.136.128 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 297

85.115.56.180 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 291

64.134.224.145 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 290

54.243.190.43 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 263

149.78.234.163 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 261

216.200.17.110 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 260

165.225.72.80 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 255

149.78.41.49 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 235

140.242.217.2 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 227

131.228.182.250 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 225

59.152.202.68 Hong Kong 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 222

149.78.109.141 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 221

149.88.117.75 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 216

149.88.51.19 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 210

149.78.234.61 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 202

108.171.128.165 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 193

149.78.59.42 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 190

149.88.150.64 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 186

199.207.253.101 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 184

165.225.80.55 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 183

46.19.85.240 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

77.181.38.14 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 173

149.78.24.24 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 170

87.121.106.16 Bulgaria 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 170
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

192.114.91.233 Israel 147.237.0.121 Suspicious Response Code Block 15

188.120.133.35 Israel 147.237.0.121 Suspicious Response Code Block 9

31.168.103.130 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changeunit parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 7

212.179.21.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.21.194 Block 6

79.176.204.48 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 4

5.29.128.73 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 4

5.29.32.146 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 3

80.179.114.11 Israel 147.237.0.121 Unauthorized HTTP Method Block 3

84.94.203.244 Israel 147.237.0.121 Unauthorized HTTP Method Block 3

5.29.114.93 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 3

46.19.86.10 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

212.179.21.194 Israel 147.237.0.121 PHP Attempt Block 3

109.65.240.204 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 3

81.218.56.171 Israel 147.237.0.121 Multiple Unauthorized URL Access from 81.218.56.171 Block 3

46.116.182.83 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.54.56.166 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

128.139.251.9 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

109.65.27.254 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 2

193.34.57.101 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

37.26.147.196 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

192.115.177.203 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

91.197.103.1 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

46.19.86.235 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
54D37C260E72E186158B2C25D41726B0E287E8BAC3EC43DB12FFAA7BDEC098F3C892B5532DE
482C742833CEB2A667FE2A4F1072C3C41097CA27DF65EB667C6C196E7C6F8652DDA894E175
7DCC5F598CE49BE6F0A3229FA376A7C03F0B214A26D27A0BE27FBDB22E995F0E863DF9A482C
894F96293F49346EECB7EB6AF8970180, Observed
9642F5B9FC34C120C50B6CF502587D38CADF0D7ACAD0E459E6A8F0FF0B6D79F6BF6BB8A9097
F6802396B2A29A8D21A220FDF101F9AACEF849E7BF848CA329B6B346BF3F86AC9DD00EBC28E
EB6750B08FF5A8C4176A6823A258FDED471D812F8C54BF2C

None 2

46.19.85.39 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.54.25.143 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.183.143.155 Israel 147.237.0.121 Suspicious Response Code Block 2

80.246.137.216 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

176.228.142.17 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 2

132.72.34.185 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

79.182.14.68 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

37.142.64.64 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

193.47.165.251 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword/ Block 2

79.178.30.240 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

91.208.139.250 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

81.218.56.171 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

80.246.136.126 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.183.179.63 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

82.80.156.162 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

93.173.139.232 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

185.13.193.191 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

80.179.33.33 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 2

194.90.239.2 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

91.231.193.150 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

212.179.28.34 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

85.65.110.115 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

212.76.117.100 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

80.178.146.154 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

109.253.206.146 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

37.26.147.168 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

89.138.224.253 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

212.235.98.139 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

185.23.60.4
United
Kingdom

147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

46.19.86.207 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 2

2.54.186.115 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.253.138.100 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

94.230.93.105 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/shamapchange parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

37.26.148.232 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 37.26.148.232 (Open Mode) None 1

83.130.126.138 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

192.198.151.44 Europe 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

2.54.10.208 Israel 147.237.0.121 Unknown Parameter Retu in www.miluim-ishi.aka.idf.il/login Block 1

79.179.126.242 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

62.219.184.130 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

93.172.183.122 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

213.57.61.20 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/l Block 1

81.218.175.8 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

80.246.136.176 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

176.13.18.80 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

87.71.82.200 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/shamapchange

Block 1

212.179.92.162 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1
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46.19.85.207 Israel 147.237.0.121
Illegal Parameter Encoding ctl00$ContentPlaceHolder1t2 in
www.miluim-ishi.aka.idf.il/personaldetails

None 1

85.65.126.164 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

212.117.143.250 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

80.178.148.59 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

2.54.10.208 Israel 147.237.0.121 Unknown Parameter ReturnUr in www.miluim-ishi.aka.idf.il/login Block 1

79.181.232.97 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

37.142.64.12 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.109.115.49 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

82.80.196.44 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.54.10.208 Israel 147.237.0.121 Unknown Parameter R in www.miluim-ishi.aka.idf.il/login Block 1

94.230.86.240 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

217.132.115.76 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

62.90.131.54 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

213.8.54.140 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

5.102.195.179 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

80.246.140.136 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

5.22.131.8 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

176.13.14.210 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

87.70.21.118 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
1D9EF4C5C1881C3F9148B1EE18F8C1ECC4323C152C548752C0EA98049CFA782D95B099086C
A515D6630DB42ED26E878BAFCBC3540254C72B43AF0A65EDEFC00EF98AFB3437E239FCDFC2A
41094F2F10AC25011E2D54B07C2F636B06871BFECBCE15F6AE11AB773C061728617996A6F220
221119B53FE441BD6DFFB1F378AB119, Observed
BDB7DF8DA31682B01DD601291CDFE722D9E4E55683638B5E847B1534D74158376405E7F1857
EDC7EA40A301E18A62C3250590804C38F053E1F19BCF5FCA5EA8132D42499673D185526F6E1
589D82BED660D2A7305D218889E00D8A4A8B7C194500CA66

None 1

212.179.28.34 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.228.37.19 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

212.29.203.226 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

109.253.142.246 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

79.181.65.0 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 79.181.65.0 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

95.86.114.4 Israel 147.237.0.121 Multiple Unauthorized URL Access from 95.86.114.4 Block 1

37.26.148.232 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

193.34.57.101 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
C1AD86EE392C1124DE3544328B74B19EE7D4CEDA160F630E9F6E1C7A17526B606D6213FBBC0
760606617CB75F8DCC84FC6E7098397B35A82242C01695FEA3FD11C918F6CD14074AF5AC72
AE300391E32EC7F33BE4FBE1F9079F7430BD8FFA184FF3D256A2E8FAD92DCEE8F2CABB7A9F719
E05B540D19CEDEC2D6C3FD97C55EA02996EC58B1EA87E15E1627D77E6A7F7AF7163C8266B06
AF4AF3F74A6D0C1B72B

None 1

2.54.10.208 Israel 147.237.0.121 Unknown Parameter Retur in www.miluim-ishi.aka.idf.il/login Block 1

81.218.207.132 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

192.114.91.244 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.52.37.16 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

62.219.254.22 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

93.172.247.128 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

213.57.118.130 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

31.168.168.234 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

212.179.159.253 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

5.29.85.120 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.116.218.124 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

89.138.107.212 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.19.85.228 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

85.250.36.52 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

2.54.150.123 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

80.179.33.33 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

2.54.11.72 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

109.65.60.33 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

84.111.7.82 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.148.153 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

82.81.97.39 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

192.116.127.113 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.10.208 Israel 147.237.0.121 Unknown Parameter Re in www.miluim-ishi.aka.idf.il/login Block 1

94.230.93.9 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/shamapchange parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

62.90.161.150 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

213.8.90.204 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

5.102.242.81 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

188.120.148.76 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/shamapchange parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

5.22.134.206 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

176.13.17.117 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

46.19.86.251 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

87.70.36.253 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.179.28.34 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

46.19.85.87 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

85.64.59.36 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.29.222.171 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

2.54.26.26 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.253.196.97 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

2.54.10.208 Israel 147.237.0.121 Unknown Parameter Return in www.miluim-ishi.aka.idf.il/login Block 1
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79.181.65.0 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.64.53.152 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

37.46.39.100 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

84.108.28.75 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

193.34.57.101 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 193.34.57.101 (sigalgs DoS Attack) None 1

31.168.238.10 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 1

192.114.91.245 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

2.52.59.238 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected NA, Observed
8B76CE13476179C836B1C402D4DCC50A6C1219F5D2C939FB5DB5DA9EC7EC056E6848A6A1A
9C3909B8520D30A6861A2B8FE364C841B6D4684F25410E473063225FABBB4119355FBF23E70A
56EE1C15674A9B2EF3A3ED50D7170B5E3545524969966058F2406B5C8FBD92D0E5F06A17F424
447B4180560DC9EC6081675F15431B3239A16FD7551134AD98F3145CEB33613C81923DDC45
76FD4C4FDFBA34069D02C

None 1

77.126.190.209 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

213.151.45.75 Israel 147.237.0.121
Unauthorized URL Access to
www.miluim-ishi.aka.idf.il/&sa=u&ved=0ahukewje5nekpq7lahvi6xqkhr8-cj8qjbaicg&usg=afqjcngd
z6y3tfrrk_nryfjxifray36-vw

Block 1

89.138.203.60 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

212.199.149.78 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
9522091E141E18B5AA03C36CB21AD79A41E5076DE697DC705E23BEFC9B9FF05AEA81B0A0C5F
46EE17025A5440751EB7F2FC98777B6B4BC340BCF76A5F81628D083CC218EEA6E0990067F5AE
DD7A8EB03F9D00E54F93F185E06898C28A25D448A15EF353331F750F4B3CD7C7E0CBF009F6A6
D95C1A8AA4450660FEF03CE6D82FB, Observed
364B271DDD2571D04B550B082D4800D983501083672A6DAB33E2FFCEC696FB6212FD5EA3F5
C86D7235B2C607A16631F44C0EE0761FF09312A2B889A28E8E288AF5C5DB1114457897FA352
96B5E7A5CAC9399340BE1B42C4871A69CACD159000E7838B2

None 1

80.246.139.173 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.117.18.218 Israel 147.237.0.121 Suspicious Response Code Block 1

147.234.241.2 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

87.69.43.19 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.54.160.7 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.19.121 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 2.54.19.121 (sigalgs DoS Attack) None 1

79.182.112.68 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

37.142.185.154 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 37.142.185.154 (sigalgs DoS Attack) None 1

84.111.137.66 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

37.26.148.165 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

82.81.128.125 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

192.117.158.142 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.10.208 Israel 147.237.0.121 Unknown Parameter Ret in www.miluim-ishi.aka.idf.il/login Block 1

79.178.35.209 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

94.230.93.54 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/shamapchange

Block 1

62.90.220.166 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

213.8.204.23 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

5.102.242.81 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

192.114.23.208 Israel 147.237.0.121 Unknown Parameter ReturnUr in www.miluim-ishi.aka.idf.il/login Block 1

5.28.144.110 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

80.246.136.168 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

176.13.18.80 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 176.13.18.80 (sigalgs DoS Attack) None 1

46.116.182.83 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

87.70.58.253 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

46.19.85.95 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

2.54.31.81 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

2.54.10.208 Israel 147.237.0.121 Unknown Parameter ReturnU in www.miluim-ishi.aka.idf.il/login Block 1

79.181.153.86 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

109.64.152.200 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

37.46.41.100 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

84.108.126.100 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

193.34.57.101 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

82.80.176.94 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.114.91.249 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.10.208 Israel 147.237.0.121 Multiple Unauthorized URL Access from 2.54.10.208 Block 1

79.176.119.8 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

93.173.231.79 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

213.151.45.75 Israel 147.237.0.121
Unauthorized URL Access to
www.miluim-ishi.aka.idf.il/&sa=u&ved=0ahukewjfinhf167lahvbia8khsgkbuaqjbaicg&usg=afqjcngd
z6y3tfrrk_nryfjxifray36-vw

Block 1

46.117.117.225 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

80.246.140.109 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

80.179.98.250 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

176.13.9.183 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

87.69.172.197 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.179.21.194 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.228.12.27 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

199.203.47.109 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.19.121 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.182.219.164 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

37.142.185.154 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1
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