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Top Attackers 

81.218.65.210, Israel

5.22.129.97, Israel

77.125.135.249, Israel

5.102.246.102, Israel

79.179.131.27, Israel

87.70.75.24, Israel

212.179.54.237, Israel

79.182.2.185, Israel

109.67.53.67, Israel

5.28.160.227, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 114

5.22.129.97 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 24

77.125.135.249 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 14

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

79.179.131.27 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 6

184.105.139.102 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.116 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

185.94.111.1 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

185.94.111.1 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

159.122.220.108 Netherlands 147.237.0.121 ET SCAN Potential SSH Scan 1

193.201.227.63 Ukraine 147.237.0.121 ET SCAN Potential SSH Scan 1

63.221.141.195 Hong Kong 147.237.0.121 ET SCAN Potential SSH Scan 1

185.130.5.249 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

199.201.66.0 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 816

149.78.128.62 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 812

80.246.139.148 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 792

207.244.86.212 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 376

149.88.49.127 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 336

149.78.27.2 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 292

149.88.182.201 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 260

79.25.105.88 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 220

149.78.109.141 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 211

149.78.39.27 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 202

208.87.233.201 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 186

149.50.115.164 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 186

149.78.31.23 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 185

149.50.77.88 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 168

149.88.51.169 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 166

149.78.159.103 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 161

149.88.30.8 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 161

85.115.52.201 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 151

37.26.149.141 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

201.151.87.182 Mexico 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 140

149.78.238.10 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 133

37.9.88.69
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 126

149.78.148.35 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 119

149.88.105.219 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 116

149.88.42.98 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 110

149.88.42.158 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 109

207.244.86.208 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 106

87.169.188.117 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 106

149.78.57.184 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 91

149.78.144.45 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 81

79.179.131.27 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

37.26.149.202 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

212.159.180.50 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 76

77.125.135.249 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

37.26.149.237 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

149.78.75.239 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 71

149.88.44.194 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 69

149.78.237.221 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 69

60.242.55.189 Australia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

5.22.129.97 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 63

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 61

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 58

149.88.164.253 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 57

149.88.76.119 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 57

217.69.133.251
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

149.88.44.189 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

149.78.12.235 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 54

207.244.83.104 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 50

149.88.109.74 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 48
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

5.102.246.102 Israel 147.237.0.121 Suspicious Response Code Block 7

87.70.75.24 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 6

109.67.53.67 Israel 147.237.0.121 Unauthorized HTTP Method Block 4

213.57.197.16 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
A0C053629865AAB7EA5F6AF485EF8BF4A35F1028728656FA5B65338BC4DCE26140D04125FC06
D68AE6D97D287C3C26A294831026A61CD54C6C8AA0607046FEC5AEC8662C57791A00FCAADB
3510CA44CA4F9A106FE897CC12EE0D4B7177EB7AC9941B22B78384866877574ED57445435334
A69036C319CF3A53B37DA4F8350EDF, Observed
C2AE61F13062B5CCD0B562BEA2ADD1D908D61FD5BEDBA99DA68070887434A42A7FD2F93C930
80FDC93FBA351E076886833A203E93E2C8913BEB771DA973DAAB07C4290107B9E6D2195F24C3
193992FBF042254487B5E8F4743C977105815805CAB39D2

None 3

5.28.160.227 Israel 147.237.0.121 Suspicious Response Code Block 3

2.54.183.223 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

5.28.156.185 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 2

79.182.242.123 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

213.151.40.103 Israel 147.237.0.121 Multiple Unauthorized URL Access from 213.151.40.103 Block 2

85.64.150.254 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

80.179.31.209 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

46.19.86.87 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

94.230.86.237 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

85.250.92.92 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.108.131.239 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

79.179.180.235 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

31.168.16.116 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

109.64.218.120 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

89.139.10.255 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

85.65.6.201 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

80.179.88.236 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

46.121.222.24 Israel 147.237.0.121 Suspicious Response Code Block 1

212.76.119.104 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

95.35.65.241 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

87.69.231.152 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.108.224.237 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/undefined Block 1

79.180.213.36 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

31.210.188.20 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
46AA469BDA720053D114C0EA3A1732102C8EF7A38E04A214D58E70E5AD2835B324EF767AE806
934AE1D7BD36033AE29DF4EBFBD4F32170E7F8642560DB807D396AFB0885A2EC767F5C26ECC9B
DF6FBAA43FE62ED72C7A9DA8A034DFAA69B8DCC32258635F908C7714D3BF80F504AE88FEE012
E70D597F4BC14AB88E60407AF4817B699B653E29F877D5C5CDB4F8EEF6E6A31707B8BEF7B51C81
423CF63836E29

None 1

109.65.124.164 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

93.173.51.166 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 93.173.51.166 (sigalgs DoS Attack) None 1

85.65.167.4 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddStudyEmploymentPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

83.130.126.138 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

77.127.253.33 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

109.64.136.36 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.109.13.116 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

37.142.247.188 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

109.67.31.196 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

93.173.51.166 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

2.54.130.24 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

85.65.182.207 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

84.108.100.247 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
53697D88B25432FFC0CC1DD2ED3BC5F8291072A0F93FD5FE394D9B1AC6DD2E32F5F560500FCF6
4B31AF3FD01E031DF1B506D9FD82E8D50BDF34F84922ED97AEFFF6639AA71DDB8BB176A7A5DD
AF2177E836900B8CBB8D9CBF4627C4F06285F857165D3A8F25EA16FBBE4142D6D1FBD7838312A
10957CF8B49F65341053E6E8CC, Observed
1F6B225B3423C48F72C77F01BC1ED4F75412C3754C5E007C30309552C69F90720A73653E29883
42904AA1A1B4CE7190DF4E2B45F87008605A0F4B012E4AAFEBCBC2CB88CAF7C3F4770B7C6BE4
365A74122143425DEC3585C208722154311CE56A25DD5

None 1

79.179.131.27 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

109.64.160.38 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

87.71.35.54 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1
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