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03-05-2016 to 03-06-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P | ocati on. Locat i on | count
81. 218. 65. 210 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 114
5.22.129. 97 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 24
77.125.135. 249 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 14
212.179. 54. 237 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BBL- | srael 6
79.179. 131. 27 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 6
184. 105. 139. 102 Lhited Sates 147.237.0. 121 Block Np All Net drop Net V- London 1
184. 105. 139. 116 Lhited Sates 147.237.0. 121 B ock Np Al Net drop Net V- London 1
185.94.111. 1 147.237.0. 121 B ock Np Al Net drop Net V- London 1
185.94. 111. 1 147.237.0. 121 Bl ock_Ulp All _Nets drop Net V- London 1




03-05-2016 to 03-06-2016

|Top Attackers In IPS|
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03-05-2016 to 03-06-2016

|Top Attackers In |D|

Attacker Address
159. 122. 220. 108

|Attacker Geo
Net her | ands

| Target Address
147.237.0.121

|ste

| gnature
ET SCAN Potential SSH Scan

|Oount

193. 201. 227. 63

Lkr ai ne

147.237.0.121

ET SCAN Potential SSH Scan

63. 221. 141. 195

Hong Kong

147.237.0. 121

ET SCAN Potential SSH Scan

185. 130. 5. 249

147.237.0. 121

ET SCAN Potential SSH Scan
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03-05-2016 to 03-06-2016

|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
199. 201. 66.0 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 816
149. 78.128. 62 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 812
80. 246. 139. 148 |1 srael 147 237.0. 121 Sreanhng qui ne TP Invalid Inval i d segnent retransmssion. Packet drop 792
Ret ransni ssi on dr opped.
207. 244.86.212 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 376
149. 88. 49. 127 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 336
149.78.27.2 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 292
149. 88. 182. 201 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 260
79. 25. 105. 88 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 220
149. 78. 109. 141 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 211
149. 78. 39. 27 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 202
208. 87.233. 201 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 186
149. 50. 115. 164 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 186
149. 78. 31. 23 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 185
149. 50. 77. 88 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 168
149. 88.51. 169 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 166
149. 78. 159. 103 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 161
149. 88. 30. 8 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 161
85.115.52.201 |Wnited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 151
37.26.149 141 |israel 147 237.0. 121 Sreanhng qui ne TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
201. 151. 87. 182 |Mexi co 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
149. 78.238. 10 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 133
37.9.88.69 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 126
149. 78.148. 35 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 119
149. 88. 105. 219 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 116
149. 88. 42. 98 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 110
149. 88. 42. 158 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 109
207.244. 86. 208 |Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 106
87.169. 188. 117 |CGer nany 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 106
149. 78.57. 184 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 91
149. 78. 144. 45 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 81
79.179.131. 27 |1 srael 147. 237 0. 121 Sreanhng ﬁlgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 81
Ret r ansni ssi on dr opped.
37.26.149. 202 |israel 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 81
Ret r ansm ssi on dr opped.
212.159. 180. 50 |Whited Ki ngdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
77.125. 135. 249 |1 srael 147. 237 0. 121 Sreanimg @gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 72
Ret r ansni ssi on dr opped.
37.26.149. 237 |israel 147 237. 0. 121 Sreamlng qui ne: TP Invalid Inval i d segnent retransmission. Packet drop 72
Ret r ansni ssi on dr opped.
149. 78. 75. 239 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 71
149. 88. 44. 194 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 69
149. 78. 237. 221 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 69
60. 242.55.189 |Australia 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 65
5 22 129 97 | srael 147. 237 0. 121 Streanhng qui ne. TGP Invalid Invalid segnent retransnission. Packet drop 63
Ret r ansni ssi on dr opped.
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 58
149. 88. 164. 253 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 57
149. 88. 76. 119 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 57
217.69. 133. 251 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 56
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 56
149. 88. 44.189 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 56
149. 78. 12. 235 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 54
207. 244.83. 104 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 50
149. 88. 109. 74 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 48




03-05-2016 to 03-06-2016

|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address St%&'gnature Action ‘Count
5. 102. 246. 102 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 7
87.70. 75. 24 | srael 147.237.0.121 Paraneter Type Mol ation accept in ww niluimishi.aka. idf.il/aj ax/order/confirnorder.aspx B ock 6
109. 67.53. 67 |lIsrael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 4

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
A0C053629865AAB7EASF6AF485EF8BF4A35F1028728656 FA5B65338BC4DCE26140D04125FC06
D68AE6D97D287C3C26A294831026A61CD54C6C8AA0607046FEC5AEC8662C57791A00FCAADB
3510CA44CA4F9A106FEB97CCL12EEODAB7177EB7AC9941B22B78384866877574ED57445435334
213.57.197.16 |lsrael 147.237.0. 121 A69036C319CF3A53B37DA4F8350EDF, Obser ved None 3
C2AE61F13062B5CCDOB562BEA2ADD1D908D61FD5BEDBA99DA68070887434A42A7TFD2F93C930
80FDC93FBA351E076886833A203E93E2C8913BEB771DA973DAAB07C4290107B9E6D2195F24C3

193992FBF042254487B5E8F4743C977105815805CAB39D2

5.28. 160. 227 | srael 147.237.0.121 Suspi ci ous Response Code B ock 3

2.54.183. 223 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

5 28.156.185 | srael 147. 2370, 121 Paran_et er 1_'ype_ \ial gt|or_1 ct | 00$Cont ent A a}cel-bl der 1$t_xt Per ut Bakasha i n B ock 2
viewy il ui mi shi . aka. i df.il/nental heal t hof fi cer cont acti ng

79.182.242. 123 |l srael 147.237.0.121 Paranet er Type M ol ation accept in vy nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2

213. 151. 40. 103 |l srael 147.237.0.121 Mil tiple Whaut horized URL Access from 213. 151. 40. 103 B ock 2

85. 64. 150. 254 |1 srael 147.237. 0. 121 Ostributed Paraneter Type Mol ation on waw il ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

80.179. 31. 209 |1 srael 147.237.0. 121 Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$txt Title in B ock 1

wwv nil ui mi shi.aka.idf.il/general petition
46. 19. 86. 87 | srael 147.237.0.121 SS. Uhtraceabl e Gnnection - sigal gs DoS Attack None 1
Dstributed Paraneter Type Mol ation on v mil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx

94. 230. 86. 237 |l srael 147.237.0.121 B ock 1
par anget er accept

85. 250 92. 92 L srael 147. 237. 0. 121 Pararrpt qr Typg \ ol gtlo_n ct | 00$Cont gnt'PI acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv mil ui mi shi.aka.idf.il/general petition

84.108. 131. 239 |l srael 147.237.0.121 Paraneter Type M ol ation accept in wwwvmlui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

79.179. 180. 235 |l srael 147.237.0.121 Paraneter Type Mol ation accept in ww niluimishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

31.168.16.116 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to www nitl ui mishi.aka.idf.il/https:/vwwn mluimishi.aka.idf.il/ B ock 1

109. 64. 218. 120 | sr zel 147. 237. 0. 121 Pararrpt qr Typg \ ol gtlo_n ct | 00$Cont gnt'PI acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv mil ui mi shi.aka.idf.il/general petition
Dstributed Paraneter Type Mol ation on vwwv ml uimishi.aka idf.il/general petition paraneter

89.139.10. 255 Israel 147.237.0.121 ct | 00$Cont ent Pl aceHbl der 1$t xt Per ut Bakasha Bl ock !

85. 65. 6. 201 L srael 147. 237. 0. 121 Pararrpt er Typg Mol a_tloq ctIO()$Cbnt.entP| acetbl der 1$t xt Per ut Bakasha i n B ock 1
W il ui mi shi . aka. i df . i |/ changeuni t

80. 179. 88. 236 |l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

46.121.222.24 |Israel 147.237.0.121 Suspi ci ous Response Code B ock 1

212.76.119. 104 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT CERTI Fl CATE REQUEST) None 1

95 35.65.241  |1srael 147 237 0. 121 Pararrpt er Typg M ol gtlo_n ct | 00$nt gnt'PI acetbbl der 1$t xt Per ut Bakasha i n B ock 1
wwv mil ui mi shi.aka.idf.il/general petition

87.69. 231. 152 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in wwwvml ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

84.108. 224. 237 |l srael 147.237.0.121 Uhaut hori zed UR. Access to ww nill ui mi shi. aka.idf.il/undefined B ock 1

79.180. 213. 36 |lsrael 147.237.0.121 Paranet er Type Mol ation ctl 00$CGont ent A acetbl der 1$ct | 00 i n wwwy nitl ui mi shi. aka.idf.il/forn3010 |B ock 1

Qooki e I'njection on cookie . ASPXAUTH wi th val ue

46 AA469BDA720053D114COEA3AL732102C8EF7A38E04A214D58E70E5AD2835B324EF767AE806
934AE1D7BD36033AE29DF4EBFBD4F32170E7F8642560DB807D396 AFB0885A2EC767F5C26 ECCOB
81.210.188.20 |l srael 147.237.0.121 DF6 FBAA43FE62ED72C7A9DA8A034DFAAG9B8DCC32258635F908C7714D3BF80F504AE88FEEQ12 None !

E70D597F4BC14AB88E60407AF4817B699B653E29F877D5C5CDB4FSEEFGEGA31707B8BEF7B51C81

423CF63836E29
109. 65. 124. 164 || srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
93.173.51. 166 |lsrael 147.237.0.121 Mil tipl e Uhtraceabl e SS. Sessi ons from93.173.51. 166 (si gal gs DoS At ack) None 1
85. 65. 167. 4 | srael 147.237. 0. 121 Lhknqvxn_ Par an_et er _ct | O_O_O)n_t ent Pl aceHol der 1_f uAddSt udyEnpl oynent Per m t Docs&Fi | esToSend i n B ock 1
viwy il ui mi shi.aka.idf.il/login
83.130. 126. 138 |l srael 147.237.0.121 Uhaut hori zed URL Access to wwwv nil ui mishi.aka.idf.il/https:/vwwn mluimishi.aka.idf.il/ B ock 1
77.127.253. 33 |lsrael 147.237.0.121 S Uhtraceabl e nnection - sigal gs DoS Attack None 1
109. 64. 136.36 |1 srael 147 237.0. 121 Dstributed Paraneter Type Mol ation on v mil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
84.109.13. 116 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in wwwvml ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
37.142. 247. 188 [ srael 147.237.0.121|  |Paneter Type Mol ation ctl 00Sontent A acetbl der 15t xtTitle in Bock |1
viwn il ui mi shi . aka. i df.i |/ general petition
109. 67. 31. 196 |l srael 147.237.0.121 SSL Wntraceabl e Gonnecti on - Qpen Mde None 1
93.173.51. 166 |lsrael 147.237.0.121 SS. Uhtraceabl e Gnnection - sigal gs DoS Attack None 1
2.54.130. 24 | srael 147.237.0. 121 S Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
85. 65. 182. 207 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL CONN QLI ENT_CERTI Fl CATE REQUEST) None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
53697D88B25432FFCOCC1DD2ED3BC5F8291072A0F93FD5FE394D9B1AC6DD2E32F5F560500FCF6
4B31AF3FDO1E031DF1B506D9FD82E8D50BDF34F84922ED97AEFFF6639AA71DDB8BB176A7A5DD
AF2177E836900B8CBB8DICBF4627C4F06285F857165D3A8F25EA16FBBE4142D6D1FBD7838312A
84.108. 100. 247 |l srael 147.237.0. 121 10957CF8B49F65341053E6E8CC, Chbser ved None 1
1F6B225B3423C48F72C77F01BCLED4F75412C3754C5E007C30309552C69F90720A73653E29883
42904AA1A1B4ACE7190DF4E2B45F87008605A0F4B012E4AAFEBCBC2CB88CAF7C3F4770B7C6BE4
365A74122143425DEC3585C208722154311CE56A25DD5

79.179.131. 27 |lsrael 147.237.0.121 Paranet er Type Mol ati on ctl 00$Cont ent A acetHbl der 1$ct 1 00 i n wwv il ui mi shi.aka.idf.il/forn8010 |B ock 1
Paraneter Type Mol ati on ctl 00$Cont ent P acetbl der 1%t xt Per ut Bakasha in
viwy il ui mi shi . aka. i df.il/general petition

87.71.35. 54 | srael 147.237.0.121 Paranet er Type M ol ation accept in vy nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

03-05-2016 to 03-06-2016

109. 64. 160. 38 |l srael 147.237.0.121 B ock 1




