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Top Attackers 

81.218.65.210, Israel

79.179.131.27, Israel

79.182.134.79, Israel

79.182.2.185, Israel

5.28.160.227, Israel

5.102.246.102, Israel

87.70.75.24, Israel

212.179.54.237, Israel

85.64.1.39, Israel

85.64.233.164, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 114

79.179.131.27 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 38

79.182.134.79 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 36

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

79.179.131.27 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli source-dest-reset DP-Tehila 5

109.67.184.34 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

185.40.4.182 147.237.0.121 JLM_Under_Attack_Con_Tcp drop NetV-London 2

10.0.0.10 147.237.0.121 Invalid TCP Flags drop BBL-Israel 1

185.94.111.1 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

185.130.5.196 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

198.55.103.208 United States 147.237.0.121 JLM_Purple_Con_Limit_Http drop NetV-London 1

204.42.253.2 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

85.10.203.133 Germany 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

213.238.176.44 Turkey 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

 03-04-2016 to 03-05-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 2

42.203.50.219 China 147.237.0.121 ET SCAN Potential SSH Scan 1

40.76.34.233 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

185.56.82.54 Netherlands 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

149.78.27.229 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 909

149.50.80.124 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 544

149.78.23.136 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 492

149.88.56.166 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 482

149.78.20.171 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 391

188.146.71.154 Poland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 255

149.78.57.184 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 245

208.81.64.248 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 232

149.78.31.67 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 227

79.179.131.27 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

149.88.30.8 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 205

149.88.251.100 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 204

149.78.239.136 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 194

149.88.42.98 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 190

149.78.252.130 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 187

149.78.163.229 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 180

73.86.127.44 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 176

81.218.164.246 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 171

149.50.81.125 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 158

149.88.62.201 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 153

149.88.39.202 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 152

212.125.69.106
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 149

149.88.242.14 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 132

149.78.233.121 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 131

149.78.148.86 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 121

149.88.255.41 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 115

149.88.82.191 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 109

149.78.146.70 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 105

62.111.211.154 Poland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 102

149.88.2.53 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 100

149.78.141.62 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 99

149.78.45.150 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 97

149.88.202.246 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 92

149.78.31.23 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 89

149.88.77.187 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 86

212.235.103.211 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 85

149.88.20.250 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 85

149.50.77.229 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 82

149.88.85.247 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

149.88.52.7 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 78

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 78

37.26.149.230 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

149.78.109.141 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 72

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 72

149.78.169.156 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 71

149.78.8.234 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 70

149.88.44.194 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 68

76.98.217.219 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

149.88.62.173 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 63

149.88.233.218 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 58
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

5.28.160.227 Israel 147.237.0.121 Suspicious Response Code Block 14

79.182.2.185 Israel 147.237.0.121 Suspicious Response Code Block 9

87.70.75.24 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 7

85.64.233.164 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changeunit parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 4

85.64.1.39 Israel 147.237.0.121 Suspicious Response Code Block 4

46.120.120.217 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 3

79.179.131.27 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 3

79.181.179.65 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

185.120.125.37 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

79.180.34.8 Israel 147.237.0.121 Suspicious Response Code Block 2

2.54.25.143 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.54.128.12 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.52.37.22 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

81.218.171.93 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

109.65.97.242 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

2.54.139.114 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/templates/personaldetails/ Block 1

79.176.10.147 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddAddressAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.253.220.139 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

31.154.170.247 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
5B99B1E40A25215062C3DCBBFFD199F830E68697E3204A78C6F14E872523D6C3D76ADA5D67F
70429F5C6E80E2EB9FA44CD1A1FD55EFAA4933F10A12839B705FAE00167649ED6DE0A563B916
58ADF3F05E74C1E37CF355DBC94F7BF80E5313D60151DADCDCE6C34931D3B571441BBCACCE
A54B373C7F3BECECA6BF458BC21FB10, Observed
B374EC91E18237B691DEC9D4245F6F5539AC7DBE385A116527483D657E1CB0BBA226BAF46C6
0F36E21C0B07ED70D548DEECE5CE9F111BF4871EDF55A99CC0B763548F07CCD60460A51552A0
120D1F9521EB67968907823103CADCE848579C28EC63947

None 1

2.52.135.140 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

87.71.63.11 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

84.111.7.82 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.86.37 Israel 147.237.0.121 Unknown Parameter taf in www.miluim-ishi.aka.idf.il/login Block 1

185.120.125.2 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

109.67.18.147 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.54.147.89 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changeunit parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

85.130.211.93 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

79.181.205.13 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

193.106.54.32 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

79.176.10.147 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddIDCardDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

138.36.0.3 147.237.0.121 Unauthorized URL Access to 147.237.0.121/index.php Block 1

31.210.187.127 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

89.138.112.214 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

79.180.162.6 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.117.34.22 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

185.120.125.8 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

109.253.138.165 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

2.54.169.111 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

212.25.91.30 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.177.110.245 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

37.26.147.134 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

172.91.134.63 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

89.139.250.68 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.64.233.150 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
6DD26D434F6F48FEE53F1B056F66153D80CB9D7FD54C5A996CAE2698373130EDDD1208CEB3C
8D38C5C4064EFA8D37341F9B1F21758FE444EF1A5FD6BB20530537BD51DE0C04F82738B8D65C
BB5E48A7F23326CFB3107FCF03327DB74F4A0CC0BBB266D3DCAA8C90E71FBCB1F35CDE169C2
948C65A62BF0DB3829110F4B13937293A01125EE4E43D0946557AC6D9C211F1454874AA0B10
2791C0D15CE40AA8866

None 1

79.180.241.2 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
8096D06B29944B4FC52791692818A33624318DA047B113F4CA1A83E2589813D1BA64AEE126D
D5F52C94DF0C259F2D445E261F0FE95B3A9AE1B32AD2EC53DE17AF5C7BD8CC19CCFE5260412
4F35174D1C1EEF87BA77AD940526E0FE8EA8D7D7D378BF1AD1E345F433078F9420D1E3268F59
D7AE220673ADE4516693F14C2B4680, Observed
1780B2D89B410FE9454C7D99980849B68FA1E103EACA0CA1AF6C6B4F47AFAB33068C0DAC2A
8CEB4AB16E1E622DAC02A39A244D023092D9800093076F0BC3C3DD109A781B5CA633CA41A
C1220CC5B7D4A3AC0CF3368B52AADFCFC16381B2F849293E85E

None 1

185.120.125.8 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

109.253.220.139 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 109.253.220.139 (sigalgs DoS Attack) None 1

87.71.35.54 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

212.76.125.36 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

46.19.85.179 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

176.13.18.49 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changeunit parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1
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