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03-04-2016 to 03-05-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|Ste|Sgnature

| Devi ce Action

| CP_I ocat i on. Locat i on

|Count

81. 218. 65. 210 | srael 147.237.0. 121 Bl ock Udp All _Nets drop BB.- | srael 114
79.179. 131. 27 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 38
79.182.134. 79 | srael 147.237.0. 121 Bl ock_Ulp All _Nets drop BB.- | srael 36
212.179. 54. 237 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BBL- | srael 6
79.179. 131. 27 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i sour ce- dest - r eset DP-Tehi | a 5
109. 67. 184. 34 | srael 147.237.0. 121 Bl ock Udp All Nets drop BB.- | srael 3
185. 40. 4. 182 147.237.0. 121 JLM Under Attack_Con_Tcp drop Net V- London 2
10. 0. 0. 10 147.237.0. 121 Invalid TGP H ags drop BBL.- | srael 1
185.94. 111. 1 147.237.0. 121 Bl ock_Ulp Al _Nets drop Net V- London 1
185. 130. 5. 196 147.237.0. 121 Bl ock_Ulp Al _Nets drop Net V- London 1
198. 55. 103. 208 Lhited Sates 147.237.0. 121 JIMPurple Gon Limt _Htp drop Net V- London 1
204. 42. 253. 2 Lhited Sates 147.237.0. 121 Block Np All Net drop Net V- London 1
85. 10. 203. 133 CGer many 147.237.0. 121 B ock Np Al Net drop Net V- London 1
213. 238. 176. 44 Tur key 147.237.0. 121 B ock Np Al Net drop Net V- London 1
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Attacker Address
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|Sgna1ure

|Eevi ce Action

|Oount



03-04-2016 to 03-05-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo

| Target Address

|ste |Sgnature

|Count |
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
42.203.50. 219 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
40. 76. 34. 233 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
185. 56. 82. 54 Net her | ands 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1




03-04-2016 to 03-05-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
149. 78. 27. 229 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 909
149. 50. 80. 124 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 544
149.78.23.136 |lsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 492
149. 88. 56. 166 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 482
149. 78. 20. 171 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 391
188. 146. 71. 154 |Pol and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 255
149. 78. 57. 184 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 245
208.81.64.248 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 232
149. 78. 31. 67 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 227
79.179. 131. 27 I sragl 147 237.0. 121 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 295
Ret r ansn ssi on dr opped.
149. 88. 30. 8 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 205
149. 88. 251. 100 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 204
149. 78. 239. 136 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 194
149. 88. 42. 98 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 190
149. 78. 252. 130 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 187
149. 78. 163. 229 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
73.86.127. 44 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 176
81. 218. 164. 246 | srael 147. 237. 0. 121 Streanimg Er_1gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 171
Ret r ansni ssi on dr opped.
149.50.81.125 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 158
149. 88. 62. 201 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 153
149. 88. 39. 202 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 152
212.125. 69. 106 zlnt:gom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 149
149. 88. 242. 14 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 132
149. 78. 233. 121 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 131
149. 78. 148. 86 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 121
149. 88. 255. 41 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 115
149.88.82.191 |lIsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 109
149. 78. 146. 70 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 105
62.111.211. 154 |Pol and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 102
149. 88. 2. 53 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 100
149. 78. 141. 62 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 99
149. 78. 45. 150 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 97
149. 88. 202. 246 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 92
149. 78. 31. 23 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 89
149. 88. 77. 187 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 86
212.235.103. 211|l srael 147.237.0.121 Bad TCP sequence I nval i d sequence nunier noni t or 85
149. 88. 20. 250 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
149.50. 77.229 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 82
149. 88. 85. 247 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 80
149.88.52. 7 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 78
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 78
37.26. 149, 230 | srael 147. 237 0. 121 Sreanimg Etjgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 72
Ret r ansni ssi on dr opped.
149. 78. 109. 141 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 72
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 72
149. 78. 169. 156 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 71
149. 78. 8. 234 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 70
149. 88. 44. 194 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 68
76.98.217.219 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
149. 88.62. 173 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 63
149. 88. 233. 218 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 58




03-04-2016 to 03-05-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count

5.28. 160. 227 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 14

79.182. 2. 185 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 9

87.70.75. 24 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 7
Dstributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/changeunit paraneter

85.64.233.164 |lsrael 147.237.0.121 ct] 00$Cont ent A acekbl der 19t xt Per ut Bakasha B ock 4

85. 64. 1. 39 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 4

26. 120. 120. 217 |1 srael 147. 237, 0. 121 Pc\ranpt er T_ype_ Mol a_tl on ctl 00$(bnt_ent A acetbl der 1$t xt Per ut Bakasha i n B ock 3
wwv mi | ui mi shi . aka. i df.il/changeuni t

79.179.131.27 |lsrael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$ct| 00 i n waw nitl ui mi shi. aka.idf.il/forn8010 |B ock 3

79.181. 179. 65 | srael 147.237.0.121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

185. 120. 125. 37 147. 237, 0. 121 Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept

79.180. 34. 8 | srael 147.237.0.121 Suspi ci ous Response Code B ock 2

2.54.25.143 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2

2.54.128. 12 | srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: si gal gs DoS Attack None 2

2.52.37.22 | srael 147.237.0.121 Uhaut hori zed URL Access to waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 2

81. 218. 171. 93 | srael 147. 237, 0. 121 Pc\ran_mt er ‘I_'ypg Mol gtl on ct | 00$Cont e_nt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 2
v | ui mi shi. aka.idf.il/general petition

109. 65.97. 242 |Israel 147.237.0.121| [P ameter Type Mol ation ctl 005Cont ent A acetbl der 1%txtTitl e in Bock |1
vy | ui mi shi. aka.idf.il/general petition

2.54.139.114 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/tenplates/personal detail s/ B ock 1

79.176.10. 147 |israel 147 237.0. 121 Par ar'_ret er '_ryp_e Vi ol_atl on ct I_OO_Cbnt ent Pl acetbl der 1_f uAddAddr essAppendi x| DDocs&F | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login

109. 253. 220. 139|l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

5B99B1E40A25215062C3DCBBFFD199F830E68697E3204A78C6F14E872523D6C3D76ADASD67F
70429F5C6E80E2EBO9FA44CD1ALFD55EFAA4933F10A12839B705FAE00167649EDG6DEOAS63B916
58ADF3FO05E74C1E37CF355DBC94F7BF80E5313D60151DADCDCE6C34931D3B571441BBCACCE
31.154.170. 247 Isreel 147.237.0.121) | A54B373C7F3BECECABBF458BC21FB10, Chser ved None (1
B374EC91E18237B691DECID4245F6F5539AC7DBE385A116527483D657E1CBOBBA226BAF46C6
0OF36E21C0OB07ED70D548DEECES5CE9F111BF4871EDF55A99CC0B763548F07CCD60460A51552A0

120D1F9521EB67968907823103CADCE848579C28EC63947

2.52.135. 140 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1

87.71.63.11 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

84.111. 7. 82 | st ael 147 237.0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

46. 19. 86. 37 | srael 147.237.0. 121 Uhknown Paraneter taf in vww mluimishi.aka idf.il/login B ock 1

185. 120. 125. 2 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

109. 67.18. 147 |1 srael 147. 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

2 54.147. 89 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/changeunit paraneter B ock 1

ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha
85.130. 211. 93 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww niluimishi.aka. idf.il/ B ock 1
Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka. idf.il/aj ax/order/confirnorder.aspx

79.181. 205. 13 I srael 147.237.0. 121 Bl ock 1
par anet er accept

193.106.54.32 |1 srael 147 237.0. 121 Fararr_et er Typg Mol gtl on ct | 00$Cont e_znt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition

70.176.10. 147 |1 srael 147. 237. 0. 121 Paranmeter Type Mol ation ctl 00_Cont ent P acetbl der 1_f uAddl DCar dDocs&H | esToSend i n B ock 1

wwv | ui mi shi. aka.idf.il/login
138. 36.0. 3 147.237.0. 121 Unaut hori zed URL Access to 147.237.0.121/i ndex. php B ock 1
Paraneter Type M ol ati on ctl 00$Cont ent Pl acetbl der 1$t xt N nuk in

31.210.187. 127 |Israel 147.237.0. 121 wa ni | Ui mi shi . aka. i df i | /val t anmequest B ock 1
89.138. 112. 214 |Israel 147.237.0.121| |F¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Per ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition
79.180. 162. 6 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
46.117. 34. 22 | srael 147.237.0.121 Paraneter Type Mol ation accept in www niluimishi.aka.idf.il/login B ock 1
185. 120. 125. 8 147.237.0.121 Lhknown Paraneter ch in www niluimishi.aka. idf.il/login B ock 1
109. 253. 138. 165|l srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
2.54.169. 111 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
212.25.91. 30 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mde None 1
79.177.110. 245 |lsrael 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
37.26.147.134  |lsrael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHol der 1$t xt Pass in wwwv mil ui mi shi.aka.idf.il/login B ock 1
172.91. 134. 63 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mde None 1
89. 139. 250. 68 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1

Gooki e Injection on cookie . ASPXAUTH wi th val ue
6DD26D434F6F48FEES53F1B056F66153D80CBID7FD54C5A996 CAE2698373130EDDD1208CEB3C
8D38C5C4064EFA8D37341F9B1F21758FE444EF1ASFD6BB20530537BD51DE0C04F82738B8D65C
85.64.233.150 I srael 147.237.0.121 BB5E48A7F23326CFB3107FCF03327DB74F4A0CC0BBB266 D3DCAA8CI0E71FBCB1F35CDE169C2 None 1
948C65A62BFO0DB3829110F4B13937293A01125EE4E43D0946557AC6D9C211F1454874AA0B10
2791COD15CE40AA8866

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
8096D06B29944B4FC52791692818A33624318DA047B113F4CA1A83E2589813D1BA64AEEL126D
D5F52C94DF0C259F2D445E26 1FOFE95B3A9AE1B32AD2EC53DEL17AF5C7BD8CC19CCFES260412
4F35174D1Cl1EEF87BA77AD940526 EOFESEA8D7D7D378BF1AD1E345F433078F9420D1E3268F59
79.180.241.2 |Israel 147.237.0.121) |57 AE220673ADE4516693F14C2B4680, Cbser ved None 11
1780B2D89B410FE9454C7D99980849B68FA1E103EACAO0CALIAF6C6B4F47AFAB33068CODAC2A
8CEB4AB16E1E622DAC02A39A244D023092D9800093076F0BC3C3DD109A781B5CA633CA41A

C1220CC5B7D4A3ACOCF3368B52AADFCFC16381B2F849293E85E

185. 120. 125. 8 147.237.0.121 Uhknown Parangeter prmin ww nlui mishi.aka.idf.il/login B ock 1

109. 253. 220. 139|l srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from 109. 253. 220. 139 (si gal gs DoS Att ack) None 1

87.71.35. 54 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1

212.76.125.36 | srael 147.237.0.121| |Fameter Type Mol ation ctl 00Snt ent A acetbl der 15t xtTitle in Bock |1
vy il ui mi shi . aka. i df.il/general petition

46.19. 85. 179 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1

176. 13. 18. 49 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on ww niil ui mi shi.aka.idf.il/changeunit paraneter B ock 1

ct 1 00$Cont ent Pl aceHol der 1$t xt Per ut Bakasha
03-04-2016 to 03-05-2016




