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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

46.19.85.182 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 66

81.218.65.210 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 63

109.65.74.225 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 36

80.246.136.184 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 26

80.246.137.52 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 19

46.19.85.45 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 7

79.177.116.56 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

79.182.128.122 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

2.52.163.183 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 6

2.54.175.160 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 5

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

109.67.184.34 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

104.245.97.224 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

141.212.122.153 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

184.105.139.68 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.110 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.247.207 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

185.94.111.1 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 3

188.120.135.12 Israel 147.237.0.121 GPL SCAN nmap TCP 2

192.198.151.44 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 2

81.218.44.24 Israel 147.237.0.121 ET SCAN NMAP -sA (2) 2

104.128.144.131 Canada 147.237.0.121 ET SCAN NMAP -sS window 2048 1

159.122.254.212 Netherlands 147.237.0.121 ET SCAN Potential SSH Scan 1

195.216.176.244 Latvia 147.237.0.121 ET SCAN NMAP -sS window 1024 1

220.231.195.122 China 147.237.0.121 ET SCAN NMAP -f -sS 1

220.231.195.122 China 147.237.0.121 ET SCAN NMAP -sS window 4096 1

104.128.144.131 Canada 147.237.0.121 ET SCAN NMAP -f -sS 1

119.17.39.2 Australia 147.237.0.121 portscan: TCP Distributed Portscan 1

183.99.148.50 Korea, Republic of 147.237.0.121 ET SCAN Potential SSH Scan 1

194.90.25.90 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

212.235.98.139 Israel 147.237.0.121 ET SCAN NMAP -sA (2) 1

220.231.195.122 China 147.237.0.121 ET SCAN NMAP -sS window 2048 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

134.191.249.254
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4002

192.117.159.121 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2736

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2480

149.88.105.176 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1475

82.196.42.196
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1382

149.78.109.141 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1100

192.88.162.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1071

109.253.204.58 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 909

73.86.127.44 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 908

77.126.221.196 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 819

149.78.226.195 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 735

17.78.80.83 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 723

167.160.116.230 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 689

17.78.121.30 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 651

149.78.23.136 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 594

17.78.77.116 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 575

165.225.72.80 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 569

149.78.30.113 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 535

109.253.145.128 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 504

80.246.139.215 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 504

144.24.20.228
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 501

119.17.39.2 Australia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 477

84.73.74.15 Switzerland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 475

80.246.136.17 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 468

17.78.84.22 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 457

149.88.44.189 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 456

149.50.80.124 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 448

149.78.202.210 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 433

199.207.253.101 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 432

149.78.34.87 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 431

149.78.31.23 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 431

149.78.20.133 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 429

149.78.180.100 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 427

149.78.206.168 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 412

81.255.154.161 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 405

208.54.35.244 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 389

17.78.96.235 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 381

205.174.22.25 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 374

80.179.118.219 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 360

149.78.43.165 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 355

149.78.28.72 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 344

149.78.27.229 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 343

193.34.101.20 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 339

149.78.32.152 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 338

149.78.29.217 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 318

195.50.126.101
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 312

149.78.44.127 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 298

149.78.230.121 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 295

149.78.139.144 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 291

149.78.90.215 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 289
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.199.135.40 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.199.135.40 Block 65

5.28.175.51 Israel 147.237.0.121 Suspicious Response Code Block 13

77.126.221.196 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 77.126.221.196 Block 8

77.126.221.196 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 77.126.221.196 Block 8

77.126.221.196 Israel 147.237.0.121 Multiple Malformed URL from 77.126.221.196 Block 8

77.126.221.196 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 77.126.221.196 Block 8

77.126.221.196 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 77.126.221.196 Block 7

77.126.221.196 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 77.126.221.196 Block 7

213.8.204.16 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 7

77.126.221.196 Israel 147.237.0.121 Multiple Abnormally Long Request from 77.126.221.196 Block 7

77.126.221.196 Israel 147.237.0.121 Multiple NULL Character in Header Name from 77.126.221.196 Block 7

77.126.221.196 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 77.126.221.196 Block 6

62.219.164.85 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/sy Block 5

77.126.221.196 Israel 147.237.0.121 Multiple Illegal Byte Code Character in URL from 77.126.221.196 Block 5

77.126.221.196 Israel 147.237.0.121 Multiple Illegal HTTP Version from 77.126.221.196 Block 5

212.179.21.194 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 4

46.19.85.249 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 4

2.54.58.33 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 4

109.253.137.36 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 4

91.205.155.171 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 3

212.235.13.100 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

132.72.135.204 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 3

79.180.176.116 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 3

79.176.153.30 Israel 147.237.0.121
Unknown Parameter ctl00$ContentPlaceHolder1$fuAddDocsFiles in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 3

77.127.158.18 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

207.232.28.13 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 2

2.54.7.231 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

77.126.221.196 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 2

213.57.127.42 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

194.90.225.101 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

77.126.221.196 Israel 147.237.0.121 Multiple NULL Character in Method from 77.126.221.196 Block 2

62.219.114.144 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 2

79.180.29.118 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

5.28.153.211 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

109.253.207.54 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

2.52.135.140 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.182.2.185 Israel 147.237.0.121 Suspicious Response Code Block 2

46.120.120.217 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changeunit parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

2.54.8.181 Israel 147.237.0.121 Unknown Parameter returnurl in www.miluim-ishi.aka.idf.il/login Block 2

5.102.195.88 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

84.108.67.104 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

5.28.165.164 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 2

79.178.11.74 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

212.117.136.6 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

2.54.45.109 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.253.150.20 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

87.68.150.80 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.65.201.185 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

212.199.112.144 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

5.29.83.198 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.85.193 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

37.26.148.249 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 2

77.126.221.196 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

77.126.221.196 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 77.126.221.196 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 2

85.65.6.201 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

46.19.86.66 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.178.54.77 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

94.230.86.183 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

77.127.67.246 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

77.126.221.196 Israel 147.237.0.121 Illegal Byte Code Character in Header Name Block 2

84.228.93.126 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

79.179.222.64 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

93.173.161.96 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

80.246.137.139 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.253.206.216 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

31.168.192.71 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

85.65.117.3 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 2

77.126.221.196 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 2

62.128.45.204 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 2

109.65.124.164 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

212.143.225.135 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

5.28.182.21 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

77.126.221.196 Israel 147.237.0.121 Malformed URL ּrz[[#17]]†v[[#23]]‡•ׁb Block 1

82.166.193.5 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

185.3.146.41 Israel 147.237.0.121 Unknown Parameter zi in www.miluim-ishi.aka.idf.il/login Block 1

46.19.86.98 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

79.178.98.179 Israel 147.237.0.121 Unknown Parameter na in www.miluim-ishi.aka.idf.il/login Block 1

95.35.11.130 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

46.19.85.183 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

2.54.162.19 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

77.126.221.196 Israel 147.237.0.121 Illegal Byte Code Character in URL ̀ז w«ac̄ Ễאj[[#20]]ŽŸ[[#24]]l[[#25]] v‚³qּ¥ׂiא@gv Block 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

81.218.33.77 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.253.220.139 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

80.178.187.132 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.253.195.213 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

37.26.148.201 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

77.126.221.196 Israel 147.237.0.121
NULL Character in Query String ü[[#29]]i‘Vל°-ֿÙ)ק2ד<û)Ù[[׃#11ֿק¡©ְ?]]Ê=ƒ~»~[[#5]]tq¶ֲ
^³wœ[[#23]]«D[[#25]]•hB[[מ#30ב]]¼(‹?H[[#20¥וš]]ז— 

Block 1

87.69.67.49 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

31.168.51.169 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

85.64.89.33 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.193.116.137 Europe 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

79.182.214.215 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.67.119.207 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

212.199.244.112 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

46.121.92.100 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
55F264795770D15EC02EAD84E2254F0BFB2C095315C5A7C833312E51CEED5288C1E3740785BF
903E0DC52BD03000E7A280BF1629450EE6F63C0C0FA1457AC253A2702EFE77E1BAA26AF66E18
D2EAA98E1FA78CD60DFABEE79158F2A4A37474FD13D46256AB066BFC3AA2FB8FB3D90932630
DC93235953F6742359FE0A132D444, Observed
6D3C768180237802CB429B0464E5FCCD2DB372169A98E30A4B6C3AAFD97A4CD7B8E609E1F0
60A4CEE27D1CD218601EA798352E89023D9F8F50874806FA47520CB6E9230DA365702498EBBD
2B9D1493EF0D881BBF43C4474BBFC9C948C2D133D8976D41

None 1

109.64.191.112 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

212.179.21.194 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

5.29.202.46 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

84.94.208.225 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
3B9587DD5CF097FBBDB4DA1C33225311AC666C6EDC24BDE669C791D9AFD9E2F14219D8E874
AD7AB912DF4E042AE2722CBF418A6728811207A27ADBAF323DDA6CC7BE6182DE98E8536BF9
D1116D731FADF042327D67116274AE482A86C99682ACAFEE4424F4F6CB669E817F84520525D3
8DD0B64AC39E1DFAC960D7B5449402C8, Observed
963A4FCC0AB5037C9DE3ECFBC640D664953D0E32B96421313E84244A6178DA63085E69513C1
7AE84E081EA10BF53A43619DF8966D169DE7160604090A2AD4AA970049C7B4D74FDDD83B68
7A5E1C64421895CF19865954A6FFF7532B2151A3D0B65EEE5

None 1

185.27.106.48 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

77.126.221.196 Israel 147.237.0.121 Malformed HTTP Header Line 2 Block 1

82.80.27.141 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

147.236.238.21 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.85.228 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

79.176.240.144 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

93.173.161.96 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

212.29.193.221 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

37.142.64.12 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

77.126.221.196 Israel 147.237.0.121
Unknown HTTP Request Method
PNîØ¶PžW[[#28]]I”ˆ7Û-;t”„[[#17]]Û¥éH·[[#31]]{J[[#24]]Ô&X[•&•[[#25]]¬kO[[#30]]Zae®’éf+ÿ

Block 1

87.71.94.15 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

195.244.23.42 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.41.35 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

77.126.221.196 Israel 147.237.0.121 Illegal Byte Code Character in Parameter Value at 7 for ּrz[[#17]]†v[[#23]]‡•ׁb Block 1

80.246.137.165 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

213.151.48.103 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

77.126.221.196 Israel 147.237.0.121 Abnormally Long Request method Block 1

80.74.123.12 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

109.253.141.176 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

212.235.98.139 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.168.241.176 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

77.126.221.196 Israel 147.237.0.121

NULL Character in Header Name at
[[#26]]ýˆàÔø[[#0]]ƒÿP^ò@[[#12]]–[[#25]]ß^[[#11]]{rÝ·•‰%•WÚZEcLŸÚ’.ªM4ŒÐÍ6ôl[[#11]]š.8$³Ï
/½l[[#5]]w#012c‰ÜÓAX>i™[[#14]]hW†h×0c[[#1]]êV°ÊæaZ•;;TP‘[[#17]](§œ•‘[[#24]]º`á[[#0]]¶T
„[[#6]]öõ[[#6]]x·

Block 1

85.65.127.58 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

193.34.57.101 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

84.108.224.237 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

192.115.248.2 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.219.21.30 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.65.141.80 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

212.179.244.18 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.154.29.98 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

109.64.62.138 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

5.28.189.22 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ut Block 1

82.166.198.205 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
F71BBEE742DED24CA0122FE0AA7EE5D1B9B2AC9A59C77E1497BA933CE8B4D5575E08BD7729C
29901E6C04DFA0A04BD89DDB55DD9C80822E6FF3792C8C2FF0C11C6037C6B99B9A279A3148
49C36C31E5B0B8F581B93C1D7AFD479CF5E5CECC1484B294D38ED18EDEDCBA191F556F986E5
4924E04089959B4E43DFBD9340E354BAE7CB76C1431A0246B7D898F3888607C54332488224F1
5491E4A5E53A2E885CFE

None 1

185.27.106.25 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.178.245.15 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

132.72.71.243 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

46.19.85.193 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.176.52.85 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

91.228.248.251 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

207.232.41.2 Israel 147.237.0.121 SSL Untraceable Connection - Unsupported Legacy SSL Version None 1

2.54.166.2 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

77.126.221.196 Israel 147.237.0.121 Illegal HTTP Version Block 1

81.218.181.111 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

194.114.146.227 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

77.126.221.196 Israel 147.237.0.121 Illegal Byte Code Character in Method Block 1
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80.179.196.45 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

109.253.202.73 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

213.57.250.223 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

37.26.148.225 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

77.126.221.196 Israel 147.237.0.121 NULL Character in URL ְ1י•hֲ‘)מeŒdxqֻ[[0#]]4[[51#]]±ֹ³נg[[#0]][[#15]]ױƒ°©6[[#3]]žx׀û Block 1

87.69.146.167 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.168.69.104 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

85.64.115.26 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

192.198.151.37 Europe 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

62.219.135.78 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

79.183.55.249 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/login Block 1

109.67.147.190 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.90.88.104 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.180.176.116 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

109.65.7.55 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

212.179.131.93 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

188.120.135.12 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

77.126.221.196 Israel 147.237.0.121 Malformed HTTP Header Line 5 Block 1

82.81.81.146 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

176.13.1.204 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

94.188.161.138 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_FINISH_RESUMED_SESSION) None 1

37.142.165.181 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

77.126.221.196 Israel 147.237.0.121 Unknown HTTP Request Method e²$ŠÉ¤g[[#12]]u“™Ê›<[[#3]]*4•`ûú™Rp82! Block 1

89.139.59.182 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

199.203.26.34 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

77.126.221.196 Israel 147.237.0.121
Illegal Byte Code Character in Query String ü[[#29]]i‘Vל°-ֿÙ)ק2ד<û)Ù[[׃#11ֿק¡©ְ?]]Ê=ƒ~»~[[#5]]tq¶ֲ
^³wœ[[#23]]«D[[#25]]•hB[[מ#30ב]]¼(‹?H[[#20¥וš]]ז— 

Block 1

80.246.139.74 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.253.208.246 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

217.132.131.183 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

2.54.4.160 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

77.126.221.196 Israel 147.237.0.121 Abnormally Long Request request version Block 1

80.178.97.19 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

31.210.186.111 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

77.126.221.196 Israel 147.237.0.121
NULL Character in Method
PNîØ¶PžW[[#28]]I”ˆ7Û-;t”„[[#17]]Û¥éH·[[#31]]{J[[#24]]Ô&X[•&•[[#25]]¬kO[[#30]]Zae®’éf+ÿ

Block 1

193.104.115.2 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

31.168.0.10 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

84.111.197.125 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.115.252.2 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.219.45.37 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.182.9.108 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.179.137.74 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

109.64.144.55 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

212.179.21.194 Israel 147.237.0.121 Distributed PHP Attempt Block 1

82.166.236.228 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

185.27.106.48 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
1122B20C9F859E297FABC72D5FC49D68CDE9B28D4B52D9DE1D647E263D64188FC687A52A6A
3E1F6F91EE803C42D1B312A78CB8B3C36BDDADC82D7A1098A981BA50DA4063F4709C743B9E
D74637C020B878593BE0221FA6D6CC3C4ACBDC6F80A7090D00AF4910C348B3BBBC87A464A
51FCB31113E8E4FBCC2AE4CC40DFD2FAC71, Observed
E9815FF5DD1D1F2B96339A0E6DC722778E0C0FBAB1DBAB01D0A32227A710BCC8AE99B31053E
7BACE3F56DFCA386DEE7AD2A6DBD4617D3F45AD902B6C524B4626F78AA4F46C13B84F4643EE
EDB0E73E96CD57B1AA1A49BA0588CD5840E24AFA1154FFD1

None 1

46.120.228.75 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

82.80.16.116 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 82.80.16.116 (Open Mode) None 1

79.176.124.97 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

91.231.193.150 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

212.25.107.145 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

2.54.178.103 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

77.126.221.196 Israel 147.237.0.121 Illegal HTTP Version J¬ç[[#18]]AW¶É#[[#16]]!—ÑçÕß#¨[[#14]]ÝÒ[[#21]]K[[#15]]/±ÃH Block 1

87.70.58.2 Israel 147.237.0.121 Illegal Parameter Encoding ctl00$ContentPlaceHolder1D in www.miluim-ishi.aka.idf.il/personaldetails None 1

194.114.146.227 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

2.54.27.36 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

77.126.221.196 Israel 147.237.0.121 Illegal Byte Code Character in Method e²$ŠÉ¤g[[#12]]u“™Ê›<[[#3]]*4•`ûú™Rp82! Block 1

80.179.200.35 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

109.253.205.187 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

213.151.36.17 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/rules.abe Block 1

109.226.26.251 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

212.235.27.129 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

31.168.184.255 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.198.151.44 Europe 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.183.57.32 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.128.45.204 Israel 147.237.0.121 Unknown Parameter _ in www.miluim-ishi.aka.idf.il/newpassword/firstlogin Block 1

109.65.74.192 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

212.179.159.253 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

5.102.216.113 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

84.108.130.27 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

188.120.148.20 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

77.126.221.196 Israel 147.237.0.121 Malformed URL Block 1

 03-03-2016 to 03-04-2016 



Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

82.102.169.113 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

176.228.80.6 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

212.143.23.63 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

46.19.85.84 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

89.139.147.53 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

207.232.27.5 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

77.126.221.196 Israel 147.237.0.121 Illegal Byte Code Character in URL ּrz[[#17]]†v[[#23]]‡•ׁb Block 1

81.218.29.162 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

109.253.216.163 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.4.199 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

80.178.147.111 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

109.253.195.213 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 109.253.195.213 (sigalgs DoS Attack) None 1

213.57.30.145 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

37.26.147.195 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

77.126.221.196 Israel 147.237.0.121 NULL Character in Parameter Value at 64 for ּrz[[#17]]†v[[#23]]‡•ׁb Block 1

87.69.43.19 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

193.169.70.108 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

31.168.2.86 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.117.188.130 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 1

62.219.99.130 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

79.182.39.252 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.67.17.204 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.121.12.39 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.64.191.112 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 109.64.191.112 (Protocol violation
(SSL_CONN_CLIENT_CERTIFICATE_REQUEST))

None 1

212.179.21.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.21.194 Block 1

5.29.178.187 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

83.130.121.107 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

185.27.106.48 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

77.126.221.196 Israel 147.237.0.121
Illegal URL Path Encoding [[#2]]x[[#11ק¶]]ץ5“wqb72#[[6׳[[=p]]5#[[–]]3#[[ֱ̀ r̂>;bƒw…ױ¼י‡ֱ¼Š
¡û •! ĺ #27̧]]³[[#2ץ¡]] 4f210#210#p5f]]טœ[[6#]]ֿ¡03#[[ו][[6#]]07ח[[uqß¿8ײ-e9›םdֲÛ)œg¢•ר•ן
®m·ÿ‡û•”[[#25]]ֲַ¼;[[#31םd§]]סÞ‘ײַו%́ <ֱ[[3#]]•(ּdµŒֳׂxš_w©}[[#15]][[#7]]b—r4[[[#6שױ]]¹gעi*׳‰ם

Block 1

82.80.16.116 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

132.75.80.106 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.85.228 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

212.25.123.18 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

2.54.189.185 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

77.126.221.196 Israel 147.237.0.121 Too Many Headers per Request - 27 Headers Block 1

87.71.82.24 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/shamapchange

Block 1

194.177.16.3 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

2.54.32.19 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
2BF46461831F0AA28272EFFA4BB442A5BC2ED67A1994BB233337E8844C4D863A230755796DA
B8CC595050B9282D15FA71EF5F3109B7E8D2DBDADD4ADB36BD6C63F44D4BF2D9BAF15C95E9
293EF19308EA499FA17E37A9D894B4B59AD31883843029DEC6F726129BDF23B10A840873E88A
5135CF616CDFB31A6D17DA31259089D, Observed
3A8D2E84A2AF308F8F9C76A63A7285EB5E1B456BE36D3B64DEDF3147DE19636741E1C84244D7
E40FA29C334C08C861674E8710759889CC1323C9A93209991967370EBAF64503775FF04E6CBC
CB42EEC4BE5702B90D0E64792F37FD6F532AA635BD00E8

None 1

77.126.221.196 Israel 147.237.0.121
Illegal Byte Code Character in Parameter Name ü[[#29]]i‘Vל°-ֿÙ)ק2ד<û)Ù[[׃#11ֿק¡©ְ?]]Ê in ּrz[[#17]]†
v[[#23]]‡•ׁb

Block 1

213.151.36.128 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

37.26.149.136 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.183.220.64 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

212.235.96.66 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

77.126.221.196 Israel 147.237.0.121 NULL Character in Header Name at [[#23]]ÀBjûm½ýÿT×«•$Ö4Mc¯[[#16]]e Block 1

193.34.56.101 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.52.37.22 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

188.120.148.133 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.181.222.48 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

212.179.159.253 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

31.154.10.162 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

84.108.130.27 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/gen204 Block 1
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