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03-03-2016 to 03-04-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P | ocati on. Locat i on | count
46. 19. 85. 182 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 66
81. 218. 65. 210 | srael 147.237.0. 121 Bl ock Udp All _Nets drop BBL- | srael 63
109. 65. 74. 225 | srael 147.237.0. 121 Bl ock_Ulp All _Nets drop BBL- | srael 36
80. 246. 136. 184 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 26
80. 246. 137. 52 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 19
46. 19. 85. 45 | srael 147.237.0. 121 Anonal y- SSL.-renegoti ation-d i dest - r eset BBL- | srael 7
79.177.116. 56 I st ael 147.237.0. 121 Block Udp All Nets drop BBL- | st ael 6
79.182.128. 122 | srael 147.237.0. 121 Bl ock Udp All _Nets drop BBL- | srael 6
2.52.163.183 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 6
2.54.175. 160 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 5
212.179. 54. 237 | srael 147.237.0. 121 Bl ock_Udp All _Nets dr op BBL- | srael 3
109. 67. 184. 34 | srael 147.237.0. 121 Bl ock Udp All Nets drop BBL- | srael 3
104. 245. 97. 224 147.237.0. 121 Block Np All Net drop Net V- London 1
141.212.122. 153 Lhited Sates 147.237.0.121 B ock Udp All _Nets drop Net V- London 1
184. 105. 139. 68 Lhited Sates 147.237.0. 121 Block Np Al Net drop Net V- London 1
184. 105. 139. 110 Lhited Sates 147.237.0. 121 Block Np Al Net drop Net V- London 1
184. 105. 247. 207 Lhited Sates 147.237.0. 121 Bl ock_Udp All _Nets dr op Net V- London 1
185.94.111.1 147.237.0. 121 Bl ock Udp All Nets drop Net V- London 1
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03-03-2016 to 03-04-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 3
188. 120. 135. 12 | srael 147.237.0. 121 GPL SCAN nnap TCP 2
192. 198. 151. 44 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
81. 218. 44. 24 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 2
104. 128. 144. 131 Canada 147.237.0.121 ET SCAN NVAP -sS wi ndow 2048 1
159. 122. 254. 212 Net her | ands 147.237.0.121 ET SCAN Potential SSH Scan 1
195. 216. 176. 244 Latvi a 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
220.231. 195. 122 Chi na 147.237.0. 121 ET SCAN NVAP -f -sS 1
220.231. 195. 122 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1
104. 128. 144. 131 Canada 147.237.0. 121 ET SCAN NVAP -f -sS 1
119.17.39. 2 Australia 147.237.0. 121 portscan: TCP D stributed Portscan 1
183. 99. 148. 50 Korea, Republic of 147.237.0.121 ET SCAN Potential SSH Scan 1
194. 90. 25. 90 | srael 147.237.0. 121 portscan: TCP D stributed Portscan 1
212.235.98. 139 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 1
220.231. 195. 122 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1




03-03-2016 to 03-04-2016

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo Target Address |9 t% Name Sgnature Action ‘Count
134.191. 249. 254 LKJ?Ir:;gom 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 4002
192. 117. 159, 121|i srael 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segment retransmssion. Packet drop 2736
Ret ransni ssi on dr opped.
199. 207. 253. 96 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2480
149. 88. 105. 176 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1475
82.196. 42. 196 LK!i“r::gom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1382
149. 78. 109. 141 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1100
192. 88. 162. 1 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1071
109. 253. 204.58 |israel 147.237. 0. 121 Sreani ng Er_19i ne: TP Invalid Inval i d segnent retransnission. Packet drop 909
Ret r ansni ssi on dr opped.
73.86.127. 44 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 908
77.126.221.196 |lsrael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 819
149. 78. 226. 195 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 735
17.78. 80. 83 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 723
167. 160. 116. 230|Lhited Sates |147.237.0.121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 689
17.78.121. 30 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 651
149. 78. 23. 136 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 594
17.78.77.116 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 575
165.225.72.80 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 569
149. 78. 30. 113 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 535
109. 253. 145. 1281 sr ael 147 237.0. 121 Sream ng Er_1gi ne TP Invalid Inval id segnent retransnission. Packet drop 504
Ret ransni ssi on dr opped.
80. 246. 139. 215 |1 srael 147 237.0. 121 Sream ng EQgi ne: TP Invalid Invalid segnent retransnission. Packet drop 504
Ret r ansni ssi on dr opped.
144. 24. 20. 228 LK!i“r::gom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 501
119.17.39.2 Australia 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 477
84.73.74.15 Sntzerl and 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 475
80. 246. 136. 17 | srael 147.237. 0. 121 Sreani ng Er_19i ne: TP Invalid Inval i d segnent retransnission. Packet drop 268
Ret r ansni ssi on dr opped.
17.78.84. 22 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 457
149. 88. 44. 189 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 456
149. 50. 80. 124 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 448
149. 78. 202. 210 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 433
199. 207. 253. 101|lLhited Sates [147.237.0.121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 432
149. 78. 34. 87 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 431
149. 78. 31. 23 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 431
149. 78. 20. 133 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 429
149. 78. 180. 100 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 427
149. 78. 206. 168 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 412
81. 255. 154. 161 |Fance 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 405
208. 54. 35.244 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 389
17.78. 96. 235 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 381
205.174.22.25 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 374
80. 179. 118. 219 |1 srael 147. 237. 0. 121 Sreanilng Er_1gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 360
Ret r ansni ssi on dr opped.
149. 78. 43. 165 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 355
149. 78. 28. 72 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 344
149. 78. 27. 229 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 343
193. 34.101. 20  |Ger many 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 339
149. 78. 32. 152 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 338
149.78.29.217 |lsrael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 318
195. 50. 126. 101 LKTI;;gom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 312
149. 78. 44. 127 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 298
149. 78. 230. 121 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 295
149. 78. 139. 144 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 291
149. 78. 90. 215 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 289




03-03-2016 to 03-04-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% dgnature . ‘Count
Ceo Action
212.199. 135. 40 |lsrael 147.237.0. 121 Ml tipl e Whaut hori zed URL Access from 212. 199. 135. 40 B ock 65
5.28.175. 51 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 13
77.126.221.196 |lsrael 147.237.0. 121 Mul ti pl e Unknown HTTP Request Met hod from 77.126. 221. 196 B ock 8
77.126.221.196 |lsrael 147.237.0.121 Miltiple Illegal Byte Gode Character in Method from77.126. 221. 196 B ock 8
77.126.221.196 |lsrael 147.237.0.121 Mil tiple Mal fornmed URL from 77.126. 221. 196 B ock 8
77.126.221.196 |lsrael 147.237.0.121 Mitiple |llegal Byte Gode Character in Header Nane from 77.126. 221. 196 B ock 8
77.126.221.196 |lsrael 147.237.0. 121 Miltiple Illegal Byte Gode Character in Header Val ue from77.126. 221. 196 B ock 7
77.126.221.196 |lsrael 147.237.0. 121 Mil tiple Abnormal |y Long Header Line from 77.126.221. 196 B ock 7
213. 8.204. 16 | srael 147.237.0. 121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 7
77.126.221.196 |lsrael 147.237.0.121 Mil tiple Abnornal |y Long Request from 77.126. 221. 196 B ock 7
77.126.221.196 |lsrael 147.237.0.121 Mil tiple NLL Character in Header Nane from 77.126. 221. 196 B ock 7
77.126.221.196 |lsrael 147.237.0.121 Mil tipl e Mal formed HTTP Header Line from 77.126. 221. 196 B ock 6
62. 219. 164. 85 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/sy B ock 5
77.126.221.196 |lsrael 147.237.0. 121 Miltiple Illegal Byte Gode Character in UR. from77.126. 221. 196 B ock 5
77.126.221.196 |lsrael 147.237.0. 121 Miltiple Illegal HITP \ersion from77.126. 221. 196 B ock 5
212.179.21.194 |Israel 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 4
46.19. 85. 249 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: sigal gs DoS At ack None 4
2.54.58. 33 | srael 147.237.0. 121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 4
109. 253. 137. 36 |l srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 4
91. 205. 155. 171 |l srael 147.237.0. 121 DO stributed Lhaut hori zed UL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 3
212.235.13. 100 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 3
132. 72.135. 204 |l srael 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent A acetol der 1$t xt Capt cha i n waw i |l ui mi shi. aka.idf.il/snsverify |B ock 3
79.180.176. 116 |lsrael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 3
79 176.153.30 |1 srael 147 2370, 121 U1knqv\n 'Par.am_et er c_tl OQ$Cbnt gnt 3] acep—bl der 1$f uAddDocsFi | es in B ock 3
wan il ui mi shi . aka. i df. il /nedi cal conmitt eer equest
77.127.158.18 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2
207. 232. 28. 13 | srael 147.237.0.121 Uhknown Parangeter prmin ww nmlui mishi.aka.idf.il/login B ock 2
2.54.7.231 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
77.126.221.196 |lsrael 147.237.0. 121 Il11egal Byte Gode Character in Header \al ue B ock 2
213.57.127. 42 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
194. 90. 225. 101 |l srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
77.126.221.196 |lsrael 147.237.0. 121 Mil tiple NILL Character in Method from77.126.221. 196 B ock 2
62.219. 114, 144 |Israel 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent A acetbl der 1$t xt Capt cha i n waw il ui mi shi . aka.idf.il/snsverify |B ock 2
79.180. 29. 118 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
5.28.153.211 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
109. 253. 207. 54 |l srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
2.52.135. 140 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
79.182. 2. 185 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 2
O stributed Paraneter Type Mol ation on vwwx nil ui mi shi. aka.idf.il/changeunit anet er
46.120. 120. 217 |Israel 147.237.0.121 | el H acebbl d)éfi& <t Per ut Bokasha 9 par Bock |2
2.54.8.181 | srael 147.237.0. 121 Uhknown Paraneter returnurl in ww nilui mishi.aka.idf.il/login B ock 2
5. 102. 195. 88 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
84.108. 67.104 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2
5. 28. 165. 164 | srael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$t xt Pass in wwwv mil ui mi shi.aka.idf.il/login B ock 2
79.178.11. 74 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
212.117.136.6 |lsrael 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
2.54.45.109 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
109. 253. 150. 20 |l srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
87. 68. 150. 80 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
109. 65. 201. 185 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
212.199.112. 144l srael 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
5.29. 83.198 | srael 147.237.0.121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
46.19. 85. 193 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
37.26. 148. 249 | srael 147.237.0. 121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 2
77.126.221.196 |lsrael 147.237.0.121 SSL Untraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANCE) None 2
Mil tiple Untraceabl e SS. Sessions from77.126.221. 196 (Protocol viol ation
77.126.221.196 |lsrael 147.237.0.121 (SSL?OCNN_APPLI CATI ON_DATA EXCHANGE) ) ( None 2
85. 65. 6. 201 lsrael 147 237.0. 121 Paranfet er T_ype_ M ol a_ti on ctl 00$0Jnt‘ent A acetbl der 1$t xt Per ut Bakasha i n B ock 2
viwv M | ui mi shi . aka. i df . i | / changeuni t
46. 19. 86. 66 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 2
79.178.54. 77 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
94.230. 86. 183 |l srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
77.127. 67. 246 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
77.126.221.196 |lsrael 147.237.0.121 Illegal Byte ode Character in Header Nane B ock 2
84. 228, 93. 126 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on waw il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept
79.179. 222. 64 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
93.173. 161. 96 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 2
80. 246. 137. 139 |Israel 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 2
109. 253. 206. 216 |l srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
31.168.192. 71 |Israel 147.237.0. 121 D stributed Whaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
85.65.117.3 [lsrael  147.237.0.121| | o R O Peal haf 1 cer cont act ng Block |2
77.126.221.196 |lsrael 147.237.0.121 Abnornal | y Long Header Line request header nane B ock 2
62. 128. 45. 204 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 2
109. 65. 124. 164 |l srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
212 143. 225. 135 |1 sr ael 147. 237. 0. 121 Uﬁkn(_)\/\n‘ Pa_r anjet er gtl O_O_O)nF ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
5 28.182. 21 | rzel 147.237.0.121) | e i1/ ment al heal t ot 1 cer cont act ng Bock |1
77.126.221.196 |lsrael 147.237.0. 121 Ml forned URL rz[[#17]] tv[[#23]] b B ock 1
82.166. 193. 5 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1
185. 3. 146. 41 | srael 147.237.0. 121 Uhknown Paraneter zi in wwyniluimishi.aka.idf.il/login B ock 1
46. 19. 86. 98 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
79.178.98. 179 | srael 147.237.0. 121 Uhknown Paraneter na in ww nil uimishi.aka.idf.il/login B ock 1
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition anet er
95.35.11. 130 I srael 147.237.0. 121 ct | 00$Cont ent A acetol (i/ep:el$t xt Per ut Bakasha ’ i > Bl ock !
46. 19. 85. 183 | srael 147.237.0. 121 Par anet er Type M ol ati on ct| 00$Cont ent A aceHbl der 1$ct | 00 i n vwwu mi | ui mi shi . aka.idf.il/forn8010 |B ock 1
2.54.162.19 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
77.126.221.196 |lsrael 147.237.0. 121 Illegal Byte Gode Character in LR T wac BN [[#20]] ZY [#24] 11 [[#25]] v3 4 N@v B ock 1
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Unknown Paranet er ctl 00_Cont ent Pl acetbl der 1_f uAddMar ri ageGert Docsé&Fi | esToSend i n

81.218.33.77 | srael 147.237.0. 121 TP . . . Bl ock 1
vy il ui mi shi . aka.idf.il/login
109. 253. 220. 139|l srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
80.178.187. 132 |Israel 147.237.0.121 D stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
109. 253. 195. 213l srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
37.26.148. 201 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - pen Mde None 1
NLLL Character in Query Sring U[[#29]]i Vo°-U) 12p<0) U [ p#1Lj €] ] E=f>~ [#5]]taT.
77.126.221.196 [Israel 147.237.0.121| |\ o0 oy [#2%]‘] .yhB[ [D#ZOYE][] %lgﬂ [ #2%¥§]'] Ti‘“' i@ Ef>{[#9]] tafl Bock |1
87.69. 67. 49 I srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on waw il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
31. 168. 51. 169 I srael 147.237.0. 121 O stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
85. 64. 89. 33 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw mil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
192. 193. 116. 137|Eur ope 147. 237.0. 121 Lhknc?\/\n. Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
viwn il ui mi shi . aka.idf.il/login
70.182. 214. 215 |1 srael 147. 237. 0. 121 Uﬁkn(_)\/\n‘ Pa_r anjet er gtl O_O_O)nF ent Pl acetol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vy il ui mishi . aka.idf.il/login
109. 67. 119. 207 |lsrael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
212.199. 244. 112|l srael 147.237.0.121 Lhknown Paraneter prmin www il ui mishi.aka.idf.il/login B ock 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
55F264795770D15ECO02EAD84E2254F0BFB2C095315C5A7C833312E51CEED5288C1E3740785BF
903E0DC52BD03000E7A280BF1629450EE6F63COCOFA1457AC253A2702EFE77TE1IBAA26 AF66E18
D2EAA98E1FA78CD60DFABEE79158F2A4A37474FD13D46256 ABO66BFC3AA2FB8FB3D90932630
46.121.92.100 I srael 147.237.0. 1211 1593735053F6742359FE0AL32D444, Chser ved None 11
6D3C768180237802CB429B0464E5FCCD2DB372169A98E30A4B6C3AAFD97A4CD7B8EGO9ELFO
60A4CEE27D1CD218601EA798352E89023D9F8F50874806FA47520CB6E9230DA365702498EBBD
2B9D1493EF0D881BBF43C4474BBFC9C948C2D133D8976D41
109. 64.191. 112 |lsrael 147.237.0.121 SSL Untraceabl e Gonnection - Protocol violation (SSL_GONN ALl ENT_CERTI FI CATE REQUEST) None 1
212.179.21.194 |Israel 147.237.0.121 Uhaut hori zed UR. Access to wawn nil ui mi shi.aka.idf.il/aj ax/ updat est at us. php B ock 1
5. 29. 202. 46 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
3B9587DD5CF097FBBDB4DA1C33225311AC666C6EDC24BDE669C791D9AFDIE2F14219D8E874
AD7AB912DF4EQ042AE2722CBF418A6728811207A27ADBAF323DDA6CC7BE6182DE98E8536BF9
D1116D731FADF042327D67116274AE482A86C99682ACAFEE4424F4F6CB669E817F84520525D3
84.94.208.225 I srael 147.237.0. 1211 a0 B64AC39EL DFACO60D7B5449402C8, Cbser ved None 11
963A4FCCOAB5037CODE3ECFBC640D664953D0E32B96421313E84244A6178DA63085E69513C1
7AE84E081EA10BF53A43619DF8966D169DE7160604090A2AD4AA970049C7B4D74FDDD83B68
7A5E1C64421895CF19865954A6FFF7532B2151A3DOB65EEES
185. 27. 106. 48 |1 srael 147 237.0. 121 \AL;\wlfln:hvl\lLi ;airsarr]'ire.tai;- |C(tjf| OIC:7(|})OST snt P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1
77.126.221.196 |lsrael 147.237.0. 121 Mal f or med HTTP Header Line 2 B ock 1
82. 80. 27. 141 I srael 147.237.0. 121 DO stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
147. 236. 238. 21 |israel 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anget er accept
46.19. 85. 228 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
79.176. 240. 144 |l srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
93.173. 161. 96 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
212.29.193.221 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1
37.142.64. 12 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw mil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1
Unknown HTTP Request Met hod
77.126.221.196 |Israel 147.237.0.121 PN TPV | #28] ] |9” 700117 [ [ #17]] O¥EH [ [#31]]{ J[ [ #24]] O8] » & [ [ #25] ] -k [ #30]] Zae® &f + Bl ock 1
87 71.94. 15 lsrael 147 237.0. 121 Paran_et er ‘I_'ypg M ol gti on ct | 00$Cont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy il ui mi shi . aka. i df.il/general petition
195. 244. 23. 42 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on ww il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
2.54.41. 35 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
77.126.221.196 |lsrael 147.237.0.121 Il1legal Byte Gode Character in Paraneter Value at 7 for rz[[#17]] tv[[#23]] b B ock 1
80. 246. 137. 165 |l srael 147.237.0. 121 DO stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
213.151. 48. 103 |Israel 147.237.0.121| [P ameter Type Molation ctl00$Cont ent A acetbl der 13t xt Fer ut Bakasha in Bock |1
v i | ui mi shi. aka.idf.il/general petition
77.126.221.196 |lsrael 147.237.0. 121 Abnormal | y Long Request net hod B ock 1
80. 74.123. 12 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 141. 176l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
212.235.98.139 |[lsrael 147.237.0. 121 O stributed Uhaut hori zed URL Access on waww nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
31.168.241.176 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
NLLL Character in Header Nanme at
#26]1y" ale[ [#0] ] fYP O@[ #12] ] [ [ #25] 1 RA[ [#11] ] {r Y- « %6 WEZECLYU . 2 MACE 661 [ [#11]] . 831
77.126.221.196 |lsrael - |147.237.0. 121 H/&[[L]S{] wOLPCR T'ﬁ[;t;t14]]]]hv[\f[thc][][ #1[][] é\ﬁ]éa{saz-; JTP [[#17)] (Soe* [[#24] ][E‘ 4l %1#0] pqr [Fock |
. [[#6]] 60[ [ #6] ] x-
85. 65. 127. 58 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
193. 34. 57. 101 | srael 147.237.0.121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
84.108. 224. 237 |1 srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
192. 115. 248. 2 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on ww nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
62. 219. 21. 30 I sragl 147. 237.0. 121 Unknc_w\n. Pa_r angt er gtl O_O_Cbnt_ ent Pl acetbl der 1_f uAddMar ri ageGert Docs&Fi | esToSend i n B ock 1
v il ui mi shi.aka.idf.il/login
109. 65. 141. 80 | srael 147.237.0. 121 O stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
212.179. 244,18 |lsrael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw mil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
31.154. 29. 98 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
109. 64. 62. 138 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: .ASPXAUTH None 1
5. 28. 189. 22 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw nil ui mishi.aka.idf.il/ut B ock 1
Gooki e I'njection on cookie . ASPXAUTH wi th val ue
F71BBEE742DED24CA0122FEOAA7EESD1B9B2AC9AS59C77E1497BA933CE8B4D5575E08BD7729C
29901E6C04DFA0A04BD89DDB55DD9C80822E6FF3792C8C2FFO0C11C6037C6B99B9A279A3148
82.166.198.205 I srael 147.237.0. 1211 1493631 E5B0B8F581B93CLD7AFDA79CF5E5 CECCL 4848294 D38EDL 8EDEDCBAL91F556F986E5 [ One [
4924E04089959B4E43DFBD9340E354BAE7CB76C1431A0246B7D898F3888607C54332488224F1
5491E4A5E53A2E885CFE
185. 27. 106. 25 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
Dstributed Parangeter Ty Mol ation on ww il ui mishi.aka.idf.il/general petition anet er
79.178.245.15  Israel 147.237.0.121 ct | 00$Cont ent Al aceHbl geprel$t xt Per ut Bakasha ’ > > Bl ock !
132.72.71. 243 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 193 | srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
79.176. 52. 85 | srael 147.237.0.121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
91. 228. 248. 251 |l srael 147.237.0. 121 DO stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
207.232.41.2 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Lhsupported Legacy SSL Version None 1
2.54.166. 2 | srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
77.126.221.196 |lsrael 147.237.0.121 Il1egal HITP \krsion B ock 1
81.218.181. 111 |Israel 147.237.0.121 D stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
194. 114. 146. 227|I srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
77.126.221.196 |lsrael 147.237.0. 121 Ill1egal Byte Gode Character in Mthod B ock 1




Attacker Address

03-03-2016 to 03-04-2016

A tacker
Ceo

Target Address

St%S’gnature

Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx

80. 179. 196. 45 | srael 147.237.0. 121 Bl ock 1
par anet er accept
109. 253. 202. 73 |l srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
213.57.250. 223 |lsrael 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
37.26. 148. 225 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
77.126.221.196 |[lIsrael 147.237.0. 121 NLLL Character in UR '1+h) neExays [ [ 514 1 4[ [ 0#] ] of [ #0]][ [#15] ] f° @Bl [#3]] 2x|a B ock 1
87.69. 146. 167 | srael 147.237.0. 121 DO stributed Lhaut hori zed UL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
31.168.69. 104 |lsrael 147.237.0. 121 Doubl e LR Encoding - paraneter: ReturnUl in vww mluimishi.aka idf.il/login B ock 1
85, 64. 115. 26 lsrael 147 237.0. 121 Paranfet er T_ype_ Mol a_ti on ctl 00$Cbnt_ent P acetbl der 1%t xt Per ut Bakasha in B ock 1
v m | ui mi shi . aka. i df . i | / changeuni t
192.198. 151. 37 |Europe 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
DOstributed Paraneter Type Mol ation on vewv mil ui mishi.aka.idf.il/general petition anet er
62.219.135.78 |l srael 147.237.0.121| | { e H acorbl geprem <t Per ot Bakasha g pe par Bock |1
79.183.55.249 |lIsrael 147.237.0.121 Paranet er Type M ol ati on ct! 00$Qont ent Pl acetbl der 1$t xt Capt cha i n ww il ui mi shi . aka.idf.il/login |B ock 1
109. 67. 147. 190 |l srael 147.237.0. 121 DO stributed Lhaut hori zed UL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
62. 90. 88. 104 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
79.180.176. 116 |Israel 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
D stributed Lhaut hori zed URL Access on
109.65.7.55 | srael 147.237. 0221\ i) vii i shi . aka, i of i |/ htt ps: /wwwe il ui rmi shi . aka, i df i1/ Bock |1
212.179.131.93 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
188.120. 135. 12 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
77.126.221.196 |lsrael 147.237.0. 121 Mal f or ned HTTP Header Line 5 B ock 1
82.81.81.146 [ srael 147.237.0.121| | @meter Type Molation ctl003Cont ent A acekol der 13t xt Per ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition
176.13.1.204  |Israel 147.237.0.121| [P ameter Type Molation ctl00$Cont ent A acetbl der 13t xt Fer ut Bakasha in Bock |1
v i | ui mi shi. aka.idf.il/general petition
94.188.161. 138 |Israel 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT_FI N SH RESUMED SESSI ON None 1
37.142.165. 181 |lsrael 147.237.0.121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
77.126.221.196 |l srael 147.237.0. 121 Unknown HTTP Request Met hod e? $SEng[ [ #12]] u* ™ <[ [ #3]] * 4+ * G0™Rp82! B ock 1
89. 139. 59. 182 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition anet er
199.203.26.34 |israel 147.237.0.121 | et o ot g’e'[:em o Por ot Bk 9 pe par Bock |1
Ilegal e de Character in Query Sring O[[#29]]1 Vo*-U) 12p<0) U [ p#LT; E=f~ tqfll,
77.126.221.196 [Israel  [147.237.0.121 Awg[#%’]t] [ #25] el [3#333‘?]{/( o [9#2[0[¥§l ]]7]— OO UIPL @ B> [ ] ol Bock |1
80. 246.139. 74 |Israel 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
109. 253. 208. 246 || srael 147.237.0.121|  |Famter Type Molation ctl 005Cont ent A acetbl der 15t xt Per ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition
DOstributed Paraneter Type Mol ation on vwwy mil ui mishi.aka.idf.il/general petition anet er
217.132. 131. 183|i srael 147.287.0.121| |Vt P acetol gg'el& ot Por ot Bakacha 9 pe par Bock |1
2.54.4.160 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
77.126.221.196 |lsrael 147.237.0. 121 Abnormal |y Long Request request version B ock 1
80.178. 97. 19 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
31.210.186. 111 |Israel 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
NULL Character in Method
77.126.221.196 |Israel 147.237.0.121)  \on opppvy [ #28] ] 172 70 7, [ [ #17] ] O¥eH [ [ #31] ] {I[ [ #24] ] CRX] » & [ [ #25] ] -k] [ #30] ] Zae® &t +y |2 O |1
193.104.115.2 |Israel 147.237.0.121| | ameter Type Molation ctl00$Cont ent A acetbl der 13t xt Fer ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition
31.168.0. 10 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
84.111.197. 125 |lsrael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
192. 115. 252. 2 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
62. 219. 45, 37 | sragl 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
79.182.9.108 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
79.179. 137. 74 | srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
109. 64. 144. 55 | srael 147.237.0. 121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 1
212.179.21.194 |lsrael 147.237.0. 121 D stributed PHP At enpt B ock 1
82. 166. 236. 228 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu nil ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
1122B20C9F859E297FABC72D5FC49D68CDE9B28D4B52D9DE1D647E263D64188FC687A52A6A
3E1F6F91EE803C42D1B312A78CB8B3C36BDDADC82D7A1098A981BA50DA4063F4709C743B9E
D74637C020B878593BE0221FA6D6 CC3CA4ACBDC6F80A7090D00AF4910C348B3BBBC87A464A
185.27.106. 48 |l srael 147.237.0. 1211 |51 Fop31113E8EAFBCC2AEACCAODFD2FACT1, Obser ved None |1
E9815FF5DD1D1F2B96339A0E6DC722778E0COFBAB1DBABO1D0A32227A710BCC8AEQ9B31053E
7BACE3F56DFCA386DEE7AD2A6DBD4617D3F45AD902B6C524B4626F78AA4F46CL3B84F4643EE
EDBOE73E96CD57B1AA1A49BA0588CD5840E24AFA1154FFDL
46. 120. 228. 75 | srael 147.237.0. 121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN CLI ENT_CERTI FI CATE REQUEST) None 1
82. 80. 16. 116 | srael 147.237.0. 121 Mil tiple Uhtraceabl e SSL Sessi ons from 82. 80. 16. 116 (Qpen Mbde) None 1
79.176. 124. 97 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
91.231.193. 150 |Israel 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
212.25.107. 145 |l srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1
2.54.178. 103 | srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1
77.126.221.196 |[lIsrael 147.237.0. 121 I11egal HITP Version J-g[ [ #18] ] AMIEH] [ #16] ] | RoCR# [ [ #14] 1 YO [#21] ] K[ [ #15] ]/ +AH B ock 1
87.70.58. 2 | srael 147.237.0. 121 Il1egal Paraneter Encoding ctl00$Gont ent A acetbl der 1D in waw mil ui mi shi. aka.idf.il/personal details |[None 1
194. 114. 146. 2271 srael 147. 237. 0. 121 mknq\/\n. Pa_r anpt er gtl QO_Can ent Pl acetol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login
2.54.27.36 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
77.126.221.196 |lsrael 147.237.0.121 Illegal Byte Code Character in Method e2$SEag[[#12]] u* "B <[ [ #3]] * 4« GG™R82! B ock 1
80. 179. 200. 35 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: .ASPXAUTH None 1
109. 253. 205. 187|I srael 147.237.0.121 Paranet er Type M ol ati on ct| 00$Cont ent B acetbl der 1$t xt Pass i n v nil ui mi shi . aka.idf.il/login B ock 1
213.151. 36. 17 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw nill ui mishi.aka.idf.il/rul es. abe B ock 1
109. 226. 26. 251 |l srael 147.237.0. 121 DO stributed Lhaut hori zed UL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
212.235.27.129 |lsrael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1
31.168. 184. 255 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
192.198. 151. 44 |Eur ope 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
79.183. 57. 32 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
62. 128. 45. 204 | srael 147.237.0. 121 Uhknown Paranmeter _ in wan mlui mishi.aka. idf.il/newpassword/firstlogin B ock 1
109. 65. 74. 192 lsrael 147. 237, 0. 121 Lhknc_)V\n‘ Pay’ arTet er f:tl 0_0_Cont_ ent Pl acetbl der 1_f uAddMar ri ageGert Docs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
212. 179. 159. 2531 sr ael 147. 237.0. 121 Unknc_w\n. Pa_r angt er gtl O_O_Cbnt_ ent Pl acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
v il ui mi shi.aka.idf.il/login
5.102. 216. 113 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
84.108.130.27 |lsrael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 1
188. 120. 148. 20 |l srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
77.126.221.196 |lsrael 147.237.0. 121 Mal forned URL B ock 1
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Attacker Address Geo Target Address St%S’gnature

par anet er accept
121 D stributed Lhaut hori zed URL Access on waw mil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock
Ml tiple Lhtraceabl e S3. Sessi ons from109. 64. 191. 112 (Protocol viol ation

46.121.12. 39 | srael 147. 237.

82.102.169. 113 |Israel 147.237.0. 121 SSL Uhtraceabl e Gonnection - pen Mde None 1
176. 228. 80. 6 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
212.143.23.63 |lsrael 147.237.0. 121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
46. 19. 85. 84 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
89. 139. 147. 53 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
207.232.27.5 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
77.126.221.196 |lsrael 147.237.0. 121 Illegal Byte Gde Qharacter in URL rz[[#17]] tv[[#23]] 1D B ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
81.218.29.162  |Israel 147.237.0.121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
109. 253. 216. 163|l srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
2.54.4.199 | srael 147.237.0.121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
D stributed Uhauthorized URL Access on
80.178.147. 111 [Israel  |147.237.0. 1211 |\ il (i rmi shi . aka. i o . i 1/ Pt ps: /www mil ui mi shi . aka, i of i1/ Block |1
109. 253. 195. 213|l srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from 109. 253. 195. 213 (si gal gs DoS Att ack) None 1
213.57.30.145 |lsrael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
37.26.147.195 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mde None 1
77.126.221.196 |lsrael 147.237.0. 121 NLL Character in Parangter \Value at 64 for rz[[#17]] tv[[#23]] 1b B ock 1
87.69. 43. 19 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
193. 169. 70. 108 |l srael 147.237.0. 121 D stributed Gooki e Tanpering on token: .ASPXAUTH None 1
31. 168. 2. 86 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
192 117. 188. 1301 srael 147 237.0. 121 Pararrpt er 'I_'ypg Mol atl on ct | 00$Cont enFPl acehbl der 1%ct | 00$t xt NewPass1 in B ock 1
viwy il ui mi shi . aka. i df . il/personal settings
62.219. 99. 130 | srael 147.237.0.121 Lhaut hori zed URL Access to vwwu nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
79.182.39.252 |lsrael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
109. 67. 17. 204 | st ael 147237 0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
0. 1
0. 1
0. 1
0. 1
0. 1
0. 1

109. 64. 191. 112 |Israel 147.237.0.121 (SSL OONN (LI ENT CERTI Fi CATE. REQUEST)) None
212.179.21.194 |lsrael 147.237.0. 121 Ml tipl e Whaut hori zed URL Access from 212.179. 21. 194 B ock
5.29.178. 187 | srael 147.237.0. 121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN CLI ENT_CERTI FI CATE REQUEST) None
83.130. 121. 107 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka. idf.il/https:/www niluimishi.aka. idf.il/ B ock
185. 27. 106. 48 I sragl 147. 237.0. 121 Lhknc?\/\n. Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock
v il ui mishi . aka.idf.il/login
I11egal URL Path Encoding [[#2]]x[ [ p#111]]5Ywgb'6] ] 724 [=p] 1 5#[ [ 11 3#[ [ T >; bfw..YA/S
77.126.221.196 |lsrael 147.237.0.121 junel |7 Y#2] )3 [#27, 4f 2104#210#p5fF ] ] OaR[ 64] 17 NO7[ [ 64 1[1]]103#] [ ugRe"'8- endd)) ogts |+ B ock 1
@m y30e T [ #25] 1% [ [ D#31d8] | OPr96 < [ 3#] ] » (dudsS W [ [#15] ] [[#7]] b—r 4 [['W46] ] 1 gVi * D%’
82.80. 16. 116 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
132. 75. 80. 106 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
46.19. 85. 228 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
212.25.123.18 |lsrael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1
2.54.189. 185 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
77.126.221.196 |lsrael 147.237.0. 121 Too Many Headers per Request - 27 Headers B ock 1
87 71.82. 24 l srael 147 2370, 121 Parar@I er T)_/pe'\A ol aI.i on _ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
wan il ui mi shi . aka. i df . i | / shanmapchange
194.177.16. 3 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
2BF46461831F0AA28272EFFA4BB442A5BC2ED67AL994BB233337E8844C4D863A230755796DA
B8CC595050B9282D15FA7 1EF5F3109B7 E8D2 DBDADD4 ADB36BD6 C63F44D4BF2DIBAF15CI5E9
293EF19308EA499FAL7E37A9D894B4B59AD31883843029DEC6F726129BDF23B10A840873E88A
2.54.32.19 | srael 147.237.0. 1211 |51 350F616CDFB31A6D17DA31259089D, Obser ved None (1
3A8D2E84A2AF308F8FIC76A63A7285EB5E1BA56BE36D3B64DEDF3147DEL19636741E1C84244D7
E40FA29C334C08C861674E8710759889CC1323CoA93209991967370EBAF64503775FF04E6CBC
CB42EECABE5702B90DOE64792F37FD6F532 AA635BD00ES

Illegal Byte Gde Character in Paraneter Nane U[[#29]]i Vo°-O 2p<O) J[pHILi @] Einrz[[#17]] T

77.126.221.196 |[Israel 147.237.0. 121 V[[#23]] b B ock 1
213.151. 36. 128 |Israel 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka. idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1
37.26.149. 136 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on ww il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
79 183.220. 64 |1 srael 147 2370, 121 Paran_etgr Typg Mol gxi on ct | 00$Cont e'nt.PI acetbl der 1$t xt Per ut Bakasha in B ock 1
v | ui mi shi. aka.idf.il/general petition
212.235.96.66 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
77.126.221.196 |lsrael 147.237.0.121 NULL Character in Header Nare at [[#23]]-ABj OnigyyTx«s SO [ [#16]] e B ock 1
193. 34. 56. 101 | srael 147.237.0.121 Uhaut hori zed URL Access to wwu nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1
2.52.37.22 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
188. 120. 148. 133|lI srael 147.237.0. 121 DO stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
79. 181. 222. 48 I srael 147.237.0. 121 O stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
212, 179. 159. 253 |1 sr ael 147 237.0. 121 LhanV\n_ Pa_r ar’_ret er _ctI O_O_O)nF ent P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
31.154. 10. 162 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
84.108. 130. 27 | srael 147.237.0. 121 Uhaut hori zed URL Access to wan mil ui mishi.aka.idf.il/gen204 B ock 1
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