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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

212.199.154.194 Israel 147.237.0.121 Anomaly-TLS-renegotiation-Cli dest-reset BBL-Israel 306

46.19.85.153 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 150

84.228.82.106 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 48

109.253.150.155 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 21

94.159.143.105 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 19

84.108.233.193 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 18

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

79.181.145.122 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

81.218.56.245 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

167.220.67.234 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

184.105.139.70 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.104 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

185.40.4.45 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

46.121.98.99 Israel 147.237.0.121 13840: TLS: OpenSSL Heartbeat Packet Block 1

 03-02-2016 to 03-03-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.69.165 United States 147.237.0.121 ET SCAN NMAP -sA (2) 27

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 3

59.45.79.117 China 147.237.0.121 ET SCAN Potential SSH Scan 1

80.179.211.31 Israel 147.237.0.121 portscan: TCP Distributed Portscan 1

192.198.151.43 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1

193.201.227.70 Ukraine 147.237.0.121 ET SCAN Potential SSH Scan 1

185.72.179.221 147.237.0.121 ET SCAN NMAP -sS window 1024 1

202.71.25.29 India 147.237.0.121 ET SCAN NMAP -sS window 4096 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

17.78.77.116 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2574

17.78.121.30 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2399

140.101.20.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1734

149.88.55.245 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1138

149.88.6.14 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 912

149.88.226.42 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 770

84.111.24.80 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 715

149.78.85.127 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 596

199.201.66.3 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 557

165.225.80.60 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 553

149.78.253.29 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 446

64.79.85.205 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 425

46.121.111.141 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 424

84.228.82.106 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 405

149.78.229.145 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 389

194.69.102.201
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 385

149.78.166.132 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 385

149.78.202.210 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 372

128.107.241.181 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 368

79.180.212.50 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 351

176.13.6.31 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 351

149.78.31.23 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 337

149.88.141.161 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 306

84.95.200.189 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

185.27.105.154 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 261

149.78.120.238 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 247

185.3.147.81 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 243

167.160.116.238 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 236

149.88.42.98 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 224

149.88.153.188 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 224

149.88.239.45 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 223

167.220.196.59
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 216

167.220.196.27
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 212

149.78.173.75 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 211

194.9.252.237
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 204

208.80.232.68 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 199

149.78.206.168 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 190

192.88.162.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 188

92.229.134.151 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 188

149.78.156.87 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 180

149.50.93.248 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 178

160.62.4.100 Switzerland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 173

176.13.12.188 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 162

149.78.40.121 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 161

91.148.193.91 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 155

80.179.192.63 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 153

80.246.137.91 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 153

178.12.113.124 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 147

149.78.47.118 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 146

149.78.44.149 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 145
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.179.21.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.21.194 Block 58

212.179.21.194 Israel 147.237.0.121 Distributed PHP Attempt Block 28

212.150.62.56 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.150.62.56 Block 16

87.71.82.24 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/shamapchange

Block 10

84.109.117.67 Israel 147.237.0.121 Multiple Unauthorized URL Access from 84.109.117.67 Block 9

212.150.62.56 Israel 147.237.0.121 PHP Attempt Block 8

5.28.182.21 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 6

79.182.2.185 Israel 147.237.0.121 Suspicious Response Code Block 6

199.203.215.1 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 6

84.109.117.67 Israel 147.237.0.121 Distributed PHP Attempt Block 5

84.228.156.211 Israel 147.237.0.121 Suspicious Response Code Block 5

79.176.1.98 Israel 147.237.0.121 Multiple Unauthorized URL Access from 79.176.1.98 Block 4

62.219.141.110 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 4

84.111.24.80 Israel 147.237.0.121 Multiple Malformed URL from 84.111.24.80 Block 3

84.111.24.80 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 84.111.24.80 Block 3

192.116.200.130 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 3

79.178.233.82 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
89CF86370A5439C4E128C482661F03FE01810EFA983E50CFB04C8F392A526F8DADFFFA1AD52C
DC389FFD2766AC25CB987125B70AFE3DD5CC49952E72C0185529DE7942C10BD75F5506FBB6E
BBABDB7076ED143FFE6A29ACC870BBBD9991839C0FC198825C1A5642EBAAD0FBC5E5D35262F
C0E897F64B1C197FE35DB5E87002A2, Observed
47A72FCB6557E2622852BA6534BFFDB268CDF409732B2B23308B8C05F46CD77441A668C6986
7579113039862D3812A35AACF10D1D8787C83B3636A60CF7B8CDE3ECCCEBAD34BCB58D72C
29E885283A8BB6C9A2DB6E6FA2C5ACBEAAEEECD54BC0264FA0

None 3

84.111.24.80 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 84.111.24.80 Block 3

2.54.254.131 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 3

84.111.24.80 Israel 147.237.0.121 Multiple NULL Character in Header Name from 84.111.24.80 Block 3

31.168.170.54 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 3

84.111.24.80 Israel 147.237.0.121 Multiple Abnormally Long Request from 84.111.24.80 Block 3

192.117.141.2 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 3

80.178.251.210 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 3

2.54.43.139 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 3

193.34.57.101 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 193.34.57.101 (sigalgs DoS Attack) None 3

84.111.24.80 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 84.111.24.80 Block 3

84.111.24.80 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 84.111.24.80 Block 3

79.176.2.226 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

84.111.24.80 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 84.111.24.80 Block 3

37.26.147.245 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.176.1.98 Israel 147.237.0.121 Distributed PHP Attempt Block 2

80.246.137.153 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

212.179.28.215 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/$$$&?&?$$$ Block 2

109.253.157.237 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

85.64.36.123 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
96F0E4BF310E085197B24356CDF12515D5897E24AD77BD3B67F01776B5235028BFF2E2264B0B8
9A4C35D1C78A3F2F3C1AF1B61F0F74763923828A602C1C47165EB7991B1EF5D74322471E1821
B921EC4DFA0987B50454183963B711BE0CEB5633AD79A2367C046680BAEA39ADE796E8B8B9A
7F78A8F4EE733EEF1CDD15A47703, Observed
97F93C9C107F98B226C77C7860F211DC66F6AB0443753B62E84830BDF6C0FFD79E88AA7AB9E0
2ADE67A36FD53BFAA14843C0E5AD221B9649C5EC6B51087CEAAC20C7483C1CCBC1BE16A23F
8BF776C3BF32661C429F20C0DD2C424D3A901B24C0750D1F

None 2

62.219.111.31 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

109.67.199.45 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.177.117.236 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

95.86.125.254 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

84.111.24.80 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 2

109.253.197.206 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

79.181.53.167 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

84.111.24.80 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

2.52.33.209 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 2

109.67.16.173 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

82.80.222.116 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

77.125.247.214 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 2

46.117.130.225 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

89.139.59.182 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

46.19.85.189 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

212.179.21.194 Israel 147.237.0.121 PHP Attempt Block 2

84.111.24.80 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 2

109.253.128.240 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

79.178.8.29 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

46.121.98.99 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

31.168.170.54 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/form3010. Block 2

193.34.56.101 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

46.19.86.250 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

79.181.111.41 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

84.108.13.96 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

84.111.24.80 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 84.111.24.80 Block 2
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

192.116.200.130 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
96EE6255860EB25CD203BD5446654439E5AA91852D387B780FC2680C35FDBA220C7FCF56C8E
0FE5A2290AE29C3CA746CBC7DD6ACCCC36EC02A2371A078160585B88723F7DAE4FD94B2854
D1A5EA1FCDE981A5EA3901A6404FA53179B85E77164610C60D656E51F9041F0092E5B29911C4
4BEAE8489556871FE77EC972FFC249E, Observed
3A28ADDD9285EF095993DB8CAC00FD644CDECB54949A4570A392AAB281637515948C58E9D
76CF786469BFBF1E9F329B0EA14B49D63A8F73304FCD9A65933E5F7D3A1FBDC4E51030FEEA95B
5749948554E70D2AE67449C10B1621FD7626FDBC97C91F05

None 2

46.117.144.167 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

216.72.40.185 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

46.19.85.198 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

37.142.64.58 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

37.26.148.211 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

31.210.187.166 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

79.181.183.61 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.250.140.191 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.143.165 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

62.219.99.130 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

84.111.24.80 Israel 147.237.0.121

Illegal Byte Code Character in Header Name
«̈ [[#22]]f.åø[[#25]]/[[#5]]•*[[#29]]~[[#0]]Ÿ–3[[#6]][[#15]]̧ ã[[#5]]²“ê&RúÆ[[#20]]
5åŠ©Ÿ$>[[#23]]Sn%‚é¤#ËVëÔò†Iõ[[#8]]û]þ[[#20]][[#11]]Võ?'éÇ¦õi¶@<Zóô[[#3]]¹š[[#11]][[#19]]Ì
#011û6Xþ M˜n]»¦ïÉÁ¬ÙŒÿ/•Þ49Äºº¨sßØÅè›Ç?ãÉè•[[#23]]â&÷«#012£%Úw7/OF\{{•ä[[#23]]ÃdÞ¹å
[[#4]]Ü

Block 1

132.64.27.229 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

46.19.85.73 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

84.108.191.229 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

109.67.118.135 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

37.26.149.248 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

79.179.32.25 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
62360084BFE642C9E80C860EE25213CCD1578E1C01A18AD42F3F8CD31C165BDA0B8F6D2E432
F77AE7504FF5985FDA2B88675C28D8A1FB14F465E153A15602A613DC61467597118A0747E8E6
3C102CB9AAF60AE52F41D6EE2A62FABCDDC700AB62A9DA7A7C745FEB6B78072220EB2A56B5
8AA0A32DF1C6EB2525FA278E0C20EB90F47E21A9FDC0D797F7DBEAD67CCB3ECD235A6FC8127
F7A524A862664A3E6971

None 1

84.111.24.80 Israel 147.237.0.121 Unknown HTTP Request Method –öG}î¸[[#0]]gÃ$IQyÖq‚[[#0]]ZÉ1[[#27]]—‘Öï[[#14]]ž•ž© Block 1

207.232.27.5 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

2.54.26.81 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$ctl00

Block 1

46.121.111.141 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

193.47.165.251 Israel 147.237.0.121 Unknown Parameter tzav in www.miluim-ishi.aka.idf.il/login Block 1

46.121.111.141 Israel 147.237.0.121 Illegal Byte Code Character in Method 6É‹²àéè•ßí× Block 1

82.81.193.82 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

95.86.74.213 Israel 147.237.0.121 Multiple Unauthorized URL Access from 95.86.74.213 Block 1

79.177.80.147 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

217.132.123.66 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

31.168.100.81 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

46.120.28.26 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

89.139.170.21 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.86.73 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.86.73 (sigalgs DoS Attack) None 1

80.178.157.53 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

87.70.34.216 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

66.249.69.165
United
States

147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/m/ Block 1

84.111.24.80 Israel 147.237.0.121 Illegal Byte Code Character in Method å Block 1

176.13.23.148 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.54.39.17 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

62.128.45.204 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

84.109.129.176 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

37.142.192.86 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

79.181.53.167 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

37.26.148.216 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

84.111.24.80 Israel 147.237.0.121 NULL Character in Method –öG}î¸[[#0]]gÃ$IQyÖq‚[[#0]]ZÉ1[[#27]]—‘Öï[[#14]]ž•ž© Block 1

199.203.100.145 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.52.33.91 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.121.111.141 Israel 147.237.0.121 Multiple Malformed URL from 46.121.111.141 Block 1

84.94.169.193 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtStartDate in
www.miluim-ishi.aka.idf.il/form3010

Block 1

109.66.171.27 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

46.121.111.141 Israel 147.237.0.121 Abnormally Long Request method Block 1

82.80.159.227 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 1

37.26.146.214 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

79.176.123.252 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

193.34.57.101 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
A2F1D45F678E103585795BCAAA00D717BADB6FA46371A33D346803A0B2F9391FC8D3C8ACB9
0055CC53386AC983AC3A4D1B3A52C29717ABFF732CA8AA13A35C132B20DB8B4BEB2F26F507
9633415006B1CCDC8811E09566E90B4857F479A1B25136FFE37F66B87DD11F5841055D83747B
FBB5D57B87940EAB599A670BC93F427F, Observed
ADEA81A1A68C6C46416B571757D1E62D1AE84D5E8F828445EA203A497AB232DB8138289284
477011E8202102F797DBFAC5B363215B14581F3593BCB86DEA600C0BBF78B45F4A940ECB51F8
8E3D74F6CBE072F3C1D8939B3661B89C7631CA15D176A16B

None 1

31.168.13.78 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

77.125.247.214 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
E31FAA21FA2C0E12D4E070640F244FC0F78AF8D0F4EB20A01F218F553B499C0FC96AD0BA6837
C38F2A2F38CE82415C947418ABB08C2DC81B76EB1101B317312D2B141F76676657AEE409F0A3
859675F0FC1CB4C472C4C3C1DB66A95AA977AA042A1899847924CDF54A3BAF026755F9AAE6
7F44126D4B806BECBBBA3666412CDA, Observed
B04637546D585F9541970765F21EE604B51F9CBCB398DE7039EFCFF3E6385039A899642EE4D61
77CF6DF4C6F0ED692DDC6C196A5E7356818E807E71D94854E1C0264736EDDBC5E8EA26B305F7
422F8DF85412F155CC4A6C5058E67B7B27DC30DD7ACD0

None 1

84.111.24.80 Israel 147.237.0.121 Malformed HTTP Header Line 23 Block 1

 03-02-2016 to 03-03-2016 
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192.115.130.253 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/login Block 1

46.116.251.45 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

80.246.136.55 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

89.138.191.3 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

213.151.53.171 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

46.19.85.165 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

87.69.41.153 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

84.111.24.80 Israel 147.237.0.121
Illegal Byte Code Character in Header Name
ÜWŽß1Ÿ×n[[#19]]^G;qa[[#25]]cßã™P[[#11]]UÍ4#012[[#24]]j[[#16]]%´‘µ4RÁ[[#5]]kô ÌûVT#011™[[
#17]]’[[#8]]2

Block 1

132.68.56.120 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

46.121.111.141 Israel 147.237.0.121 Too Many Headers per Request - 46 Headers Block 1

84.108.224.237 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.46.38.217 Israel 147.237.0.121 SSL Untraceable Connection - Unsupported Cipher None 1

79.179.193.78 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.111.24.80 Israel 147.237.0.121 Unknown HTTP Request Method å in URL Block 1

212.68.157.162 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

2.54.33.30 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 2.54.33.30 (sigalgs DoS Attack) None 1

195.200.205.34 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.121.111.141 Israel 147.237.0.121 Malformed HTTP Header Line 23 Block 1

82.102.169.113 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

37.26.148.139 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

81.218.241.25 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

91.199.69.254 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

217.132.203.7 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.121.80.157 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

185.127.10.40 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.86.73 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

87.70.53.180 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.179.129.6 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

5.29.46.210 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

66.249.69.165
United
States

147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/mobile/ Block 1

84.111.24.80 Israel 147.237.0.121 Illegal Byte Code Character in URL [[#26]]"0y[[#16ז½zֿ,{]] Block 1

62.128.45.204 Israel 147.237.0.121 Unknown Parameter _ in www.miluim-ishi.aka.idf.il/newpassword/firstlogin Block 1

46.19.85.24 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

85.65.8.32 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.149.165 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

79.178.234.57 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

199.203.100.145 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

46.121.111.141 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 46.121.111.141 Block 1

84.94.189.220 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.121.111.141 Israel 147.237.0.121
Illegal Byte Code Character in Header Name
ÿN[[#22]](%™„ì#¯‹«k¤3YQª[[#6]]r[[#0]]è·Ü•4‹îú±®/]oQo [[#22]]ù,œÃ”õE¨3 †*[[#7]]óIàâb[[#28
]]•õðm»#012¸8ÌÿÈBJÄ€Ì¦[[#0]]Z"6¨Õ_µ>b[[#16]]ÜM×K*BÿÈVSö<•‘{ìT[[#15]]o

Block 1

91.231.193.150 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

37.26.146.251 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

79.177.58.169 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

84.111.24.80 Israel 147.237.0.121 Multiple Illegal HTTP Version from 84.111.24.80 Block 1

31.168.25.105 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 31.168.25.105 (sigalgs DoS Attack) None 1

84.111.24.80 Israel 147.237.0.121 Malformed URL Block 1

192.115.190.190 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

80.246.136.198 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
BFE8ACB6815797C8A4D48802C9851A2DEDE957B2A0E57A6830489402F4950FB16D64E6C12A6
7CFCF484B7BC442FEBE7E7C32DF5FD6FB99B080E7706EFBBFDE96F498BFB012D12537D35DE80EC
206816D43F49868177E579E4C7E03FDC80D15A3560D447BDE373F791F641E28407CD3B0A1FC7
58831593BCEA4C01D595138BC80, Observed
C6A0D369773C1A91871D1C11008D8DA8843F7A7F08B9AC05ECECC99697FC2BDF0A8DAD12F
1C15CBA52791261D95708597B2095D71C01A980282AA1F4FF12DBAE73B1BBCF6A93646AA8E
D222A56DF30D40BCB994D22CE5D51CDB3227BAC8C8D3FAF84FF

None 1

216.72.40.185 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.182.11.148 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

87.70.1.147 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddAddressAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

5.22.129.99 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

147.234.241.1 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.54.33.30 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.121.111.141 Israel 147.237.0.121 Unknown HTTP Request Method 6É‹²àéè•ßí× in URL www.miluim-ishi.aka.idf.il§ּx.axd Block 1

37.46.44.140 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

79.180.118.249 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

84.228.16.244 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ Block 1

212.143.122.5 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

37.26.148.205 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

195.250.33.251 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

46.121.111.141 Israel 147.237.0.121 Malformed URL §ּx.axd Block 1

82.102.169.113 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

109.64.55.154 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

82.80.141.175 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

91.227.71.250 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

79.176.2.226 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

84.111.24.80 Israel 147.237.0.121
Illegal HTTP Version
[[#8]]ß”#011[[#0]]=°K.¼àª©b[[#12]]A;EŠ[[#18]]M@[[#25]]4c‰Ú5Ìéà‘[[#14]]’“Z‹ù›ÿžk[[#29]]Y
ƒHBÍ'ºTÂM#011´JÞY3™†

Block 1

 03-02-2016 to 03-03-2016 
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192.114.7.2 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

80.179.40.7 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

87.71.80.206 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

212.179.129.6 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

5.29.159.58 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

66.249.75.36
United
States

147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/mobile/ Block 1

85.130.219.89 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

212.150.189.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.54.143.165 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 2.54.143.165 (sigalgs DoS Attack) None 1

62.128.45.204 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

84.111.24.80 Israel 147.237.0.121 Abnormally Long Request method Block 1

109.253.212.37 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.85.39 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

109.67.16.173 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

37.26.149.239 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.178.245.15 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

84.111.24.80 Israel 147.237.0.121 Too Many Headers per Request - 35 Headers Block 1

2.54.11.171 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.121.111.141 Israel 147.237.0.121
NULL Character in Header Name at
ÿN[[#22]](%™„ì#¯‹«k¤3YQª[[#6]]r[[#0]]è·Ü•4‹îú±®/]oQo [[#22]]ù,œÃ”õE¨3 †*[[#7]]óIàâb[[#28
]]•õðm»#012¸8ÌÿÈBJÄ€Ì¦[[#0]]Z"6¨Õ_µ>b[[#16]]ÜM×K*BÿÈVSö<•‘{ìT[[#15]]o

Block 1

193.34.57.101 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.121.111.141 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

82.81.82.250 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changeunit parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

93.173.238.29 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

37.26.147.204 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

79.177.80.147 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 79.177.80.147 (Protocol violation
(SSL_CONN_CLIENT_CERTIFICATE_REQUEST))

None 1

31.168.25.105 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

77.126.175.243 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

84.111.24.80 Israel 147.237.0.121 Malformed URL [[#26]]"0y[[#16ז½zֿ,{]] Block 1

80.246.137.39 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

89.139.128.133 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.182.155.163 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

87.70.11.116 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

212.179.21.194 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

5.22.130.73 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesIDs in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

66.249.69.165
United
States

147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/a Block 1

84.111.24.80 Israel 147.237.0.121 Illegal Byte Code Character in Method –öG}î¸[[#0]]gÃ$IQyÖq‚[[#0]]ZÉ1[[#27]]—‘Öï[[#14]]ž•ž© Block 1

176.13.17.233 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/login parameter
ctl00$ContentPlaceHolder1$txtPass

Block 1

2.54.38.27 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.90.164.198 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 1

109.253.150.155 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

79.180.151.211 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

212.143.234.233 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

79.178.55.71 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

84.111.24.80 Israel 147.237.0.121

NULL Character in Header Name at
«̈ [[#22]]f.åø[[#25]]/[[#5]]•*[[#29]]~[[#0]]Ÿ–3[[#6]][[#15]]̧ ã[[#5]]²“ê&RúÆ[[#20]]
5åŠ©Ÿ$>[[#23]]Sn%‚é¤#ËVëÔò†Iõ[[#8]]û]þ[[#20]][[#11]]Võ?'éÇ¦õi¶@<Zóô[[#3]]¹š[[#11]][[#19]]Ì
#011û6Xþ M˜n]»¦ïÉÁ¬ÙŒÿ/•Þ49Äºº¨sßØÅè›Ç?ãÉè•[[#23]]â&÷«#012£%Úw7/OF\{{•ä[[#23]]ÃdÞ¹å
[[#4]]Ü

Block 1

199.203.100.145 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

46.121.111.141 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 46.121.111.141 Block 1

82.102.170.200 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

109.64.114.66 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.121.111.141 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

82.80.148.196 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

91.231.193.150 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 91.231.193.150 (Unknown SSL Session) None 1

193.34.57.101 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
48A6946ED975D17CC212CB0ECA9D913A9D28C98371CE5BD7D6DCEC25DF128559C417FDBF9
B14A9671BAD3192A163804615BEB1ECE1B76E0FD1CC425BCAB8359D55F3A862D395F80ACDEE
4910F88D336077A26FF2E53467219D8E79E690210273729614966EEEFE13B64C5630323DDC18E
9F7A89654329AA3D44E9152EF0743E5283D3ECC266858099CFC78862AA1A5F40B472F8299147
E757C71F95894A393EC

None 1

77.125.87.223 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.111.24.80 Israel 147.237.0.121 Malformed HTTP Header Line 1 Block 1

192.114.7.2 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

46.116.52.152 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

80.179.200.35 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

212.199.121.196 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

5.102.242.217 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1
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