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W 212.199. 154. 194, | srael
46. 19. 85. 153, |srael
W 212.179.21. 194, |srael
84.111.24.80, |srael
W 84.228.82. 106, |srael
M 66.249.69.165, Lhited Sates
W 212.150. 62. 56, |srael
W 109. 253. 150. 155, |srael
94. 159. 143. 105, |srael
H 84.108.233.193, |srael




03-02-2016 to 03-03-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.199. 154. 194 | srael 147.237.0. 121 Anonal y- TLS-renegoti ation-d i dest - r eset BBL- | srael 306
46.19. 85. 153 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-di dest - r eset BBL- | srael 150
84. 228. 82. 106 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - reset BBL- | srael 48
109. 253. 150. 155 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - reset BBL- | srael 21
94.159. 143. 105 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-di dest - r eset BBL- | srael 19
84.108. 233. 193 | srael 147.237.0.121 Bl ock Wp Al Nets dr op BBL- | srael 18
212.179. 54. 237 | srael 147.237.0.121 B ock Up Al Nets drop BBL- | srael 6
79.181. 145. 122 | srael 147.237.0.121 Bl ock_Udp Al _Nets drop BBL- | srael 3
81. 218. 56. 245 | srael 147.237.0.121 ock Wp Al _Nets drop BBL- | srael 3
167. 220. 67. 234 Lhited Sates 147.237.0.121 ock Wp Al _Nets drop Net V- London 1
184. 105. 139. 70 Lhited Sates 147.237.0.121 B ock Np Al Net drop Net V- London 1
184. 105. 139. 104 Lhited Sates 147.237.0.121 B ock Np Al Net dr op Net V- London 1
185. 40. 4. 45 147.237.0.121 B ock Up Al Nets drop Net V- London 1




03-02-2016 to 03-03-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S 1] |S gnat ure |Davi ce Action
46.121. 98. 99 | srael 147.237.0.121 13840: TLS (penSSL Heartbeat Packet B ock 1




03-02-2016 to 03-03-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |9te |Sgnature | Count |
66. 249. 69. 165 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sA (2) 27

192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 3

59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1

80.179. 211. 31 | srael 147.237.0.121 portscan: TGP Distributed Portscan 1

192.198. 151. 43 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 1

193. 201. 227. 70 Wkrai ne 147.237.0.121 ET SCAN Potential SSH Scan 1

185. 72.179. 221 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1

202.71. 25. 29 I ndi a 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1




03-02-2016 to 03-03-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Sgnature

Target Address |S t% Nanme

17.78.77.116 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2574
17.78.121. 30 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2399
140. 101. 20. 1 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 1734
149. 88. 55. 245 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1138
149. 88. 6. 14 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 912
149. 88. 226. 42 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 770
84.111. 24. 80 | srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 715
149. 78. 85. 127 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 596
199. 201. 66. 3 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 557
165. 225.80.60 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 553
149. 78. 253. 29 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 446
64. 79. 85. 205 Lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 425
46.121. 111. 141 |l srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 424
84.228.82. 106 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 205
Ret r ansni ssi on dr opped.
149. 78. 229. 145 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 389
194. 69. 102. 201 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 385
149. 78. 166. 132 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 385
149. 78. 202. 210 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 372
128.107.241. 181|lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 368
79. 180. 212. 50 | st ael 147. 237 0. 121 Sreamng &gl ne. TGP Invalid Invalid segnent retransnission. Packet drop 351
Ret r ansni ssi on dr opped.
176. 13. 6. 31 — 147 237.0. 121 Srearmng qul ne TP Invaid Invalid segnent retransmssion. Packet drop 351
Ret ransni ssi on dr opped.
149. 78. 31. 23 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 337
149. 88. 141. 161 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 306
84. 95. 200. 189 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval id segnent retransnission. Packet drop 288
Ret r ansni ssi on dr opped.
185. 27. 105. 154 |1 srael 147 237. 0. 121 Sreamng Ejg| ne: TP Invalid Inval id segnent retransnission. Packet drop 261
Ret r ansni ssi on dr opped.

149. 78. 120. 238 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 247
185. 3. 147, 81 — 147 237.0. 121 Srearmng qul ne TP Invalid Invalid segnent retransmssion. Packet drop 243
Ret ransni ssi on dr opped.

167.160. 116. 238|lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 236
149. 88. 42. 98 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 224
149. 88. 153. 188 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 224
149. 88.239.45 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 223
167. 220. 196. 59 LKTI;;gom 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 216
167. 220. 196. 27 LKJ?Ir:;gom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 212
149.78.173.75 |lsrael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 211
194. 9. 252. 237 Eiqlr:gegom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 204
208. 80. 232. 68 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 199
149. 78. 206. 168 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 190
192. 88. 162. 1 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 188
92.229.134. 151 |Ger many 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 188
149. 78. 156. 87 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 180
149. 50. 93. 248 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 178
160. 62. 4. 100 Sntzerl and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 173
176.13.12. 188 |1 srael 147 237.0. 121 Srearmng qul ne TP Invalid Invalid segnent retransmssion. Packet drop 162
Ret ransni ssi on dr opped.

149. 78. 40. 121 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 161
91.148.193.91 |Net herl ands 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 155
80. 179. 192. 63 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 153
Ret r ansni ssi on dr opped.

80. 246. 137. 91 I sragl 147 237. 0. 121 Sreamng Ejg| ne: TP Invalid Inval id segnent retransnission. Packet drop 153
Ret r ansni ssi on dr opped.

178.12.113. 124 |Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 147
149.78.47.118 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 146
149. 78. 44. 149 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 145




03-02-2016 to 03-03-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
212.179.21.194 |lsrael 147.237.0.121 Mil tipl e Whaut hori zed URL Access from 212.179. 21. 194 B ock 58
212.179.21.194 |lsrael 147.237.0. 121 D stributed PHP At enpt B ock 28
212.150.62.56 |lsrael 147.237.0. 121 Mil ti pl e Uhaut hori zed URL Access from 212. 150. 62. 56 B ock 16
87 71.82. 24 lsrael 147 237.0. 121 Paran@ er T)_/pe_\/i ol at.i on _ctl 00$@nt ent P acetbl der 1$t xt Per ut Bakasha in B ock 10
wan i |l ui mi shi . aka. i df . i | / shanapchange
84.109. 117. 67 | srael 147.237.0.121 Mil tipl e Uhaut hori zed URL Access from 84.109. 117. 67 B ock 9
212. 150. 62. 56 | srael 147.237.0. 121 PHP At t enpt B ock 8
Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
5.28.182.21 I srael 147.237.0. 121 VW il Ui miysphi .aka.idf.il/nental heal thof fi cercontacting Bl ock 6
79.182. 2. 185 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 6
199. 203. 215. 1 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 6
84.109. 117. 67 | srael 147.237.0. 121 D stributed PHP At enpt B ock 5
84.228. 156. 211 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 5
79.176. 1. 98 | srael 147.237.0.121 Mil tipl e Unauthorized LR Access from79.176. 1. 98 B ock 4
62.219. 141. 110 |israel 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 4
par anet er accept
84.111. 24. 80 | srael 147.237.0. 121 Mil tiple Mal formed URL from 84. 111. 24. 80 B ock 3
84.111.24. 80 | srael 147.237.0. 121 Mil tipl e Abnornal |y Long Header Line from84.111. 24. 80 B ock 3
192. 116. 200. 1301 srael 147 237.0. 121 Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 3

vwwn il ui mi shi. aka. i df. i |/ nental heal t hof fi cer cont acti ng

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
89CF86370A5439C4E128C482661F03FE01810EFA983E50CFB04C8F392A526F F8DADFFFALIADS52C
DC389FFD2766AC25CB987125B70AFE3DD5CC49952E72C0185529DE7942C10BD75F5506FBB6E
BBABDB7076ED143FFE6A29ACC870BBBD9991839C0FC198825C1A5642EBAADOFBC5ES5D35262F
79.178.233.82  |Israel 147.237.0.121) | pE97F64B1C107FE3SDB5EB7002A2, Chser ved None |3
47A72FCB6557E2622852BA6534BFFDB268CDF409732B2B23308B8C05F46CD77441A668C6986
7579113039862D3812A35AACF10D1D8787C83B3636A60CF7B8CDE3ECCCEBAD34BCB58D72C
29E885283A8BB6C9A2DB6E6FA2C5ACBEAAEEECD54BC0264FA0

84.111. 24. 80 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in Method from84. 111. 24. 80 B ock 3
2.54.254.131 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 3
84.111. 24. 80 | srael 147.237.0.121 Mil tiple NLL Character in Header Nanme from 84.111. 24. 80 B ock 3
31 168.170.54 |israel 147 237.0. 121 Paranpt er T_ype_ Mol a_ti on ctl 00$Q)nt‘ent A acetbl der 1$t xt Per ut Bakasha i n B ock 3
viwv M | ui mi shi . aka. i df . i | / changeuni t
84.111. 24. 80 | srael 147.237.0.121 Mil tiple Abnornal |y Long Request from 84.111.24. 80 B ock 3
192.117.141.2 | srael 147.237.0.121 Uhknown Par anet er ctl 00$Cont ent Al acetbl der 1$t xt Capt cha i n wwwv mi| ui mi shi . aka.idf.il/snsverify |B ock 3
80. 178. 251. 210 |1 srael 147 237 0. 121 Para@t er T_ype_ Mol gti on ctl 00$Cont.ent P acetbl der 1$t xt Per ut Bakasha i n B ock 3
wwv ni | ui mi shi . aka. i df.il/changeuni t
2.54.43.139 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 3
193. 34. 57. 101 | srael 147.237.0.121 Mil tiple Uhtraceabl e SS. Sessi ons from193. 34. 57. 101 (si gal gs DoS At ack) None 3
84.111. 24. 80 | srael 147.237.0.121 Mul ti pl e Unknown HTTP Request Met hod from 84. 111. 24. 80 B ock 3
84.111. 24. 80 | srael 147.237.0.121 Mitiple Illegal Byte Gode Character in Header Nane from84.111. 24. 80 B ock 3
79.176. 2. 226 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 3
84.111. 24. 80 | srael 147.237.0. 121 Mitiple |llegal Byte Gode Character in Header Val ue from84.111. 24. 80 B ock 3
37.26.147.245 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
79.176. 1. 98 | srael 147.237.0.121 Dstributed PHP At enpt B ock 2
80. 246. 137. 153 |l srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
212.179.28. 215 |lsrael 147.237.0.121 Uhaut hori zed URL Access to waw mi | ui mishi.aka.idf.il/$$$&?&2$$$ B ock 2
109. 253. 157. 237l srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
96FO0E4BF310E085197B24356CDF12515D5897E24AD77BD3B67F01776B5235028BFF2E2264B0B8
9A4C35D1C78A3F2F3C1AF1B61F0OF74763923828A602C1C47165EB7991B1EF5D74322471E1821
B921EC4DFA0987B50454183963B711BEOCEB5633AD79A2367C046680BAEA39ADE796E8B8BIA
85. 64. 36. 123 | srael 147.237.0.121 7F78ASFAEE733EEF1CDDISA47703, Cbser ved None 2
97F93C9C107F98B226C77C7860F211DC66F6AB0443753B62E84830BDF6 COFFD79E88AA7 ABI9EOD
2ADE67A36FD53BFAA14843C0E5AD221B9649C5EC6B51087 CEAAC20C7483C1CCBC1BE16A23F
8BF776C3BF32661C429F20C0DD2C424D3A901B24C0750D1F

Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx

wawv ni | ui mi shi . aka. i df.il/changeuni t
. 121 Mil tiple Mal forned HITP Header Line from 84.111. 24. 80 B ock

62.219.111.31 |lsrael 147.237.0. 121 B ock 2
par anet er accept
109. 67. 199. 45 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
79.177.117.236 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
Ostributed Paraneter Type Mol ation on vwwu mil ui mishi.aka idf.il/general petition paraneter
95.86.125.254 |l srael 147.237.0.121| | {oe e H acorbl g(frelﬁSt <t Per ot Bakasha 9 pe P Bock |2
84.111. 24. 80 | srael 147.237.0.121 Abnornal |y Long Header Line request header nane B ock 2
109. 253. 197. 206l srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
79.181.53.167 |Israel 147.237.0.121| |P¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |2
vy | ui mi shi. aka.idf.il/general petition
84.111. 24. 80 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
2.52.33.209 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 2
109. 67. 16. 173 lsrael 147. 237, 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
82. 80.222. 116 | srael 147.237.0.121 D stri buted Gooki e Tanpering on token: .ASPXAUTH None 2
77 125 247 214 | srael 147 237 0. 121 Paranpt er 'I_'ypg M ol gti on ct | 00$Cont enFPI acetbl der 1$ct | 00$t xt NewPass1 i n B ock 2
wwv m | ui mi shi . aka.idf.il/personal settings
46.117. 130. 225 |l srael 147.237.0. 121 Lhtraceabl e S3_ Sessi ons: sigal gs DoS At tack None 2
89. 139. 59. 182 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
46. 19. 85. 189 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
212.179.21.194 |lsrael 147.237.0. 121 PHP At t enpt B ock 2
84.111. 24. 80 | srael 147.237.0.121 Ill1egal Byte de Qharacter in Header Val ue B ock 2
109. 253. 128. 240|l srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
79.178. 8. 29 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2
46.121.98.99  |israel 147.237.0.121| [P @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |2
v il ui mi shi . aka. i df.il/general petition
31.168. 170. 54 | srael 147.237.0.121 Uhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/forn8010. B ock 2
193. 34. 56. 101 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
46. 19. 86. 250 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 2
79.181.111. 41 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
84.108. 13. 96 I sragl 147. 237.0. 121 Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 2
0 2

84.111. 24. 80 | srael 147. 237.




Attacker Address

03-02-2016 to 03-03-2016

A tacker
Ceo

Target Address

St%S‘gnature

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

96EE6255860EB25CD203BD5446654439E5AA91852D387B780FC2680C35FDBA220C7 FCF56C8E
OFE5A2290AE29C3CA746CBC7DD6ACCCC36EC02A2371A078160585B88723F7DAE4FD94B2854
D1A5EA1FCDE981A5EA3901A6404FA53179B85E77164610C60D656E51F9041F0092E5B29911C4

192.116.200. 1301 srael 147.237.0.121) |/ BEAFRABO556871FET7ECOT2FFC249E, Chser ved None 2
3A28ADDD9285EF095993DB8CACO0FD644CDECB54949A4570A392AAB281637515948C58E9D
76CF786469BFBF1E9F329B0EA14B49D63A8F73304FCD9A65933E5F7D3A1FBDCAES1030FEEA95B
5749948554E70D2AE67449C10B1621FD7626FDBC97C91F05
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

46.117. 144. 167 |l srael 147.237.0.121| |7 00et ot A acorbl g(frelﬁSt <t Per ot Bakasha 9 pe P Bock |[2

216.72. 40.185 |1 srael 147 237.0. 121 Paranpt er T_ype_ Mol a_ti on ctl 00$Q)nt‘ent A acetbl der 1$t xt Per ut Bakasha i n B ock 2
viwv M | ui mi shi . aka. i df . i | / changeuni t

46.19. 85. 198 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on ww nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2

37.142. 64. 58 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
Dstributed Paraneter Ty Mol ation on www ml ui mishi.aka.idf.il/general petition paraneter

87.26.148.211  Israel 147.237.0.121 ct | 00$Cont ent Pl acetbl gep:el$t xt Per ut Bakasha ’ > P B ock 2

31. 210, 187. 166 |1 srael 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 2
par anet er accept

79.181.183. 61 | srael 147.237.0. 121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

85. 250. 140. 191 |l srael 147.237.0. 121 DO stributed ULhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1

2.54. 143. 165 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

62.219.99.130 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to ww nitl ui mi shi.aka. idf.il/https:/vww il uimishi.aka. idf.il/ B ock 1
Illegal Byte Gode Character in Header Nane
«[[#22]]1f. ol [#25] ]/ [[#5]]«*[[#29]]~{ [#01] V=3[ [#6] ][ [#15]], & [ #5] ] 2" E&ROAE[ #20] ] .

84.111. 24. 80 I srael 147.237.0. 121 5ASOY$>] [ #23] ] Sno én#EVeCdTI 8] [ #8] ]G] p[ [ #20] 1 [ [#11]]V6?' éC 6i T1@Z60[ [#3]18[[#11]][[#19]]11 |B ock 1
#01106Xp M n] »! i EARU/ « P49AC° " sREAS> CRaERs [ [ #23] | A&+« #012£9%7/ OF\ { { » &[ [ #23] ] AdP* &

[[#4]0

132. 64. 27. 229 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

46. 19. 85. 73 I srael 147.237.0. 121 O stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1

84.108. 191. 229 |l srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

109. 67.118. 135 |lsrael 147.237.0.121 D stributed Lhaut hori zed URL Access on ww nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

37.26. 149. 248 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN QLI ENT HALLO None 1
Gooki e I'njection on cooki e . ASPXAUTH wi th val ue
62360084BFE642C9EB0C860EE25213CCD1578E1CO01A18AD42F3F8CD31C165BDA0B8F6D2E432
F77AE7504FF5985FDA2B88675C28D8A1FB14F465E153A15602A613DC61467597118A0747E8E6

79.179.32. 25 | sr ael 147.237.0.121 3C102CB9AAF60AES2F41D6EE2A62FABCDDC700AB62A9DA7A7TC745FEB6B78072220EB2A56B5 None 1
8AAO0A32DF1C6EB2525FA278E0C20EBO90F47E21A9FDCOD797F7DBEADG67CCB3ECD235A6FC8127
F7A524A862664A3E6971

84.111. 24. 80 I srael 147.237.0. 121 Unknown HTTP Request Method —6G T, [[#0]] gA$I Q/Cu, [[#0]] ZEL[[#27]]1 —O [ [ #14]] 7+ 7© B ock 1

207.232.27.5 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1
O stributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/fornB010 paraneter

2.54.26.81 I srael 147.287.0.121f | Toee e P acetb) dé’flwl o P Bock |1

46.121.111. 141 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL CONN APPLI CATI ON DATA EXCHANGE) None 1

193. 47. 165. 251 |l srael 147.237.0.121 Lhknown Paraneter tzav in waw mlui mishi.aka. idf.il/login B ock 1

46.121. 111. 141 |l srael 147.237.0. 121 Illegal Byte Gode Character in Method 6F2aéés R x B ock 1
DOstributed Parangeter Ty Mol ation on wwv nil ui mishi.aka.idf.il/general petition paraneter

82.81.193.82 | sr ael 147.237.0.121 ct | 00$Cont ent Al acetbl geprel$t xt Per ut Bakasha ’ > P Bl ock !

95. 86. 74. 213 | srael 147.237.0.121 Mil tipl e Uhaut hori zed URL Access from 95. 86. 74. 213 B ock 1

79.177. 80. 147 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSLGONN QLI ENT_CERTI FI CATE REQUEST) None 1

217,132 123.66 |1 srael 147 237 0. 121 Para@t er T_ype_ Mol gti on ctl 00$Cont.entPI acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv ni | ui mi shi . aka. i df.il/changeuni t

31.168. 100. 81 |israel 147 237.0. 121 mn:hvl\xli gairsarr]'ire.tai;- |C(tjf| OIC:_/(IR)OST ﬁnt P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1

46. 120. 28. 26 | srael 147.237.0. 121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

89. 139. 170. 21 I srael 147.237.0. 121 DO stributed ULhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1

46.19. 86. 73 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from46. 19. 86. 73 (sigal gs DoS At ack) None 1

80. 178. 157. 53 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

87.70. 34. 216 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1

66. 249. 69. 165 g‘;ttees 147.237.0. 121 Unaut hori zed URL Access to waw milui mishi.aka. idf.il/n B ock 1

84.111. 24. 80 | srael 147.237.0.121 Illegal Byte Gode Character in Mthod & B ock 1

176. 13. 23. 148 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

2.54.39. 17 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1

62. 128. 45. 204 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

84.109.129. 176 |lsrael 147.237.0. 121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
Dstributed Parangeter Ty Mol ation on ww nil ui mishi.aka.idf.il/general petition paraneter

87.142.192.86 I srael 147.237.0.121 ct | 00$Cont ent Al acetbl geprel$t xt Per ut Bakasha ’ > P Bl ock !
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

79.181.53. 167 |Israel 147.237.0.121| | {oe e H acorbl g(frelﬁSt <t Per ot Bakasha 9 pe P Bock |1

37.26. 148. 216 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

84.111. 24. 80 I srael 147.237.0. 121 NULL Character in Method —6G 1, [[#0]] gASl Q/Cy, [[#0]] ZEL[ [#27] ] <O [[#14]] 2+ 2© B ock 1

199. 203. 100. 145|l srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

2.52.33.91 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on ww nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

46.121.111. 141 |lsrael 147.237.0. 121 Mil tiple Mal formed URL from46.121.111. 141 Bl ock 1

84.94.169 193 |israel 147 237 0. 121 Pararm er Type.\ﬂ ol aI_i on .ctI 00$Cont ent A acetbl der 1$t xt SartDate in B ock 1
waw mi | ui mi shi . aka. i df.il/forn8010

109. 66. 171. 27 |l srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 1

46.121.111. 141 |lsrael 147.237.0.121 Abnornal | y Long Request et hod B ock 1

82. 80. 159. 227 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on ww il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

91.231.193. 150 |Israel 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown S Sessi on None 1

37.26. 146. 214 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLGONN QLI ENT HALLO None 1

79.176. 123. 252 |l srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
A2F1D45F678E103585795BCAAA00D717BADB6FA46371A33D346803A0B2F9391FC8D3C8ACB9
0055CC53386AC983AC3A4D1B3A52C29717ABFF732CA8AAL13A35C132B20DB8B4BEB2F26F507
9633415006B1CCDC8811E09566E90B4857F479A1B25136FFE37F66B87DD11F5841055D83747B

193.34.57. 101 |lsrzel 147.237. 01211 |rpRs 5 7887940EAB599A67T0BCO3FA27F, Chser ved None 11
ADEA81A1A68C6C46416B571757D1E62D1AE84D5E8F828445EA203A497AB232DB8138289284
477011E8202102F797DBFAC5B363215B14581F3593BCB86 DEA600COBBF78B45F4A940ECB51F8
8E3D74F6CBE072F3C1D8939B3661B89C7631CA15D176A16B

31.168. 13. 78 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
E31FAA21FA2COE12D4E070640F244FCOF78AF8DOF4EB20A01F218F553B499C0FC96 ADOBA6837
C38F2A2F38CE82415C947418ABB08C2DC81B76EB1101B317312D2B141F76676657AEE409F0A3
859675F0FC1CB4C472C4C3C1DB66A95AA977AA042A1899847924CDF54A3BAF026755F9AAEG

77.125.247. 214 I srael 147.237.0. 1211 1or44126D4B806BECBBBA3666412CDA, Chser ved None 11
B04637546D585F9541970765F21EE604B51F9CBCB398DE7039EFCFF3E6385039A899642EE4D61
77CF6DF4C6FOED692DDC6C196A5E7356818E807E71D94854E1C0264736EDDBCS5ES8EA26B305F7
422F8DF85412F155CC4A6C5058E67B7B27DC30DD7 ACDO

84.111. 24. 80 | srael 147.237.0.121 Mal f or ned HTTP Header Line 23 B ock 1




Attacker Address

03-02-2016 to 03-03-2016

A tacker
Ceo

Target Address

St%S‘gnature

- fHBI ' ° TAM#011” JbY3™

192. 115. 130. 253|I srael 147.237.0.121 Paranet er Type M ol ati on ct! 00$Qont ent Pl acetbl der 1$t xt Capt cha i n wwwv il ui mi shi . aka.idf.il/login |B ock 1
46. 116. 251. 45 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
80. 246. 136. 55 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
89 138.191. 3 I sragl 147. 2370, 121 Lhknc?\/\n. Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
viwn il ui mi shi . aka.idf.il/login
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
213.151.53. 171 I srael 147.237.0. 121 ct | 00$Cont ent A aceHol geprel$t xt Per ut Bakasha ’ i i Bl ock !
46.19. 85. 165 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1
87.69.41. 153 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
Ill1egal Byte Gode Character in Header Nane
84.111.24.80 | srael 147.237.0. 121 OWZR1YxN[ [ #19] 1 G qa[ [ #25] ] cRA™P] [ #11] ] U 4#012[ [ #24] ]j [ [#16]]% * p4RA [#5] 1 ko 10VT#011™[ [B ock 1
#1711 [[#8]]12
132. 68. 56. 120 | srael 147.237.0.121 Paraneter Type Mol ation accept in www niluimishi.aka.idf.il/login B ock 1
46.121. 111. 141 |l srael 147.237.0. 121 Too Many Headers per Request - 46 Headers B ock 1
84.108. 224. 237 |1 srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
37.46. 38. 217 | srael 147.237.0.121 SSL Uhtraceabl e Gonnecti on - Uhsupported O pher None 1
79.179. 193. 78 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
84.111. 24. 80 | srael 147.237.0.121 Unknown HTTP Request Method & in URL B ock 1
212. 68.157. 162 |lsrael 147.237.0.121 Lhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 1
2.54.33. 30 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SSL Sessi ons from2.54. 33.30 (sigal gs DoS A tack) None 1
195. 200. 205. 34 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
46.121. 111. 141 |l srael 147.237.0. 121 Mal f or ned HTTP Header Line 23 B ock 1
82.102.169. 113 |Israel 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
37 26.148. 139 |1srael 147 237 0. 121 Pararr_et er 'I_'ypg Mol gti on ct | 00$Cont gnt.Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv | ui mi shi. aka.idf.il/general petition
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka. idf.il/general petition paraneter
81.218.241.25 [Israel 147.237.0.121 ct | 00$Cont ent A aceHol dy:rel$t xt Per ut Bakasha ’ i P Bl ock !
Dstributed Paraneter Type Mol ation on www ml ui mishi.aka.idf.il/general petition paraneter
91.199.69. 254 I srael 147.237.0. 121 ct | 00$Cont ent A acetol gep:el$t xt Per ut Bakasha ’ i i Bl ock !
217.132.203.7 |israel 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
DO stributed Lhaut hori zed URL Access on
46.121.80. 157 I srael 147.237. 0221 |\ i) vi i shi . aka, i of i |/ htt ps: /v ni| ui rmi shi . aka, i f i1/ Block |1
185. 127. 10. 40 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
46.19. 86. 73 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
87.70. 53. 180 I sragl 147. 237.0. 121 DO stributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
212.179. 129. 6 | srael 147. 237, 0. 121 Lhknc_)V\n‘ Pa!’ arTet er f:tl 0_0_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v il ui mi shi.aka.idf.il/login
5. 29. 46. 210 I srael 147.237.0. 121 D stributed ULhaut hori zed URL Access on waww mil ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
66. 249. 69. 165 g‘;:ﬁd 147.237.0. 121 Uhaut hori zed URL Access to waw il ui mishi.aka.idf.il/nobile/ B ock 1
84.111. 24. 80 | srael 147.237.0. 121 Illegal Byte Qode Character in URL [[#26]]"Oy[[#16YZ {]] B ock 1
62. 128. 45. 204 | srael 147.237.0.121 Uhknown Paraneter  in wwy il ui mishi.aka.idf.il/newpassword/firstlogin B ock 1
46. 19. 85. 24 | srael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent A acetHbl der 1$ct 1 00 i n wwwv mil ui mi shi. aka.idf.il/forn8010 |B ock 1
85. 65. 8. 32 | st ael 147 237.0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
37.26.149.165 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 1
79.178. 234. 57 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu nill ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
199. 203. 100. 1451 sr ael 147. 237.0. 121 U1knc_>v\n. Pa_r arTet er ptl QO_Can ent P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1
v | ui mi shi. aka.idf.il/login
46.121. 111. 141 |l srael 147.237.0. 121 Mil tipl e Unknown HTTP Request Method from 46. 121.111. 141 B ock 1
84.94. 189. 220 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
Illegal Byte Gode Character in Header Nane
46.121. 111. 141 |l srael 147.237.0. 121 YN [#22]]- (98V1 # <«ka3YQ[[#6] ] r[[#0]]&- Ur4cT 0@ ] 0Qo [[#22]]0, o’ BE 3 t*[[#7]] 6l d4b[ [#28 |B ock 1
11+ 88mw#012, 81 YEBIAEI | [[#0]] 2" 6" O p>b[ [ #16] ] UMKK* ByEVSo<e * {1 T[ [ #15] ] 0
91.231.193. 150 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
37.26.146. 251 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
79.177.58. 169 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
84.111. 24. 80 | srael 147.237.0.121 Miltiple Illegal HITP \ersion from84. 111. 24. 80 B ock 1
31. 168. 25. 105 | srael 147.237.0.121 Mil tiple Lhtraceabl e SSL Sessi ons from 31. 168. 25. 105 (si gal gs DoS At t ack) None 1
84.111. 24. 80 | srael 147.237.0. 121 Mal formed URL B ock 1
192. 115. 190. 190|! srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
BFESACB6815797C8A4D48802C9851A2DEDE957B2A0ES57A6830489402F4950FB16D64E6C12A6
7CFCF484B7BC442FEBE7E7C32DF5FD6FB99B080E7 706 EFBBFDE96F498BFB012D12537D35DES0EC
206816D43F49868177E579E4C7E03FDC80D15A3560D447BDE373F791F641E28407CD3B0ALFCY
80. 246. 136. 198 |l srael 147.237.0.121 58831593BCEA4CO1D595138BC80, Cbser ved None 1
C6A0D369773C1A91871D1C11008D8DA8843F7A7F08BIACO5ECECC99697FC2BDFOA8DADL2F
1C15CBA52791261D95708597B2095D71C01A980282AA1F4FF12DBAE73B1BBCF6A93646AA8E
D222A56DF30D40BCB994D22CE5D51CDB3227BAC8C8D3FAF84FF
216. 72. 40. 185 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
79.182.11. 148 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
87.70. 1. 147 | sragl 147 237.0. 121 Par ar'_ret er '_ryp_e Vi ol_ati on ct I_OO_Cbnt ent Pl acetbl der 1_f uAddAddr essAppendi x| DDocs&H | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
5.22.129. 99 | srael 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
147. 234 2411 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
2.54.33. 30 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
46.121. 111. 141 |l srael 147.237.0.121 Lhknown HTTP Request Method 6Ec2aéeeRi x in URL wwy nil ui mi shi. aka.idf.il 8. axd B ock 1
37.46. 44. 140 | srael 147.237.0.121 D stributed GCooki e Tanpering on token: . ASPXAUTH None 1
79.180. 118. 249 |l srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
84. 228. 16. 244 | srael 147.237.0. 121 Lhaut hori zed URL Access to v mil ui mishi.aka idf.il/f B ock 1
212.143.122.5 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 1
37.26. 148. 205 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
195. 250. 33. 251 |l srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
46.121.111. 141 |Israel 147.237.0. 121 M formed LRL 8. axd B ock 1
82.102.169. 113 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
109.64.55.154 |l srael 147.237.0.121 ct | 00$Cont ent A aceHol ci/:re1$t xt Per ut Bakasha ) i P Bl ock !
82.80.141.175 |Israel 147.237.0.121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
91.227.71.250 [ srael 147.237.0.121| |PArameter Type Molation ctl003nt ent A acetbl der 13t xt Fer ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
79. 176. 2. 226 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
Ill1egal HITP \krsion
84.111.24.80 I srael 147.237.0. 121 [[#8]]1R"#011[ [#0]] ="K Ya2cb[ [ #12] ] A ES[ [ #18] ] M@[ #25] ] 4c%cbl éa' [ [#14]]" “ Z< U YZK[ [#29]] Y |B ock 1




03-02-2016 to 03-03-2016

A tacker

Attacker Address Geo Target Address St%S‘gnature

Paraneter Type Mol ati on ctl 00$Qont ent Al acetbl der 1$t xt F | esNangs in

192.114.7.2  |lsrael - |147.237.0. 121\ i Gimishi . aka. i of . i1/ ment al heal t hof fi cer cont acti ng Block |1

80. 179. 40. 7 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1

87 71. 80. 206 I srael 147. 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

212.179. 129. 6 | srael 147. 237, 0. 121 Lhknqvm‘ Pa_r arTet er §t| O_O_ConF ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
v il ui mi shi.aka.idf.il/login

5. 29. 159. 58 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1

66. 249. 75. 36 g‘;:ﬁd 147.237.0. 121 Uhaut hori zed URL Access to waw il ui mishi.aka.idf.il/nobile/ B ock 1

85. 130. 219. 89 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

212. 150, 189. 2 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wwv mil ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

2.54. 143. 165 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS_ Sessi ons from 2. 54. 143. 165 (sigal gs DoS At ack) None 1

62. 128. 45. 204 | srael 147.237.0. 121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 1

84.111.24. 80 | srael 147.237.0. 121 Abnormal | y Long Request net hod B ock 1

109. 253. 212. 37 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1

46. 19. 85. 39 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
DO stributed Lhaut hori zed URL Access on

109.67.16.173 |l srael 147.237. 0221\ oy i) vii i shi . aka, i of i |/ htt ps: /v ni| ui rmi shi . aka, i f i1/ Block |1

37.26. 149. 239 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

79.178. 245. 15 | srael 147.237.0. 121 ct100$0ont ent P acekbl der 15t xt Per ut Bakasha B ock 1

84.111. 24. 80 | srael 147.237.0.121 Too Many Headers per Request - 35 Headers B ock 1

2.54.11.171 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
NULL Character in Header Nane at

46.121.111. 141 |Israel 147.237.0.121 YN [#22] ] - (981 # < «ka3YQ[[#6] | r[[#0]] & Ur 4T (2@ ] oQd [[#22]] U, o' BE 3 +*[[#7]] 6l &ab[ [ #28 |B ock 1
11+ 88mw#012, 81 YEBIAEI | [[#0]] 2" 6" O p>b[ [ #16] ] UMKK* ByEVSH<e * {i T[ [ #15] ] 0

193. 34. 57. 101 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

46.121. 111. 141 |l srael 147.237.0. 121 Il1egal Byte Gode Character in Header \al ue B ock 1
Dstributed Paraneter Type Mol ation on ww il ui mi shi.aka.idf.il/changeunit paraneter

82.81.82. 250 | srael 147.237.0.121 ct |1 00$Cont ent Pl acetol der 1$t xt Per ut Bakasha Bl ock !

93. 173. 238. 29 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1

37.26. 147. 204 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
Mil tiple Uhtraceabl e SS. Sessions from79.177.80. 147 (Protocol viol ation

79.177. 80. 147 | srael 147.237.0. 121 (SSL OONN CLI ENT CERTI FI CATE REQUEST)) None 1

31.168.25.105 |lsrael 147.237.0. 121 SS. Lhtraceabl e Gonnection - sigal gs DbS Attack None 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

77.126.175. 243 I srael 147.237.0. 121 ct | 00$Cont ent Pl aceHol der 1$t xt Per ut Bakasha Bl ock !

84.111. 24. 80 | srael 147.237.0.121 M forned LR [[#26]]" Oy[ [ #16YZ {]] B ock 1

80. 246.137.39 |Israel 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

89.139. 128. 133 |Israel 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.i|/usercontrol s/ header/ B ock 1

79.182. 155. 163 |1 srael 147. 237, 0. 121 Paran_et er ‘I_'ypg Mol gtl on ct | 00$Cont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy il ui mi shi . aka. i df.il/general petition

87 70.11. 116 I sragl 147. 237.0. 121 Unknown Paraneter ctl 00 _Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1

v il ui mi shi . aka.idf.il/login
212.179.21.194 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to wan mil ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 1
Paraneter Type M ol ation ctl00$Qont ent A acetbl der 1$txt F I esI Ds in

5.22.130.73 | srael 147.237.0. 121 vowe il Ui mi shi . aka. i o . i | / changeuni t B ock 1

66. 249. 69. 165 g‘;ttees 147.237.0.121 Uhaut hori zed URL Access to wwn mluimishi.aka idf.il/a B ock 1

84.111. 24. 80 | srael 147.237.0. 121 I1legal Byte Code Character in Method —6G 1, [[#0]]gA$I QQy, [[#0]] ZEL[ [#27]]—Q [[#14]]2-2© |B ock 1
Ostributed Paraneter Type Mol ation on vwwu ml ui mishi.aka. idf.il/login paraneter

176.13.17.233 |[Israel 147.237.0.121 ct1 00$Cont ent A acebbl der 18t xt Pass B ock 1

2.54.38.27 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
D stributed Lhknown Parangeter on wawv ml ui mishi.aka.idf.il/login paraneter

62.90.164. 198 I srael 147.237.0. 121 ct| 00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend Bl ock !

109. 253. 150. 155|l srael 147.237.0.121 Paraneter Type M ol ati on ct | 00$Cont ent A aceHbl der 1$ct | 00 i n vy mi | ui mi shi . aka.idf.il/forn8010 |B ock 1

79.180. 151. 211 |israel 147. 237.0. 121 Lhknc_)\/\n. Pa_r angt er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
v | ui mi shi. aka.idf.il/login

212 143. 234. 233 |1 srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter B ock 1

ct | 00$Cont ent Pl aceHbl der 1$t xt Per ut Bakasha
79.178.55. 71 I srael 147.237.0. 121 D stributed ULhaut hori zed URL Access on waww mil ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1
NULL Character in Header Nanme at

< [[#22]1F. &al [#25]1/ [ [#5]]+*[[#29]] - [#0]] Y-3[[#6]] [ [#15]], & [#5] ] 2“ 6&RIAE[ #20] ]

84.111. 24. 80 | srael 147.237.0.121 S8SeV$>[ [ #23] ] Sn% éo#EVeQdTI O [ #8] ] O] p[ [#20] ] [ [#11]] VO?' €G &i T@Z60[ [#3]1+3[[#11]1[[#19]]1 |B ock 1
#01106Xp M n] »! 1 EASUGg/ « P49AC© " sRAAS> CPAERe [ [ #23] ] A&+ «#012£9%M7/ OF\ { { » & [ #23] ] Adbt &
[[#4]10
199. 203. 100. 145]|I srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1
46.121.111. 141 |lsrael 147.237.0.121 Miltiple Illegal Byte Code Character in Method from46.121. 111, 141 B ock 1
82.102. 170. 200 |l srael 147.237.0.121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1
109. 64.114.66 |l srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1
46.121. 111. 141 |l srael 147.237.0.121 Abnornal |y Long Header Line request header nane B ock 1
82. 80. 148. 196 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
91.231.193. 150 |lsrael 147.237.0. 121 Mil tipl e Untraceabl e SS. Sessi ons from91. 231. 193. 150 (hknown SSL Sessi on) None 1

Qooki e Injection on cookie . ASPXAUTH wi th val ue
48A6946ED975D17CC212CBOECA9D913A9D28C98371CESBD7D6DCEC25DF128559C417FDBF9
B14A9671BAD3192A163804615BEB1ECE1B76 EOFD1CC425BCAB8359D55F3A862D395F80ACDEE
193.34.57.101  |lsrzel 147.237.0.1211 1491 0F88D336077A26FF2E53467219DBE79E690210273729614966EEEFEL3B64C56303230DC18E | 0" [
9F7A89654329AA3D44E9152EF0743E5283D3ECC266858099CFC78862AA1A5F40B472F8299147
E757C71F95894A393EC

Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$txt Title in

vy | ui mi shi. aka.idf.il/general petition

84.111. 24. 80 I srael 147.237.0.121 Mal forned HTTP Header Line 1 Bl ock 1
Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

77.125.87.223 |lsrael 147.237.0.121 B ock 1

192.114.7.2  |lsrael - |147.237.0. 121\ i i mishi . aka. i of . i1/ ment al heal t hof fi cer cont acti ng Block |1
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

46. 116. 52. 152 I srael 147.237.0. 121 ct100$0ont ent P acekbl der 15t xt Per ut Bakasha Bl ock 1

80. 179. 200. 35 I srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

212.199. 121. 196|I srael 147.237.0. 121 Paraneter Type M ol ati on ctl 00$Cont ent A acetHbl der 1$t xt Pass i n wwwv mil ui mi shi.aka.idf.il/login Bl ock 1

5.102. 242, 217 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

03-02-2016 to 03-03-2016



