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109.253.207.95, Israel

212.179.21.194, Israel

2.52.153.28, Israel

176.13.7.3, Israel

213.57.220.29, Israel

46.19.85.57, Israel

46.19.86.194, Israel

192.198.151.44, Europe

5.28.164.58, Israel

31.168.30.52, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

109.253.207.95 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 93

2.52.153.28 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 46

176.13.7.3 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 18

46.19.85.57 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 10

31.168.30.52 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 8

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

2.54.135.2 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 5

79.181.110.220 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

62.219.148.74 Israel 147.237.0.121 Anomaly-TCP-shortheader dest-reset DP-Tehila 1

114.95.181.47 China 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

159.203.25.95 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.104 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 03-01-2016 to 03-02-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 4

192.198.151.44 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 3

85.250.140.232 Israel 147.237.0.121 ET SCAN NMAP -sA (2) 2

218.246.0.97 China 147.237.0.121 ET SCAN NMAP -sS window 1024 1

137.117.44.226 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

183.60.48.25 China 147.237.0.121 ET SCAN Potential SSH Scan 1

222.186.56.27 China 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

122.228.207.118 China 147.237.0.121 ET SCAN Potential SSH Scan 1

178.79.130.52 United Kingdom 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

91.148.193.91 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4174

149.88.24.27 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2207

118.200.35.18 Singapore 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1830

99.237.97.21 Canada 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1473

72.37.140.38 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1322

82.196.42.196
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1239

149.78.241.239 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1160

167.160.116.238 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 859

118.200.5.112 Singapore 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 682

17.78.122.195 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 680

149.78.37.34 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 656

149.88.153.188 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 607

149.88.85.49 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 547

149.50.80.156 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 462

63.99.16.220 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 454

149.78.204.22 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 400

149.78.250.105 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 367

149.88.244.14 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 362

192.146.6.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 351

149.88.80.65 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 313

2.52.153.28 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 297

149.78.239.9 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 284

193.186.163.3 Greece 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 252

140.242.217.2 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 252

149.88.42.98 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 249

176.13.12.178 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 243

149.78.148.86 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 238

80.14.85.21 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 231

149.78.241.229 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 230

183.90.37.238 Singapore 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 228

149.88.20.83 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 220

149.78.169.52 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 206

199.207.253.101 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 204

149.78.38.13 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 200

149.78.236.255 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 194

149.78.237.200 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 177

108.171.133.166 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 177

149.78.42.205 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 171

89.191.217.83
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 171

108.171.128.166
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 157

149.88.153.123 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 153

192.115.177.203 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 149

149.78.75.239 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 141

149.78.158.88 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 138

91.103.170.68
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 136

46.16.141.50 Cyprus 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 135

167.220.196.27
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 128

149.78.191.251 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 127

193.219.94.29 Lithuania 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 118

149.88.13.199 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 114
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.179.21.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.21.194 Block 24

212.179.21.194 Israel 147.237.0.121 PHP Attempt Block 10

213.57.220.29 Israel 147.237.0.121 Multiple Unauthorized URL Access from 213.57.220.29 Block 7

5.28.164.58 Israel 147.237.0.121 Multiple Unauthorized URL Access from 5.28.164.58 Block 5

87.70.14.231 Israel 147.237.0.121 Multiple Unauthorized URL Access from 87.70.14.231 Block 5

212.179.21.194 Israel 147.237.0.121 Distributed PHP Attempt Block 4

213.57.220.29 Israel 147.237.0.121 Distributed PHP Attempt Block 4

212.179.21.194 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 4

62.219.21.30 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 4

37.46.41.54 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtBName in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 3

212.179.21.194 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 3

37.46.41.54 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/shamapchange

Block 3

109.253.131.43 Israel 147.237.0.121 Multiple Unauthorized URL Access from 109.253.131.43 Block 3

79.178.170.25 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

5.28.164.58 Israel 147.237.0.121 PHP Attempt Block 3

87.70.14.231 Israel 147.237.0.121 PHP Attempt Block 3

192.198.151.44 Europe 147.237.0.121 Multiple Unauthorized URL Access from 192.198.151.44 Block 3

212.179.21.194 Israel 147.237.0.121 Unknown Parameter returnurl in www.miluim-ishi.aka.idf.il/login Block 3

192.114.105.254 Israel 147.237.0.121 Suspicious Response Code Block 3

62.219.44.242 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

62.128.41.130 Israel 147.237.0.121 Multiple Unauthorized URL Access from 62.128.41.130 Block 2

81.218.6.122 Israel 147.237.0.121 Suspicious Response Code Block 2

213.57.69.60 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 2

109.253.131.43 Israel 147.237.0.121 Distributed PHP Attempt Block 2

37.26.149.242 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

5.29.8.119 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
948CF5E53F349298852B5DEDED8C359D9F5109D2DD53C9076BA6423FB2E23506CB4856A015D
ECCA3B03524E2C3678A294F81A6C38E196638B9DE28D543041DD7C5DC7F5298A9606EF9B58A
FEEE11828C651592AAF245764A79413BD51432A8336EA67E7205F422C2CFF9923F176E837C1D
A61D58722AEB85710A70CCC4984FFC, Observed
FD3D297B89355F29BB5E58D0CB7F9681C400C9E2F67D8B4095AB386B61984BC19406773DA93
B7368AE8DF743EA3E322A55F076CD60AE91244BB20C89319959CB2A7B2C03C5ADE91BD7BC7
490620556C39EE33537E03A45C5055D3ED9E952679D96A2C5

None 2

84.109.115.243 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

81.218.176.160 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

80.178.187.105 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 2

212.25.113.226 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
15CF47C9808100421421DCD5606E1EB24589E6AE30D542FD067F12890CEFDF6BC6B404CCFF21
3881E5A32B00DF80E34C830319024496E8E238791994D47FEC1E63AC7EA2C4E57EA04D9F2B15
67238CBE03FC2095FD819552FF2FC0E3BF89216C782555A36BF1A623CD5A1598966811DB0CC
4593F97F2424785F2FA479E4628A6, Observed
F07BC6E3933549DAFD592E4476EFDDF7CFB6097ED4C096EA6A37E79084A6A2E442E3D90C97C
A303BFDBB39602764D10DFB9BBF0C53C97FBAC7B85F312E4A1EC1AF79EFDA3FA45EE8599FCAE
9507B2315A5C452A1DA6B95FB4209854A353490334368A6

None 2

31.168.196.210 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

62.90.45.1 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

192.114.91.247 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.85.100 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

109.65.133.178 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting
parameter ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

79.177.0.158 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

84.228.33.15 Israel 147.237.0.121 Multiple Unauthorized URL Access from 84.228.33.15 Block 2

81.218.241.26 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

138.134.102.15 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

212.76.123.44 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

213.57.69.60 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

109.66.229.63 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

79.182.195.241 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 2

89.138.106.8 Israel 147.237.0.121 SSL Untraceable Connection - Unsupported Legacy SSL Version None 2

192.198.151.44 Europe 147.237.0.121 PHP Attempt Block 2

46.19.86.194 Israel 147.237.0.121 Unknown Parameter ReturnUr in www.miluim-ishi.aka.idf.il/login Block 1

176.228.190.66 Israel 147.237.0.121 Multiple Unauthorized URL Access from 176.228.190.66 Block 1

2.54.158.248 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

82.81.85.138 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
1DA951C5DA8B2CF5617E0388206379386AD3920E1A4F096248C2CCAF972CE5BE6F1319B7D3E
19570D6D08C1CBDB0AEA450ED00321FB00242F0038557A71269333EAC45D71632DD9F6142FE
DC478C044998CB663753D3A5671A75D318F0E0C876770191B8CED0942E59410A847385B2F8A
AAB7878037FE256E482F04BEA49B4FE, Observed
0149F79864BF0A70485469E2B40FBA4037524551FD7F5E9EA417044E4E8450C8ADFD6A89C4F3
D9591AC9543CB0782CC439864FDB85193953D57BD266E458D3FE7B68D56CF40BAB42D0EA94
76C8EBDFC5EF2D6BB4F2EB45D25D4E9F0BC9DBDD4C517C31

None 1

217.132.58.223 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

80.246.136.210 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 80.246.136.210 (sigalgs DoS Attack) None 1

212.179.21.194 Israel 147.237.0.121 Unknown Parameter tabid in www.miluim-ishi.aka.idf.il/personalsettings Block 1

46.19.86.194 Israel 147.237.0.121 Unknown Parameter R in www.miluim-ishi.aka.idf.il/login Block 1

176.13.1.244 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.180.214.45 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

212.143.49.22 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

95.86.82.230 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
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37.26.148.166 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

87.69.136.250 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

66.249.78.250
United
States

147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/m/ Block 1

192.198.151.45 Europe 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

192.116.159.187 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

5.28.182.21 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

84.108.69.180 Israel 147.237.0.121 Suspicious Response Code Block 1

46.19.86.194 Israel 147.237.0.121 Unknown Parameter Retur in www.miluim-ishi.aka.idf.il/login Block 1

176.13.16.96 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 176.13.16.96 (sigalgs DoS Attack) None 1

46.19.85.172 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.183.230.163 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

79.178.148.47 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

209.88.198.1 Israel 147.237.0.121 Unauthorized HTTP Method Block 1

91.228.248.251 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

31.168.13.78 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.228.64.30 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

62.219.111.31 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

192.198.151.44 Europe 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

46.116.39.227 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

185.32.179.69 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

82.166.199.37 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

80.246.136.210 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

212.199.108.138 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

46.19.86.194 Israel 147.237.0.121 Unknown Parameter Re in www.miluim-ishi.aka.idf.il/login Block 1

176.13.5.142 Israel 147.237.0.121 Suspicious Response Code Block 1

109.65.54.142 Israel 147.237.0.121
Unauthorized URL Access to
www.miluim-ishi.aka.idf.il/smsverifyhttps:/www.miluim-ishi.aka.idf.il/smsverifyv

Block 1

79.180.214.45 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

194.56.215.218 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.148.188 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

77.127.18.163 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

62.128.41.130 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword/ Block 1

192.118.78.57 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/rules.abe Block 1

2.52.183.95 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.86.194 Israel 147.237.0.121 Unknown Parameter Return in www.miluim-ishi.aka.idf.il/login Block 1

176.13.16.96 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.19.86.194 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

37.46.39.208 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

94.230.93.214 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

85.64.17.59 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

62.219.135.44 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

192.198.151.45 Europe 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

83.130.121.107 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

80.246.137.55 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

212.235.98.152 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

46.19.86.194 Israel 147.237.0.121 Unknown Parameter Ret in www.miluim-ishi.aka.idf.il/login Block 1

176.13.7.3 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

79.182.62.194 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

194.90.254.244 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.148.198 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

5.102.227.24 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
3307B3FF898A64A14AD8022C3E3D946BA456BFCE579FEF81F69D7960BAEAE3B5979D828127A8
55DFC557984872E1F53F67ABF171270A64F73FF5C46743FA8D7BCEEEE3178814B0C020C685CC
18BF6847357BDFF5ACBF5AB0B82C845704786A9F4FB3EA721A0F63D0AF8A495D934A2697DB1
86B04428A0D724223A0E53C40AD56, Observed
53CB996CB839010DA726AE32D06438A42D91ACF1842EDACE0405EC7658D51E9B4F190CE930
AED365586A2751CE5968EAF61E3210B13A9F3AFEB6B5F85A25056D422CA269BD44DD6A10B76
8220942451A449C62662D8F0BB69B78830FAE5F11FAFA18D7

None 1

176.228.190.66 Israel 147.237.0.121 Distributed PHP Attempt Block 1

2.54.7.175 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.19.86.194 Israel 147.237.0.121 Unknown Parameter ReturnU in www.miluim-ishi.aka.idf.il/login Block 1

46.19.86.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 46.19.86.194 Block 1

80.179.96.90 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

79.180.214.45 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 79.180.214.45 (sigalgs DoS Attack) None 1

37.46.41.54 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
1ADE4FA0BAF029E8939E9155908799926928F917694125400578DB6AE0AEF3DBDD236E616D80
9656B88ECE589C11160150423FCA26EC880482E913CEDFF03D7DAE87BEE5062AE2325BAABD74
9699EBAEE82556EEE95EE306DBC95AF8542437941210D0974286A21C034EA789C92E41B8A043E
22CCDDDE0812CFF5882C1658121, Observed
A2440A4B2E4B04AA6E0765330D12E4787B6331401C6E546D4EC118689B8806D1C352EEC1A7E
46C3F38BC73E0754D4E68D0992A7BB517993A504FB7BECD41A8ABFBA58CFF3FE2D536933443
C715736C07ED58E034332EFD54F1855362132E728E1F7072

None 1

95.35.16.78 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

37.26.147.210 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.65.232.164 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
4A88AD8C4CB15560952D06FA9B71629F369260668F894D2D4073A5A0D994A9C61F11CF8AA0
27235393E8961657210ADFC4A64C1E737810B8AC09EF95271120D2D50A4DED05E496D3F83CD
80870D1F89D918E98045B4A2698909517ACAB6133149EE100E046DD8A90289746E10C3776D7
56894B94EE81AAB06E35388B37806F86, Observed
BA6BA46B70D80FBB39CC96E6BA155A48D57E5CAD3627F25A3513D3E383830881A6CB22E3D0
7B1A588A93A7B7EE1F8FB0827308E2F2E996C48C6CA14ADF90D1A77233018B55184E6A45B144
3F7B58385B342E4EA39BBAA62FE8481603FE172E2E46C611

None 1

66.249.64.175
United
States

147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/a Block 1

 03-01-2016 to 03-02-2016 



Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

192.198.151.45 Europe 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

62.90.58.17 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

5.28.164.58 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

84.95.130.35 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

80.246.137.83 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changeunit parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

46.19.86.194 Israel 147.237.0.121 Unknown Parameter Retu in www.miluim-ishi.aka.idf.il/login Block 1

176.13.10.214 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.19.85.147 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ Block 1

79.178.36.14 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

207.232.40.133 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/forgotpassword

Block 1

37.26.148.230 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

5.102.247.227 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.228.33.15 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword/ Block 1

 03-01-2016 to 03-02-2016 

 03-01-2016 to 03-02-2016 


