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03-01-2016 to 03-02-2016

|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|Ste | gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

109. 253. 207. 95 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 93
2.52.153. 28 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 46
176.13.7.3 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 18
46. 19. 85. 57 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 10
31. 168. 30. 52 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 8
212.179. 54. 237 | srael 147.237.0. 121 Bl ock Udp All Nets drop BBL- | srael 6
2.54.135. 2 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 5
79.181. 110. 220 | srael 147.237.0. 121 Bl ock Udp All _Nets drop BBL- | srael 3
62. 219. 148. 74 | srael 147.237.0. 121 Anonal y- TCP- shor t header dest - r eset CP-Tehi | a 1
114. 95. 181. 47 Chi na 147.237.0. 121 Bl ock_Ulp Al _Nets drop Net V- London 1
159. 203. 25. 95 Lhited Sates 147.237.0. 121 B ock Np Al _Net dr op Net V- London 1
184. 105. 139. 104 Lhited Sates 147.237.0. 121 Block Np All Net drop Net V- London 1




03-01-2016 to 03-02-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure
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03-01-2016 to 03-02-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 4
192. 198. 151. 44 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 3
85. 250. 140. 232 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
137.117. 44. 226 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
183. 60. 48. 25 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
222.186. 56. 27 Chi na 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
122.228. 207. 118 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
178. 79. 130. 52 United Ki ngdom 147.237.0. 121 ET SCAN Potential SSH Scan 1




03-01-2016 to 03-02-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dgnature

St%Name

91.148.193.91 |Netherl ands 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4174
149. 88. 24. 27 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2207
118. 200. 35. 18 |S ngapore 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 1830
99. 237.97. 21 Canada 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1473
72.37.140. 38 Italy 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1322
82.196. 42. 196 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1239
149. 78. 241. 239 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 1160
167.160. 116. 238|Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 859
118.200.5. 112 |S ngapore 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 682
17.78.122.195 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 680
149. 78. 37. 34 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 656
149. 88. 153. 188 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 607
149. 88. 85. 49 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 547
149.50.80.156 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 462
63. 99. 16. 220 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 454
149. 78. 204. 22 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 400
149. 78. 250. 105 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 367
149. 88. 244. 14 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 362
192. 146. 6. 2 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 351
149. 88. 80. 65 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 313
2 52.153.28 I sragl 147 237. 0. 121 Sreamlng qui ne: TP Invalid Inval id segnent retransnission. Packet drop 297
Ret r ansni ssi on dr opped.
149. 78. 239.9 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 284
193.186.163.3 |G eece 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 252
140. 242.217. 2 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 252
149. 88. 42. 98 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 249
176.13. 12. 178 | st ael 147. 237 0. 121 Sreanhng &gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 243
Ret r ansni ssi on dr opped.
149.78.148.86 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 238
80. 14. 85. 21 France 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 231
149. 78. 241. 229 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 230
183. 90. 37.238 |9 ngapor e 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 228
149. 88. 20. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 220
149. 78. 169. 52 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 206
199. 207. 253. 101|lLhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 204
149. 78. 38. 13 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 200
149. 78. 236. 255 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 194
149. 78. 237. 200 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 177
108.171. 133. 166|Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 177
149. 78. 42. 205 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 171
89. 191. 217. 83 LK!i“r::gom 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 171
108.171. 128. 166 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 157
149. 88. 153. 123 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 153
192.115. 177. 203|I srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 149
149.78.75.239 |lsrael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 141
149. 78. 158. 88 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
91. 103. 170. 68 LKJ?Ir:;gom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 136
46.16. 141. 50 Cypr us 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
167. 220. 196. 27 Eiqlr:gegom 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 128
149. 78. 191. 251 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 127
193.219.94.29 |Lithuania 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 118
149. 88. 13. 199 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 114




03-01-2016 to 03-02-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% dgnature . ‘Count
Geo Action
212.179.21.194 |lsrael 147.237.0. 121 Mil tipl e Whaut hori zed URL Access from 212.179. 21. 194 B ock 24
212.179.21.194 |lsrael 147.237.0.121 PHP At t enpt B ock 10
213.57.220.29 |lsrael 147.237.0. 121 Ml ti pl e Uhaut hori zed URL Access from 213. 57. 220. 29 B ock 7
5. 28. 164. 58 | srael 147.237.0.121 Mil tipl e Unaut hori zed URL Access fromb5. 28. 164. 58 B ock 5
87.70.14.231 | srael 147.237.0.121 Ml ti pl e Unaut hori zed URL Access from 87.70. 14. 231 B ock 5
212.179.21.194 |lsrael 147.237.0.121 D stributed PHP At enpt B ock 4
213. 57. 220. 29 | srael 147.237.0. 121 D stributed PHP At enpt B ock 4
212.179.21.194 |lsrael 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vwwy mi | ui mii shi . aka.idf.il/snsverify |B ock 4
62. 219. 21. 30 — 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 4
par anet er accept
37 46. 41. 54 l srael 147 237 0. 121 Para@I er Typg Mol gti on ct| 00$Cont ent P acetbl der 1$t xt B\Nane i n B ock 3
ww il ui mi shi . aka. i df . il/val t anmequest
212.179.21.194 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to v il ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 3
37 46.41. 54 lsrael 147 237.0. 121 Para@t er T)_/pe_\/i ol at.i on _ctl 00$@ont ent P acetbl der 1%t xt Per ut Bakasha i n B ock 3
wan i |l ui mi shi . aka. i df . i | / shanapchange
109. 253. 131. 43 |l srael 147.237.0.121 Ml tipl e Whaut hori zed URL Access from 109. 253. 131. 43 B ock 3
79.178. 170. 25 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 3
par anet er accept
5. 28. 164. 58 | srael 147.237.0.121 PHP At t enpt B ock 3
87.70. 14. 231 | srael 147.237.0.121 PHP At t enpt B ock 3
192. 198. 151. 44 |Eur ope 147.237.0. 121 Mil tipl e Whaut hori zed URL Access from 192. 198. 151. 44 B ock 3
212.179.21.194 |lsrael 147.237.0. 121 Uhknown Paraneter returnurl in ww nilui mishi.aka.idf.il/login B ock 3
192. 114. 105. 254 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 3
62. 219. 44. 242 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Atack None 3
62.128.41. 130 | srael 147.237.0.121 Ml ti pl e Uhaut hori zed URL Access from 62.128. 41. 130 B ock 2
81.218. 6. 122 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 2
Paraneter Type Mol ation ctl 00$Qont ent A aceHbl der 1$t xt F | esNangs in
213.57.69.60 fIsrael  |147.237.0.121 vwwvnhluina?gLi.akai(ﬁ.iI/nentdIvﬁﬂthofficercontacting Block |2
109. 253. 131. 43 |l srael 147.237.0.121 Dstributed PHP At enpt B ock 2
37.26. 149, 242 I sragl 147. 237.0. 121 Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 2

wwv | ui mi shi. aka.idf.il/general petition

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
948CF5E53F349298852B5DEDED8C359D9F5109D2DD53C9076BA6423FB2E23506CB4856A015D
ECCA3B03524E2C3678A294F81A6C38E196638BI9DE28D543041DD7 C5DC7F5298A9606EF9B58A
FEEE11828C651592AAF245764A79413BD51432A8336EA67E7205F422C2CFF9923F176E837C1D
5.29.8.119 | srael 147.237.0.121| |61 D58722AEBB5710A70CCCA984FFC, Cbser ved None (2
FD3D297B89355F29BB5E58D0CB7F9681C400COE2F67D8B4095AB386B61984BC19406773DA93
B7368AE8DF743EA3E322A55F076CD60AE91244BB20C89319959CB2A7B2C03C5ADE91BD7BC7
490620556C39EE33537E03A45C5055D3ED9E952679D96A2C5

Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

wawv ni | ui mi shi . aka. i df.i|/changeuni t

Dstributed Paraneter Type Mol ati on on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx
par anet er accept

80.178.187. 105 |Israel 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 2
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
15CF47C9808100421421DCD5606E1EB24589E6AE30D542FD067F12890CEFDF6BC6B404CCFF21
3881E5A32B00DF80E34C830319024496E8E238791994D47FEC1E63AC7EA2CAES7EA04D9F2B15
67238CBE03FC2095FD819552FF2FCOE3BF89216C782555A36BF1A623CD5A1598966811DB0OCC
212.25.113.226 Israel 147.237.0.121)  14503F97F2424785F2FA4TOE4628A6, Chser ved None (2
FO7BC6E3933549DAFD592E4476 EFDDF7CFB6097ED4CO96EA6A37E79084A6A2E442E3D90C97C
A303BFDBB39602764D10DFB9BBFOC53C97FBAC7B85F312E4ALECLAF79EFDA3FA45EE8599FCAE
9507B2315A5C452A1DA6B95FB4209854A353490334368A6

Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

wwv mi | ui mi shi . aka. i df.il/changeuni t

Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx
par anet er accept

192. 114.91. 247 |Israel 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2

Dstributed Paraneter Type Mol ation on wawv mil ui mishi.aka. idf.il/ajax/order/confirnorder.aspx

84.109. 115. 243 |l srael 147.237.0.121 B ock 2

81.218.176. 160 |[Israel 147.237.0.121 B ock 2

31.168.196.210 |[Israel 147.237.0.121 B ock 2

62.90.45.1 | srael 147.237.0. 121 B ock 2

46. 19. 85. 100 | srael 147.237.0. 121 B ock 2
par anet er accept
Dstributed Paraneter Type Mol ation on v nil ui mishi.aka.idf.il/nental heal t hof ficercontacting
109.65.133. 178 |l srael 147.237.0. 121 par anet er ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock 2
79.177.0. 158 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv mil ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 2

par anet er accept
84. 228. 33. 15 | srael 147.237.0.121 Mil tipl e Uhaut horized URL Access from 84. 228. 33. 15 B ock
Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

81.218.241.26 |lsrael 147.237.0. 121 o P R ’ B ock 2
wwv mi | ui mi shi . aka.idf.il/changeunit

138. 134. 102. 15 |1 srael 147. 237.0. 121 DOstributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 2
par anet er accept

212.76.123. 44 | srael 147.237.0.121 Unt raceabl e SS Sessi ons: si gal gs DoS At ack None 2

213.57.69. 60 | srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 2

109. 66. 229. 63 I sragl 147. 237.0. 121 Paran_et er T_ype_ Mol a_tl on ctl 00$Cbnt_ent P acetbl der 1%t xt Per ut Bakasha i n B ock 2
v m | ui mi shi . aka. i df . i |/ changeuni t

79 182. 195. 241 |1 srael 147 237.0. 121 I%raqet er 'I_'yp(_e Mol gtl on ct | 00$Cont enFPl acehbl der 1%ct | 00$t xt NewPass1 in B ock 2
viwy il ui mi shi . aka. i df . il/personal settings

89. 138. 106. 8 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Lhsupported Legacy SSL Version None 2

192. 198. 151. 44 |Eur ope 147.237.0. 121 PHP Att enpt B ock 2

46.19. 86. 194 | srael 147.237.0.121 Uhknown Paraneter ReturnU in ww nil uimishi.aka.idf.il/login B ock 1

176. 228. 190. 66 |l srael 147.237.0.121 Ml tipl e Whaut hori zed URL Access from 176. 228. 190. 66 B ock 1

2.54. 158. 248 | srael 147.237.0.121 Unt raceabl e SS. Sessi ons: si gal gs DoS At ack None 1

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed

1DA951C5DA8B2CF5617E0388206379386AD3920E1A4F096248C2CCAF972CE5BE6F1319B7D3E
19570D6D08C1 CBDBOAEA450ED00321FB00242F0038557A71269333EACA5D71632DDIF6142FE
DC478C044998CB663753D3A5671A75D318F0E0C876770191B8CEDO942E59410A847385B2F8A
82.81.85.138 fIsrael 147.237. 0. 1211 |\ AB7878037FE256E482F0ABEAOBAFE, Chser ved None |1
0149F79864BFOA70485469E2B40FBA4037524551FD7 F5E9QEA417044E4E8450C8ADFDEASICAF3
D9591ACO543CB0782CC439864FDB85193953D57BD266E458D3FE7B68D56CF40BAB42D0EA94

76C8EBDFC5EF2D6BB4F2EB45D25D4E9FOBCODBDD4AC517C31

217.132.58.223 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
80. 246. 136. 210 |l srael 147.237.0.121 Mil tiple Untraceabl e SS. Sessi ons from 80. 246. 136. 210 (si gal gs DoS At t ack) None 1
212.179.21.194 |lsrael 147.237.0.121 Uhknown Paraneter tabid in ww nilui mishi.aka.idf.il/personal settings B ock 1
46. 19. 86. 194 | srael 147.237.0. 121 Uhknown Paraneter Rin vww mluimishi.aka idf.il/login B ock 1
176. 13. 1. 244 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
79. 180. 214. 45 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSLGONN QLI ENT_CERTI FI CATE REQUEST) None 1
212. 143. 49. 22 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https: /v il uimishi.aka. idf.il/ B ock 1
95. 86. 82. 230 | srael 147.237.0.121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 1




Attacker Address

03-01-2016 to 03-02-2016

A tacker
Ceo

Target Address

St%S‘gnature

Devi ce

Action ‘Count

37.26. 148. 166 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

87.69. 136. 250 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwv ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

66. 249. 78. 250 g;:: 147.237.0. 121 Uhaut hori zed URL Access to waw miluimishi.aka idf.il/ni B ock 1

192. 198. 151. 45 |Eur ope 147.237.0.121 Uhknown Paraneter prmin www ml ui mishi.aka.idf.il/login B ock 1

192. 116. 159. 187|l srael 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Per ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition
Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

5.28.182.21 | srael 147.237.0. 1211 | i) miysphi .aka.idf.il/nental heal t hoffi cercontacting Bock 1

84.108. 69. 180 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1

46.19. 86. 194 | srael 147.237.0.121 Uhknown Paraneter Retur in wwy mluimishi.aka idf.il/login B ock 1

176. 13. 16. 96 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from 176. 13. 16. 96 (si gal gs DoS A t ack) None 1

46.19. 85. 172 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1

79.183. 230. 163 |l srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

70. 178. 148. 47 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

209. 88.198. 1 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1

91.228. 248. 251 |Israel 147.237.0.121| |Faneter Type Mol ation ctl 00Sontent A acetbl der 15txtTitle in Bock |1
v il ui mi shi . aka. i df.il/general petition

31.168.13.78  |israel 147.237,0, 121  |Frameter Type Molation ctl 00SCont ent A acetbl der 1txtTitle in Bock |1
vy il ui mi shi . aka. i df.il/general petition

84. 228. 64. 30 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

62.219. 111. 31 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

192. 198. 151. 44 |Eur ope 147.237.0. 121 Uhaut hori zed URL Access to wan mil ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 1

46.116. 39. 227 |Israel 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mde None 1

185.32.179.69 [l srael 147.237.0.121| [P @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
vwv il ui mi shi . aka. i df.il/general petition

82. 166. 199. 37 | srael 147.237.0. 121 Doubl e URL BEncoding - paraneter: ReturnU| in ww niluimishi.aka.idf.il/login B ock 1

80. 246. 136. 210 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
Paranet er Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

212.199. 108. 1381 sr ael 147.237.0.121 Vi | i miysphi .aka.idf.il/nental heal t hof fi cercontacting Bl ock !

46.19. 86. 194 | srael 147.237.0.121 Uhknown Paraneter Re in wwv il uimishi.aka. idf.il/login B ock 1

176. 13. 5. 142 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1
Unaut hori zed URL Access to

109.65.54.142  |lsrael  147.287.0.121( | oo i) i i shi. aka i oF . i |/ snveri fyhtt ps: /vaw bl ui mi shi . aka. i df i 1/ snsveri fyv Block |1

79. 180. 214. 45 | srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

194.56. 215. 218 |1 srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

37.26.148.188 |lsrael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 1

77.127.18. 163 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1

62.128.41.130 | srael 147.237.0.121 Uhaut hori zed URL Access to waw m | ui mi shi. aka.idf.il/newpassword/ B ock 1

192. 118. 78. 57 | srael 147.237.0.121 Lhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/rul es. abe B ock 1

2 52 183. 95 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

46.19. 86. 194 | srael 147.237.0.121 Uhknown Paraneter Return in www nilui mishi.aka. idf.il/login B ock 1

176. 13. 16. 96 | srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

46.19. 86. 194 | srael 147.237.0.121 Doubl e LRL Encoding - paraneter: ReturnUl in ww mluimishi.aka.idf.il/login B ock 1

37.46. 39. 208 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

94. 230. 93. 214 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1

85. 64. 17. 59 | sragl 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

62. 219. 135, 44 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

192.198. 151. 45 |Eur ope 147.237.0. 121 Paraneter Type Mol ation accept in vwwv il uimishi.aka.idf.il/login B ock 1

83.130.121. 107 |Israel 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1

80. 246. 137. 55 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1

212.235.98. 152 |Israel 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

46.19. 86. 194 | srael 147.237.0.121 Uhknown Paraneter Ret in wwy mluimishi.aka.idf.il/login B ock 1

176.13.7.3 | srael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$ct1 00 in www mil ui mi shi. aka.idf.il/forn8010 |B ock 1

79.182.62.194 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1

194. 90. 254. 244 |1 srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv mil ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

37.26.148. 198 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
3307B3FF898A64A14AD8022C3E3D946BA456BFCES79FEF81F69D7960BAEAE3B5979D828127A8
55DFC557984872E1F53F67ABF171270A64F73FF5CA46743FA8D7BCEEEE3178814B0C020C685CC
18BF6847357BDFF5ACBF5AB0B82C845704786A9F4FB3EA721A0F63D0AF8A495D934A2697DB1

5.102.227.24 |lsrael 147.237.0. 1211 196804428A0D724223A0E53C40ADE6, Cbser ved None 11
53CB996CB839010DA726AE32D06438A42D91ACF1842EDACEO405EC7658D51E9B4F190CE930
AED365586A2751CE5968EAF61E3210B13A9F3AFEB6B5F85A25056D422CA269BD44DD6A10B76
8220942451A449C62662D8F0BB69B78830FAESF11FAFAL18DY

176.228.190. 66 |l srael 147.237.0.121 D stributed PH? Attenpt B ock 1

2.54.7.175 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

46.19. 86. 194 | srael 147.237.0.121 Uhknown Paraneter ReturnUin waw mluimishi.aka. idf.il/login B ock 1

46.19. 86. 194 | srael 147.237.0.121 Mil tipl e Uhaut horized URL Access from 46. 19. 86. 194 B ock 1

80. 179. 96. 90 | srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1

79. 180. 214. 45 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from 79. 180. 214. 45 (si gal gs DoS A t ack) None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
1ADE4FAOBAF029E8939E9155908799926928F917694125400578DB6 AEOAEF3DBDD236E616D80
9656B88ECE589C11160150423FCA26EC880482E913CEDFF03D7DAE87BEE5062AE2325BAABD74
9699EBAEE82556 EEE95EE306DBCO5AF8542437941210D0974286A21C034EA789C92E41B8A043E

37.46.41.54 | srael 147.237.0.121 22CCDDDEO812CFF5882C1658121, Cbser ved None 1
A2440A4B2E4BO4AAGE0765330D12E4787B6331401C6E546D4EC118689B8806D1C352EECIATE
46C3F38BC73E0754D4E68D0992A7BB517993A504FB7BECD41A8ABFBAS8CFF3FE2D536933443
C715736C07ED58E034332EFD54F1855362132E728E1F7072

95. 35. 16. 78 lsrael 147.237. 0. 121 Dstributed Paraneter Type Mol ati on on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

37.26.147.210 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
4A88AD8C4CB15560952D06FA9B71629F369260668F894D2D4073A5A0D994A9C61F11CF8AAQ
27235393E8961657210ADFC4A64C1E737810B8AC09EF95271120D2D50A4DEDO5SE496D3F83CD
80870D1F89D918E98045B4A2698909517ACAB6133149EE100E046DD8A90289746E10C3776D7

85.65.232. 164 fIsrael 147.237.0. 121 156894B04EES1 AABOGE35388B37806F86, Chser ved None (1
BA6BA46B70D80FBB39CC96E6BA155A48D57E5CAD3627F25A3513D3E383830881A6CB22E3D0
7B1A588A93A7B7EE1F8FB0827308E2F2E996C48C6 CA14ADF90D1A77233018B55184E6A45B144
3F7B58385B342E4EA39BBAAG62FE8481603FE172E2E46C611

66. 249. 64. 175 g;:: 147.237.0. 121 Uhaut hori zed URL Access to wwu miluimishi.aka idf.il/a B ock 1




03-01-2016 to 03-02-2016

Attacker Address g::(:ker Target Address |S t% Sgnature

192. 198. 151. 45 |Eur ope 147.237.0. 121 Uhknown Paraneter ch in ww nmluimishi.aka.idf.il/login B ock 1

62.90.58. 17 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

5. 28. 164. 58 | srael 147.237.0.121 Uhaut hori zed URL Access to wawn il ui mi shi.aka.idf.il/aj ax/ updat est at us. php B ock 1

84. 95. 130. 35 | srael 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vww mi | ui mi shi . aka.idf.il/snsverify |B ock 1
Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/changeunit paraneter

80.246.137.83  Israel 147.237.0.121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

46.19. 86. 194 | srael 147.237.0.121 Uhknown Paraneter Retu in ww il uimishi.aka.idf.il/login B ock 1

176. 13. 10. 214 | srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

46.19. 85. 147 | srael 147.237.0.121 Lhaut hori zed UR. Access to www ml ui mishi.aka idf.il/7 B ock 1

79.178. 36. 14 | srael 147. 237. 0. 121 Paran_et er ‘I_'ypg M ol gtl on ct | 00$Cont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy il ui mi shi . aka. i df.il/general petition

207. 232, 40. 133 | srael 147. 237 0. 121 Parmt er T)_/pe.\/i ol at_| on ptl 00$Cont ent A acetbl der 1t xt Capt cha in B ock 1
wane mi | ui mi shi . aka. i df . i 1/ newpasswor d/ f or got passwor d

37.26. 148. 230 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

5. 102. 247. 227 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

84.228. 33. 15 | srael 147.237.0. 121 Uhaut hori zed URL Access to wawn mil ui mi shi. aka.idf.il/newpassword/ B ock 1

03-01-2016 to 03-02-2016



