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Top Attackers 

109.253.203.25, Israel

176.13.22.109, Israel

192.114.23.208, Israel

2.54.55.86, Israel

109.65.74.225, Israel

46.19.85.234, Israel

85.64.210.34, Israel

109.253.156.74, Israel

77.125.83.161, Israel

132.71.97.133, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

109.253.203.25 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 29

176.13.22.109 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 19

192.114.23.208 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 19

109.65.74.225 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 16

46.19.85.234 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 14

84.228.160.14 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 7

84.109.232.130 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

149.78.200.45 Israel 147.237.0.121 Invalid TCP Flags drop BBL-Israel 1

74.82.47.53 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

184.105.139.74 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

77.127.204.103 Israel 147.237.0.121 IIS-SSL-CSL-DoS dest-reset BBL-Israel 1
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Top Attackers In IPS
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

2.54.55.86 Israel 147.237.0.121
12890: TCP: Windows TCP/IP Denial-of-Service Vulnerability (ONLY enable when under DoS
attack)

Block 17

109.253.156.74 Israel 147.237.0.121
12890: TCP: Windows TCP/IP Denial-of-Service Vulnerability (ONLY enable when under DoS
attack)

Block 10

46.19.85.94 Israel 147.237.0.121
12890: TCP: Windows TCP/IP Denial-of-Service Vulnerability (ONLY enable when under DoS
attack)

Block 2

66.249.81.251 Israel 147.237.0.121
12890: TCP: Windows TCP/IP Denial-of-Service Vulnerability (ONLY enable when under DoS
attack)

Block 1

46.19.85.28 Israel 147.237.0.121
12890: TCP: Windows TCP/IP Denial-of-Service Vulnerability (ONLY enable when under DoS
attack)

Block 1

 02-29-2016 to 03-01-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 2

91.201.236.113 Ukraine 147.237.0.121 ET SCAN NMAP -sS window 1024 1

180.150.177.188 China 147.237.0.121 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

149.78.224.167 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2256

46.117.57.35 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2124

149.78.63.20 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1046

149.78.200.45 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 903

149.78.204.22 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 885

31.168.89.122 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 693

167.220.196.27
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 552

176.13.6.167 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 477

149.78.31.23 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 439

140.242.217.2 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 424

12.148.189.25 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 405

97.84.247.179 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 400

149.88.20.156 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 386

149.88.12.97 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 376

140.101.20.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 350

176.13.22.109 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 333

149.78.158.88 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 325

149.78.234.224 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 312

134.191.249.39
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 308

155.250.255.143 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 296

82.80.128.198 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 261

149.78.31.11 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 258

149.78.116.2 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 250

149.50.81.195 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 249

176.13.12.178 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

109.253.195.147 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 198

149.88.20.16 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 197

2.54.172.149 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 189

149.78.196.65 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 188

85.130.172.228 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

149.78.15.48 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 154

192.88.162.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 150

2.54.170.244 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.186.33 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.23.40 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 138

149.78.227.65 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 137

89.191.217.83
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 128

149.78.26.103 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 127

176.13.3.176 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 126

149.50.71.252 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 123

149.78.35.236 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 123

149.78.227.134 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 122

149.78.227.211 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 117

64.41.200.107 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 116

149.78.75.239 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 113

149.88.94.179 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 106

149.78.253.223 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 104

149.78.150.232 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 103

149.78.83.49 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 98

149.78.48.204 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 97
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

77.125.83.161 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 10

46.117.179.202 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 5

46.210.198.58 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
39F4EF07F24BBF6309FE51FB872C35A862B40214D8EE222FF8115B537D93D58ADD687A05FB342
D129DDC98C753587F8B407B0FC6D18A5DF893E9984BEF8E6CF256983DE86F8459DFB0A77271F
EA35657F1634BE8E237EC3736D1FD141F80DFA49DA4D545AB7693BDFD91C480B8A7148A9C8E
6E1B33E1CFA41657B2121AAB742C, Observed
112A90208D25153B09D70950DD686CDAAF53F772FB506768CC2540B647F8F8FC5D1557D425
D5B55A2DCA556CF44222C584878987D7A52F5659502804CB5633C470A18C5A6FEBDD915108
A8F342D5879CDDA056DBC5DACE257C0EC76794DE2F96412DC7

None 4

132.71.97.133 Israel 147.237.0.121 Multiple Unauthorized URL Access from 132.71.97.133 Block 4

2.54.22.205 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 3

84.108.26.216 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

2.52.36.99 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 3

46.121.232.51 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 3

188.120.154.149 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

132.71.97.133 Israel 147.237.0.121 PHP Attempt Block 2

93.172.61.73 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

89.138.106.8 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 89.138.106.8 (Unsupported Legacy SSL Version) None 2

46.19.85.172 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.86.206 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

132.71.97.133 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 2

185.32.179.38 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 2

46.19.86.255 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

5.28.139.166 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

2.54.4.220 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.177.195.151 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

91.227.71.250 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

82.80.196.44 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

212.68.136.33 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

80.178.218.176 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

46.19.86.107 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

87.69.78.214 Israel 147.237.0.121 Suspicious Response Code Block 1

31.168.211.156 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

85.64.210.34 Israel 147.237.0.121
NULL Character in URL Ú[[#25]]pב/ץš©eh…[[#7]]£Ž÷˜•[[#30]]qy>4[[#17׃kfָzp±±%]]־
̈!!¥ p[[#0]]ƒ•ת¦jח yךœ־v‘tך]]jp/š«•ֱ[[#23םc÷!3£„ן=·א'_¡¡¶]]tl¡Šx[[#5;¥מ ]̈]#23[[]]#27[[
b¼[[#17]]µ[[#23בÊ]]כŽkŒ

Block 1

79.179.137.74 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

79.176.6.135 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

109.253.146.220 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.64.210.34 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

213.8.204.39 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.219.63.46 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

46.120.58.39 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

81.218.105.2 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

193.34.57.101 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 193.34.57.101 (sigalgs DoS Attack) None 1

79.181.246.15 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

176.13.20.1 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.250.29.65 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

85.64.210.34 Israel 147.237.0.121 Malformed HTTP Header Line 22 Block 1

79.178.23.127 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

132.68.133.130 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.168.83.36 Israel 147.237.0.121 Multiple Unauthorized URL Access from 31.168.83.36 Block 1

95.86.121.5 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

85.64.210.34 Israel 147.237.0.121 Abnormally Long Request request version Block 1

77.125.123.26 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

62.90.2.117 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

91.231.193.150 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 91.231.193.150 (Unknown SSL Session) None 1

82.81.0.145 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 82.81.0.145 (sigalgs DoS Attack) None 1

212.76.125.238 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

80.179.114.11 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

192.115.190.190 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

87.69.167.220 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

37.26.149.242 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
1C506643F8CEBF59CA8165F4906ABB28957B5DF2093850FD5CD8FAFA7CAE89AE234EAC043E4
05E9A8025D5EEF27FC64A5EF0CA111CED7540100138C64E88F0D78A4B8356703BB902CEB48A0
DA0D732D16DA6A7E0756E0114CA79FF64422117E63ACDA57D6D145BE3FD8A3364A8C81F0C3
E1B7A49D5074595DC2417FA44E25573, Observed
018A1A031C80A4E11B1F286D0F1CE8AFBEF682EC824FE4DFB04264D262BB9B6BD0306F08E04F4
4295606D25D9F04F4449919465E1C26C351A84629A36E8EEA1D61DCA3B92680CEB2EBC20FBC
8D487291DE745AFC9F0F666595127D4FAE2C5FB764035F

None 1

85.64.210.34 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.180.176.254 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

79.176.125.171 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

109.253.202.38 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

5.22.135.200 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

85.64.210.34 Israel 147.237.0.121
Illegal Byte Code Character in URL Ú[[#25]]pב/ץš©eh…[[#7]]£Ž÷˜•[[#30]]qy>4[[#17׃kfָzp±±%]]־
̈!!¥ p[[#0]]ƒ•ת¦jח yךœ־v‘tך]]jp/š«•ֱ[[#23םc÷!3£„ן=·א'_¡¡¶]]tl¡Šx[[#5;¥מ ]̈]#23[[]]#27[[
b¼[[#17]]µ[[#23בÊ]]כŽkŒ

Block 1

84.108.238.200 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

213.57.105.118 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

62.219.167.33 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

94.159.146.237 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.120.154.63 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

89.139.152.181 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
3BD75D657B16F1771C5702ECBBBBA9FBBF42D892544A70122646755D2F63DBFAE003B526445B
FF84C5B89154DDFB9AAC34AD8CB804385F0050BE8F898F1616A516A3EAEF38B4BB42D5BDEE4F
99E6A4FB5376C83C5A39774B4A599209FBE87274A26DBBFC0F57B9FEE45F8C7B04933FDA0549
690AE2D3C2999A7DDA97526D815C, Observed
E77C1F14974B38749DA42B68C24FF6BD5B2B2FE668522F43FE81EF1DAF610475B6E262C5BBEF55
897CBA7365601A704669CE1F6B2453C0C646EECB1A7662F3A089B141964FDE133E45D51289FA
074E139580B6E5E2462C0DCB1C4D3966D64FA377B0B3

None 1

82.80.128.198 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

193.34.57.101 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

80.178.147.111 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

46.19.85.176 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
A3E72B65638C027D031624338C81B960E26E9449217B4F3D59E993D7239AE573DCB4717EFAD2
9F60771E27FF440542119D999E253265B0736908A34F6AF5DA2284F280069AD0B3500A0165D1
5D8E74C89471AFE0ED0ADDD06D3F09BB191C990E9C59FE0887D35F8F20286CBD6B7766FA66D
B027AF6FAC7BF5296FBBAD1F4A21D, Observed
F4C0B4186421F7DA55E5A900A5D57C90A681C51A1E0AFBB3F389795521D451FF6D03D929470
DBEDC569ED38767ABF70D3E42C7C8D330EB6378F116D727F8D49DB475FCD99E786D4929F5B5
AD764D5690AFF45E2E910C1A7594F9F5F814725ABBF5FB5D

None 1

87.69.59.236 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

31.168.83.36 Israel 147.237.0.121 PHP Attempt Block 1

85.64.210.34 Israel 147.237.0.121
Malformed URL Ú[[#25]]pב/ץš©eh…[[#7]]£Ž÷˜•[[#30]]qy>4[[#17׃kfָzp±±%]]מ¨[[32#]][[72#]]־
¥;tl¡Šx[[#5]]¶¡¡_'„3£ן=·אc÷!32#[[ם[[ֱ•«š/pjךt‘v־œךÿ !!¥ ƒ]]0#[[p•תj¦חµ]]71#[[¼b[[32#]]בÊכŒkŽ

Block 1

79.178.162.248 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

132.71.97.133 Israel 147.237.0.121 Distributed PHP Attempt Block 1

77.125.161.34 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

109.67.158.110 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

2.52.176.106 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.64.210.34 Israel 147.237.0.121 Distributed Illegal Byte Code Character in Method Block 1

212.143.222.99 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
C8A1BB674388BCC4F6E9FD9E25916D57014491D524777742884C087AC34AE8F94947D46B787
54C6AD8EE93781BFF96A6C7C0BCC1FE2CAA4F153450D4860057C507CEDBDFE93389E6FF9A75
9BFE062629AE717A18656376624EAADE7079BCAEC2A487A2BFFB2A536037691FC36CFD18645
D12E9F6E31744B2D0245EF16E6509E4, Observed
9D82A8E370333C13D0DE02BA0BB2566A24F160FFFCD14C16FF3796ABAC11C4D1FCF6219EBA6
D1AF38426819960CDAFE06416924AF921841245E62DBCAA57C729520CDE796F34FCA0711CB5
466233612A7E70E0CBB7F971466992DD29B73B49632D5C83

None 1

62.90.58.17 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 1

82.81.0.145 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

80.246.136.210 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

192.118.78.57 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/rules.abe Block 1

87.69.167.220 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/ Block 1

46.19.85.95 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

85.64.210.34 Israel 147.237.0.121 Too Many Headers per Request - 39 Headers Block 1

79.180.176.254 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

138.36.0.3 147.237.0.121 Unauthorized URL Access to 147.237.0.121/index.php Block 1

79.176.237.253 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

109.253.204.190 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.64.210.34 Israel 147.237.0.121 Illegal HTTP Version U²•[[#6]]7“A¦–uÍY,‘GÜ›1ãØ•ÿlÁÀQ^[[#7]]ä•g²ù§ÕƒoÑœ Block 1

85.64.204.236 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword/ Block 1

95.86.66.165 Israel 147.237.0.121
Unauthorized URL Access to
www.miluim-ishi.aka.idf.il/&sa=u&ved=0ahukewjgk4d_55zlahvbwbqkhzexbe0qjbaicg&usg=afqjcn
gdz6y3tfrrk_nryfjxifray36-vw

Block 1

91.135.102.171 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

82.80.196.44 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

199.203.215.1 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

80.178.218.176 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 80.178.218.176 (Open Mode) None 1

185.32.179.218 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

46.19.85.234 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

87.69.59.236 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

31.168.83.36 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

85.64.210.34 Israel 147.237.0.121

NULL Character in Header Name at
Ô„zzÙí(¤Ú˜G¢ºk¿Ê¼Ÿ4jÌ[[#0]]¤b,[[#30]]ÝÔì‰ïMÊMÇŠÖÄ¹‰žhw‘Í[[#4]]3#011¬~3[[#29]]ìYý‘Îk¼S
—`.épsú`‰ÁÍ.û¸Pµÿnk²[[#19]]O[[#29]]¢þ•7r’¥d¡°dö´…Ì[[#30]]“t×Ì™I[[#5]]Í[[#22]]‡™£‘µ•ø
[[#16]]}k€•h#012÷‡#012S‹[[#20]]ê¹’#Ò¢^‹@üÛ•~T¥û!ªj™[[#22]]¾¦„%Ý‰ºuH[[#14]]>«WF[[#23
]]ö¿ôÎDåwJu[[#29]]J$[[#20]]ŸÏìx[[#21]]þÂT̂ çcÉ̈ eŽ§

Block 1

79.178.245.15 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

77.127.204.103 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

109.186.167.8 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

85.64.210.34 Israel 147.237.0.121
Illegal Byte Code Character in Header Name
ÎÈ×[[#5]]ôÞ'.T•Ãm[[#4]]ç•Ï´™ø.™òÄ[[#8]]#011[[#11]]+î‚Ú[[#0]]M‡£œœñàR‰69¸*(øâ`€g²£•3–Z
ÅM€&ÂIä[[#5]]•[[#21]]•Y’

Block 1

82.166.58.226 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

212.179.21.194 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

62.128.45.204 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

87.70.4.17 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

81.218.105.2 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 81.218.105.2 (sigalgs DoS Attack) None 1

193.34.57.101 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
8C44D40CB08C1439CAA20F67365563BDF8763CA2915F650AE7F4934D5095139F7F7FB66B23C
C8D3DF3FDA6818A60AB7FF24EB6EE033610D07C9022A0FE7191DE5E8819FA59B4882E49BAF82
8DF87A71C198B0ADEBEA610643B42D06949F3B4F4AFA277A4D3454B3A017470BB35EC16D6A4
E58A519F8C3D0249055AF3CD3CD2CAFC37B43254A7A61A030E6B196B47998FD7FE494C0782E
82F8F90140CC08118C3

None 1

176.13.7.105 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.19.85.95 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

85.64.210.34 Israel 147.237.0.121
Unknown HTTP Request Method ¤[[#5]]c]€ÁÑúó[[#19]]ZhNSÏ«6òÛ·Iù¹jx[[#5]]d¶áäeH• in URL
Ú[[#25]]pב/ץš©eh…[[#7]]£Ž÷˜•[[#30]]qy>4[[#17׃kfָzp±±%]]מ¨[[32#]][[72#]]־¥

Block 1

79.181.123.200 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

 02-29-2016 to 03-01-2016 



Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

132.68.133.130 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.154.36.100 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

85.64.210.34 Israel 147.237.0.121
Illegal URL Path Encoding Ú[[#25]]pב/ץš©eh…[[#7]]£Ž÷˜•[[#30]]qy>4[[#17׃kfָzp±±%]]־
̈!!¥ p[[#0]]ƒ•ת¦jח yךœ־v‘tך]]jp/š«•ֱ[[#23םc÷!3£„ן=·א'_¡¡¶]]tl¡Šx[[#5;¥מ ]̈]#23[[]]#27[[
b¼[[#17]]µ[[#23בÊ]]כŽkŒ

Block 1

85.64.210.34 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

77.125.99.42 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

95.86.109.198 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

 02-29-2016 to 03-01-2016 

 02-29-2016 to 03-01-2016 


