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02-27-2016 to 02-28-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste|Sgnature | Devi ce Action | CP | ocatii on. Locat i on |count |
84.111. 125. 88 | srael 147.237.0.121 B ock_Udp Al Nets drop BB.- | srael 18

185. 130. 5. 173 147.237.0.121 JLM Under Attack_Con_Tcp drop Net V- London 2

149. 88. 166. 81 | srael 147.237.0.121 Invalid TGP H ags drop BBL- | srael 2

205. 209. 185. 11 Lhited Sates 147.237.0. 121 Block Np Al Net drop Net V- London 1

184. 105. 139. 82 Lhited Sates 147.237.0.121 B ock Np Al _Net dr op Net V- London 1
184.105. 139. 116 Lhited Sates 147.237.0.121 Bock Np Al Net drop Net V- London 1

185. 40. 4. 98 147.237.0. 121 Block Udp All Nets drop Net V- London 1
185.94.111. 1 147.237.0.121 B ock_Udp Al Nets drop Net V- London 1
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02-27-2016 to 02-28-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count |
183. 60. 48. 25 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
194. 63. 140. 74 Russi an Federation 147.237.0.121 ET SCAN Potential SSH Scan 1
180. 191. 105. 107 Phi | i ppi nes 147.237.0. 121 ET SCAN Potential SSH Scan 1
183. 60. 48. 25 Chi na 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
202. 170. 80. 40 Mongol i a 147.237.0. 121 ET SCAN Potential SSH Scan 1




02-27-2016 to 02-28-2016

|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
80. 81. 125. 58 Spai n 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1170
97.84.247.179 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 761
149. 78. 86. 160 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 491
208. 81. 64.248 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 408
176.13.12. 168 |1 srael 147 237. 0. 121 Sreamlng qui ne: TP Invalid Inval i d segnent retransmission. Packet drop 324
Ret r ansni ssi on dr opped.
149. 88. 56. 171 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 229
149. 78. 28. 152 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 214
98.139. 248. 67 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 212
149. 78. 23. 162 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 202
178.248.90.71 |ltay 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 158
149. 78. 181. 169 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 150
40.77. 167. 37 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 150
2 54.180. 162 | srael 147 237.0. 121 Sreanhng qui ne TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
149. 88.49. 199 |lIsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 138
149. 78. 230. 199 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 118
149. 78.229. 49 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 105
149. 88. 24. 27 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 96
149. 78. 180. 56 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 89
149. 88. 31. 164 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 86
149.88.24.5 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 83
149. 78. 67. 66 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 56
149. 50. 80. 156 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 50
149. 50. 84. 46 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 46
84.108. 249. 169 |l srael 147.237.0. 121 Bad TCP sequence SN retransmit wth different w ndow scal e noni t or 45
149. 88. 166. 81 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 44
149. 78. 146. 230 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 42
149. 88. 201. 72 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
149.78.46.1 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
149. 88. 127. 190 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
217.69. 133. 249 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 31
217.69.133. 21 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 29
149. 88. 55. 192 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28
12.21.46.2 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 25
84.108.3.7 | srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different wndow scal e noni t or 25
149. 78. 207. 76 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
217.69. 133. 248 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 24
217. 69. 133. 251 :Z:::ﬂon 147.237.0.121| |Geo-1ocation enf or cenent Geo-1 ocat i on i nbound enf or cerent drop 22
77.127.192. 217 |l srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 22
149. 88. 128. 169 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
149. 78. 103. 29 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 18
212.214. 229. 27 |Sweden 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 18
217.69.133.191 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 16
37.142.136.98 |lsrael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
149. 78. 157. 205 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 13
149. 78. 69. 60 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 13
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
149. 78. 32. 152 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
66. 102. 9. 22 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
149. 78.128. 23 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
66. 102. 9. 44 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 11




02-27-2016 to 02-28-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Geo Target Address |9 t% Sgnature Acti on ‘Count

85. 64. 113. 244 |l srael 147.237.0. 121 Unaut hori zed HTTP Met hod Bl ock 32

85. 64. 113. 244 |l srael 147.237.0.121 Mil tipl e Uhaut hori zed URL Access from 85. 64. 113. 244 B ock 25

79.181.169. 26 |lsrael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from79.181. 169. 26 (sigal gs DoS At t ack) None 6

95.86.101.66  |Israel 147.237,0.121| |Pstributed Paraneter Type Molationon B ock 3
vy il ui mi shi . aka. i df.il/aj ax/order/confirnorder.aspx paraneter accept

77.127.233.90 |israel 147.237.0. 121 | stributed Paraneter Type Molationon B ock 3
viewv mi | ui mi shi . aka. i df . i1/aj ax/ order/confirnorder. aspx paraneter accept

89. 138. 239. 148 |Israel 147.237,0.121| |Pstributed Paraneter Type Molationon B ock 2
vy il ui mi shi . aka. i df.il/ajax/order/confirnorder.aspx paraneter accept

109. 65. 208. 248 |l srael 147.237.0. 121 Mil tiple Untraceabl e SS. Sessi ons from 109. 65. 208. 248 (si gal gs DoS At t ack) None 2

84.109. 16. 188 |l srael 147.237.0.121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx Bl ock 2

77.126.83.164 |lsrael 147.237.0. 121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx Bl ock 2

2 54.28.15 | srael 147. 237.0. 121 Paran_et er T_ype_ M ol a_tl on ctl 00$Cbnt_ent P acetbl der 1%t xt Per ut Bakasha i n B ock 2
viwv m | ui mi shi . aka. i df . i |/ changeuni t

185.32.179. 27 |1 srael 147. 237, 0. 121 Pararr_et er ‘I_'ypg Mol gtl on ct | 00$ont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n 8 ock 2
vy il ui mi shi . aka. i df.il/general petition

79.182.102.90 |israel 147.237.0. 121 |Pstributed Paraneter Type Molationon B ock 1
vy il ui mi shi . aka. i df.il/aj ax/order/confirnorder.aspx paraneter accept

5 29. 168. 89 | srael 147. 237. 0. 121 Paranpt er Type_ Mol a_tl on ctIOO$Q)nt‘ent A acetbl der 1$t xt Per ut Bakasha i n 8 ock 1
viwv m | ui mi shi . aka. i df . i | / changeuni t

109. 66. 60. 111 [ srael 147.237,0. 121| P stributed Paraneter Type Mol ation on B ock 1

vy il ui mi shi . aka. i df.il/aj ax/order/confirnorder.aspx paraneter accept
79.176.229.76 |lsrael 147.237.0. 121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN Gl ENT_CERTI FI CATE REQUEST) None 1
Dstributed Paraneter Type Mol ati on on

193.43. 245. 250 I srael 147.237.0.121 wwv mi | ui mi shi . aka.idf.il/ajax/order/confirnorder.aspx paraneter accept Bt ock !
84.108.224.86 |israel 147.237.0.121| |Pstributed Paraneter Type Molationon B ock 1
vy il ui mi shi . aka. i df.il/aj ax/order/confirnorder.aspx paraneter accept
46. 120. 166. 156 |l srael 147.237.0.121 Paraneter Type M ol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx Bl ock 1
109. 67. 33. 17 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx Bl ock 1
85. 64. 113. 244 |lsrael 147.237.0.121 Uhaut hori zed UR. Access to waw nill ui mishi.aka.idf.il/iny/ Bl ock 1
2.52.175.254 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
138.36. 0.3 147.237.0.121 Unaut hori zed URL Access to 147.237.0.121/i ndex. php B ock 1
89. 138. 163. 102 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - pen Mde None 1
79.181.169. 26 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 65. 208. 248 |l srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
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