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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on
204. 42. 253. 2 Lhited Sates 147.237.0. 121 Block Np All Nt drop Net V- London 2
198. 23. 165. 141 Lhited Sates 147.237.0. 121 Block Np All Nt drop Net V- London 1
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02-26-2016 to 02-27-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count
109. 235. 254. 181 Tur key 147.237.0.121 ET SCAN NVAP -sS w ndow 2048 1
185. 130. 5. 238 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
109. 235. 254. 181 Tur key 147.237.0. 121 ET SCAN NVAP -f -sS 1
162. 248. 141. 24 Canada 147.237.0. 121 ET SCAN Potential SSH Scan 1




02-26-2016 to 02-27-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature Z“;\tnl (;i ‘Count
82.166. 42. 84 | srael 147. 237 0. 121 Sreannng 31g| ne: TP Invalid Inval i d segnent retransnission. Packet drop 1625
Ret r ansni ssi on dr opped.
109. 253. 199, 233|I srael 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 378
Ret ransni ssi on dr opped.
24.79.153.128 |Canada 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 364
149. 88. 204. 253 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 234
149. 78.229.49 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 228
149. 50. 84. 46 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 213
149. 78.46. 1 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 212
176.13. 7. 53 | st ael 147. 237 0. 121 Strearmng Et'1g| ne. TGP Invalid Invalid segnent retransnission. Packet drop 162
Ret r ansni ssi on dr opped.
149. 88. 247. 105 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 146
109, 253. 137. 3 I sragl 147 237.0. 121 Srearmng qul ne: TP Invalid Inval id segnent retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
149. 78. 146. 230 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 137
149. 78. 164. 46 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 111
149. 78. 218. 168 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 103
149. 78. 39. 130 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 100
149.88.52. 7 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 96
149.78. 34. 73 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 95
149. 78. 253. 8 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 85
149.78.7.28 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 82
96.47.147.194 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 73
54.172.21.120 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 64
54.88.168.129 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
158. 169. 40. 9 Bel gi um 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 59
149. 78. 98. 21 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 56
149. 78. 232. 87 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 54
84.108. 3.7 | srael 147.237.0.121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 54
217.69. 133. 249 RJSIS;;I} on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 48
149. 78. 247. 58 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
217.69.133.21 RJSIS:;ni on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 48
40.77. 167. 37 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 47
12.21.46.2 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 39
2 52 170. 148 | srael 147. 237 0. 121 Sreannng 31g| ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
79 181. 96. 54 I sragl 147 237.0. 121 Srearmng qul ne: TP Invalid Inval id segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.
149. 78. 103. 29 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 31
141.0. 14. 197 Eur ope 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 31
217.69. 133. 253 RJF Sﬁ::ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 29
Russi an . . .
217.69. 133. 252 eration 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
149.78.71. 24 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 26
40. 77. 167. 83 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 23
149. 78. 194. 209 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 23
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 22
217.69. 133. 248 RJSIS:;ni on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
149. 78. 98. 51 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
149. 88. 244. 173 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 18
4.79.123.3 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 17
109. 64. 120. 15 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 16
109. 66. 202. 204 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 16
149. 88. 237. 203 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 13
46. 19. 86. 96 | srael 147.237.0.121 SYN At ack SYN - > SYN-ACK -> Ti neout rej ect 13
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 13
217.69. 133. 250 stﬁ::ﬂ on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11




02-26-2016 to 02-27-2016

|pr Attackers In V¢F|

Devi ce

At acker

Geo Target Address |S t% Sgnature Action ‘Count
2.54.26.100 | srael 147.237.0.121 Suspi ci ous Response Code B ock 7
79.177.144. 43 |l srael 147.237.0.121 Mil tiple Uhaut horized URL Access from 79. 177. 144. 43 B ock 4
80 178. 251. 210 | srael 147 237.0. 121 Paran_et er T_ype_ Mol a_tion_ ctIOO$CDnt‘entPI acehbl der 1$t xt Per ut Bakasha i n B ock 3
W il ui mi shi . aka. i df.il/changeuni t
79.177.62.186 |lsrael 147.237.0.121 Mil tipl e Uhtraceabl e SS. Sessi ons from79.177.62. 186 (si gal gs DoS At ack) None 3
87.71.9.135 | srael 147.237.0.121 Paraneter Type Mol ation accept in ww niluimishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 2
46.19. 86. 10 | srael 147.237.0.121 Mil tiple Lhtraceabl e SS. Sessi ons from46. 19. 86. 10 (si gal gs DoS Att ack) None 2
79.177.144. 43 |lsrael 147.237.0. 121 PHP Att enpt B ock 2

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
2CAC7ACE9A474CCC8AEE565030055BEE65A39D270B5CA59C0375D83B4396A48D338FF370055
D7A792B3DD0022869FABEB04E6440B1179D13958B869480F7743316B61B1FE36533A300DF5409
10B09F405A4F83EA9E4E3E73ELIAFBA9605123D2B31090F86 EAFEDE3D3FF90830697333598E23488
37.142.150. 32 |lsrael 147.237.0. 121 42C5EF320651DF7FD61278C50, Cbser ved None 1
AC3BE9712BC3CE7A82CFEO7B2E352F8653E95D0E4426F61C86312675DD497730FCA96441B07F7
0C9C241499EB97B000E765FA28DF49D88BDEO3DB757BCE6D971741CCI9B503BC29B2A47AA8A2
4F940E2FFFFDOC5CA42943192BBESAEACS5255A9E86782AF

Paraneter Type Mol ati on ctl00$Cont ent A acetbl der 1%t xt Per ut Bakasha in

213.57.233.55 [Israel 147.237.0. 121 R . . . Bl ock 1
vwwv mi | ui mi shi . aka. i df . i|/changeuni t

109. 65. 28. 91 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwv nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

46.117. 39. 222 |l srael 147.237.0.121 Paranet er Type M ol ation accept in vwwv nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

2 5497 144 | srael 147. 237. 0. 121 Lhknqv\n' Par anpt er gtl 0.0_Cbnt. ent P acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend in B ock 1
wwv ml ui mi shi.aka.idf.il/login

109. 186. 185. 57 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1

79.177.62.186 |lsrael 147.237.0.121 S Uhtraceabl e Gnnection - sigal gs DoS Attack None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expected NA Cbserved

BDD946E9B1112C7706CBF8B847184A03DC04663F323FE13767E7DB6E019ADSE3AA229FFF8387A
8CF482EEECT C8DFSAEEA831455B3742FDF466EA8022D4593CB41D03C0439F7DB428DA0C3D2ES
37.142. 202. 225 I sr ael 147.237.0.1211 |65 00 ABEE4A0510ADCS56D41667D5B852FD59D977E40078E654CCA137597E703110F73CA5FD02 | OMe |1

852E16041396D42696E64C55E9E5690600B0026FD81C5D833BD164882187CBCF76804C6E6AFC6

F6E22DF2FDF22D
109. 65. 208. 248 || srael 147.237.0.121 Mil tipl e Uhtraceabl e S3. Sessi ons from 109. 65. 208. 248 (si gal gs DoS A t ack) None 1
84.108. 69. 180 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock 1
46. 120 190. 244 |1 sr ael 147 2370, 121 Paraqet er Typg M ol gtiqn ct | 00$nt Ptnt'Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv m | ui mishi.aka.idf.il/general petition
2 54,27 144 | sragl 147. 2370 121 LhanV\n_ Pa_r an_et er _ctl O_O_Can ent Pl acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1
viwy il ui mi shi . aka.idf.il/login
212.179. 34. 170 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 1
93.172. 0. 41 srael 147 237.0. 121 Parangt er 'ijp(—f: M ol gtion ct | 00$ont 9nt_P| acehbl der 1$t xt Per ut Bakasha i n B ock 1
viwy il ui mi shi . aka. i df.il/general petition
109. 65. 208. 248 || srael 147.237.0.121 S Uhtraceabl e Gnnection - sigal gs DoS Attack None 1
85. 65.170.38 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to v mil ui mi shi.aka.idf.il/https:/ww niluimishi.aka.idf.il/ B ock 1
79.177.52. 97 | srael 147.237.0.121 Paranet er Type M ol ation accept in v nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
5.29.95.197 | srael 147.237.0.121 Lhaut hori zed URL Access to waw nil ui mishi.aka. idf.il/https:/wwn mlui mishi.aka. idf.il/ B ock 1
Ostributed Paraneter Type Mol ation on v ml ui mishi.aka idf.il/general petition anet er
213.57.41.157 I srael 147.237.0. 121 ct | 00$Cont ent A acetbl ci/eprel$t xt Per ut Bakasha ’ i i Bl ock !
109. 64.91. 135 |lsrael 147.237.0.121 S Uhtraceabl e nnection - sigal gs DoS Attack None 1
46.19. 86. 10 | srael 147.237.0.121 S Uhtraceabl e nnection - sigal gs DoS Attack None 1
109. 66. 144. 65 |l srael 147.237.0.121 Paraneter Type Mol ation accept in ww nil uimishi.aka. idf.il/aj ax/order/confirnorder.aspx B ock 1
85. 250. 158. 59 |l srael 147.237.0.121 Uhaut hori zed URL Access to waww il ui mishi.aka. idf.il/, B ock 1
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