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W 212.199. 154. 194, |srael
212.179.21. 194, |srael
W 85.65.170.93, Israel
212.179. 34. 170, |srael
W 109. 65. 208. 248, | srael
H 62.90.99.64, |srael
W 77.125.83. 161, |srael
W 2.52.129. 249, |srael
84.228. 210. 185, | srael
H 84.228.188. 162, |srael




02-25-2016 to 02-26-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.199. 154. 194 | srael 147.237.0. 121 Anonal y- TLS-renegoti ation-d i dest - r eset BBL- | srael 179

31. 168. 225. 146 | srael 147.237.0.121 Bl ock_Udp Al _Nets drop BBL- | srael 3

82. 80. 217. 70 | srael 147.237.0.121 ock Wp Al _Nets drop BBL- | srael 3
125.127.41. 118 Chi na 147.237.0.121 ock Wp Al _Nets drop Net V- London 1

184. 105. 139. 84 Lhited Sates 147.237.0.121 B ock Np Al Net drop Net V- London 1




02-25-2016 to 02-26-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



02-25-2016 to 02-26-2016

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature
94.102. 48. 193 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS wi ndow 1024 1




02-25-2016 to 02-26-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
140. 101.20.1 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 983
165.225.76.79 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 546
176.13. 11. 207 |1 srael 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 459
Ret ransni ssi on dr opped.
76.9.197.2 Canada 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 459
149. 78. 30. 244 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 424
149. 78. 47. 252 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 412
165.225.80.74 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 384
17.78.98. 197 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 380
199. 207.253. 96 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 320
149.88.52. 7 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 282
149. 78. 81. 24 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 273
187.188. 111. 99 |Mexi co 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 255
149.50.82. 131 |lLhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 248
109. 253. 201. 208|I srael 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 243
Ret ransni ssi on dr opped.
149. 88. 24. 27 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 228
176.13.7. 53 | srael 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 216
Ret r ansni ssi on dr opped.
31.154. 4. 18 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 196
165.225.76.65 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 191
17.78. 98. 155 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 191
37.203.209.26 |Sweden 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 187
149. 78.28. 142 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 171
149. 78. 208. 14 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 164
185. 27. 105. 154 |Israel 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
2 54.60.76 | srael 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
17.78.123. 34 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
149. 78. 20. 138 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
149. 78. 231. 109 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 121
149. 78. 120. 238 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 110
176.13. 16. 223 |1 srael 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 108
Ret r ansni ssi on dr opped.
165. 225.72.64 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 100
134.191.244.6 |United Kingdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 94
149. 78. 229. 49 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 92
17.78. 68. 154 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 88
195.52.121. 70  |Ger many 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 85
24.103.89.234 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 83
149.50.103.50 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 82
109. 160. 178. 2401 srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 72
Ret r ansni ssi on dr opped.
149. 78. 90. 106 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 69
149. 78. 162. 52 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 69
149. 88. 142. 177 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 64
149. 88. 238. 181 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
138. 134. 192. 10 |l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 54
97. 76. 130. 98 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 51
66. 102. 6. 84 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 50
149. 88. 75. 105 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
217.69. 133. 252 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 46
149. 88. 77. 245 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 46
149. 78. 146. 230 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 41
79.140.208.41 |lrel and 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
109. 65. 124. 171 |l srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 40




02-25-2016 to 02-26-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% dgnature ) ‘Count
Ceo Action
212.179.21.194 |lsrael 147.237.0. 121 Mil tipl e Whaut hori zed URL Access from 212.179. 21. 194 B ock 21
212.179.21.194 |lsrael 147.237.0. 121 PHP At t enpt B ock 11
85. 65. 170. 93 | srael 147.237.0. 121 Ml ti pl e Unaut hori zed URL Access from 85. 65. 170. 93 B ock 8
109. 65. 208. 248 |l srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 8
77.125.83.161 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 7

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
B2F4C091728D33F25CB145CF3D43AB0811C1003223DB2505CA80A77794DELEID7793F308C92
304A03288D04F87C79D4130F3DBI9D5335FDBC67D7819DD680547867AAIF88292CCB564E07
CA92BBE4F60491E3A6FB0O0D83872A953574AB5A9155F1F12D190622C9DDICEAE02FDE9IF0223
2.52.129.249  [Israel 147.237.0. 121 | \- A120AS6369241A18D36A959948E800, Cbser ved None |5
5AAEE3D52EAA8507DALF38A6D94D39C7AFB111713D30E474F6C22952D34C95F6E201F3DFASB
14E69AA93FIFF75B5735120A0591A0A417E676F890D79E7D88135AF5D07D792C60D68D3CDOC
CDEE952B119C9D3518388E6B3A6093B820391D8EF2B0AL43

85. 65. 170. 93 | srael 147.237.0. 121 PHP At t enpt B ock 4
84.228.188. 162 |Israel 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 3
132. 76. 10. 41 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 2
79.177.195. 151 |lsrael 147.237.0. 121 Lhtraceabl e SS. Sessi ons: si gal gs DoS Attack None 2
62. 128. 45. 204 | srael 147.237.0. 121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 62. 128. 45. 204 ((Qpen Mbde) None 2
109. 66. 26. 225 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
5.29.99.133 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
109. 64. 91. 135 | srael 147.237.0. 121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
79 182. 224. 25 |1 srael 147 237.0. 121 Paraneter Type M ol ation ct| 00$Qont ent P acetbl der 1%t xt Capt cha i n B ock 2

wanv mi | ui mi shi . aka. i df. il /newpassword/ f or got passwor d

Cooki e Tanpering on cooki e . ASPXAUTH Expected NA, (bserved
AF8B7B6409C8723F97A52C10C12CE1DBABES05E4F31 ADFEAAB46 CCCCF14E2E5F7216468EGEAB
D7534A8542AF480E4868420B6686287FF4F86B7782B956BDE0C4DB22EDB1393FF1216990DESCO
62.219.115.71  lsrael 147.237.0.121)  |5063205EA03D27CDLFB42F5F5933BF5F135933AD8063205CAFELAEBO6B265F6A46CLF5D4FB34 | \O1e |2
BD542D53E4A5B575E8063D14BBF642804 DDADAFAEC9365A58724A491AB72D442A38E9944FD
5FF5433BDEF2DCF4B5

46. 19. 85. 60 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: sigal gs DoS At tack None 2
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
000A689A6F9CFF42CDAB221F05305C7D498E21EB43ECBDEDO8COF7D1757EDFC613A3ELDEG46
CDC04708574D4AEDSE74BC99CA4849D5D084157FBEC26C660F49D13EA2A7FOF2E5D450E664B8
E738D4998093A3A7756894203D07C3C21979D133DDCDBE7EBEA76802E1DA8BE867D3C025BC3
93.172. 166. 154 |l srael 147.237.0. 121 716F1DEFD76B7A21F67FCC8110EBELY5, Cbser ved None 1
2CE94776EA1LDD97ED73A8337176289D9921BEAAELE4861A2B10605C0F973BDD6D433100A225
FD8A9352C1E27797A3067D142307CA79341EED506737B9584ECOF301F96E22390A15A9AAB4F3
E8B29C554310516FDA45737463DE2B1EF6AD25B4EEG 7765

Paraneter Type Mol ati on ctl 00$Qont ent Al acetbl der 1$t xt F | esNangs in

87.69. 59. 236 | srael 147.237.0. 121 o T . . ) B ock 1
viwv M | ui mi shi . aka. i df . i | / changeuni t
2.54.5.226 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
212.179.34.170 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 1
84.108. 211. 56 | srael 147.237.0. 121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 1
79.181. 222. 48 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
176. 13. 18. 103 | srael 147.237.0. 121 Paraneter Type Mol ation isCharig in wwniluimishi.aka idf.il/login B ock 1
79. 176. 56. 56 | srael 147.237.0. 121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
91. 228. 248. 251 |Israel 147.237,0, 121| |Fvaeter Type Molation ctl 00SContent M acetbl der1StxtTitle in Bock |1
v il ui mi shi . aka.idf.il/general petition
85. 65. 49. 221 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
80. 179. 92. 156 | srael 147.237.0. 121 Unknown Paraneter prmin waw mlui mishi.aka.idf.il/login B ock 1
212.76.125. 238 |lsrael 147.237.0. 121 D stri buted Gooki e Tanpering on token: .ASPXAUTH None 1
147, 236. 172, 2 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ati on on wawv mil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
79.177.220. 127 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
62. 128. 45. 204 | srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1
89. 138.238. 177 |lsrael 147.237.0.121 Paranet er Type M ol ati on ct| 00$Cont ent Pl acetbl der 1$t xt Capt cha i n www mil ui mi shi . aka.idf.il/login |B ock 1
2.54.12.30 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
213.151. 36. 128 |l srael 147.237.0.121 Ml ti pl e Uhaut hori zed URL Access from 213. 151. 36. 128 B ock 1
176. 13. 23. 110 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 66. 26. 225 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
79.176.223.19  |israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
vy nill ui mi shi . aka i df.il/general petition
91.231.193. 150 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
91AA5750E4415C68BB12AD5B9648441F3030590082DE5A1AE37428CF66EE3F511E232479605C
3F29B7020C27AC9515FDA861CB1ACCT E5D68F0DD463D52E9D8DOCF51C43F2F698 CACI6E2FB
6D890D7 18B60E88ACDDAG CO48AF896BF4F3CFF6ECCI262A45609A537AB4B2E6CT6FF6DAC2FL
87.142.134.178 Israel 147.237.0. 1211 |665330963E47CD645857FA918F3C07, Cbser ved None |1
6E8CCE9D96F6D0D7 EBICADI6 DEFE9ADCF3B70A0ED38453C0612F9B2BC3CA662085E7 1BBCETF
D1E7E153E08542F40A4B82BAC3613C993878C063430F16CL4BB74EE7F3B457C313A61FC04003
3B91FB736E8BE0O5B6DESB22C829762630765EB081A2E708

Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

81.218.245.1 | srael 147.237.0.121 T - . o B ock 1
v | ui mi shi. aka.idf.il/general petition

176. 13. 18. 31 | srael 147.237.0. 121 Mil tipl e Uhtraceabl e SS_ Sessi ons from176. 13. 18. 31 (sigal gs DoS At ack) None 1

79.177.231. 237 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 1

109. 65. 208. 248 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

89. 139, 245. 143 |israel 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka. idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

5.28.182. 21 | srael 147.237. 0. 121\ o il i mi shi . aka. i df i |/ nent al heal t hof i cer cont act i ng Bock |1

84.228.210. 185 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 1

79. 183. 9. 200 | srael 147.237.0. 121 Lhaut hori zed URL Access to ww nill ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1

192.114. 91. 246 |Israel 147.237.0.121| [P @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition

109. 253. 223. 101 |l srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1

79 177. 97. 72 srael 147 237.0. 121 Farangt er T)_/pe_\/i ol at_| on _ctI 00$Cont ent A aceHbl der 1$t xt Capt cha i n B ock 1
wane mi | ui mi shi . aka. i df . i |/ newpasswor d/ f or got passwor d

91.231.193. 150 |Israel 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

2 52 129. 249 | srael 147. 237. 0. 121 Parmt er T_ype_ M ol a_tl on ctl OO$Q)nt‘ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
viwv M | ui mi shi . aka. i df . i | / changeuni t

82.166.198. 205 |Israel 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

176. 13. 18. 31 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

79.179. 205. 184 |1 srael 147. 237. 0. 121 Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1

v | ui mi shi. aka.idf.il/login




02-25-2016 to 02-26-2016

Attacker Address g:s(:ker Target Address |S t% Sgnature

91. 228. 248. 251 |1 srael 147. 237. 0. 121 %rmt er ‘I_'ypg M ol gtl on ct | 00$Cnt gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy il ui mi shi . aka. i df.il/general petition

5. 29. 83.198 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

85. 65. 49. 221 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS_ Sessi ons from 85. 65. 49. 221 (sigal gs DoS At ack) None 1

79.183. 129. 98 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

21229 203. 226 | srael 147. 237. 0. 121 %rmt er ‘I_'ypg M ol gtl on ct | 00$Cnt gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy il ui mi shi . aka. i df.il/general petition

02-25-2016 to 02-26-2016



