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Top Attackers 

212.199.154.194, Israel

212.179.21.194, Israel

85.65.170.93, Israel

212.179.34.170, Israel

109.65.208.248, Israel

62.90.99.64, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

212.199.154.194 Israel 147.237.0.121 Anomaly-TLS-renegotiation-Cli dest-reset BBL-Israel 179

31.168.225.146 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

82.80.217.70 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

125.127.41.118 China 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

184.105.139.84 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 02-25-2016 to 02-26-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

94.102.48.193 Netherlands 147.237.0.121 ET SCAN NMAP -sS window 1024 1

 02-25-2016 to 02-26-2016 



Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

140.101.20.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 983

165.225.76.79 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 546

176.13.11.207 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 459

76.9.197.2 Canada 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 459

149.78.30.244 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 424

149.78.47.252 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 412

165.225.80.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 384

17.78.98.197 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 380

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 320

149.88.52.7 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 282

149.78.81.24 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 273

187.188.111.99 Mexico 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 255

149.50.82.131 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 248

109.253.201.208 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 243

149.88.24.27 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 228

176.13.7.53 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 216

31.154.4.18 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 196

165.225.76.65 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 191

17.78.98.155 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 191

37.203.209.26 Sweden 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 187

149.78.28.142 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 171

149.78.208.14 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 164

185.27.105.154 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.60.76 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

17.78.123.34 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 140

149.78.20.138 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 140

149.78.231.109 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 121

149.78.120.238 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 110

176.13.16.223 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 108

165.225.72.64 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 100

134.191.244.6 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 94

149.78.229.49 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 92

17.78.68.154 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 88

195.52.121.70 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 85

24.103.89.234 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 83

149.50.103.50 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 82

109.160.178.240 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

149.78.90.106 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 69

149.78.162.52 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 69

149.88.142.177 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 64

149.88.238.181 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 60

138.134.192.10 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 54

97.76.130.98 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 51

66.102.6.84 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 50

149.88.75.105 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 48

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 46

149.88.77.245 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 46

149.78.146.230 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

79.140.208.41 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

109.65.124.171 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 40
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.179.21.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.21.194 Block 21

212.179.21.194 Israel 147.237.0.121 PHP Attempt Block 11

85.65.170.93 Israel 147.237.0.121 Multiple Unauthorized URL Access from 85.65.170.93 Block 8

109.65.208.248 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 8

77.125.83.161 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 7

2.52.129.249 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
B2F4C091728D33F25CB145CF3D43AB0811C1003223DB2505CA80A77794DE1E9D7793F308C92
304A03288D04F87C79D4130F3DB99D5335FDBC67D7819DD680547867AA9F88292CCB564E07
CA92BBE4F60491E3A6FB00D83872A953574AB5A9155F1F12D190622C9DD9CEAE02FD69F0223
AFA120A86369241A18D36A959948E800, Observed
5AAEE3D52EAA8507DA1F38A6D94D39C7AFB111713D30E474F6C22952D34C95F6E201F3DFA8B
14E69AA93F9FF75B5735120A0591A0A417E676F890D79E7D88135AF5D07D792C60D68D3CD0C
CDEE952B119C9D3518388E6B3A6093B820391D8EF2B0A143

None 5

85.65.170.93 Israel 147.237.0.121 PHP Attempt Block 4

84.228.188.162 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 3

132.76.10.41 Israel 147.237.0.121 Suspicious Response Code Block 2

79.177.195.151 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

62.128.45.204 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 62.128.45.204 (Open Mode) None 2

109.66.26.225 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

5.29.99.133 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.64.91.135 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.182.224.25 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/forgotpassword

Block 2

62.219.115.71 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected NA, Observed
AF8B7B6409C8723F97A52C10C12CE1DBABE505E4F31ADFEAAB46CCCCF14E2E5F7216468E6EAB
D7534A8542AF480E4868420B6686287FF4F86B7782B956BDE04DB22EDB1393FF1216990DE8C0
DC63205EA03D27CD1FB42F5F5933BF5F135933AD8063205CAFE1AEB06B265F6A46C1F5D4FB34
BD542D53E4A5B575E8063D14BBF642804DDADAFAEC9365A58724A491AB72D442A38E9944FD
5FF5433BDEF2DCF4B5

None 2

46.19.85.60 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

93.172.166.154 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
000A689A6F9CFF42CDAB221F05305C7D498E21EB43ECBDED08C9F7D1757EDFC613A3E1DE646
CDC04708574D4ED5E74BC99CA4849D5D084157FBEC26C660F49D13EA2A7F0F2E5D450E664B8
E738D4998093A3A7756894203D07C3C21979D133DDCDBE7EBEA76802E1DA8E867D3C025BC3
716F1DEFD76B7A21F67FCC8110EBE195, Observed
2CE94776EA1DD97ED73A8337176289D9921BEAAE1E4861A2B10605C0F973BDD6D433100A225
FD8A9352C1E27797A3067D142307C479341EED506737B9584EC0F301F96E22390A15A9AAB4F3
E8B29C554310516FDA45737463DE2B1EF6AD25B4EE67765

None 1

87.69.59.236 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

2.54.5.226 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

212.179.34.170 Israel 147.237.0.121 Suspicious Response Code Block 1

84.108.211.56 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

79.181.222.48 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

176.13.18.103 Israel 147.237.0.121 Parameter Type Violation isCharig in www.miluim-ishi.aka.idf.il/login Block 1

79.176.56.56 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

91.228.248.251 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

85.65.49.221 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

80.179.92.156 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

212.76.125.238 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

147.236.172.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.177.220.127 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

62.128.45.204 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

89.138.238.177 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/login Block 1

2.54.12.30 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

213.151.36.128 Israel 147.237.0.121 Multiple Unauthorized URL Access from 213.151.36.128 Block 1

176.13.23.110 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

109.66.26.225 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

79.176.223.19 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 1

37.142.134.178 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
91AA5750E4415C68BB12AD5B9648441F3030590082DE5A1AE37428CF66EE3F511E232479605C
3F29B7020C27AC9515FDA861CB1ACC7E5D68F0DD463D52E9D8D0CF51C43F2F698CAC96E2FB
6D890D718B60E88ACDDA6C948AF896BF4F3CFF6ECC9262A45609A537AB4B2E6C76FF6DAC2F1
6085330963E47CD645857FA918F3C07, Observed
6E8CCE9D96F6D0D7EB9C4D96DEFE9ADCF3B70A0ED38453C0612F9B2BC3CA662085E71BBCE7F
D1E7E153E08542F40A4B82BAC3613C993878C063430F16C14BB74EE7F3B457C313A61FC04003
3B91FB736E8BE05B6DE5B22C829762630765EB081A2E708

None 1

81.218.245.1 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

176.13.18.31 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 176.13.18.31 (sigalgs DoS Attack) None 1

79.177.231.237 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

109.65.208.248 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

89.139.245.143 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

5.28.182.21 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

84.228.210.185 Israel 147.237.0.121 Suspicious Response Code Block 1

79.183.9.200 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

192.114.91.246 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

109.253.223.101 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

79.177.97.72 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/forgotpassword

Block 1

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

2.52.129.249 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

82.166.198.205 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

176.13.18.31 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.179.205.184 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action
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91.228.248.251 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

5.29.83.198 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

85.65.49.221 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 85.65.49.221 (sigalgs DoS Attack) None 1

79.183.129.98 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

212.29.203.226 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1
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