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Top Attackers 

212.199.154.194, Israel

2.54.43.242, Israel

212.179.34.170, Israel

212.179.21.194, Israel

81.218.68.234, Israel

95.86.127.94, Israel

62.90.99.64, Israel

192.118.78.57, Israel

192.198.151.45, Europe

185.3.147.211, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

212.199.154.194 Israel 147.237.0.121 Anomaly-TLS-renegotiation-Cli dest-reset BBL-Israel 389

2.54.43.242 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 95

79.181.145.122 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

83.209.148.23 Sweden 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

113.79.24.65 China 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1

184.105.139.116 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1

184.105.139.118 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 4

104.192.0.21 United States 147.237.0.121 ET SCAN NMAP -sS window 1024 1

201.235.215.254 Argentina 147.237.0.121 ET SCAN NMAP -sS window 4096 1

59.45.79.117 China 147.237.0.121 ET SCAN Potential SSH Scan 1

185.93.187.109 147.237.0.121 ET SCAN Potential SSH Scan 1

201.235.215.254 Argentina 147.237.0.121 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

63.99.16.220 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2116

31.154.4.18 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 706

134.222.104.250 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 670

144.24.20.226
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 552

38.64.174.8 Canada 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 546

64.79.85.205 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 458

149.78.207.211 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 405

149.78.208.14 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 405

194.9.253.238
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 384

186.121.226.171 Bolivia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 382

85.25.236.77 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 348

194.69.102.231
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 335

2.54.43.242 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 324

80.246.136.8 Israel 147.237.0.121 SYN Attack reject 289

167.220.196.158
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 262

80.246.137.121 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 252

203.109.192.240 New Zealand 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 248

17.78.123.34 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 238

192.232.81.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 228

157.55.39.105 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 215

149.78.133.157 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 210

80.246.136.92 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

149.78.200.137 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 169

149.78.239.70 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 162

149.50.80.156 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 160

212.82.108.32 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 156

149.88.44.189 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 147

149.78.109.141 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 147

46.19.85.239 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.252.173 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 142

80.246.136.8 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 140

149.78.247.192 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 139

149.78.239.136 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 136

192.146.6.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 133

149.88.77.245 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 130

15.203.162.37 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 130

109.253.201.208 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 126

149.78.98.51 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 123

149.78.23.178 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 115

176.13.11.207 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 108

149.88.4.63 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 103

149.88.224.71 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 102

149.50.82.131 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 102

149.88.123.33 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 91

82.80.180.247 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

149.78.236.98 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

208.65.73.39 Canada 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

193.242.218.25 Switzerland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 78

49.224.197.155 New Zealand 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 75

149.88.5.103 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 73
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.179.34.170 Israel 147.237.0.121 Suspicious Response Code Block 21

212.179.21.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.21.194 Block 8

81.218.68.234 Israel 147.237.0.121 Unauthorized HTTP Method Block 7

192.118.78.57 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 5

212.179.21.194 Israel 147.237.0.121 Distributed PHP Attempt Block 4

185.3.147.211 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 4

95.86.127.94 Israel 147.237.0.121 Multiple Unauthorized URL Access from 95.86.127.94 Block 4

91.199.69.254 Israel 147.237.0.121 Unauthorized HTTP Method Block 3

79.180.163.6 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
73E2FC49B23C7B3BC0B0F7DF98AA22391405530764A20AC3FA5E1D2C315C2F189C8426E1163
5614F238B8F8DAB2C16CE10FAC53899F2BCB678BCFFC0DC048A932BA46C286136D44F339F65
7BD98C10B2560DBA6CBFE4113E42737AECC06BC94EB84FBDE87637F6EB80AD77CF3844D282E
D05AB13A416CDDB4AFBEC2B72637A49, Observed
968B0C3DE8AA917BF2383F8192F69564B3116DBAACA69E77A4C400620E88FE660A1F63CB7FD
9C5EAC524057CD67ADB78F243709DCFE1EF9CA07C5684E0E922DE512FDDEB230598D9DF969D
2B8B5AFB3596341328596686D773CD6ED64DEDBAD2DBBDD1

None 3

77.126.94.96 Israel 147.237.0.121 Unauthorized HTTP Method Block 3

89.138.106.8 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 89.138.106.8 (Unsupported Legacy SSL Version) None 3

95.86.127.94 Israel 147.237.0.121 PHP Attempt Block 2

46.120.131.155 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

79.179.137.74 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

95.86.117.14 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

109.67.233.213 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

62.90.99.64 Israel 147.237.0.121 Suspicious Response Code Block 2

46.120.49.177 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

147.235.185.74 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

79.178.233.51 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

31.168.11.202 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.52.35.9 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

87.71.11.28 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

79.183.62.253 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
D92BED235FD8B70BC58241CC14EF1DF8095DC3B01F239FA5A18739370F611C38B23F1242DB0
AFA4782429D77F4090E867FCB1035A9A00D8F9029BC14F41E8D280EC0DBBAB8F9A3AF58CDA3
AA28B6229B18D6DDA2BD8764AC7731CB105F20A522D8F32ADE561A51690E5A4CF26C7C98E2
10F9FB15975EC13A3144D976EB1C30F8, Observed 

None 1

192.198.151.36 Europe 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

79.177.163.135 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

176.13.16.86 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

5.28.175.63 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

81.218.68.234 Israel 147.237.0.121 Multiple Unauthorized URL Access from 81.218.68.234 Block 1

212.143.222.47 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

185.120.126.89 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

62.219.115.247 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

37.26.149.223 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

109.64.24.176 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected NA, Observed
2F3FDACF107C43A8B35000B86446E5A95EF9085C5CBC435F5367CF4F7053025C1815679E3296
D9CD9E0D648FA0BD042830AC80DF9DFFE6BAC5F1B4C6D415E9DAF2EA37477FFD2CDC28A988
77959C82EB7E1D559ABD74E4C0300715DA372C1B3AAD32586CC4D6598AEDF8E1B0827AA8A1
094657448005D7C3FBD0EE60C3777F3E01E5242DA48A802431883092CA9504C5E66B1072B55
A3B918F15CFE3E3C47C43

None 1

89.138.73.57 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

2.54.12.30 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

80.74.105.107 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

213.57.223.25 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

194.54.168.65 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.178.22.100 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

62.90.58.17 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

185.3.144.79 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

5.102.229.118 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

192.114.91.244 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

46.19.86.192 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

2.54.141.108 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

217.132.150.218 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

80.246.136.64 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

194.54.168.65 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

79.178.22.199 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

5.102.254.129 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.52.16.168 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$Submit1 in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

85.250.89.167 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.182.107.37 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
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79.176.149.200 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

89.138.106.8 Israel 147.237.0.121 SSL Untraceable Connection - Unsupported Legacy SSL Version None 1

2.54.147.7 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

80.246.137.15 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter prm Block 1

194.114.146.227 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

185.32.176.94 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

62.90.131.58 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1
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