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212.199. 154. 194, |srael
2.54.43.242, |srael
212.179. 34. 170, |srael
212.179.21. 194, |srael
81. 218. 68. 234, |srael
95. 86. 127. 94, |srael
62.90.99.64, |srael
192.118.78.57, |srael
192. 198. 151. 45, Europe
185. 3. 147. 211, |srael




02-24-2016 to 02-25-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.199. 154. 194 | srael 147.237.0. 121 Anonal y- TLS-renegoti ation-d i dest - r eset BBL- | srael 389
2.54. 43. 242 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-di dest - r eset BBL- | srael 95
79.181. 145. 122 | srael 147.237.0.121 ock Wp Al _Nets drop BBL- | srael 3

83. 209. 148. 23 Sweden 147.237.0.121 ock Wp Al _Nets drop Net V- London 1
113.79. 24. 65 Chi na 147.237.0.121 ock_Udp All _Nets drop Net V- London 1
184.105. 139. 116 Lhited Sates 147.237.0.121 B ock Np All Net dr op Net V- London 1
184.105. 139. 118 Lhited Sates 147.237.0.121 B ock Np Al Net drop Net V- London 1




02-24-2016 to 02-25-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



02-24-2016 to 02-25-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 4
104.192.0. 21 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
201. 235. 215. 254 Argentina 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
185. 93. 187. 109 147.237.0.121 ET SCAN Potential SSH Scan 1
201. 235. 215. 254 Argentina 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1




02-24-2016 to 02-25-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |9 t% Nanme Sgnature
63. 99. 16. 220 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2116
31.154. 4. 18 | srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 706
134. 222. 104. 250|Net her | ands 147.237.0. 121 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 670
144. 24. 20. 226 LKTI;;gom 147.237.0.121|  |Geo-1ocation enf or cenent Geo-1 ocat i on i nbound enf or cerent drop 552
38.64.174.8 Canada 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 546
64. 79. 85. 205 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 458
149. 78. 207. 211 |l srael 147.237.0. 121 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 405
149. 78. 208. 14 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 405
194. 9. 253. 238 Eiqlr:gegom 147.237.0. 121 Geo-l ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 384
186. 121. 226. 171|Bolivia 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 382
85. 25. 236. 77 Ger many 147.237.0. 121 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 348
194. 69. 102. 231 LKTI;;gom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 335
2 54,43 242 | srael 147.237. 0. 121 S rean ng Enjgl ne: TP Invalid Inval id segnent retransnission. Packet drop 324
Ret r ansnii ssi on dr opped.
80. 246. 136. 8 | srael 147.237.0.121 SYN Attack rej ect 289
167. 220. 196. 158 Eiqlr:gegom 147.237.0. 121 Geo-l ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 262
80. 246. 137. 121 |1 srael 147.237. 0. 121 Srean ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 252
Ret r ansni ssi on dr opped.
203. 109. 192. 240|New Zeal and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 248
17.78.123. 34 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 238
192.232.81.1 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 228
157.55.39.105 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 215
149. 78. 133. 157 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 210
80. 246. 136. 92 I sragl 147.237.0. 121 Sreani ng E|_19| ne: TP Invalid Inval id segnent retransmssion. Packet drop 180
Ret r ansnii ssi on dr opped.
149. 78. 200. 137 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 169
149. 78. 239. 70 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 162
149.50.80. 156 |lLhited Sates [147.237.0.121 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 160
212.82.108. 32 Irel and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 156
149. 88.44. 189 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 147
149. 78. 109. 141 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 147
46.19. 85. 239 | srael 147.237. 0. 121 S rean ng Enjgl ne: TP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansnii ssi on dr opped.
149. 78. 252. 173 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 142
80.246.136.8 | srael 147.237.0.121|  |Bad TOP sequence ssc a: ;ACK retransmt with different wndow ;o 140
149. 78. 247.192 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 139
149. 78. 239. 136 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 136
192. 146.6. 2 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 133
149. 88. 77. 245 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
15. 203. 162. 37 |Fance 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
109. 253. 201. 2081 srael 147. 237. 0. 121 S rean ng Enjgl ne: TP Invalid Inval id segnent retransnission. Packet drop 126
Ret r ansnii ssi on dr opped.
149. 78. 98. 51 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 123
149. 78. 23. 178 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 115
176.13.11. 207 |israel 147. 237. 0. 121 Srean ng Erjgl ne: TP Invalid Invalid segnent retransnission. Packet drop 108
Ret r ansnii ssi on dr opped.
149. 88. 4. 63 | srael 147.237.0. 121 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 103
149. 88. 224. 71 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 102
149.50.82.131 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 102
149. 88. 123. 33 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 91
82. 80 180. 247 | srael 147. 237. 0. 121 S rean ng Enjgl ne: TP Invalid Inval id segnent retransnission. Packet drop 81
Ret r ansnii ssi on dr opped.
149. 78. 236. 98 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 80
208. 65. 73. 39 Canada 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
193. 242.218.25 |Sntzerland 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 78
49. 224. 197. 155 [New Zeal and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 75
149. 88. 5. 103 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 73




02-24-2016 to 02-25-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |9 t% dgnature Action ‘Count
212.179. 34. 170 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock 21
212.179.21.194 |lsrael 147.237.0. 121 Mil ti pl e Whaut hori zed URL Access from 212. 179. 21. 194 B ock

81.218. 68. 234 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock
Dstributed Paraneter Type Mol ation on wav ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx
par anet er accept

0 8
0 7
0 5
212.179.21.194 |lsrael 147.237.0.121 DO stributed PHP At enpt B ock 4
0 4
0 4
0 3

192.118. 78. 57 | srael 147.237.0.121 B ock

Paraneter Type Mol ation ct| 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

R A, o B ock
v | ui mi shi. aka.idf.il/general petition
. 121 Ml ti pl e Unaut hori zed URL Access from 95. 86. 127. 94 B ock
. 121 Unaut hori zed HTTP Met hod B ock
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
73E2FC49B23C7B3BCOBOF7DF98AA22391405530764A20AC3FASE1D2C315C2F189C8426E1163
5614F238B8F8DAB2C16CE10FAC53899F2BCB678BCFFCODC048A932BA46C286136D44F339F65
7BD98C10B2560DBA6CBFE4113E42737AECCO06BC94EB84FBDE87637F6EBS80AD77CF3844D282E
79.180.163.6 I srael 147.237.0.121) 1505 AB1 34416 CDDB4AFBEC2B72637A49, Cbser ved None |3
968BOC3DE8BAA917BF2383F8192F69564B3116DBAACAG9E77A4C400620E88FE660A1F63CB7FD
9C5EAC524057CD67ADB78F243709DCFE1EF9CAO07C5684E0E922DES512FDDEB230598D9DF969D
2B8B5AFB3596341328596686D773CD6ED64 DEDBAD2 DBBDD1

185.3.147.211 |(Israel 147.237.0.121

95. 86. 127. 94 | srael 147. 237.
91. 199. 69. 254 | srael 147.237.

77.126.94. 96 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 3
89. 138. 106. 8 | srael 147.237.0.121 Mil tiple Lhtraceabl e SS. Sessi ons from89. 138. 106. 8 (Lhsupported Legacy SS. Version) None 3
95. 86. 127. 94 | srael 147.237.0.121 PHP At t enpt B ock 2
46.120. 131. 155 |l srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 2
79.179. 137. 74 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 2
95. 86.117. 14 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2
109. 67. 233. 213 |1 srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept
62. 90. 99. 64 | srael 147.237.0.121 Suspi ci ous Response Code B ock 2
46.120. 49 177 | srael 147. 237. 0. 121 Paranpt er T_ype_ Mol a_tl on ctl 00$(bnt_ent A acetbl der 1$t xt Per ut Bakasha i n B ock 2
viewv M | ui mi shi . aka. i df . i | / changeuni t
Dstributed Paraneter Type Mol ation on v ml ui mishi.aka.idf.il/general petition paraneter
147. 235. 185. 74 |l srael 147.237.0.121 ct 1 008Cont ent P acebbl der 15t xt Per ut Bakasha B ock 2
79.178. 233, 51 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
31. 168. 11. 202 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

par anet er accept
2.52.35.9 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

v | ui mi shi. aka.idf.il/general petition

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
D92BED235FD8B70BC58241CC14EF1DF8095DC3B01F239FA5A18739370F611C38B23F1242DB0
79.183. 62. 253 | srael 147.237.0. 121 AFA4782429D77F4090E867FCB1035A9A00D8F9029BC14F41E8D280ECODBBAB8F9A3AF58CDA3 [None 1
AA28B6229B18D6DDA2BD8764AC7731CB105F20A522D8F32ADES61A51690E5A4CF26C7C98E2
10F9FB15975EC13A3144D976EB1C30F8, Chserved

DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter

87.71.11.28 | srael 147.237.0.121 B ock 1

192.198.151.36 |Europe 147.237.0.121 ct | 00$Cont ent Pl aceHbl der 1$t xt Per ut Bakasha Bl ock !

79. 177. 163. 135 |1 srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

176. 13. 16. 86 | sragl 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

5 28, 175. 63 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

81.218.68.234 |lsrael 147.237.0. 121 Ml ti pl e Uhaut hori zed URL Access from 81. 218. 68. 234 B ock 1

212.143.222. 47 |lsrael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1

185. 120. 126. 89 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

62.219. 115. 247 | srael 147.237,0,121|  |Frameter Type Mol ation ctl 00SCont ent A acetdl der 1t xtTitl e in Bock |1
wwv | ui mi shi. aka.idf.il/general petition

37.26.149. 223 |lsrael 147.237.0. 121 Doubl e LR Encoding - paraneter: ReturnUl in vww mluimishi.aka idf.il/login B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expected NA, (bserved

2F3FDACF107C43A8B35000B86446E5A95EF9085C5CBC435F5367CF4F7053025C1815679E3296
D9CD9IE0D648FAO0BD042830AC80DF9DFFE6BACS F1B4C6D415E9DAF2EA37477FFD2CDC28A988
109.64.24.176 |l srael 147.237.0. 1211 127950C82EB7E1D559ABD74E4C0300715DA372C1 B3AAD32586 CCAD6598AEDFSE1 B0827AA8AL | P8 |

094657448005D7C3FBDOEE6OC3777F3E01E5242DA48A802431883092CA9504C5E66B1072B55

A3B918F15CFE3E3CA7CA3
89. 138. 73. 57 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
2.54.12.30 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
80. 74.105. 107 |l srael 147.237.0.121| | @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
213.57. 223. 25 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
194.54.168. 65 |1 srael 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
79.178. 22. 100 | srael 147.237.0.121 Doubl e LRL Encoding - paraneter: ReturnUl in waw mluimishi.aka.idf.il/login B ock 1
62.90.58. 17 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
185. 3. 144. 79 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
5 102. 229. 118 I sragl 147. 237.0. 121 Pa:angat e_r T_ype_ M ol ap on_ ctl 00$Cbnt_ent P acetbl der 1$t xt Per ut Bakasha i n B ock 1
wawv ni | ui mi shi . aka. i df.il/changeuni t
192 114. 91. 244 |israel 147 237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt N muk i n B ock 1

ww il ui mi shi . aka.idf.il/val t anmequest
46.19. 86. 192 | srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx

2.54.141. 108 | srael 147.237.0.121 B ock 1
par anet er accept

217, 132. 150. 218 |1 srael 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

80. 246. 136. 64 | srael 147.237.0.121 Doubl e LRL Encoding - paraneter: ReturnUl in ww mluimishi.aka.idf.il/login B ock 1

194. 54. 168. 65 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

79.178. 22. 199 lsrael 147.237. 0. 121 Paran_mt er ‘I_'ypg Mol gtl on ct | 00$Cont e_nt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition

5 102. 254. 129 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

2 52 16. 168 srael 147 237.0. 121 Paranfet er Typg Vol a_ltl on ctl 00$0)nt_ ent Al acetbl der 1$Subnit1 in B ock 1
wwv mi | ui mi shi . aka.idf.il/changeuni t

85. 250.89. 167 |israel 147. 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

79.182. 107. 37 lsrael 147. 237, 0. 121 Paranet er Type M ol ati on ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1

wwv mi | ui mi shi . aka.idf.il/changeuni t




02-24-2016 to 02-25-2016

A tacker

Attacker Address Geo Target Address St%ﬁgnature

Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
79.176.149. 200 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
89. 138. 106. 8 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Lhsupported Legacy SSL Version None 1
2.54.147.7 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
80. 246. 137. 15 | srael 147.237.0. 121 D stri buted Uhknown Paraneter on waw nil ui mishi.aka.idf.il/login paraneter prm B ock 1
194. 114. 146. 227 |1 srael 147.237.0.121| | ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition
185. 32. 176. 94 | srael 147.237.0.121 Uhknown Parangter prmin ww mlui mishi.aka.idf.il/login B ock 1
62.90. 131. 58 I srael 147. 237.0. 121 Pa:mt er T_ype_ Mol ay on ctl 00$Cbnt_ent P acetbl der 1%t xt Per ut Bakasha in B ock 1
wawv ni | ui mi shi . aka. i df.i|/changeuni t

02-24-2016 to 02-25-2016



