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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

212.199.154.194 Israel 147.237.0.121 Anomaly-TLS-renegotiation-Cli dest-reset BBL-Israel 71

5.29.170.65 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 64

46.19.86.180 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 51

37.26.146.186 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Frankfurt 6

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

81.218.56.245 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

192.118.132.185 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

58.221.47.12 China 147.237.0.121 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2

80.246.139.66 Israel 147.237.0.121 Invalid TCP Flags drop BBL-Israel 2
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 2

80.246.139.66 Israel 147.237.0.121 POLICY-OTHER TCP packet with urgent flag attempt 1

192.198.151.36 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1

40.76.206.112 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

183.60.48.25 China 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

134.191.249.254
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1980

85.130.219.168 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1296

130.199.3.165 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1050

199.207.253.101 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1036

194.9.253.237
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 887

149.78.239.128 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 505

149.78.46.56 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 493

199.201.66.0 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 489

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 446

17.78.121.67 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 371

149.88.141.21 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 365

149.78.146.230 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 310

144.24.20.226
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 292

134.191.232.72 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 255

167.220.196.77
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 255

149.78.30.51 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 251

17.78.123.34 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 214

31.168.21.144 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 207

149.88.216.111 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 198

109.253.201.208 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 162

80.11.121.161 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 158

149.50.84.46 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 155

149.78.79.236 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 146

46.19.85.239 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.253.200.206 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.178.192 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.230.217 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 139

149.78.200.137 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 135

149.88.77.245 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 120

185.27.105.154 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 117

149.78.255.7 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 114

118.174.2.226 Thailand 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 108

149.78.241.6 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 106

137.254.4.4 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 104

149.78.114.200 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 104

84.111.86.22 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 97

193.34.101.17 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 96

149.78.254.169 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 92

167.220.196.182
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 89

37.26.146.186 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

149.88.109.25 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

149.78.39.93 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 74

149.78.24.109 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 72

37.26.148.129 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

2.54.30.196 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 70

213.208.239.114 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 69

101.199.108.51 China 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 68

149.78.247.175 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 66

149.50.73.98 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

125.7.53.205 Australia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 62
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.179.40.173 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.40.173 Block 15

212.179.40.173 Israel 147.237.0.121 PHP Attempt Block 8

31.44.133.23 Israel 147.237.0.121 Suspicious Response Code Block 6

77.125.83.161 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 6

132.71.97.133 Israel 147.237.0.121 Multiple Unauthorized URL Access from 132.71.97.133 Block 5

80.246.137.98 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 4

212.179.21.194 Israel 147.237.0.121 Unknown Parameter returnurl in www.miluim-ishi.aka.idf.il/login Block 3

91.227.70.34 Israel 147.237.0.121 Multiple Unauthorized URL Access from 91.227.70.34 Block 3

194.177.16.3 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

132.71.97.133 Israel 147.237.0.121 Distributed PHP Attempt Block 3

193.169.70.108 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

185.27.105.160 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

2.54.150.172 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.182.96.55 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

2.52.144.47 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

185.28.155.17 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

81.218.32.164 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

91.227.70.34 Israel 147.237.0.121 PHP Attempt Block 2

31.210.186.113 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

91.231.193.150 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

87.68.56.41 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

82.80.71.90 Israel 147.237.0.121 Unknown Parameter _ in www.miluim-ishi.aka.idf.il/smsverify Block 2

193.34.57.101 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.66.230.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

212.179.40.173 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

94.188.161.250 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

46.117.112.85 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/forgotpassword

Block 1

46.19.86.66 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

212.179.21.194 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

87.70.33.131 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

82.80.198.164 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

5.22.129.231 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.52.144.47 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

80.178.189.217 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword Block 1

79.176.31.165 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

109.67.18.20 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

91.231.193.150 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 91.231.193.150 (Unknown SSL Session) None 1

46.116.123.205 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.116.123.205 (sigalgs DoS Attack) None 1

37.26.147.197 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/smsverify parameter
ctl00$ContentPlaceHolder1$txtCaptcha

Block 1

198.20.69.74
United
States

147.237.0.121 Unauthorized URL Access to 147.237.0.121/ Block 1

84.108.86.240 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

185.120.126.59 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

176.13.4.6 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.117.178.28 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

213.8.2.153 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

95.86.77.105 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.86.66 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

212.179.21.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.21.194 Block 1

82.80.222.116 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

80.179.91.154 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.178.245.15 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 1

46.116.123.205 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

46.19.85.167 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

212.150.174.180 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.111.161.253 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

2.54.174.218 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

192.198.151.37 Europe 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
27A825770D2C706E150D91C7681EA971CA5F93167A76EB342A34E95E6C2656ED36E717A581A
34325F621F5816EBE58F7233CC2EED2D223F491ED46D5317CEAC70F4F6F73BE92EE89A437242A
0C77242532ABD33BEFB2AF29EA65981D955EE7A76D9E8883CC5D3C0F37C80E3AA2ED094F24A
C0654D6D95297D51CFDEE3276855D, Observed
DD1715B12D03C43554EB7F77645B85A06F003EC952ADCCCADDD5990317A8E566A5C1167261
8AABB96D8E472C64012A9F1E9C0D1494B4D3568547B018FE49087FA3248E4097B82F49DF373F
9416C5C9777E07B55DFF237B804C81B8D68CA3C920F8FC36

None 1

176.13.4.6 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

79.183.220.64 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

62.0.34.93 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

213.8.204.9 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
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109.64.110.146 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

46.19.86.180 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

212.179.21.194 Israel 147.237.0.121 PHP Attempt Block 1

195.93.234.8 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.108.5.185 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

80.179.115.243 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.54.43.125 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

185.32.179.88 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

79.179.19.155 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.116.154.138 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

46.19.86.36 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

212.179.21.194 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
A7C4A9EE2FCCCA98DDD26B6EE04D8516EC475165FDAD0D085E88374D861156983EA5275E0D
96090B3B635F669433D104A929BA112E6502D3197ED8F2D8D8DE31E759DF43F2F3D8FB2C6488
BD132540772E90971B065EC2D07358D53C25EFB0F30BE4C1F76C9CFEA862CDA0701BEB7F569A
C0C04DD3BCB55E9291BF9E86747850, Observed
C55AB384A68CBAE67CBA0BDE729F9AC36321D85ED49C6824B1106766DEBCBA8902AB86B96C
8203DE6BF8D2841500606731FBA2F85720F3746DB2A375B42F7EC5F9252602EB640EAB0A844EF
6825011A9DDD8473F76150F4A2790FC38C9BE6D0A20E8D9

None 1

2.54.185.48 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

2.52.141.41 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

176.13.22.104 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

80.178.189.217 Israel 147.237.0.121 Multiple Unauthorized URL Access from 80.178.189.217 Block 1

91.231.193.150 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
4049FCA1775793F30E7FBC52AA065E1850F401D36D766814F1D8C5C4EB12E326547C4AF141F2
136266EF2576E1052A2BDC91E112E32028FF83BF0E595472AE0551ABF866CEFEFBF468ECB61D4B
5C62C73228F2DFAD89ABD9656D481E5332E037C55D3D31BB7B8F9CFD339510045DFDDB2B09
14EF3AB04064985976BB3B073C1B095EE252DD3BDFD6B46864AE620AC27FE5486257FF5FBB700
1B72FCB4580D998

None 1

46.116.36.40 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

212.179.21.194 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

37.26.146.187 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

195.200.205.35 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.108.86.240 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 84.108.86.240 (Open Mode) None 1

80.179.222.227 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

2.54.140.154 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

185.120.126.59 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/forgotpassword

Block 1

132.74.73.152 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

79.182.96.55 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1
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