02-22-2016 to 02-23-2016

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

600

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

Top Attackers

W 2.52.131. 248, |srael
212.179. 34. 170, |srael

W 132.64.25. 35, Israel
109. 253. 209. 211, | srael

H 109.64.96. 11, Israel

B 109. 253. 144. 152, |srael

W 85.250.37.7, |Israel

W 31.168. 123. 231, Israel
77.127. 240. 209, | srael

W 212.117. 143. 250, |srael




02-22-2016 to 02-23-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Atacker Geo |Target Address |Ste|Sgnature |Device Action  |DPlocation. Location |count |
2.52.131. 248 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 55

109. 253. 209. 211 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 18

109. 253. 144. 152 | srael 147.237.0.121 Anonal y-SSL-renegotiation-di dest - r eset BB.- | srael 15
77.127.240. 209 | srael 147.237.0.121 Anonal y-SSL-renegotiation-di dest - r eset BBL- | srael 11
212.179. 54. 237 | srael 147.237.0.121 B ock_Udp Al _Nets drop BB.- | srael 6
10.0.0.1 147.237.0.121 B ock Wp Al Nets drop BB.- | srael 6

109. 64.117. 199 | srael 147.237.0. 121 B ock_Udp Al Nets drop BB.- | srael 3

119. 177. 14. 138 Chi na 147.237.0.121 Inval i d TP H ags drop BBL- Fr ankf urt 2

192. 198. 151. 44 Eur ope 147.237.0.121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




02-22-2016 to 02-23-2016

|Top Attackers In IPS|

Attacker Address | Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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02-22-2016 to 02-23-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count
91. 223. 25. 134 Russi an Federation 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
40.118. 70. 73 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
87.106. 252. 174 Cer many 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
218. 246. 0. 97 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
31.184.195. 115 Russi an Federati on 147.237.0.121 ET SCAN Potential SSH Scan 1
59. 45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1




02-22-2016 to 02-23-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
72.37.140. 42 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3348
52.33.192.108 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1610
85. 130. 204. 109 |israel 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 756
Ret ransni ssi on dr opped.
149. 78. 254. 169 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 513
149. 50. 80. 124 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 503
169.253.194.1 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 468
85. 130, 244. 140 |israel 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 432
Ret ransni ssi on dr opped.
2 52 131 248 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 432
Ret r ansni ssi on dr opped.
192.54. 144. 229 |Rance 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 383
149. 88. 103. 190 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 373
68.180.228.25 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 333
149. 78. 239. 70 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 325
176. 13, 23. 51 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 288
Ret r ansni ssi on dr opped.
109. 67. 177. 140 |Israel 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 288
Ret ransni ssi on dr opped.
217.194.159. 14 |Satellite Provider |147. 237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 281
149. 78. 39. 93 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 263
2 54.162. 51 — 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Invalid segnent retransmssion. Packet drop 295
Ret r ansni ssi on dr opped.
109. 253. 156. 3 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 216
Ret r ansni ssi on dr opped.
149. 88.204. 93 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 207
149. 78. 157. 245 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 191
149. 78. 146. 230 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 182
12.226.221.98 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 175
192. 88. 162. 1 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 170
175. 100. 91. 250 |Canbodi a 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 169
77.85.118. 54 Bul gari a 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 168
167.220. 196. 186|Uni ted Ki ngdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 165
77.127.240.209 |Israel 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 162
Ret r ansn ssi on dr opped.
17.78.123. 34 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 161
149. 88. 217. 196 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 152
17.78.99. 226 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 144
149. 78. 226. 22 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 131
132. 64. 25. 35 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 123
212.199.34.34 |lIsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 113
158. 116. 225. 93 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 106
149. 78. 48. 204 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 103
85.115.52.201 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 102
194.9.253.238 |Uhited Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 102
82.149.122.91 |Austria 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 102
2.139.187.236 |Spain 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 90
149. 78. 19. 52 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 89
149. 78. 191. 153 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 88
192.232.81.1 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 87
149.50.71.191 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 85
149. 78. 225. 170 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 85
68. 180. 228. 168 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 84
138. 134. 192. 10 |l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 74
176.13.11. 109 |1 srael 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.
217.69. 133. 21 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
158. 169. 150. 9  |Bel gi um 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 65
46.117.247.0 | srael 147.237.0.121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 64




02-22-2016 to 02-23-2016

|Top Attackers In V\AF|

A tacker Devi ce

Action

‘Count

Attacker Address Geo Target Address St%S‘gnature

212.179. 34. 170 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 44

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
370DB9435C6C292450E0FDEAE2422E0CFC65ED173136D9932B3824662D2B082EB253F099A1E7
AFC8CAA4DOCL1F5AC22E150BA6DC5A427F3950152989FB00A7AAB6AO0OBACAS2F00567C4305
D99DE7D14FCA396F02359E746FD6162A448D528C5C10B36B98F18877D9394415507792DA66D
31.168.123. 231 |Israel 147.237.0.121) 17 A5041BF65FACFDE3231720044173F32, Chser ved None (14
6A6C518F353186E3DC2B170F9B9AFBCA311A5CA7B6CEO45EE25A123E576216A5C803CA03164
72BEC5A55D9765586B1F36FD83BD1B98968BC1BA2285F54E25EB29E32710A295F71D5537E629
43207EA41D6E454AF1465E2DB3354E419166D7C2735E0DD

Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

85. 250. 37. 7 | srael 147.237.0. 121 o S f B ock 12
wwv ni | ui mi shi . aka. i df.il/changeuni t

79.183. 53. 35 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 7
par anget er accept

212, 117. 143. 250|l srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 6

80. 178. 231. 230 |1 srael 147 2370, 121 U1knqv\n 'Par.am_et er c_tI OQ$Cbnt gnt 3] acep—bl der 1$f uAddDocsFil es in B ock 5
wan il ui mi shi . aka. i df. il /nedi cal conmitt eer equest

79.180.60. 100 |1 srael 147 237.0. 121 Fararr_et er Typg Mol gtl on ct | 00$Cont e_znt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 4
v | ui mi shi. aka.idf.il/general petition

84.94. 193. 49 | st ael 147 237.0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 4

par anet er accept
84.228.240.81 |lsrael 147.237.0. 121 Ml ti pl e Uhaut hori zed URL Access from 84. 228. 240. 81 B ock 4
Paran_et er Type; Mol gti on ct | 00$Cont eﬁt_H acehbl der 1$t xt Per ut Bakasha i n B ock 4
v il ui mi shi . aka. i df.il/general petition

Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx
par anet er accept

109. 64. 96. 11 | srael 147.237.0.121 Suspi ci ous Response Code B ock 4
Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

79. 180. 167. 120 |lsrael 147.237.0.121

46.121.197.5 | srael 147.237.0. 121 B ock 4

79.180.101.84 |lsrael 147.237.0.121 o T S ] B ock 4
wwv ni | ui mi shi . aka. i df.il/changeuni t
79.179. 147. 122 |israel 147.237.0.121| |Pameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |4
v | ui mi shi. aka.idf.il/general petition
109. 64. 96. 11 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 3
82.102.169. 113 |Israel 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 3
2.52.131. 248 | srael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$ct100 in www mil ui mi shi. aka.idf.il/forn010 |B ock 3
79.180. 128. 67 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 3
87 71. 0. 255 srael 147 237.0. 121 Param_ater_ T){pe _\A ol aI_i on (_:tI 00$ont ent A acetbl der 1$txt F I esI Ds in B ock 3
wan il ui mi shi . aka. i df . i | / shanapchange
212.179.221. 111|lI srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 3
2.52.158. 12 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 2
62.90. 72. 239 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
212, 117. 143. 250]l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 2
31.210.178.201 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2
194. 54. 168. 65 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
132. 64. 25. 35 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 2
DOstributed Paraneter Type Mol ation on v nil ui mishi.aka.idf.il/general petition anet er
192.114. 23. 208 |israel 147.237.0.121 | onet o g'e'[:em e Por ot Bk g pe par Bock |2
5.22.134. 229 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 2
79.178.162. 133 |lsrael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
91.231.193. 150 |Israel 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Attack None 2
77.126.12.13 | srael 147.237.0.121 Uhknown Par anet er ctl 00$Cont ent Al acetbl der 1$t xt Capt cha i n wwwv mi | ui mi shi . aka.idf.il/snsverify |B ock 2
80. 179. 91. 164 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2
185. 27. 105. 143 |l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
176. 13. 19. 240 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
62.128. 45. 222  |lsrael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 2
212. 76. 106. 76 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept
94. 188. 248. 70 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
82. 80. 180. 142 I sragl 147. 237.0. 121 UnanV\n. Pa_r arTet er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 2
v il ui mi shi . aka.idf.il/login
81. 218. 124. 66 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
2.54.187. 37 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 2
109. 226.30.30  |Israel 147.237.0.121| |FXameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |2
v | ui mi shi. aka.idf.il/general petition
176.13. 23. 51 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2
176. 13. 3. 144 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
2.52.162.122 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 2
62.90.139. 233 |1 srael 147 237.0. 121 Farangt er T)_/pe_\/i ol at_i on _ctI 00$Cont ent A aceHbl der 1$t xt Capt cha i n B ock 2
wane mi | ui mi shi . aka. i df . i |/ newpasswor d/ f or got passwor d
212. 150. 254. 182|l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2
195. 110. 40. 7 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
132. 64. 189. 19 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 2
84.94.179.101 |lsrael 147.237.0. 121 Ml ti pl e Uhaut hori zed URL Access from 84. 94. 179. 101 B ock 2
79.179.17. 236 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 2
46.19. 85. 156 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 2
2.52.131. 248 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2
212.76.113. 228 |lsrael 147.237.0.121 Lhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 2
46. 19. 86. 208 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 2
82. 80. 196. 44 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
192. 198. 151. 37 |Europe 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
91.231.193. 150 |Israel 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from91. 231. 193. 150 (Uhknown SS. Sessi on) None 2
2.54.143. 231 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2
66. 249. 78. 6 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
213. 8. 163. 106 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 2
109. 226. 30. 30 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
31.210. 188. 89 | srael 147.237.0.121 Suspi ci ous Response Code B ock 2
109. 66. 113.38  |Israel 147.237.0.121| [P @meter Type Mol ation ctl 003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |2
wwv ni | ui mi shi . aka. i df.il/changeuni t
176. 13. 11. 109 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 2
2.52.163. 140 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
84.94.179. 101 | srael 147.237.0.121 PHP Attenpt B ock 2
5. 102. 232. 103 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 2
79. 180. 98. 55 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2




02-22-2016 to 02-23-2016

Attacker Address A(;t:Cker Target Address |S t% Sgnature

109. 64. 188. 156 |l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2

132, 66.43. 9 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept

04. 188. 248. 67 I srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept

82. 80. 28. 132 | srael 147.237.0.121 Suspi ci ous Response Code B ock 2

77.127.240.209 |lsrael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2

80. 246. 137. 36 I sragl 147. 237.0. 121 UnanV\n. Pa_r arTet er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 2
v il ui mishi . aka.idf.il/login

62. 219. 44. 190 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2

62.90.58. 17 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept

84.228.240.81 |lsrael 147.237.0. 121 PHP At t enpt B ock 2

138.134. 102. 15 |1srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 5
par anet er accept

5.102. 219. 155 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2

82. 80. 198. 164 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 2
Uhaut hori zed URL Access to
wawe m | ui mi shi. aka.idf.il/kb87n754n3hgkp4l hycadzi f 71nm nl j mmugghe5sb40ussuul i 7hulmwbl zi g

81.218.193. 118 fIsrael 147.237.0. 121 j p3l sbozb8gwy1ps7t 6huef 4r qopz5j Oyb_3yaxpbxzvynp6j xcundj uvonej xc3i kt ydpvkp_f xv4huSpgpi v Bl ock 2
b5uwcj mldospaaj pa- kg4o3srrwgsi o- 1gdg==

5.22.129. 228 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2

91.231.193. 150 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SS. Sessi on None 2

77.125. 129. 240 |1 srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept

109. 67.177. 140 |lsrael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 2

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
3A60B2ABA7744DAF007C79D0A46E637612BA1904E23AF6E90D373D1F99BEC6F88639A0DE23C
B8388099B5A7FD84C8BCB43473119837E5ABDFB37DFAICC8CI312C10995DA0576486CCO75A
82BC351D8593E6528305409DB5250CF9C274C307FEBC7BF46463C9035D33D60F9DIBI7DO0F3
2.54.16.103 | sr ael 147.237.0. 1211 |1 59 DAA357FCI3FEEALCDA0127A873A12, Obser ved None |2
C275BFEBD5B23E20D5124273604E24EA2B11B01819C761004AEL2549DCA86B1E2920E6DBF292
61777900BCAE852B9396C8F36AD1CCI9BB2C175349A7D863C7F34128383AC41ALE2C2E0CAT
77868CBC363F678B3E648D98A544A53115B8B88C8476129B

CGooki e Tanpering on cooki e . ASPXAUTH Expect ed
4616164B66A80D9C852FE375DDBOA42 D1 C6 EAECA AFDAFEE26C883FB6381D3CAL5CD449AD3E
B13753B49E30D436178A5443A5ECD371B43A1F47E93EE73FF52C7E3A4F32D20FC8312C19DDF6
4D25F470EBO2F38A5007146E192A04F3A481558 CEDEF656DC2E93E831CCBOFADCD3F7E957608B
85.2580.37.7 | srael 147.237.0. 1211 |6 10785D0601B2399995174B4778F3, Chbser ved None (2
2166A523897C991CED80AO8B0773FBLED32349229C5A3FA7AL12F141DA7F3C0DC31E4FAC38
3D94F2C51DFCFO9AAADS08E01C8088AALE49B8835EAEODS 1 BF585AE12217AE45C4B18F51746
E84B1BALE25724546FE218365B03A1E210597451FFDE7753A

212.179.21.194 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2
109. 65. 9. 146 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
132. 64. 25. 35 | srael 147.237.0.121 Abnornal | y Long Header Line request header nane B ock 2
D stributed Uhknown Paraneter on vwwv milui mishi.aka.idf.il/login paraneter
80. 246.140. 16 I srael 147.237.0.121 ct1 00_Cont ent Pl aceHbl der 1_f uAddPar t ner Appendi x| DDocsé&Fi | es?gSenZ Bl ock 2
185.120. 126. 128 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2
87.70.0.40 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
212.199. 76. 106 | srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept
80.178.102. 199 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
109. 226. 23. 42 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 2
147.236. 238. 97 |l srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
85. 64. 89. 33 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1
132. 64. 25. 35 | srael 147.237.0.121 I11egal HITP \ersion B ock 1
79.181. 105. 33 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 65. 195. 222 |l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
5. 102. 229. 149 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Heartbl eed At ack None 1
46.117.23.198 | srael 147 237.0. 121 Fararrfet er Type Mol a_ti on ct| 00$nt ent A acetbl der 1$t xt Ti net abl eF | esNanes i n B ock 1
ww il ui mi shi . aka.idf.il/val tanmequest
132. 64. 25. 35 | srael 147.237.0.121 Ill1egal Byte ode Qharacter in Header Val ue B ock 1
46. 19. 86. 52 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
81.218.193. 118 |Israel 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
109. 253. 205. 124 |l srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
NULL Character in Header Name at 6, Aj AVAATg6A- awA AAceAYAY; ASAS| [ #18] 1 mA, (AY
132.64. 25. 35 | srael 147.237.0.121 *[[#O] ] A [[#7] ] >2ANFAR YAA #[ [ #23]] ATA3 AUATA° A} AZA2 Ad%o [ [ #12] ] B ock 1
[[#15]] A%AAR2 A" F
2.54. 156. 247 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
87.71.20.15 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
132. 64. 25. 35 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in Query Sring from132. 64.25. 35 B ock 1
217.194.196.42 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
46. 19. 85. 94 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 253. 133. 56 |l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
37.26.146.246 |lsrael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DoS Attack None 1
79.183. 2. 135 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 67. 252. 247 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
2.54.22.216 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
132. 64. 25. 35 | srael 147.237.0. 121 Mal f orned HTTP Header Line 20 B ock 1
212.179. 28. 73 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
62. 90. 10. 69 | srael 147.237.0. 121 Uhaut hori zed URL Access to vww mil uimishi.aka.idf.il/f B ock 1
Illegal Byte Gode Character in Paraneter Value at 16 for A€oegbAYael AN #i x { (gl [#22
132.64.25.35 |lsrael 147.237.0.121] o5 kgzg[[#O]]cx@[#S]]A'oa€°[[#22]]é€"[[#19]]!Caycy[EZ§?]Zgi%a§§ff;ué€?%;f¥is]]Lgs Bock |1
31.168. 92. 45 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 65. 63. 32 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
132.73.199. 171 |1 srael 147 237.0. 121 O stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
5. 28 166. 245 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
79.179.194. 170 |lsrael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
132. 64. 25. 35 | srael 147.237.0.121 Too Many Headers per Request - 26 Headers B ock 1
46.19. 86. 143 | srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
132. 64. 25. 35 | srael 147.237.0.121 Abnornal |y Long Request request versi on B ock 1
192. 118. 64. 29 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
46. 19. 86. 22 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
109. 253. 156. 3 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
188. 120. 134. 6 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1




02-22-2016 to 02-23-2016

A tacker

Attacker Address Geo Target Address St%S‘gnature

Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx

79.177.10. 26 | srael 147.237.0. 121 B ock 1
par anet er accept
91.231.192. 149 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
132. 64. 25. 35 | srael 147.237.0.121 Mil tiple NLL Character in Method from 132. 64. 25. 35 B ock 1
62.219.136. 126 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCE) None 1
132. 64. 25. 35 | srael 147.237.0. 121 Miltiple Illegal Byte Gode Character in Header Nane from 132. 64. 25. 35 B ock 1
212.199. 143. 202|l srael 147.237.0.121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1
37. 46. 44. 37 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
80.178.218.241 |lsrael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
2.54. 140. 196 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
79.182.32. 42 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
109. 65. 213. 212 |l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
85.65.04.235  |israel  |147.237.0.121| |DStributed Lhauthorized LR Access on Bock |1

wwv il ui mi shi.aka.idf.il/https:/vww nmluimishi.aka.idf.il/
Illegal HTTP Version As [[#7]] AsAVRRAAH, ) [ [#29] ] 6AZ] [ #18] ] AtAEAAG[ [ #15] ] AYNA AvAR2A2

A-SAN\[ [ #12] ] AfAVE [ #11] ] RA-ARX [#17]]; A2[ [#2] 1 [ [#16]] >Vp[[#12]] A A-A:: A
132.64. 25. 35 I srael 147.237.0. 121 AeAo B [ #19] ] [ [ #8] ] A°ouQuhel [ [ #16]] A [ [ #4] ] _NWRAEs<6AAE [ #31] 1 Af[ [#25] 1 [[#2] 1 SA-A Bl ock 1
AEA[[#7]] A-o\ AGopAASQ [ #17]] C AA9A; A- AtPAEA AVAE0BHQRA+* A A AASA«~$A,

Ao +A20 mA?[ [ #27] ] AsA2AL AK[ [

31.210.187.194 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
132. 64. 25. 35 I srael 147.237.0. 121 Illegal Byte Code Character in Method ?2x20f: A2AA%BA B ock 1
5. 102. 229. 149 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
79. 180. 60. 100 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 64. 102. 1 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
46.117. 23. 198 |israel 147. 237.0. 121 Parar’(et er 'I_'ypg M ol gti on ctl OO_O)nt_entPl acetbl der 1_f uAddTi net abl eDocs&H | esToSend i n B ock 1
www mil ui mi shi . aka.idf.il/upl oadregi ster. axd
NULL Character in Header Name at AVA?qAVASAT [ #8]] A?ACA
132.64.25.35  |Israel  |147.237.0. 1211 g/ R 0514311 [ [#0] ][ [ #28] ] ¥4 [#19] ] Au,g?Ac+A2[ |[_A~s]:]]@[ [#1’;] | AT [ #15]1 7 Bock 1
46. 19. 86. 58 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
82. 80. 26. 75 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 253. 209. 211 |l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
192. 114. 23. 208 |l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
5.22.135.178 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
94, 159. 148. 194 |l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
185. 32.179. 107 |lsrael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
2.54.162.51 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
77.126.152. 78 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
87.71.31.84 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
132. 64. 25. 35 | srael 147.237.0. 121 Miltiple Illegal Byte Gode Character in UR. from 132. 64. 25. 35 B ock 1
217.194.197.94 |lsrael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
80. 246. 136. 5 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 253. 139. 180]|! srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
37.26.147. 187 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
100.186. 171. 139|israel  [147.237.0.121| [P¥@eter Type Violation ctl 00Sontent A acetol der 1stxtTitle in Bock |1
v i | ui mi shi. aka.idf.il/general petition
176. 13. 20. 113 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
2.54.53.124 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
62. 219. 39. 210 | srael 147.237.0. 121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
87. 68. 156. 31 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
Mal formed URL &€oegbAYa€: AcAZ" #i x { G g [ #22
132.64.25.35  |lsrael  147.287.0. 1211 Jew { yas 11 40] ] c}/ig[ 4811 A%aef’[ [#22{] ] age[[[ [ #13)]]] | Gy G [ [ #7]] A B xoa€2a- [ #3]] 78 Block |1
62. 90. 10. 180 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1

Il1legal Byte Code Character in Query String ASCya€ce$l xcef Ha,¢9/2 « AY

QA [#23] 1 YOA[ [ #25] ][ [ #29] ] &€™[ [ #22] ] [ [ #21] ] [ [ #26] ] AL [ #25]] ACAt x§[ [ #3] ] _x¥A/x™aE"
132. 64. 25. 35 | srael 147.237.0. 121 Ot x¢x+A€\ | A /M [ #21] ] DAL OnA?x?2x+&=KwWEAL b(? A€! {j a[ [ #16]] | x™AYWA—Ece B ock 1
WA [[#29] ] dARBE UA ; K[ [#6] ]

$j A°[ [ #19] ] A€ [ [ #22] ] x8gASPWAEX3e

109. 65. 104. 81 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1

138. 36. 0.4 147.237.0. 121 Unaut hori zed URL Access to 147.237.0.121/i ndex. php B ock 1

5. 29. 165. 98 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1

79.179. 229. 128 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

95. 35. 132. 225 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1

132. 64. 25. 35 | srael 147.237.0. 121 Unknown HTTP Request Met hod ?2xA°f: A2A°A%8A in URL a€rggx+ B ock 1

Illegal Byte Code Character in Header Nane A AYAM AcA At [#1]] AT [#7]]/ AMARA,

A +[ [#12] ] AE[ [#26] 1 [ [ #2] ] At9dP#>A2[ [ #20]] O [ #19] ] AceA: At7+ ASAAZA? A Ac=?WAuA-6qBA«
[[#30]]1f[[#8]1[[#23]1[[#3]]A% O [#0]]A-] AYA?[ [ #30] ][ [ #28] ] Acpk% pA2 AceAd%o
132.64.25.35  |lsrael  |147.237.0.121) 35114177 ] a0A@A?] AZAA® 42A-A2 AMA! A€AY AvgAtASACA AUNGA. .Of [ #22] ] =& Ace Bock 1
[[#21] ] [ [ #31] ] ASAAYAEA™I [ #20] ] A%AEAAA] [ #21] ][ [ #1] ] FAce[ [ #12] ] Xq[ [ #16] ] AA?cA?A, Ace
** A AmA«A%o! ABbA?ASA; AAYOATq( AZAt 2AEUAZAA2 VAT [ #18] ] QA?AS=?r +A#Ap[ [ #1] ] A

46. 19. 86. 36 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
81. 218. 155. 49 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
109. 253. 200. 101 |l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCE) None 1
188. 120. 148. 147|l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
5.22.129. 82 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
79.178.13. 65 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
132. 64. 25. 35 | srael 147.237.0.121 Mul ti pl e Unknown HTTP Request Met hod from 132. 64. 25. 35 B ock 1
87 71. 0. 255 l srael 147 2370, 121 Paranpt er Typce_ Mol gti on ct1 00$Cont ent A acetbl der 1$t xt Mbsad i n B ock 1
ww il ui mi shi . aka. i df . il /val t anmequest
132. 64. 25. 35 | srael 147.237.0. 121 Miltiple Illegal Byte Gode Character in Method from 132. 64. 25. 35 B ock 1
37.46. 45. 180 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1

Qooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved

1AEA6A4C893A168E1A1D58F74CDDES8E3FD83623DC7FC5B07136A65E4AF34901161A7B2FFDE
F3A26C06A2CE602CB872C1lEF5E121256B37744FA93FE3EC582FA2BE9070D613DE4CF9133FFA9F
80.178.231.230 I srael 147.237.0.121 2C3641EA46ACO1AFC25DF5E0B80675131C1F6FF4E556229D41E74B8C9332901E572076643517 None 1

A9F281060BDO8A515A6737A3A7534B5BESD23C574E319EALA7CCE9B69A811C255C003F9AEA

F331A80C515721571F
185. 3. 144. 58 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
79.182. 49. 67 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
62. 90. 139. 233 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
85. 130. 204. 250 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
I11egal Paraneter Encoding ASCya€oe$l xae{ Ha,09R2 « AYQH [ #23] ] YOA[ [ #25]] [ [ #29]] &4E™
132, 64. 5. 35 I sr el 147. 237. 0. 121 [[#22] 1 [ [#21] ] [ [#26]] A [ #25] ] ACAL x§[ [ #3] ] _x¥AYyx™AECrt xCx+AE\ | A /HE None 1

[ [#21] ] DAt OnA?x?xe& i n a€cegbAYagt AL A" #i x { & g[ [#22] ]
&Otx KAV [[#0]]1 OA[#8]]1 A oa€°[[#22] 1 &€ [#19]]! yC[[#7]]1 A A/RO< xoa€?a - [#3]] 7A8
212.179.5.3 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: Uhknown SSL Sessi on None 1




02-22-2016 to 02-23-2016

A tacker

Attacker Address Geo Target Address St%S‘gnature

I1egal Byte Code Character in Method A™, e[ [#3]] AtAE" Ae* AT [ #28] ] Al A—TALP[ [ #2]][[#23]] A?[ A

132. 64. 25. 35 I srael 147.237.0. 121 EDAt At Ag A OAxQAZ+AYA[ [ #27] ] BA%SA- 5s' AEAY s AfAzA%0 [ [ #21] ] AeA AYA'A+A®gh' Z58AE (B ock 1
[[#0]1i AAQ[#0]] A f AYURA JAce, {[[#12] ] AAC[ [ #21] 1 AE[ [ #0] ] 8TA%Q [ [ #26] 1 KA [ [ #22]] cA©
199. 203. 130. 254 |l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCE) None 1
NULL Character in Method A™, e[ [ #3]] AtAE" Ao* AT [ #28] 1 Aj A—TALP[ [ #2] ][ [ #23] ] A?[ Ae
132. 64. 25. 35 I srael 147.237.0. 121 EDAt At Ag A OAxQAZ+AYA[ [ #27] ] BA%SA- 5s' AEAY s AfAzA%0 [ [ #21] ] AeA AYA'A+A®gh' Z58AE (B ock 1
[[#0]1i AAQ[#0]] A f AYURA JAce, {[ [ #12] ] AAC[ [ #21] 1 AE[ [ #0] ] 8TA%Q [ [ #26] 1 KA [ [ #22]] cA©
46.19. 86. 61 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 253. 217. 101 |l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
192.114.91. 232 |lsrael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
5.28.149. 120 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
79.179.118. 13 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
Mil tiple Untraceabl e SSL Sessions from 109. 253. 140. 197 (Protocol viol ation
109. 253. 140. 197! srael 147.237.0. 121 ( SSL‘_’CONN_ APPLI CATI ON DATA EXCHANGE) ) ( None 1
185. 120. 125. 22 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
2.54.177. 225 | srael 147.237.0. 121 Doubl e LR Encoding - paraneter: ReturnUl in vww mluimishi.aka idf.il/login B ock 1
91.135. 102. 187 |Israel 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
132. 64. 25. 35 | srael 147.237.0.121 Miltiple Illegal HITP \ersion from132. 64. 25. 35 B ock 1
46.19. 85. 193 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
132. 64. 25. 35 | srael 147.237.0. 121 Mal f ormed URL &€7ggx+ B ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
37.26.149.235 I srael 147.237.0.121 ct | 00$Cont ent A aceHol ci/:re1$t xt Per ut Bakasha ’ i P Bl ock !
79.183.112. 66 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
109. 186. 171. 139|l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
176. 13. 20. 179 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
2.54.53.218 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
87. 69. 67. 49 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
2.52.132.5 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
IIlegal Byte Code Character in URL &EcegbAYaEL ALAZ #i x { O g[ [ #22
132.64.25.35  |israel 147.237.0. 121 &Otg ka[[#()] O L #81] A o€ [#22]‘?2 . [#19A](ﬁzo¢y(7{[ [#97[][] A%l]/ﬁga w828 [ #3]] 7R Bock |1
31.168. 169. 122 |Israel 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
79.180.171. 169 |lsrael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 65. 127. 231 |l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
79.179.229. 128 |lsrael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1

Unknown HTTP Request Method A™, e[ [ #3]] AtAGE" Ao AT [ #28] 1 Aj A—TALP[ [ #2] 1 [ [ #23]] A?[ Ae
EDAL At Ac A OA+QAZ+AYN[ [ #27] ] BA%0SA. 5s' AEAYe AfA7A%0 [ [ #21] ] AcA 4YA'A+AGqgh' Z58ACE
132.64. 25. 35 I srael 147.237.0. 121 [[#0]]i AAQ[#0]] A f AYORA JAce, {[ [ #12] ] A>AC[ [ #21] ] AE[ [ #0] ] 8TA%Q [ [ #26] KA [[#22] ] cA© in [B ock 1
URL A€cegbAYagt AcAZ"#i x { G g [#22] ]

&0t x KAV [[#0]]1 O4[#8]]1 A oa€°[[#22] 1 &€ [#19]]! yC[[#7]] A A/RO<: xoa€?a [ [#3]] 7A8

46. 19. 86. 236 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
Illegal Byte Code Character in Header Name ATAA «hi kcAt =A€l [ [ #12] ] AaA?A; YAECAERS AcAS
A2 &u

132. 64. 25. 35 I srael 147.237.0. 121 [[#8]]3A«[ [ #8] ] W[ #14] ] UzA+A° gA; As AT [ #25] ] AA A8A%HAASZI AxASAtj VA [ [#21]]1) _eA?Ae B ock 1

AEAZ[ [ #25] 1\ A€z { oAtAEACN AEA-A?a(« WASA™( 61 { AsA2[ [ #7]] A°[ [ #14] ] A%o
A [#30] ] 9A [[#6]1V
Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx

193.254.206.6 |l srael 147.237.0. 121 B ock 1
par anet er accept
46. 19. 86. 37 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 253. 203. 199|l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
192. 114. 2. 35 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
79.178. 31. 102 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
Ml tiple Untraceabl e SSL Sessi ons from132. 64. 25.35 (Protocol violation
132.64. 25.35 | srael 147.237.0. 121 (SSLECO\IN_APPLI CATI ON DATA EXCHANGE)) ( None 1
2.54. 150. 220 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
87.71.0. 255 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
132. 64. 25. 35 | srael 147.237.0. 121 Miltiple Illegal Byte Gode Character in Paraneter Nane from 132. 64. 25. 35 B ock 1
213.57.82.134 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
46.19. 85. 71 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 253. 131. 163|l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
185. 3. 144. 96 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
37.26. 146. 182 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
79.183. 2. 135 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1
176. 13. 13. 140 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
62.128. 45. 222 |l srael 147.237.0. 121 Mil tipl e Untraceabl e SS. Sessi ons from 62. 128. 45. 222 ((Qpen Mbde) None 1
132. 64. 25. 35 | srael 147.237.0. 121 Mal f orned HTTP Header Line 1 B ock 1
2.52.38. 52 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
46.121. 229. 231 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
84.94.179. 101 | srael 147.237.0.121 Uhaut hori zed URL Access to wan mil ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 1
Illegal Byte Code Character in Paraneter Name ASCya€oe$l xoe{ HA,G9/ « AY
#23] ] YOA[[#25] ] [[#29]] &€™[ [#22] ] [[#21]] [[#26 #25] | ACA x§[ [ #3] | _x¥Ayx™ag"
12602535 |israel [17.207.0.12| (AL OMLE Lol (122172111 #26] A L20] | AR s ) fock |1
&t x KA [[#0]] OA[#8]] A oa€°[[#22]] €T [#19] ]! QyC[[#7]] A A/ASx3 xoa€?a,-[ [ #3]] 7AS
207.232.27.5 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
31.154.183.221 |israel 147.237.0.121| [P @meter Type Mol ation ctl 003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
v m | ui mi shi . aka. i df . i |/ changeuni t
132.66.43.9 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
94. 188. 248. 67 | srael 147.237.0.121 Unknown Paraneter prmin waw mlui mishi.aka.idf.il/login B ock 1
NULL Character in URL a€cegbAYa€: AcAZ"#i x {3 g[ [ #22
132.64.25.35  |lsrael - 1147.287.0. 1211 e\ Y As 1 40]] O [#8] ] /??:ae:f’[ [#/;2/??3 1 [ilQ]g][ ![ ng [[#7]]A AvAo< xoae2a—| [ #3]] 7AS Block |1
46. 19. 86. 97 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
82. 80. 28. 132 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCE) None 1
192. 115. 141. 130]|l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
5.28. 158. 165 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 253. 140. 197l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
2.54.187.37 | srael 147.237.0. 121 Illegal Response Gode - Found None 1
79. 176. 197. 179 |1 srael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
91.231.192. 149 |lsrael 147.237.0. 121 Mil tipl e Untraceabl e SS. Sessi ons from91. 231. 192. 149 (hknown SSL Sessi on) None 1
132. 64. 25. 35 | srael 147.237.0.121 Mil tiple Mal fornmed URL from 132. 64. 25. 35 B ock 1
46.19. 85. 227 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
132. 64. 25. 35 | srael 147.237.0.121 Mil tipl e Abnornal |y Long Request from 132.64. 25. 35 B ock 1
37 46.39.9 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
176. 13. 20. 228 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
2.54.61.107 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: sigal gs DoS Attack None 1
62.219. 115. 226 |l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
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