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Top Attackers 

2.52.131.248, Israel

212.179.34.170, Israel

132.64.25.35, Israel

109.253.209.211, Israel

109.64.96.11, Israel

109.253.144.152, Israel

85.250.37.7, Israel

31.168.123.231, Israel

77.127.240.209, Israel

212.117.143.250, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

2.52.131.248 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 55

109.253.209.211 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 18

109.253.144.152 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 15

77.127.240.209 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 11

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

10.0.0.1 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

109.64.117.199 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

119.177.14.138 China 147.237.0.121 Invalid TCP Flags drop BBL-Frankfurt 2

192.198.151.44 Europe 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

91.223.25.134 Russian Federation 147.237.0.121 ET SCAN NMAP -sS window 1024 1

40.118.70.73 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

87.106.252.174 Germany 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

218.246.0.97 China 147.237.0.121 ET SCAN NMAP -sS window 1024 1

31.184.195.115 Russian Federation 147.237.0.121 ET SCAN Potential SSH Scan 1

59.45.79.117 China 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

72.37.140.42 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3348

52.33.192.108 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1610

85.130.204.109 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 756

149.78.254.169 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 513

149.50.80.124 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 503

169.253.194.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 468

85.130.244.140 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 432

2.52.131.248 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 432

192.54.144.229 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 383

149.88.103.190 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 373

68.180.228.25 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 333

149.78.239.70 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 325

176.13.23.51 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

109.67.177.140 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

217.194.159.14 Satellite Provider 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 281

149.78.39.93 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 263

2.54.162.51 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

109.253.156.3 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 216

149.88.204.93 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 207

149.78.157.245 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 191

149.78.146.230 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 182

12.226.221.98 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 175

192.88.162.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 170

175.100.91.250 Cambodia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 169

77.85.118.54 Bulgaria 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 168

167.220.196.186 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 165

77.127.240.209 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 162

17.78.123.34 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 161

149.88.217.196 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 152

17.78.99.226 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 144

149.78.226.22 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 131

132.64.25.35 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 123

212.199.34.34 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 113

158.116.225.93 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 106

149.78.48.204 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 103

85.115.52.201 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 102

194.9.253.238 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 102

82.149.122.91 Austria 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 102

2.139.187.236 Spain 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 90

149.78.19.52 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 89

149.78.191.153 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 88

192.232.81.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 87

149.50.71.191 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 85

149.78.225.170 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 85

68.180.228.168 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 84

138.134.192.10 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 74

176.13.11.109 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

217.69.133.21
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

158.169.150.9 Belgium 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

46.117.247.0 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 64
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.179.34.170 Israel 147.237.0.121 Suspicious Response Code Block 44

31.168.123.231 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
370DB9435C6C292450E0FDEAE2422E0CFC65ED173136D9932B3824662D2B082EB253F099A1E7
AFC8CAA4D0C1F5AC22E150BA6DC5A427F3950152989FB00A7AAB6A00BACA52F00567C4305
D99DE7D14FCA396F02359E746FD6162A448D528C5C10B36B98F18877D9394415507792DA66D
7A5041BF65FACFD6323172D944173F32, Observed
6A6C518F353186E3DC2B170F9B9AFBCA311A5CA7B6CE045EE25A123E576216A5C803CA03164
72BEC5A55D9765586B1F36FD83BD1B98968BC1BA2285F54E25EB29E32710A295F71D5537E629
43207EA41D6E454AF1465E2DB3354E419166D7C2735E0DD

None 14

85.250.37.7 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 12

79.183.53.35 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 7

212.117.143.250 Israel 147.237.0.121 Unauthorized HTTP Method Block 6

80.178.231.230 Israel 147.237.0.121
Unknown Parameter ctl00$ContentPlaceHolder1$fuAddDocsFiles in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 5

79.180.60.100 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 4

84.94.193.49 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 4

84.228.240.81 Israel 147.237.0.121 Multiple Unauthorized URL Access from 84.228.240.81 Block 4

79.180.167.120 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 4

46.121.197.5 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 4

109.64.96.11 Israel 147.237.0.121 Suspicious Response Code Block 4

79.180.101.84 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 4

79.179.147.122 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 4

109.64.96.11 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 3

82.102.169.113 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 3

2.52.131.248 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 3

79.180.128.67 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 3

87.71.0.255 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesIDs in
www.miluim-ishi.aka.idf.il/shamapchange

Block 3

212.179.221.111 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 3

2.52.158.12 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

62.90.72.239 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

212.117.143.250 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

31.210.178.201 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

194.54.168.65 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

132.64.25.35 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

192.114.23.208 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

5.22.134.229 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

79.178.162.133 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

77.126.12.13 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 2

80.179.91.164 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

185.27.105.143 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

176.13.19.240 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

62.128.45.222 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 2

212.76.106.76 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

94.188.248.70 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

82.80.180.142 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 2

81.218.124.66 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

2.54.187.37 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

109.226.30.30 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

176.13.23.51 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

176.13.3.144 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.52.162.122 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

62.90.139.233 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/forgotpassword

Block 2

212.150.254.182 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

195.110.40.7 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

132.64.189.19 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

84.94.179.101 Israel 147.237.0.121 Multiple Unauthorized URL Access from 84.94.179.101 Block 2

79.179.17.236 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

46.19.85.156 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

2.52.131.248 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

212.76.113.228 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 2

46.19.86.208 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

82.80.196.44 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

192.198.151.37 Europe 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

91.231.193.150 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 91.231.193.150 (Unknown SSL Session) None 2

2.54.143.231 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

66.249.78.6 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

213.8.163.106 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

109.226.30.30 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

31.210.188.89 Israel 147.237.0.121 Suspicious Response Code Block 2

109.66.113.38 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

176.13.11.109 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

2.52.163.140 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

84.94.179.101 Israel 147.237.0.121 PHP Attempt Block 2

5.102.232.103 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

79.180.98.55 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

109.64.188.156 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

132.66.43.9 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

94.188.248.67 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

82.80.28.132 Israel 147.237.0.121 Suspicious Response Code Block 2

77.127.240.209 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

80.246.137.36 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 2

62.219.44.190 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

62.90.58.17 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

84.228.240.81 Israel 147.237.0.121 PHP Attempt Block 2

138.134.102.15 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

5.102.219.155 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

82.80.198.164 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

81.218.193.118 Israel 147.237.0.121

Unauthorized URL Access to
www.miluim-ishi.aka.idf.il/kb87n754n3hqkp4lhyca4zif71mlnljmmuqghe5sb40ussuuli7hu1mwblzig
jp3lsbozb8gwy1ps7t6huef4rqopz5j0yb_3yaxpbxzvymp6jxcundjuvomzjxc3iktydpvkp_fxv4hu5pqpiv
b5uwcjm1dospaajpa-kg4o3srrwqsio-1qdg==

Block 2

5.22.129.228 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 2

77.125.129.240 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

109.67.177.140 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

2.54.16.103 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
3A60B2ABA7744DAF007C79D0A46E637612BA1904E23AF6E90D373D1F99BEC6F88639A0DE23C
B8388099B5A7FD84C8BCB43473119837E5ABDFB37DFA9CC8C9312C10995DA0576486CC075A
82BC351D8593E6528305409DB5250CF9C274C307FEBC7BF46463C9035D33D60F9D9B97D00F3
129DAA357FC33FEEA1CD40127A873A12, Observed
C275BFEBD5B23E20D5124273604E24EA2B11B01819C761004AE12549DCA86B1E2920E6DBF292
61777900BCAE852B9396C8F36AD1CC99BB2C175349A7D863C7F34128383AC41A1E2C2E0C47
77868CBC363F678B3E648D98A544A53115B8B88C8476129B

None 2

85.250.37.7 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
4616164B66A80D9C852FE375DDB0A42D1C6EAEC4AFDAFEE26C883FB6381D3CA15CD449AD3E
B13753B49E30D436178A5443A5ECD371B43A1F47E93EE73FF52C7E3A4F32D20FC8312C19DDF6
4D25F470EB02F38A5007146E192A04F3A481558CEDEF656DC2E93E831CCB0FADCD3F7E95760B
D6D0785DC601B2399995174B4778F3, Observed
2166A523897C991CED80A08B0773FB1ED32349229C5A3FA7A112F141DA7F3C0DC31E4FAC38
3D94F2C51DFCF09AAAD508E01C8088AA1E49B8835EAE0D51BF585AE12217AE45C4B18F51746
E84B1BA1E25724546FE218365B03A1E210597451FFDE7753A

None 2

212.179.21.194 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

109.65.9.146 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

132.64.25.35 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 2

80.246.140.16 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter
ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend

Block 2

185.120.126.128 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

87.70.0.40 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

212.199.76.106 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

80.178.102.199 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

109.226.23.42 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

147.236.238.97 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

85.64.89.33 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

132.64.25.35 Israel 147.237.0.121 Illegal HTTP Version Block 1

79.181.105.33 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.65.195.222 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.102.229.149 Israel 147.237.0.121 SSL Untraceable Connection - Heartbleed Attack None 1

46.117.23.198 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTimetableFilesNames in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

132.64.25.35 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

46.19.86.52 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

81.218.193.118 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.205.124 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121
NULL Character in Header Name at 6,Ã¡Ã¼Ã›Ã¶g6ÂawÂˆÃ›ÂœÃ¾Ã¾;ÂŠÂŠ[[#18]]mÂ¸(ÂŸ
*[[#0]]Â´[[#7]]>2Ã¶FÃªYÃ‘Â¸#[[#23]]Ã‡Â³ÃµÃ†Ã°Ã¦ÂŽÂ²Ã‰ [[#12]]
[[#15]]Â‰Â”Ã²Â¨F

Block 1

2.54.156.247 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

87.71.20.15 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Query String from 132.64.25.35 Block 1

217.194.196.42 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

46.19.85.94 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.133.56 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

37.26.146.246 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.183.2.135 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.67.252.247 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

2.54.22.216 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Malformed HTTP Header Line 20 Block 1

212.179.28.73 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

62.90.10.69 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/f Block 1

132.64.25.35 Israel 147.237.0.121
Illegal Byte Code Character in Parameter Value at 16 for â€œgbÂŸâ€¹Â¿Ãž"#i×̈ {Ö³g[[#22]]
&Ö¹t× kÃ¼j[[#0]]Ö½[[#8]]Â¨oâ€°[[#22]]â€”[[#19]]!Ö¿yÖ²[[#7]]Â¸Ã¼Â©×³×¤â€?â‚¬[[#3]]7Âš

Block 1

31.168.92.45 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.65.63.32 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.73.199.171 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

5.28.166.245 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.179.194.170 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Too Many Headers per Request - 26 Headers Block 1

46.19.86.143 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

132.64.25.35 Israel 147.237.0.121 Abnormally Long Request request version Block 1

192.118.64.29 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

46.19.86.22 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.156.3 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

188.120.134.6 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

 02-22-2016 to 02-23-2016 
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79.177.10.26 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

91.231.192.149 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 1

132.64.25.35 Israel 147.237.0.121 Multiple NULL Character in Method from 132.64.25.35 Block 1

62.219.136.126 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 132.64.25.35 Block 1

212.199.143.202 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

37.46.44.37 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

80.178.218.241 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

2.54.140.196 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.182.32.42 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.65.213.212 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

85.65.94.235 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

132.64.25.35 Israel 147.237.0.121

Illegal HTTP Version A• [[#7]]Ã±Ã¼Â?Â›Ã‹#,)[[#29]]6ÂŽ[[#18]]Â‡Â£4Ã¿[[#15]]Ã¼NÂ¨Â¼Ã?2Ã?
imÃ§iG5A6x5hX[[#26]]Â†ÃˆÃ†Â‘tÃ›Â‚Ã‹w[[#0]]Â?BÂ‰Â¦Ã‹[Â¡Â¦Â›Ã¥E\[[#23]]Ã¶ÃŽ9Â?Ã°Â¹Â…
Â¬$Â’n\[[#12]]ÂƒÃ¼[[#11]]Ã‘Â¬Ã‚Ã¼X[[#17]];Â?[[#2]][[#16]] >Vp[[#12]]ÂºÂ–Ã¿:Â‘
Â?Â?Â¼B[[#19]][[#8]]Ã°ou9%Â€I[[#16]]Ã³[[#4]]_NWÃ’Â±s<6Â›Â£[[#31]]Ãƒ[[#25]][[#2]]SÃÂˆ
ÂŒÂ“[[#7]]Â–o\AGopÃ›ÃŠQ[[#17]]C AÂ«9Â¿ÃÂ‡PÂ£Ã¯Â¼Â€oB#Q&Ã•+*Ã¯Ã Â›Â‚$Â«~$Ã‚
Â¸Ã¼Ã¡Ã´Â²Â?Ã’[[#16]]`Â«[[#1]]/WQÂˆh1ÂºuÃ?Ã?Â‡Â“AQ[[#6]]FÂ–]4CÂžl)ÂµrBt]ÃœÂ™Â™
Ã°+ÃžO mÂ?[[#27]]Ã»Â?Â¹Â„k[[

Block 1

31.210.187.194 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Illegal Byte Code Character in Method ?xÂºf:Ã?ÂˆÂ‰8Â´ Block 1

5.102.229.149 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.180.60.100 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.64.102.1 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

46.117.23.198 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddTimetableDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 1

132.64.25.35 Israel 147.237.0.121
NULL Character in Header Name at Â½Â?qÃ¼ÃšÃ‘[[#8]]Ã?Â¢Âƒ
84Â¤c%[[#31]][[#0]][[#28]]Ã¼[[#19]]Ã¤Â?Â‚C+Â²LÂ˜S]@b[[#19]]Â¥T[[#15]]7

Block 1

46.19.86.58 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

82.80.26.75 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.209.211 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

192.114.23.208 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.22.135.178 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

94.159.148.194 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

185.32.179.107 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

2.54.162.51 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

77.126.152.78 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

87.71.31.84 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Multiple Illegal Byte Code Character in URL from 132.64.25.35 Block 1

217.194.197.94 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

80.246.136.5 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.139.180 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

37.26.147.187 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.186.171.139 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

176.13.20.113 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

2.54.53.124 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

62.219.39.210 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

87.68.156.31 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121
Malformed URL â€œgbÂŸâ€¹Â¿Ãž"#i×¨{Ö³g[[#22]]
&Ö¹t× kÃ¼j[[#0]]Ö½[[#8]]Â¨oâ€°[[#22]]â€”[[#19]]!Ö¿yÖ²[[#7]]Â¸Ã¼Â©×³×¤â€?â‚¬[[#3]]7Âš

Block 1

62.90.10.180 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121

Illegal Byte Code Character in Query String ÃŠÖ¿â€œ$l×œ{Hâ„¢9Â²•ÃŸ
Q%[[#23]]YÖ½([[#25]][[#29]]â€™[[#22]][[#21]][[#26]]Æ’[[#25]]Â¢Â¹×§[[#3]]_×¥Â½×™â€“
Ö±t×¢×±â€“\!Â Æ’Æ’[[#21]]DÂ¹OnÂ?×?×•&=KwÆ’Â¹bÖ²â€¦{ja[[#16]]I×™ÂŸwÃ—Ëœ
wÂ [[#29]]dÂ®â€“uÂ³;K[[#6]]
$jÂ°[[#19]]â€¹[[#22]]×§gÂš?wÂ£×•3e

Block 1

109.65.104.81 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

138.36.0.4 147.237.0.121 Unauthorized URL Access to 147.237.0.121/index.php Block 1

5.29.165.98 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

79.179.229.128 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

95.35.132.225 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Unknown HTTP Request Method ?xÂºf:Ã?ÂˆÂ‰8Â´ in URL â€žgg×± Block 1

132.64.25.35 Israel 147.237.0.121

Illegal Byte Code Character in Header Name ^Â¨ÃŸÃ›Ã³Â¿Â¨Ã±[[#1]]Â§dS[[#7]]/Â™Ã?Â„
Ã¡+[[#12]]Â£[[#26]][[#2]]Â‡9dP#>Ã?[[#20]]D[[#19]]ÃœÃ·Ã†7•ÂŠÃ‹ÃžÃ?Â´Ã«=?wÂµÃ–6qBÂ‹
[[#30]]f[[#8]][[#23]][[#3]]Â¾.O[[#0]]Â¬]ÂŸÃ?[[#30]][[#28]]Â¿pk%tpÃ²ÂœÂ‹Â‰
Â?[[#17]]a9Â®Ã?jÃŽÂ¬Â°42Ã–ÂªÃ™Ã¦Ã€ÃŸÃ½qÃ†ÃšÂ©Ã˜ÃµmGÃ…O[[#22]]=Ã´Ãœ
[[#21]][[#31]]Ã§Ã‹ÃŸÃŒÂ™[[#20]]Â‰Ã€Â¼LÃ„[[#21]][[#1]]FÃœ[[#12]]Xq[[#16]]ÂˆÃ?cÂ?Ã¸Âœ
*'Ã…Â‚mÂ«Â‰!Â®bÃ?ÂšÃ¿Ã“Â¥0Â†q(ÂŽÂ‡ ?Ã£uÂžÃ›Ã²VÂ”[[#18]]OÂ?Âš=?r+Ã›#Ã”p[[#1]]Â³

Block 1

46.19.86.36 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

81.218.155.49 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.200.101 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

188.120.148.147 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.22.129.82 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.178.13.65 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 132.64.25.35 Block 1

87.71.0.255 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtMosad in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

132.64.25.35 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 132.64.25.35 Block 1

37.46.45.180 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

80.178.231.230 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected , Observed
1AEA6A4C893A168E1A1D58F74CDDE58E3FD83623DC7FC5B07136A65E4AF34901161A7B2FFDE
F3A26C06A2CE602CB872C1EF5E121256B37744FA93FE3EC582FA2BE9070D613DE4CF9133FFA9F
2C3641EA46AC01AFC25DF5E0B80675131C1F6FF4E556229D41E74B8C9332901E572076643517
A9F281060BD08A515A6737A3A7534B5BE8D23C574E319EA1A7CCE9B69A811C255C003F9AEA
F331A80C515721571F

None 1

185.3.144.58 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.182.49.67 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

62.90.139.233 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

85.130.204.250 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121

Illegal Parameter Encoding ÃŠÖ¿â€œ$l×œ{Hâ„¢9Â²•ÃŸQ%[[#23]]YÖ½([[#25]][[#29]]â€™
[[#22]][[#21]][[#26]]Æ’[[#25]]Â¢Â¹×§[[#3]]_×¥Â½×™â€“Ö±t×¢×±â€“\!Â Æ’Æ’
[[#21]]DÂ¹OnÂ?×?×•& in â€œgbÂŸâ€¹Â¿Ãž"#i×¨{Ö³g[[#22]]
&Ö¹t× kÃ¼j[[#0]]Ö½[[#8]]Â¨oâ€°[[#22]]â€”[[#19]]!Ö¿yÖ²[[#7]]Â¸Ã¼Â©×³×¤â€?â‚¬[[#3]]7Âš

None 1

212.179.5.3 Israel 147.237.0.121 Untraceable SSL Sessions: Unknown SSL Session None 1

 02-22-2016 to 02-23-2016 
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132.64.25.35 Israel 147.237.0.121
Illegal Byte Code Character in Method Ã™,e[[#3]]Â±ÂŒ"Ã¤*Â”[[#28]]Â¡Ã—TÂ‡P[[#2]][[#23]]Â?[Â•
EDÂ¹Ã¹Ã¿Â OÂ±QÂŽ+Ã¾Y[[#27]]BÂ‰SÂ·5s'Ã€Ã¶•ÂƒÃžÃ‰`[[#21]]Ã¤Ã 4YÂ’Â’+Â®qh'Z58ÃŒ
[[#0]]iÃ›Â˜O[[#0]]ÂfÂ¥%Â’Â¯JÂœ,{[[#12]]Â»Â¢[[#21]]Ã£[[#0]]8TÃ‰GI[[#26]]kÂ¯[[#22]]cÃ©

Block 1

199.203.130.254 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121
NULL Character in Method Ã™,e[[#3]]Â±ÂŒ"Ã¤*Â”[[#28]]Â¡Ã—TÂ‡P[[#2]][[#23]]Â?[Â•
EDÂ¹Ã¹Ã¿Â OÂ±QÂŽ+Ã¾Y[[#27]]BÂ‰SÂ·5s'Ã€Ã¶•ÂƒÃžÃ‰`[[#21]]Ã¤Ã 4YÂ’Â’+Â®qh'Z58ÃŒ
[[#0]]iÃ›Â˜O[[#0]]ÂfÂ¥%Â’Â¯JÂœ,{[[#12]]Â»Â¢[[#21]]Ã£[[#0]]8TÃ‰GI[[#26]]kÂ¯[[#22]]cÃ©

Block 1

46.19.86.61 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.217.101 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

192.114.91.232 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.28.149.120 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.179.118.13 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.140.197 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 109.253.140.197 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

185.120.125.22 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

2.54.177.225 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

91.135.102.187 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Multiple Illegal HTTP Version from 132.64.25.35 Block 1

46.19.85.193 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Malformed URL â€žgg×± Block 1

37.26.149.235 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

79.183.112.66 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.186.171.139 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

176.13.20.179 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

2.54.53.218 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

87.69.67.49 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

2.52.132.5 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121
Illegal Byte Code Character in URL â€œgbÂŸâ€¹Â¿Ãž"#i×¨{Ö³g[[#22]]
&Ö¹t× kÃ¼j[[#0]]Ö½[[#8]]Â¨oâ€°[[#22]]â€”[[#19]]!Ö¿yÖ²[[#7]]Â¸Ã¼Â©×³×¤â€?â‚¬[[#3]]7Âš

Block 1

31.168.169.122 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.180.171.169 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.65.127.231 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.179.229.128 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121

Unknown HTTP Request Method Ã™,e[[#3]]Â±ÂŒ"Ã¤*Â”[[#28]]Â¡Ã—TÂ‡P[[#2]][[#23]]Â?[Â•
EDÂ¹Ã¹Ã¿Â OÂ±QÂŽ+Ã¾Y[[#27]]BÂ‰SÂ·5s'Ã€Ã¶•ÂƒÃžÃ‰`[[#21]]Ã¤Ã 4YÂ’Â’+Â®qh'Z58ÃŒ
[[#0]]iÃ›Â˜O[[#0]]ÂfÂ¥%Â’Â¯JÂœ,{[[#12]]Â»Â¢[[#21]]Ã£[[#0]]8TÃ‰GI[[#26]]kÂ¯[[#22]]cÃ© in
URL â€œgbÂŸâ€¹Â¿Ãž"#i×¨{Ö³g[[#22]]
&Ö¹t× kÃ¼j[[#0]]Ö½[[#8]]Â¨oâ€°[[#22]]â€”[[#19]]!Ö¿yÖ²[[#7]]Â¸Ã¼Â©×³×¤â€?â‚¬[[#3]]7Âš

Block 1

46.19.86.236 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121

Illegal Byte Code Character in Header Name Â†Ã„Â¯•hikcÃ¹=Ã€I[[#12]]Ã¤Â?Â¡YÃ£cÂ€Ã³Ã«Âš
Â²&u
[[#8]]3Â«[[#8]]W[[#14]]UZÂ±ÃºgÃ¡Â³Â’[[#25]]Ã’Â Ã§Ã‰HÂˆÂšZlÂ±ASÃ‡jVÃ´[[#21]]1)_eÃ?Ã€
Ã£Ãž[[#25]]\Ã€z {oÃ‡ÂŒÃ©N\Ã£Ã¬Â?a(•WÃŠÃ™(6I{Â•Â?[[#7]]Âº[[#14]]Â‰
Â?[[#30]]qÂ[[#6]]V

Block 1

193.254.206.6 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.86.37 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.203.199 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

192.114.2.35 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.178.31.102 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 132.64.25.35 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

2.54.150.220 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

87.71.0.255 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Parameter Name from 132.64.25.35 Block 1

213.57.82.134 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

46.19.85.71 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.131.163 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

185.3.144.96 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

37.26.146.182 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.183.2.135 Israel 147.237.0.121 Suspicious Response Code Block 1

176.13.13.140 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

62.128.45.222 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 62.128.45.222 (Open Mode) None 1

132.64.25.35 Israel 147.237.0.121 Malformed HTTP Header Line 1 Block 1

2.52.38.52 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

46.121.229.231 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

84.94.179.101 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

132.64.25.35 Israel 147.237.0.121

Illegal Byte Code Character in Parameter Name ÃŠÖ¿â€œ$l×œ{Hâ„¢9Â²•ÃŸ
Q%[[#23]]YÖ½([[#25]][[#29]]â€™[[#22]][[#21]][[#26]]Æ’[[#25]]Â¢Â¹×§[[#3]]_×¥Â½×™â€“
Ö±t×¢×±â€“\!Â Æ’Æ’[[#21]]DÂ¹OnÂ?×?×•& in â€œgbÂŸâ€¹Â¿Ãž"#i×¨{Ö³g[[#22]]
&Ö¹t× kÃ¼j[[#0]]Ö½[[#8]]Â¨oâ€°[[#22]]â€”[[#19]]!Ö¿yÖ²[[#7]]Â¸Ã¼Â©×³×¤â€?â‚¬[[#3]]7Âš

Block 1

207.232.27.5 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

31.154.183.221 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

132.66.43.9 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

94.188.248.67 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

132.64.25.35 Israel 147.237.0.121
NULL Character in URL â€œgbÂŸâ€¹Â¿Ãž"#i×¨{Ö³g[[#22]]
&Ö¹t× kÃ¼j[[#0]]Ö½[[#8]]Â¨oâ€°[[#22]]â€”[[#19]]!Ö¿yÖ²[[#7]]Â¸Ã¼Â©×³×¤â€?â‚¬[[#3]]7Âš

Block 1

46.19.86.97 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

82.80.28.132 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

192.115.141.130 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.28.158.165 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.253.140.197 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

2.54.187.37 Israel 147.237.0.121 Illegal Response Code - Found None 1

79.176.197.179 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

91.231.192.149 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 91.231.192.149 (Unknown SSL Session) None 1

132.64.25.35 Israel 147.237.0.121 Multiple Malformed URL from 132.64.25.35 Block 1

46.19.85.227 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.25.35 Israel 147.237.0.121 Multiple Abnormally Long Request from 132.64.25.35 Block 1

37.46.39.9 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

176.13.20.228 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

2.54.61.107 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

62.219.115.226 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1
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