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176.13.0.61, |srael

188. 120. 148. 237, | srael
109. 66. 162. 160, |srael
79.181. 191. 143, |srael
79.181. 210. 180, |srael
109. 67. 251. 121, |srael
109. 67. 249. 162, | sr ael
84.108. 69. 180, | srael
109. 64. 180. 69, | srael
79.179. 100. 241, |srael




02-20-2016 to 02-21-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
176.13.0. 61 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 12
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|Top Attackers In IPS|
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02-20-2016 to 02-21-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count
94. 102. 48. 193 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 2
128.127.0. 45 Italy 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
188. 85. 187. 40 Spai n 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
94. 102. 63. 158 Net her | ands 147.237.0.121 ET SCAN Potential SSH Scan 1
183. 60. 48. 25 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1




02-20-2016 to 02-21-2016

|Top Attackers In FW |

Sgnature

Target Address |S t% Nane

‘ Attacker Geo

149. 78. 242. 196 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 796
149. 88. 142. 117 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 670
149. 78. 146. 60 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 571
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 450
80.11.121.161 |Fance 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 416
149. 78. 230. 177 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 411
149. 88. 7. 127 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 315
190. 195. 82. 13 |Argenti na 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 282
46.11.160.171 |Mlta 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 272
149. 78. 234. 97 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 252
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 248
109. 64. 105. 153 | srael 147. 237 0. 121 Streanhng qui ne. TGP Invalid Invalid segnent retransnission. Packet drop 216
Ret r ansni ssi on dr opped.
149.78.162. 31 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 209
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 205
149. 78. 106. 79 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 183
149. 88. 240. 76 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 159
27.55.145. 237 |Thail and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 154
149. 78. 162. 52 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 115
149. 78. 225. 140 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 91
176.241.250. 3 |Fance 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 90
149.88. 120. 11 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 89
149. 78. 251. 238 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 89
149. 88. 166. 87 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 87
149. 78.239. 15 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
149. 88. 141. 237 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 83
79.177.155. 48 |l srael 147.237.0. 121 Bad TCP sequence SN retransmit wth different w ndow scal e noni t or 80
178. 62. 20. 42 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 76
149. 88. 81. 30 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
149. 78. 39. 93 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 62
149. 78.49. 182 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
217.69.133. 191 :Z:::tnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 57
149. 78. 131. 176 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
77.96.217.192 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
149. 78. 30. 218 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
149. 78. 220. 216 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
149. 88. 27. 175 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 40
217.69.133. 251 | o0 &0 147.237.0.121| |Geo-location enfor cenent Geo-l ocati on i nbound enf or cenent drop 39
66. 102. 9. 39 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
64. 79. 85. 205 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
149. 88. 24. 124 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 36
176. 13. 0. 61 | srael 147 237. 0. 121 Sreamlng qui ne: TP Invalid Inval i d segnent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.
84. 228, 53. 82 | srael 147. 237 0. 121 Sreanimg @gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
79. 183. 122. 207 |I srael 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.
149. 78. 29. 162 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
149.78.184. 96 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
149. 88. 189. 144 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 31
40.77. 167. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 30
217.69. 133. 248 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 29
66. 102. 9. 50 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28
217.69. 133. 249 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 28




02-20-2016 to 02-21-2016

|Top Attackers In V\AF|

Devi ce

‘Count

Attacker Address ‘Attacker Geo |Target Address St%S’gnature

Action
109. 66. 162. 160 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 6
79.181.210. 180 |l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 4
79.181.191. 143 |lsrael 147.237.0. 121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 3
109. 67. 249. 162 |l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 3
84.108. 69. 180 | srael 147.237.0.121 Suspi ci ous Response Code Bl ock 3
109. 67. 251. 121 |lsrael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 3
5. 102. 224. 149 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
188. 120. 148. 237l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 2
79.179. 122,212 |lsrael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
79.180.161.50 |israel 147.237.0.121| [P @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Fer ut Bakasha in Bock |2
viwn il ui mi shi . aka. i df. il /general petition
79.178. 119. 50 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
109. 64. 180. 69 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
77.127.67.246 |lsrael 147.237.0. 121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2
188. 120. 148. 237|l srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 2
79.181.191. 143 |Israel 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 2
176.13.1. 90 | srael 147.237.0.121 Uhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
87.71.17.243 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
185. 32. 179. 28 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
185. 3. 147. 159 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
81.218.146. 181 |Israel 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 2
188. 120. 148. 237l srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from 188. 120. 148. 237 (si gal gs DoS Att ack) None 2
79.179.100. 241 |israel 147.237.0. 121 |Pstributed Paraneter Type Molationon Bock |2
wav nitl ui mi shi . aka. i df.il/aj ax/order/confirnorder.aspx paraneter accept
185. 3. 147. 225 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
46.117.128. 81 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx Bl ock 1
109. 64. 3. 174 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
84.94.21. 144 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
176.13.0. 61 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
109. 65. 150. 112 |l srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
79 177.59. 95 — 147 237.0. 121 Vl\wawaln:hvl\:;i I:irsaﬁtai;- ?gfl (ﬁ_/?)og ﬁnt P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n 8 ock 1
37.60. 47. 42 I'sr ael 147.237,0,121|  |Fraeter Type Molation ctl00SCont ent A acetdl der 1t xtTitl e in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
85. 64. 89. 33 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
79.183.122. 207 |lsrael 147.237.0.121 SSL Untraceabl e Gonnection - Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
2.54.15.71 | srael 147.237.0.121 SSL Unhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
185. 24. 207. 41 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
5. 255. 253. 93 :ZZ::FI on 147.237.0. 121 SSL Wntraceabl e Connection - Protocol violation (SSL_CONN APPLI CATI ON_DATA EXCHANGE) None 1
79.179.137. 74 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
109. 65. 192. 91 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/a ax/order/confirnorder. aspx B ock 1
79.177.125. 110 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
46. 19, 85. 225 lsrael 147 237.0. 121 Paranpt er Typ(a_ Mol a_tion_ ctIOO$O)nt‘entP| acehbl der 1$t xt Per ut Bakasha i n B ock 1
viewv m | ui mi shi . aka. i df . i | / changeuni t
80. 246. 136. 171 |Israel 147.237.0.121 SSL Unhtraceabl e Gonnection - Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
5.29. 59. 84 | srael 147.237.0.121 SSL Untraceabl e Gonnection - pen Mde None 1
Mil tiple Lhtraceable SS. Sessions from79.181.21. 5 (Protocol violation
79.181.21.5 I srael 147.237.0. 121 ( SSLme_ APPLI CATI ON_DATA. EXCHANGE) ) ( None 1
79.178. 233. 2 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 65. 29. 25 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
79.176. 80. 80 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_ GONN APPLI CATI ON DATA EXCHANGE) None 1
31.210.187. 138 |Israel 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
84. 228. 53. 82 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
79.180. 15. 47 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
79.177.243. 238 |lsrael 147.237.0.121 SSL Wntraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANGE) None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
131F91215B0B231F99A0FBFC7DA7DFA4651 AADAF48CFCA300BEAOD9434E999F23DA10FBB
213354550AEA5E9762135AC6043A3B457B812C5C9D79F9109D418DF10E263CF98F97954D
CCBE57F5BF639637D4AFA9B1FEDB3F7528276094388031E52CF487B923B41F24ABF2422846
46.117.67.6 | srael 147.237.0. 1211 \ErpC1 34A3B9C4963BA852D59032DFFAACLBI60, Cbser ved None 11
1FE6A58E4787D6F94B0OE196D0D9D170C4F686 AC6D538BA38E9B829600CA68FC2F62962B2E
9504F4ED70905617DEOC6064FD50ECES706E4A31012E2A68F45F2B1FB6AC258446515AB48A
B525766F37BAF9209859D7ED647DE15402861705BB93431BCAC
94. 230. 86. 3 | srael 147.237.0.121 Suspi ci ous Response Code B ock 1
5.29. 83.198 | srael 147.237.0.121 Untraceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
79.181.21.5 | srael 147.237.0.121 SSL Wntraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANGE) None 1
Ml tiple Lhtraceabl e SS. Sessions from176.13.0.61 (Protocol violation
176.13.0. 61 | srael 147.237.0. 121 (SSLEOCNN_APPLI CATI ON_DATA_EXCHANGE) ) ( None 1
109. 65. 33. 27 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
79.177.1. 72 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
37 46.38. 19 srael 147 237.0. 121 Paramgter_ Type _\A ol at? on _ctI 00$ont ent A acetbl der 1$txt FH I esI Bs in B ock 1
wawv i | ui mi shi . aka. i df . i | / shanapchange
84.228.180. 172 |lsrael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
79.182.57.15  |Israel 147.237.0.121| |PStribdted Paraneter Type Violationon Bock |1
viewv mi | ui mi shi . aka. i df . il/aj ax/ order/confirnorder. aspx paraneter accept
79.180.114. 51 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 67. 98. 102 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
79.177.243. 238 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
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