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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

176.13.1.45 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 5

82.80.217.70 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

 02-17-2016 to 02-18-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 02-17-2016 to 02-18-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address SiteSignature Count

87.71.11.157 Israel 147.237.0.121 SERVER-APACHE Apache mod_ssl non-SSL connection to SSL port denial of service attempt 5

188.64.169.106 Russian Federation 147.237.0.121 ET SCAN Potential SSH Scan 2

192.198.151.44 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 2

109.67.98.20 Israel 147.237.0.121 ET SCAN NMAP -sA (2) 2

202.85.214.9 China 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

40.76.53.11 United States 147.237.0.121 ET SCAN Potential SSH Scan 1

190.216.146.151 Chile 147.237.0.121 ET SCAN Potential SSH Scan 1

194.63.140.74 Russian Federation 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4344

64.134.221.255 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1312

193.242.218.25 Switzerland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 725

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 698

149.78.26.70 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 580

149.88.29.61 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 468

46.16.142.100 Cyprus 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 456

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 433

68.180.228.25 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 326

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 323

149.50.77.229 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 310

149.88.73.50 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 303

80.246.138.6 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

17.78.99.189 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 250

149.88.3.24 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 241

149.88.197.83 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 233

149.88.29.58 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 173

149.78.198.87 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 168

216.113.160.71 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 167

149.78.109.141 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 164

149.78.210.104 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 160

149.78.146.123 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 155

149.88.177.178 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 142

149.78.249.176 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 139

149.78.234.97 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 138

149.78.24.205 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 125

17.78.121.67 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 122

149.88.201.246 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 120

94.8.150.189 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 115

84.228.175.221 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 112

149.88.83.244 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 106

68.180.228.168 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 98

37.9.88.68
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 90

149.78.31.201 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 89

134.191.249.8 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 89

149.78.197.189 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 89

167.220.196.43 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 83

212.247.176.200 Sweden 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 81

213.254.234.108 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 79

17.78.77.141 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 77

192.115.177.203 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 74

109.160.178.240 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

149.88.159.21 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 68

149.88.51.146 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 68

149.88.239.203 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 64

149.50.87.20 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 64

157.55.39.224 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 63

192.118.117.100 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 62

167.220.196.69 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 62

149.78.172.201 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 59
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

79.177.34.105 Israel 147.237.0.121 Multiple Unauthorized URL Access from 79.177.34.105 Block 15

212.179.21.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.21.194 Block 11

79.181.119.253 Israel 147.237.0.121 Multiple Unauthorized URL Access from 79.181.119.253 Block 10

62.90.99.64 Israel 147.237.0.121 Suspicious Response Code Block 10

79.177.34.105 Israel 147.237.0.121 Distributed PHP Attempt Block 8

212.179.21.194 Israel 147.237.0.121 Distributed PHP Attempt Block 8

5.29.140.253 Israel 147.237.0.121 Multiple Unauthorized URL Access from 5.29.140.253 Block 7

192.116.232.69 Israel 147.237.0.121 Multiple Unauthorized URL Access from 192.116.232.69 Block 6

79.181.119.253 Israel 147.237.0.121 Distributed PHP Attempt Block 5

212.143.60.114 Israel 147.237.0.121 Unauthorized HTTP Method Block 4

46.117.18.218 Israel 147.237.0.121 Suspicious Response Code Block 4

5.29.140.253 Israel 147.237.0.121 Distributed PHP Attempt Block 4

62.219.115.220 Israel 147.237.0.121 Suspicious Response Code Block 3

2.52.150.68 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 3

109.67.54.215 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 3

213.57.200.152 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

192.118.118.1 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

87.71.18.9 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

79.177.113.119 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

2.54.16.72 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

62.90.58.17 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

109.253.147.2 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

46.19.86.3 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.66.129.17 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

176.13.1.37 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

109.64.233.48 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

212.235.13.100 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

109.253.199.55 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.85.121 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

80.246.138.6 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

185.120.126.128 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

213.57.244.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

79.176.0.154 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 2

85.250.146.58 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

213.57.192.193 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

46.19.86.168 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

46.19.85.130 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

87.71.11.157 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

185.32.179.115 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.86.3 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.66.59.183 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

79.182.116.34 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.179.137.74 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

192.116.146.191 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

46.19.85.71 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

93.172.40.253 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

213.57.242.172 Israel 147.237.0.121 Distributed Unknown HTTP Request Method Block 1

185.3.144.86 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.102.254.87 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

87.68.248.222 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

5.22.135.199 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

82.81.55.167 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

138.134.102.15 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

109.67.233.213 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

2.52.33.129 Israel 147.237.0.121 Unknown Parameter a in www.miluim-ishi.aka.idf.il/ Block 1

80.246.136.58 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

212.179.21.194 Israel 147.237.0.121 PHP Attempt Block 1

46.19.85.149 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.64.171.128 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

37.19.120.69 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

213.57.242.172 Israel 147.237.0.121

NULL Character in URL n-â€š7Ã›â€˜Â«Â»Â²+Â§[[#14]]b8Ö²×¡Â²×‘olÖ´e[[#0]]:[[#18]]hÆ’
{7×³×ª[[#19]]Â±â€¦Â¸×§rgÂµ4(Ã—
o[[#6]]â€?[[#29]]vÖ·×©eâ€¢Â [[#27]]â€?×•g×—â€¡â€”ÂšÖ³8×?×¢Ö°â€ ×?n×²Ã·×¨× •Â¥utâ€
 pqâ€°)2Ö¶[[#0]]Â£×œâ€˜Ö»s×¢[[#3]]Â¾fÂ¥Ã›Ö½Ö¸â€?×˜Ã—Ã?=xy;$â€ºÂ¼pÂ â€˜
Â?Â£×²×?[[#6]]×´â€?t[â€¹3Â¢yÂ©Â?Â©Ö¹wâ‚¬oÂ?lÖ´â€¹×’kxâ€¹Â·×?×”)bÖ½[[#16]]â€ºxÖ²

Block 1

185.32.179.190 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

77.125.83.161 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

176.13.8.65 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.29.140.253 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

85.65.202.224 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

213.57.242.172 Israel 147.237.0.121 Distributed Illegal Byte Code Character in Method Block 1

81.218.44.254 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

212.179.129.6 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

79.182.229.150 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

212.150.71.177 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
3BAADAAF11C4DCD0BFD5FAEE63A63A9CB60E17F5FD5A4770060DE9046357F76691E6144D5B2
97922547B0E413306B5F8656A73BC15F8208BB8DCAE3E88AB297C91DBAAB3E31BA03F6DBA9E
A78818B9165EEC80F2202B93853465E6B189BA3BD2FA141A2D51CD9DF9B70E69CC9C8165791
D956B978BE190481F55657DCA7B90B8, Observed
219978A71DF03A6795A1F90C58508EF4E1A11283F9734D0850FE1949E75546BCE1EB4835A26D
93FD2FA89F65BA11994E8B94CD0175D777FD0D14839934FFD92ADC3F29E26A4791420EF7BC19
3F148F5FE9FF284CFE6546C1AC7E1DBEA7B0423F4FCD08

None 1

79.180.103.173 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

46.19.85.97 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

109.64.0.231 Israel 147.237.0.121 Unknown Parameter midna in www.miluim-ishi.aka.idf.il/login Block 1

31.168.13.78 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

87.71.2.30 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

213.57.242.172 Israel 147.237.0.121

Illegal Byte Code Character in URL n-â€š7Ã›â€˜Â«Â»Â²+Â§[[#14]]b8Ö²×¡Â²×‘
olÖ´e[[#0]]:[[#18]]hÆ’{7×³×ª[[#19]]Â±â€¦Â¸×§rgÂµ4(Ã—
o[[#6]]â€?[[#29]]vÖ·×©eâ€¢Â [[#27]]â€?×•g×—â€¡â€”ÂšÖ³8×?×¢Ö°â€ ×?n×²Ã·×¨× •Â¥utâ€
 pqâ€°)2Ö¶[[#0]]Â£×œâ€˜Ö»s×¢[[#3]]Â¾fÂ¥Ã›Ö½Ö¸â€?×˜Ã—Ã?=xy;$â€ºÂ¼pÂ â€˜
Â?Â£×²×?[[#6]]×´â€?t[â€¹3Â¢yÂ©Â?Â©Ö¹wâ‚¬oÂ?lÖ´â€¹×’kxâ€¹Â·×?×”)bÖ½[[#16]]â€ºxÖ²

Block 1

185.23.175.142 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.109.24.43 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

213.57.242.172 Israel 147.237.0.121 Distributed Abnormally Long Header Line Block 1

62.219.115.226 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

212.179.21.194 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

46.117.41.6 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

109.253.132.72 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

2.52.33.202 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

80.246.137.219 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

192.198.151.37 Europe 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
7FCE04B84B3AF565F58BFEAFB7750CEC2743BEB819A7619307D34C6884A9B4B828ABE2760CE4
0E33073A9B5EB8BAB784E8BD7CB4391538FD852D7EA19466E4614E6D1109511E5ED432A13F26
8E6EFB00539C34955C07C6E56C7FFE70CA1227390DC13B96FBAAC0EB813ADB356408025B129
B5D28A3FBAD9CEEB6AB76D27BB1D0, Observed
E9983603ED378E14E4B47D72AF501BCD93A9E8EDD2171B4372B54801409ECFD4FEA9802A6B81
956AC199BA3EB3F59D834FD9AD9D239111F2B0C25DDCB8F2F4B5388F3922E32FC7975DD0E25
2E70DF688B7159FE14009DE540EE87DB4E30FF70CC9E42F

None 1

46.19.85.176 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

46.19.85.3 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

89.138.192.2 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

213.57.242.172 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.178.6.163 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

185.120.125.5 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

77.125.90.253 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

176.13.12.94 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.102.224.149 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

85.250.54.195 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

213.57.242.172 Israel 147.237.0.121 Distributed Malformed HTTP Header Line Block 1

2.54.146.12 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

81.218.69.116 Israel 147.237.0.121 Parameter Type Violation isCharig in www.miluim-ishi.aka.idf.il/login Block 1

46.19.86.120 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

109.66.167.103 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

2.52.33.129 Israel 147.237.0.121 Admin Blocking Block 1

79.183.183.134 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

79.180.128.98 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

192.116.232.69 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/$$$&?&?$$$ Block 1

109.64.0.231 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

31.210.186.152 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

87.71.9.130 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

213.57.242.172 Israel 147.237.0.121

Illegal HTTP Version Â‹Ã‹Ã‹Ã¯vÃŒÃ…eÃ˜t`[[#28]]Â?Â¸Ã‡Ã¸cZ];S7JÂ¡[[#17]])Â±ÂšÂ‡gÂ‰
[[#6]]Â½WÂŽ>uÂ£ÂšÂ’6Ã‹1oebÂ·[[#15]]Â»Ã»?[[#18]]Ã¹[[#5]]Â¿Â°Ã¸[[#4]]Â‚Ã¢0Ã‡
g[[#1]]Â²Â¨[[#8]]Â²Ã—ÂžÂ£efÂŸ=Ã?Ã£Ã?[[#25]]Ã‹Ã? Â½Ã¼Ã?[[#5]][[#30]][[#24]]sB4Â¬+Ã½ÃŸ
Â‘Ã™Ã‚Â©Â¨3[[#20]]ÃŸ[[#27]]ÃÃ?frHMz[[#6]]Âº >[[#21]](}[[#25]][[#30]]Â´ÃƒÂ—
Ã°7Â©Z=Â¢Â¶

Block 1

79.177.34.105 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

185.32.179.52 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

77.125.1.103 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

176.13.1.45 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.29.140.253 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.111.161.252 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

213.57.242.172 Israel 147.237.0.121 Distributed Abnormally Long Request Block 1

212.179.62.20 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

46.117.178.28 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

109.253.135.147 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

109.65.175.38 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.181.186.205 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

193.43.246.250 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.85.176 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

46.19.85.6 Israel 147.237.0.121
Unknown Parameter ctl00$ContentPlaceHolder1$Submit1 in
www.miluim-ishi.aka.idf.il/shamapchange

Block 1

89.139.140.178 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

79.178.113.193 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

185.3.144.45 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.102.241.37 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

213.57.242.172 Israel 147.237.0.121 Distributed Malformed URL Block 1

2.54.151.48 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

81.218.69.116 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

62.219.44.242 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

132.72.138.1 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

2.52.33.129 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/admin Block 1

80.179.10.213 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

79.181.111.118 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

192.118.36.53 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

109.64.115.19 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

31.210.186.152 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

213.57.242.172 Israel 147.237.0.121
NULL Character in Method ÂŒpÂ›>CEHÂ³)[[#14]]Ã“Ã‰.[[#7]]iÂ«S[[#26]][[#16]]3UÃœ
Ã?W[[#4]]Ã¾Ã?[[#8]][[#0]]Â‚Â”uÂ›Ã•yÃ€[[#30]]Bn.Ã¬Â½Ã›Â?Ã¶jpÃ?Â³(r(T7HÂ‚Â¶Â•Â¼ÃžB;ÂŠ
[[#11]]Ã«"ÃŠAÂ?Ã³}Â»9a=Y[[[#20]]Ã·[[#12]]

Block 1

79.177.81.87 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1
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77.125.4.220 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

176.13.4.198 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

84.229.135.17 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

213.57.242.172 Israel 147.237.0.121 Distributed Illegal Byte Code Character in Header Name Block 1

2.54.4.83 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
92894A7BDA52A3349EE49FECD33D2501CF3CE3F163D29D345FB451C823AFF039FD57921C64E4
560F846B10AA53BF7DA30692D9A37214164A02592DBD91C265E6CFA55141290307C18416DA
573C579A5EE0377E08189F8D4851FECF312D42298505C09DDB12956A23A53BE9D15E5C3B777F
E70DA733809D6C58CEDE5E81B052D0, Observed
43A085C0D989FA99FE4C28E64B7CB41CE72DD30F34C649C22C41ED4215D3060F76039B14393
80673DC2A77022B57C63ADA3D3FBBE4FC05065EB5359043155B721BB910C72532B83370A592
8395413643C6182987114595672FE3CA3B1EC23DC9E856A6

None 1

80.246.139.74 Israel 147.237.0.121 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

212.179.129.6 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

46.117.237.229 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

109.253.146.241 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1
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