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02-17-2016 to 02-18-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

| Target Address

|Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
176. 13. 1. 45 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 5
82.80.217.70 | srael 147.237.0.121 B ock_Udp Al _Nets drop BBL- | srael 3
212.179. 54. 237 | srael 147.237.0.121 B ock Wp Al _Nets drop BBL- | srael 3
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02-17-2016 to 02-18-2016

|Top Attackers In |D|

Atacker Address |Attacker Geo | Target Address |StdSgnature | count |
87.71.11.157 | srael 147.237.0. 121 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 5
188. 64. 169. 106 Russi an Federation [147.237.0.121 ET SCAN Potential SSH Scan 2
192. 198. 151. 44 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 2
109. 67. 98. 20 | srael 147.237.0.121 ET SCAN NVAP -sA (2) 2
202. 85.214.9 Chi na 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
40.76.53. 11 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
190. 216. 146. 151 |Ghile 147.237.0.121 ET SCAN Potential SSH Scan 1
194. 63. 140. 74 Russi an Federation [147.237.0.121 ET SCAN Potential SSH Scan 1




02-17-2016 to 02-18-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

dgnature

‘ Target Address

S‘t%Nama

199. 207.253. 96 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4344
64.134.221. 255 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1312
193. 242. 218. 25 |Satzerland 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 725
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 698
149. 78. 26. 70 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 580
149. 88. 29. 61 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 468
46. 16. 142. 100  |Cyprus 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 456
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 433
68.180.228.25 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 326
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 323
149.50. 77.229 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 310
149. 88. 73. 50 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 303
80. 246. 138. 6 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 288
Ret r ansni ssi on dr opped.
17.78.99. 189 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 250
149. 88. 3. 24 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 241
149. 88. 197. 83 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 233
149. 88. 29. 58 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 173
149. 78. 198. 87 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 168
216.113.160. 71 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 167
149. 78. 109. 141 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 164
149. 78. 210. 104 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 160
149. 78. 146. 123 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 155
149.88.177.178 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 142
149. 78. 249. 176 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 139
149. 78.234.97 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 138
149. 78. 24. 205 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 125
17.78.121. 67 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 122
149. 88. 201. 246 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 120
94. 8. 150. 189 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 115
84.228.175.221 |lsrael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 112
149. 88. 83. 244 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 106
68. 180. 228. 168 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 98
37.9.88.68 g{sj;;nl on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 90
149. 78. 31. 201 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 89
134.191.249.8 |Uhited Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 89
149. 78.197. 189 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 89
167.220. 196. 43 |Uhited Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 83
212.247.176. 200|Sweden 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 81
213. 254. 234. 108|F ance 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 79
17.78.77.141 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 77
192. 115. 177. 203l srael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 74
109. 160. 178. 240 srael 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 72
Ret ransni ssi on dr opped.

149. 88. 159. 21 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 68
149. 88. 51. 146 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 68
149. 88. 239. 203 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 64
149. 50. 87. 20 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 64
157.55.39.224 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 63
192. 118. 117. 100|! srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 62
167.220. 196. 69 |United Kingdom |[147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 62
149. 78.172. 201 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 59




02-17-2016 to 02-18-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |9 t% dgnature . ‘Count
Ceo Action
79.177. 34. 105 | srael 147.237.0. 121 Mil tipl e Uhaut hori zed URL Access from 79. 177. 34. 105 B ock 15
212.179.21.194 |lsrael 147.237.0.121 Mil tipl e Whaut hori zed URL Access from 212. 179. 21. 194 B ock 11
79.181. 119. 253 |l srael 147.237.0. 121 Ml ti pl e Uhaut hori zed URL Access from 79. 181. 119. 253 B ock 10
62. 90. 99. 64 | srael 147.237.0.121 Suspi ci ous Response Code B ock 10
79.177.34.105 |lsrael 147.237.0. 121 D stributed PHP At enpt B ock 8
212.179.21.194 |lsrael 147.237.0. 121 D stributed PHP At enpt B ock 8
5. 29. 140. 253 | srael 147.237.0. 121 Mil tiple Whaut horized URL Access from 5. 29. 140. 253 B ock 7
192. 116. 232. 69 |l srael 147.237.0.121 Mil ti pl e Whaut hori zed URL Access from 192. 116. 232. 69 B ock 6
79.181. 119. 253 |l srael 147.237.0. 121 D stributed PHP At enpt B ock 5
212. 143.60. 114 |l srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 4
46.117.18.218 |Israel 147.237.0. 121 Suspi ci ous Response Code B ock 4
5. 29. 140. 253 | srael 147.237.0.121 D stributed PHP At enpt B ock 4
62.219. 115. 220 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 3
2 52 150. 68 lsrael 147 237.0. 121 Paran_et er ‘I_'ypg Mol gti on ct | 00$Cont e_nt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 3
vy il ui mi shi . aka. i df.il/general petition
109. 67. 54. 215 |l srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 3
213.57.200. 152 |israel 147.237,0, 121 |  |Fareter Type Miolation ctl 00SCont ent  acetbl der 13t xt Per ut Bakasha i n Bock |2
wwv | ui mi shi. aka.idf.il/general petition
192.118.118.1 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
87.71.18.9 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 2
79.177.113. 119 |Israel 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 2
2.54.16.72 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCE) None 2
62.90.58. 17 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
109. 253. 147. 2 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 2
46.19. 86. 3 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 2
109. 66. 129. 17 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 2
176.13.1. 37 | srael 147.237.0. 121 Paraneter Type Mol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
109. 64. 233. 48 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 2
212.235.13.100 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
109. 253. 199. 55 |l srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
46.19. 85. 121 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 2
80. 246. 138. 6 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
185. 120. 126. 128 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
213,57 244, 2 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
79.176. 0. 154 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 2
85. 250. 146. 58 | srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
213.57.192. 193 I srael 147.237.0. 121 ct | 00$Cont ent A aceHol geprel$t xt Per ut Bakasha ’ i P Bl ock 2
46. 19. 86. 168 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 2
46. 19. 85. 130 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 2
87.71.11. 157 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 2
185. 32.179. 115 |l srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
46. 19. 86. 3 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
109. 66. 59. 183 |l srael 147.237.0. 121 Paraneter Type Mol ation accept in vwwv il uimishi.aka.idf.il/login B ock 1
79.182.116. 34 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
79.179.137. 74 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1
192.116. 146. 191 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
46.19.85. 71 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
93.172.40.253 |israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition
213.57.242.172 |lsrael 147.237.0. 121 D stributed Unknown HTTP Request Met hod B ock 1
185. 3. 144. 86 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCE) None 1
5. 102. 254. 87 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
87. 68. 248. 222 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
5.22.135.199 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
82. 81.55. 167 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
DOstributed Paraneter Type Mol ation on vww nil ui mi shi.aka. idf.il/general petition paraneter
138.134.102. 15 [israel 147.237.0.121| | Vet et geF:em o Por ot Bakasa g pe P Bock |1
109. 67. 233. 213 |l srael 147.237.0.121 Paraneter Type M ol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
2.52.33.129 | srael 147.237.0. 121 Uhknown Paraneter a in vww mluimishi.aka.idf.il/ B ock 1
80. 246. 136. 58 |l srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
212.179.21.194 |lsrael 147.237.0.121 PHP At t enpt B ock 1
46.19. 85. 149 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 64.171. 128 |l srael 147.237.0.121 Uhaut hori zed URL Access to www nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 1
37.19.120. 69 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
NULL Character in URL n- A€37AAEAcA»R2 +A[ [ #14] ] b8(CE xj A2 x'ol & e[ [#0] ] : [ [ #18] ] h/E
{7x3xa[ [ #19] ] Ata€} A x8r gAud( A—
213.57.242.172 |lsrael 147.237.0. 121 o[ [#6] ] a€?[ [ #29] ] vO xCrAECA [ [ #27]] AE?xegx—Aa€| AE"ASCP 8x?xCCP &€ x?nx2 A X" x o A¥ut a€ B ock 1
pga€e) 200 [ #0] ] AExcea€ Grsx¢[ [ #3] | A¥f A¥AGA a€?x"A—A?=xy; $a€° AvpA a€”
A?AEX2 x?[ [ #6] ] x” &€2t [ € 3ACY ACA?ACT Wa,—0A?l O a€! x’kxa€t A- x?x") bO/ [ #16] ] 4€° X
185. 32.179. 190 |l srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCGE) None 1
77.125. 83. 161 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
176.13. 8. 65 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
5. 29. 140. 253 | srael 147.237.0.121 Uhaut hori zed URL Access to wawn il ui mi shi.aka.idf.il/aj ax/ updat est at us. php B ock 1
85. 65.202. 224 |1 srael 147 237 0. 121 Pararrpt er T_ype_ Mol gti on ctl 00$Cont.ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv ni | ui mi shi . aka. i df.i|/changeuni t
213.57.242.172 |lsrael 147.237.0. 121 Dstributed |11egal Byte Gode Character in Mthod B ock 1
81. 218. 44. 254 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
212.179.129.6 | srael 147.237.0. 121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1
79.182.229. 150 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
3BAADAAF11CADCDOBFD5FAEE63A63A9CB60EL7F5FD5A4770060DE9046357F76691E6144D5B2
97922547B0E413306B5F8656A73BC15F8208BB8DCAE3E88AB297 C91DBAAB3E31BAO3F6DBASE
A78818B9165EEC80F2202B93853465E6B189BA3BD2FA141A2D51CD9DFI9B70E69CCIC8165791
212.150. 71177 fisrael 147.237.0.1211  15956B978BE190481F55657DCA7BI0BS, Cbser ved None (1
219978A71DF03A6795A1F90C58508EF4E1A11283F9734D0850FE1949E75546BCE1EB4835A26D
93FD2FA89F65BA11994E8B94CD0175D777FD0D14839934FFD92ADC3F29E26A4791420EF7BC19
3F148F5FE9FF284CFE6546 CLAC7 E1DBEA7B0423F4FCDO8
79.180.103. 173 |Israel 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
46. 19. 85. 97 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
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109. 64. 0. 231 | srael 147.237.0. 121 Uhknown Paraneter nidna in waw mluimishi.aka.idf.il/login B ock 1
31.168. 13. 78 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter
87.71.2.30 | srzel 147.237.0.121 ct | 00$Cont ent A aceHbl dy:rel$t xt Per ut Bakasha ) i P Bl ock !
Illegal Byte Code Character in URL n- &€57AGEAclnie +A8] [ #14]] b8(CE x| A2 x!
ol O e[ [#0]]:[[#18]] hA 7x3 xa[ [ #19] | Axa€! A x8&r gAud( A—
213.57.242.172 |lIsrael 147.237.0. 121 o[ [ #6]] AE?[ [ #29] ] vO xCrAECA [ [ #27]] A€?xegx—AaE| AE"AS(P 8x?x¢(P A€ x?2nx2 A x" x « AYut &€ B ock 1
pgag°) 200 [ #0] ] AExcea€ Orsx¢[ [ #3] | AvE A¥AGA) a€2x"A—A?=xy; $AE° AVpA a€”
A2AEx2 x?[ [ #6] ] X &€2t [ A€ 3ACY ACA?AC) wa,—0A?l (J A€t x’kxA€EL A x?x”) b4 [ #16] ] A€ X (P
185. 23. 175. 142 |Israel 147.237.0.121| |P¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Per ut Bakasha in Bock |1
vy | ui mi shi. aka.idf.il/general petition
84.109. 24. 43 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
213.57.242.172 |lsrael 147.237.0. 121 D stributed Abnornal | y Long Header Line B ock 1
62.219. 115. 226 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
212.179.21.194 |lsrael 147.237.0.121 Uhaut hori zed URL Access to wawn il ui mi shi.aka.idf.il/aj ax/ updat est at us. php B ock 1
46.117. 41. 6 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
109. 253. 132. 72 |l srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
2.52.33.202 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
80. 246. 137. 219 |Israel 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
7FCE04B84B3AF565F58BFEAFB7750CEC2743BEB819A7619307D34C6884A9B4B828ABE2760CE4
OE33073A9B5EB8BAB784E8BD7CB4391538FD852D7EA19466E4614E6D1109511E5ED432A13F26
8E6EFB00539C34955C07C6E56C7FFE70CA1227390DC13B96FBAACOEB813ADB356408025B129
192.198.151. 37 |Burope  |147.237.0.121) a6 A3 FBADOCEEBEABT6D27BB1D0, Chser ved None 1
E9983603ED378E14E4B47D72AF501BCD93A9ESEDD2171B4372B54801409ECFDAFEA9802A6B81
956AC199BA3EB3F59D834FDIADID239111F2B0C25DDCB8F2F4B5388F3922E32FC7975DD0E25
2E70DF688B7159FE14009DE540EE87DB4E30FF70CCOE42F
46. 19. 85. 176 | srael 147.237.0. 121 Par aneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$ct100 in wwn mil ui mi shi. aka.idf.il/forn8010 |B ock 1
46.19. 85. 3 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
89.138. 192. 2 | srael 147.237.0.121 SSL Untraceabl e Gonnection - pen Mde None 1
213.57.242. 172 |lsrael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANCE) None 1
79.178. 6. 163 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
185. 120. 125.5 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
77.125. 90. 253 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
176.13.12. 94 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
5. 102. 224. 149 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
85. 250.54. 195 | srael 147 237 0. 121 Pararr_et er 'I_'ypg Mol gti on ct | 00$Cont gnt.Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv | ui mi shi. aka.idf.il/general petition
213.57.242.172 |lsrael 147.237.0. 121 D stributed Ml forned HITP Header Line B ock 1
2.54.146. 12 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
81.218. 69. 116 | srael 147.237.0.121 Paraneter Type Mol ation isCarig in vwwniluimishi.aka.idf.il/login B ock 1
46.19. 86. 120 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
109. 66. 167. 103 |l srael 147.237.0.121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 1
2.52.33.129 | srael 147.237.0.121 Adm n Bl ocki ng B ock 1
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter
79.183.183.134 |israel 147.237.0.121| | Vet S cort geprem ot Por ot Bakasha 9 pe P Bock |1
79. 180. 128. 98 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
192. 116. 232. 69 |l srael 147.237.0.121 Uhaut hori zed URL Access to waw mil ui mi shi. aka.idf. il /$$$828?$$$ B ock 1
109. 64. 0. 231 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCE) None 1
31.210. 186. 152 |l srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
87.71.9.130 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
Illegal HTTP Version AAAA VAEA...eAt [[#28]] A?A AtA cZ]; STIA; [[#17]]) ArASAtgA%o
[ [ #6] ] AMZ>uAEASA6ALoebA [ [ #15] ] A»A»?[ [#18] ] AL [[#5] 1 AcA° A [ [ #4]] AACOAE
213.57.242.172 |[Israel 147.237.0. 121 g[ [#1]] A2 A [ [ #8] | A2 A—AsAEef AY=A?AEA?[ [ #25] ] AA? AVAVA?[ [ #5]][[#30]][ [ #24]] sB4AA-+AVAY |B ock 1
ARMAACK 3[ [ #20] | AY[ [#27] 1 A- Aot r Hve[ [ #6] 1 A° >[[#21]] (}[[#25]1[[#30]1 A AfA—
A° 7ACOZ=AC¢AT
79.177. 34. 105 | srael 147.237.0.121 Uhaut hori zed URL Access to wawn il ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 1
185.32.179.52 |lIsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
77.125.1.103 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
176.13.1.45 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
5. 29 140 253 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
84.111.161. 252 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
213.57.242. 172 |lsrael 147.237.0.121 D stributed Abnormal |y Long Request B ock 1
212.179.62.20 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
46.117. 178. 28 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
109. 253. 135. 147l srael 147.237.0.121 SSL Whtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 65. 175. 38 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
79.181. 186. 205 |Israel 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
193. 43. 246. 250 |1 srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
46.19. 85. 176 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46.19. 85. 6 lsrael 147.237. 0. 121 Lhknoym _Par_ama_t er Ct‘| 00$0)nt ent Pl acetbl der 1$Submt 1 in B ock 1
wn i | ui mi shi . aka. i df . i | / shanapchange
89. 139. 140. 178 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSLGONN QLI ENT_CERTI FI CATE REQUEST) None 1
79.178.113. 193 |lsrael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
185. 3. 144. 45 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
5. 102. 241. 37 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
213.57.242.172 |lsrael 147.237.0. 121 DO stributed Mal fornmed URL B ock 1
2.54.151. 48 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
81.218. 69. 116 | srael 147.237.0.121 Uhknown Paraneter prmin ww il ui mishi.aka.idf.il/login B ock 1
62.219. 44. 242 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: si gal gs DoS Attack None 1
132. 72 138. 1 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
2.52.33.129 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwu il ui mishi.aka. idf.il/admn B ock 1
80.179. 10. 213 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANCGE) None 1
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter
79.181.111. 118 I srael 147.237.0. 121 ct | 00$Cont ent A acetol ggelﬂ xt Per ut Bakasha ’ i P Bl ock !
192.118.36.53 |lIsrael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 1
109. 64. 115.19 |l srael 147.237.0. 121 Untraceabl e SSL Sessi ons: Protocol violation (SSL GONN APPLI CATI ON DATA EXCHANGE) None 1
31. 210, 186. 152 |israel 147. 237.0. 121 U1knc_)\/\n. Pa_r angt er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login
NULL Character in Method AEpA>CEHA ) [[#14] ] A'A%o. [ [ #7]]1 A« [#26]][ [ #16] ] 3UAce
213.57.242.172 |l srael 147.237.0. 121 Aoy [ #4] 1 AYA2[ [ #8] 1 [ [ #0] ] AAuBAsy A€l [ #30] ] Bn. A-AVAARAY| pA?As (1 ( TTHAATAAYAZB; AS Bock |1
[[#11] ] A< ASARRA3 } Ax9a=Y] [ [ #20] ] A [ [ #12] ]
79.177.81. 87 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANGE) None 1
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77.125. 4.220 | srael 147.237.0. 121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
176. 13. 4. 198 | srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnU| in ww niluimishi.aka.idf.il/login B ock 1
84.229.135. 17 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN APPLI CATI ON DATA EXCHANGE) None 1
213.57.242. 172 |lsrael 147.237.0.121 Dstributed |11egal Byte Gode Character in Header Nane B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

92894A7BDA52A3349EE49FECD33D2501 CF3CE3F163D29D345FB451C823AFF039FD57921C64E4
560F846B10AA53BF7DA30692D9A37214164A02592DBDI1C265E6CFA55141290307C18416DA
573C579A5EE0377E08189F8D4851FECF312D42298505C09DDB12956A23A53BEID15E5C3B777F
2.54.4.83 | sr ael 147.237.0. 121 |e70DA733809D6C58 CEDESES1B052D0, Obser ved None |1
43A085C0DI89IFA99FE4C28E64B7CB41CE72DD30F34C649C22C41ED4215D3060F76039B14393
80673DC2A77022B57C63ADA3D3FBBE4FC05065EB5359043155B721BB910C72532B83370A592
8395413643C6182987114595672FE3CA3B1EC23DCIES56A6

80. 246. 139. 74 | srael 147.237.0.121 Untraceabl e SSL Sessions: Protocol violation (SSL_GONN APPLI CATI CN DATA EXCHANCGE) None 1
212.179.129.6 |lsrael 147.237.0. 121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
46.117. 237. 229 |lsrael 147.237.0.121 Doubl e UR. Encoding - paraneter: ReturnUl in ww niluimishi.aka idf.il/login B ock 1
109. 253. 146. 241 |l srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

02-17-2016 to 02-18-2016



