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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

192.198.151.45 Europe 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 98

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

79.182.162.136 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

82.80.217.70 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

109.66.199.87 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

188.138.33.46 Germany 147.237.0.121 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2

66.249.81.254 Israel 147.237.0.121 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 4

103.53.52.107 147.237.0.121 ET SCAN Potential SSH Scan 2

94.102.48.193 Netherlands 147.237.0.121 ET SCAN NMAP -sS window 1024 1

89.248.160.192 Netherlands 147.237.0.121 ET SCAN Potential VNC Scan 5800-5820 1

193.201.227.104 Ukraine 147.237.0.121 ET SCAN Potential SSH Scan 1

 02-16-2016 to 02-17-2016 



Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

17.78.104.113 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1234

149.78.225.199 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1055

15.65.244.12 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1006

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 994

67.81.250.171 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 855

17.78.84.202 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 760

90.52.92.24 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 721

149.78.30.47 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 635

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 605

149.78.148.86 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 502

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 492

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 450

64.134.221.255 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 398

85.115.52.201
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 368

165.225.72.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 359

149.88.145.252 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 347

149.78.24.205 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 342

149.78.144.45 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 306

212.82.108.32 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 291

149.78.239.136 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 290

109.160.178.240 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 252

149.88.239.203 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 238

193.34.101.20 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 237

50.204.67.242 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 234

149.88.204.253 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 226

149.88.150.161 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 225

109.226.17.135 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 221

167.64.72.10 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 219

149.78.180.7 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 216

212.82.108.33 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 164

149.78.162.52 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 161

17.78.123.62 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 154

2.54.62.142 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.253.194.249 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

37.26.147.198 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.148.243 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 134

149.78.210.104 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 128

149.50.77.34 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 123

149.88.196.104 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 122

149.78.81.24 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 119

149.78.47.219 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 99

66.87.117.34 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 98

149.78.32.19 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 98

149.78.215.111 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 96

46.16.140.92 Cyprus 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 92

194.177.16.3 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 85

212.58.38.130
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 85

149.78.218.27 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

149.88.185.38 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

15.65.252.14 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 75

 02-16-2016 to 02-17-2016 



Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

193.43.246.250 Israel 147.237.0.121 Multiple Unauthorized URL Access from 193.43.246.250 Block 11

79.177.176.94 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 79.177.176.94 Block 11

79.177.176.94 Israel 147.237.0.121 Multiple Abnormally Long Request from 79.177.176.94 Block 11

212.179.21.194 Israel 147.237.0.121 Multiple Unauthorized URL Access from 212.179.21.194 Block 11

79.177.176.94 Israel 147.237.0.121 Multiple Malformed URL from 79.177.176.94 Block 10

79.177.176.94 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 79.177.176.94 Block 10

79.177.176.94 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 79.177.176.94 Block 10

109.67.163.199 Israel 147.237.0.121 Multiple Unauthorized URL Access from 109.67.163.199 Block 9

79.177.176.94 Israel 147.237.0.121 Multiple Illegal HTTP Version from 79.177.176.94 Block 9

79.177.176.94 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 79.177.176.94 Block 9

79.177.176.94 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 79.177.176.94 Block 9

79.177.176.94 Israel 147.237.0.121 Multiple NULL Character in Header Name from 79.177.176.94 Block 8

79.177.176.94 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 79.177.176.94 Block 7

79.177.176.94 Israel 147.237.0.121 Multiple Illegal Byte Code Character in URL from 79.177.176.94 Block 7

212.179.21.194 Israel 147.237.0.121 Distributed PHP Attempt Block 6

109.160.141.34 Israel 147.237.0.121 Multiple Unauthorized URL Access from 109.160.141.34 Block 6

193.43.246.250 Israel 147.237.0.121 Distributed PHP Attempt Block 6

109.67.163.199 Israel 147.237.0.121 Distributed PHP Attempt Block 5

62.90.99.64 Israel 147.237.0.121 Suspicious Response Code Block 4

194.177.16.3 Israel 147.237.0.121 Unauthorized HTTP Method Block 4

212.179.21.194 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 3

84.110.209.39 Israel 147.237.0.121 Multiple Unauthorized URL Access from 84.110.209.39 Block 3

79.177.25.123 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 3

109.160.141.34 Israel 147.237.0.121 PHP Attempt Block 3

109.66.165.100 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

79.177.176.94 Israel 147.237.0.121 Multiple NULL Character in Method from 79.177.176.94 Block 2

37.26.148.216 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

82.80.198.164 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

62.90.35.175 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 2

79.177.176.94 Israel 147.237.0.121 Multiple NULL Character in Url from 79.177.176.94 Block 2

212.199.76.168 Israel 147.237.0.121 Unauthorized HTTP Method Block 2

31.168.123.89 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

79.177.34.105 Israel 147.237.0.121 Multiple Unauthorized URL Access from 79.177.34.105 Block 2

46.19.85.221 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

5.22.129.224 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
667D249088B4BD974198D661386B69FC8A169A879D1694DD0E9EF99CE2227D533BCFB9872CB
3FE465D099C32E2F5E55F1467B909C61E3D45643E26BECF71B003F72D8206D5EB0F01BE6DAFBA
3D3731B7664E158A268037F78AC9D26C1A428DF4593508F708A9F811F43C1F872816C64D53F
3A853921F2E04D6B1007C4D7014CD, Observed
28CCCC8914F2F28DC53EBD8E58CF805E288AB35FA02431EF8E5926A19C63B8559660D0548B03
6CBF2981F0AE81D76EB8C9CF3D97B93AAC87B75A1AC6D53D59F2AFF9547080FDD883ED2ABE2
A61D35524B5F875D559C35F8A3ADB2AB885984912D4D8AC

None 2

84.108.224.237 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 2

31.168.199.211 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

79.180.174.241 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

79.177.176.94 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

46.19.86.108 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

87.69.102.57 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

79.177.176.94 Israel 147.237.0.121 Too Many Headers per Request - 30 Headers Block 1

5.28.174.168 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.110.209.39 Israel 147.237.0.121 Unknown Parameter ReturnU in www.miluim-ishi.aka.idf.il/login Block 1

2.52.132.103 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

132.70.66.12 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

79.177.176.94 Israel 147.237.0.121
Illegal HTTP Version Â‹R
*Ã™&Â³Â¨[[#6]]3
eCBuÂ§)Â¢Ã¾[[#31]]KyNÃ†

Block 1

109.160.134.35 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

80.246.136.245 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.178.208.177 Israel 147.237.0.121 PHP Attempt Block 1

95.86.66.39 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

85.64.255.14 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.177.176.94 Israel 147.237.0.121

NULL Character in Header Name at FÂ†N[[#12]]Â»HÃÂ¿Ãˆ4Âš
[[#3]]Â¾zÃ»Ã Â¨Ã´Ã»6IMjnÃ³Ã¡{•Â¡Ã˜b*Ã®[[#25]]]Â¦Â´Ã©6[Âºe[[#2]]PÃ»Ã·Ã‡#Â¨Ã³Â–Â–
Ã¯S/a[[#7]]Â˜Â Â?[[#30]]m?ÃªÂ¦ [[#23]]dvÃ³jÂ¦wnÃŽ\o[[#15]][[#17]][[#25]]=Ã‘
Ã¤Ww[[#22]]Ã³[[#11]]SSÃ•Ã¦Ã‹Ã¶Ã‘IÂ—[[#30]]e[[#31]][[#0]]^[[#28]]Â˜Ã„Ã Â²[[#17]]Ã™ÂŽÂŒ
ÃŠ[[#2]][[#30]]V[[#24]]Â²s*Â‡8Ã¬)k[[#31]]$Â¢[[#11]]tÂ±yev•

Block 1

188.120.148.55 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

2.52.158.5 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

84.110.209.39 Israel 147.237.0.121 Unknown Parameter Retu in www.miluim-ishi.aka.idf.il/login Block 1

109.186.167.8 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

79.181.55.106 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

79.177.176.94 Israel 147.237.0.121

Illegal Byte Code Character in Header Name FÂ†N[[#12]]Â»HÃÂ¿Ãˆ4Âš
[[#3]]Â¾zÃ»Ã Â¨Ã´Ã»6IMjnÃ³Ã¡{•Â¡Ã˜b*Ã®[[#25]]]Â¦Â´Ã©6[Âºe[[#2]]PÃ»Ã·Ã‡#Â¨Ã³Â–Â–
Ã¯S/a[[#7]]Â˜Â Â?[[#30]]m?ÃªÂ¦ [[#23]]dvÃ³jÂ¦wnÃŽ\o[[#15]][[#17]][[#25]]=Ã‘
Ã¤Ww[[#22]]Ã³[[#11]]SSÃ•Ã¦Ã‹Ã¶Ã‘IÂ—[[#30]]e[[#31]][[#0]]^[[#28]]Â˜Ã„Ã Â²[[#17]]Ã™ÂŽÂŒ
ÃŠ[[#2]][[#30]]V[[#24]]Â²s*Â‡8Ã¬)k[[#31]]$Â¢[[#11]]tÂ±yev•

Block 1

89.138.182.143 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

79.177.176.94 Israel 147.237.0.121 Unknown HTTP Request Method [[#25]]F Block 1

212.179.92.162 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

193.43.246.250 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

31.154.5.181 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

84.110.209.39 Israel 147.237.0.121 Unknown Parameter ReturnUr in www.miluim-ishi.aka.idf.il/login Block 1

2.52.158.5 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

84.110.209.39 Israel 147.237.0.121 Unknown Parameter R in www.miluim-ishi.aka.idf.il/login Block 1

146.185.61.193 Israel 147.237.0.121 Unknown Parameter zi in www.miluim-ishi.aka.idf.il/login Block 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

79.177.176.94 Israel 147.237.0.121
Illegal URL Path Encoding [[#24]]×‘![[#2]]Ã¿×™•Ã™kâ€¦~×?o[[#27]]%oqÂ®Â¸y×§Â³Â±â€ ×?×˜
[[#30]][[#6]]Ö¹×¡[[#1]]Ã¿Ö¾ÂŸ[[#18]]o.×±Ö¾

Block 1

109.160.134.35 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

80.246.138.47 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1

79.178.208.177 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

79.177.34.105 Israel 147.237.0.121 Distributed PHP Attempt Block 1

104.236.50.16 147.237.0.121 SSL Untraceable Connection - Unsupported Cipher None 1

46.19.85.221 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.85.221 (sigalgs DoS Attack) None 1

85.130.188.101 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 1

79.177.176.94 Israel 147.237.0.121

NULL Character in Method Ã‚Â‘ÂŠÂ?ÃŽ;Â¨XÃ£Â™Ã³ÂœÃ•Ã‰NÂ•Ã¯Â”DÂ€Â©Ã˜C6GÂŽÃª[Â’
zPÃ‚
Â?ÂŽ[[#19]]ÃƒÂ•[[#31]]Âª>Â‘Â³Â¾Â±>Ã±9Ã´'#Â‡Â›ÃˆÃ©\Ã¢:ÃšÃ“[[#18]]Â¤Â ^yuÃ”Â…ÂµÃ‚
Ã´ÂŠÃšÂÃ¹ÂŽÃ€Â£[[#0]]ÃŽÂ–ÃŸÂ‹/Ã¾Â².TÂ‘Â€[[#3]]pÂ·Ã”Ã¬REÃ›tÃª[&MCÃ‡[[#30]]Â¼tÃ³Â‚
ÃºcÃ†Â«Ã¸Â”)2[Â¡Â»[[#27]]Â°ÃžÃ´Ã³hÃŽ4Ã?[[#20]][[#1]]Â²Ã?Ã¶Â¥Ã”Â–
[[#29]]'[[#3]]'Â©Â²[[#22]]Â¡r[[#15]]@Ãš[[#24]][[#6]][[#21]][[#24]]CÂ¹Ã–ÂœÃ«Â«5Ã²Ã‰
[[#22]][[#5]]Â±Â¦aÃž^cQÃ¬Ã©XLÃ§Ã“Ã¯[[#15]]R9Â‘Ã¶Â¾Ã¬Â³ÃœÃ?Â½B#Ã Â·Â²Ã‚Ãœ

Block 1

192.115.248.2 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

2.52.182.227 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

84.110.209.39 Israel 147.237.0.121 Unknown Parameter Retur in www.miluim-ishi.aka.idf.il/login Block 1

84.108.187.145 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

109.253.135.147 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

80.179.196.45 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.177.176.94 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

89.138.182.143 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

79.178.4.171 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.228.135.172 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

2.52.158.5 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_SERVER_HELLO) None 1

84.110.209.39 Israel 147.237.0.121 Unknown Parameter Re in www.miluim-ishi.aka.idf.il/login Block 1

185.32.179.202 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected , Observed
1A239063EA302EE0E4E36406B777813FCE709900F291147F9F470B233E70EC7A8EF17D0046FF23
28BACB2350BD3E77C1D9777653CC13775F4FB44C756CF5B724C26F1C0689877155ABE0EDC74
CC5F609BC271604A3D7AE4CFC29E52F455A0D2BCC0C42D3A137A6C65386517CCB27BEB12FF
EA5F079F942CCB98110B0579C21934D457C381D4D3245D11B809F8ED57D15AF5FB32BD09764
2C097B01A51B90CC9C

None 1

79.177.176.94 Israel 147.237.0.121 Malformed URL Block 1

81.218.33.77 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.179.137.74 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

109.64.223.69 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

87.69.55.109 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.177.176.94 Israel 147.237.0.121
NULL Character in URL kafÂ¶swÂ»&×³o!ÂÂŠâ€“â€Ž~[[#23]][[#22]]Ö¹â€?Ã·[[#8]][[#0]]Ãš
c>[[#18]]ÂžanÖ°Ã—Ö°Â¬xu63[[#5]][[#29]][[#1]]}Ë†â€šâ€?[[#4]]oÃ—9eÆ’8Â [[#19]]r1w×–lâ€?

Block 1

212.179.21.194 Israel 147.237.0.121 PHP Attempt Block 1

84.110.209.39 Israel 147.237.0.121 Unknown Parameter Return in www.miluim-ishi.aka.idf.il/login Block 1

2.52.36.183 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

132.64.207.7 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1

79.177.176.94 Israel 147.237.0.121 Illegal Byte Code Character in Method [[#25]]F Block 1

109.67.163.199 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ajax/updatestatus.php Block 1

80.246.136.245 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 80.246.136.245 (sigalgs DoS Attack) None 1

79.178.208.177 Israel 147.237.0.121 Multiple Unauthorized URL Access from 79.178.208.177 Block 1

213.151.48.252 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

62.219.135.44 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

89.139.252.139 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

85.64.76.161 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/firstlogin

Block 1

79.177.176.94 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 79.177.176.94 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

212.76.125.186 Israel 147.237.0.121
Unauthorized URL Access to
www.miluim-ishi.aka.idf.il/&sa=u&ved=0ahukewjo_rhu0pzkahxhpa4khxlidmmqfggkmae&usg=afqj
cngdz6y3tfrrk_nryfjxifray36-vw

Block 1

188.120.148.55 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 188.120.148.55 (sigalgs DoS Attack) None 1

2.52.158.5 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

84.110.209.39 Israel 147.237.0.121 Unknown Parameter Ret in www.miluim-ishi.aka.idf.il/login Block 1

79.177.176.94 Israel 147.237.0.121 Multiple Illegal URL Path Encoding from 79.177.176.94 Block 1

81.218.245.1 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected , Observed
2CD8A2F246905C82B126994E4DE725943DF0426095A1AE459C1E7FE498909B425F4F7DD05751
170C2B2F25DE4CED8545D5BB21057B9580B0BC2A551928749640807D2A6F4E44F0D3E084991B
565A17C0D8E647641B1CA855329A8E29DC6DBE199936CF0B651FAEA34ADBE601560F1FC92F9
219A52C94B5F6F6C8CFC58C07F8C56448F1DE7C748132D49CAEFFEAA37701758EFD2226A59BF
A14772C9C0AFC360B

None 1

 02-16-2016 to 02-17-2016 

 02-16-2016 to 02-17-2016 


