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02-16-2016 to 02-17-2016

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste|Sgnature | Device Action | DP location. Location
192.198. 151. 45 Eur ope 147.237.0.121 TCP handshake vi ol ation, first packet not syn drop BBL- Frankf urt 98
212.179. 54. 237 | srael 147.237.0.121 Block Udp All _Nets drop BBL.- | srael 6
79.182.162. 136 | srael 147.237.0. 121 Bl ock_Udp Al _Nets drop BA.- | srael 3
82. 80.217. 70 | srael 147.237.0. 121 Bl ock_Uip Al _Nets drop BBL- | srael 3
109. 66. 199. 87 | srael 147.237.0.121 Bl ock_Udp All _Nets dr op BB.- | srael 3
188. 138. 33. 46 Ger nany 147.237.0.121 Frk _Under Attack Con Tcp drop BBL- Frankf urt 2
66. 249. 81. 254 | srael 147.237.0.121 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




02-16-2016 to 02-17-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste
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02-16-2016 to 02-17-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count |
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 4
103. 53. 52. 107 147.237.0. 121 ET SCAN Potential SSH Scan 2
94. 102. 48. 193 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
89. 248. 160. 192 Net her | ands 147.237.0. 121 ET SCAN Potential VNC Scan 5800- 5820 1
193. 201. 227. 104 krai ne 147.237.0.121 ET SCAN Potential SSH Scan 1




02-16-2016 to 02-17-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Sgnature

‘Tar get Address |S t% Name

17.78.104.113 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1234
149. 78. 225. 199 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1055
15. 65. 244. 12 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1006
199. 207.253. 96 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 994
67.81.250.171 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 855
17.78. 84. 202 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 760
90. 52. 92. 24 France 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 721
149. 78. 30. 47 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 635
66. 102. 9. 87 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 605
149. 78. 148. 86 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 502
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 492
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 450
64.134.221.255 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 398
85. 115. 52. 201 zlnt:gom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 368
165.225.72.74 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 359
149. 88. 145. 252 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 347
149. 78. 24. 205 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 342
149. 78. 144. 45 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 306
212.82.108.32 |lrel and 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 291
149. 78. 239. 136 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 290
109. 160. 178. 240|1 sr ael 147. 237.0. 121 Sreanimg E_qgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 252
Ret r ansni ssi on dr opped.
149. 88. 239. 203 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 238
193.34.101.20 |Ger many 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 237
50.204. 67.242 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 234
149. 88. 204. 253 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 226
149. 88. 150. 161 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 225
109. 226. 17. 135 |l srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 221
167.64. 72. 10 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 219
149. 78. 180. 7 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 216
212.82.108. 33 Irel and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 164
149. 78. 162. 52 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 161
17.78.123. 62 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 154
2 54.62. 142 | srael 147. 237. 0. 121 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansni ssi on dr opped.
109. 253. 194. 249 |1 sr ael 147 237.0. 121 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansn ssi on dr opped.
37.26. 147 198 | srael 147. 237. 0. 121 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
149. 78. 148. 243 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 134
149. 78. 210. 104 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 128
149. 50. 77. 34 Lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 123
149. 88. 196. 104 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 122
149.78. 81. 24 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 119
149.78.47.219 |lsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 99
66.87.117. 34 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 98
149.78. 32. 19 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 98
149. 78. 215. 111 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 96
46. 16. 140. 92 Qypr us 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 92
194.177.16. 3 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 85
212.58. 38. 130 LK!i“r::gom 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 85
149. 78. 218. 27 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 80
149. 88. 185. 38 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 80
15. 65. 252. 14 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 75




02-16-2016 to 02-17-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% Sgnature : ‘Count
Ceo Action
193. 43. 246. 250 |l srael 147.237.0. 121 Mil ti pl e Whaut hori zed URL Access from 193. 43. 246. 250 B ock 11
79.177.176. 94 | srael 147.237.0.121 Miltiple Il1egal Byte Gode Character in Mthod from79.177. 176. 94 B ock 11
79.177.176.94 |lsrael 147.237.0. 121 Ml ti pl e Abnornal |y Long Request from 79.177.176.94 B ock 11
212.179.21.194 |Israel 147.237.0.121 Ml ti pl e Uhaut hori zed URL Access from 212, 179.21. 194 B ock 11
79.177.176.94 |lsrael 147.237.0.121 Mil tiple Mal formed URL from79.177.176. 94 B ock 10
79.177.176. 94 | srael 147.237.0.121 Mitiple |llegal Byte Gode Character in Header Nane from79.177.176. 94 B ock 10
79.177.176. 94 | srael 147.237.0. 121 Mil tipl e Unknown HTTP Request Method from 79.177. 176. 94 B ock 10
109. 67. 163. 199 |l srael 147.237.0.121 Ml ti pl e Whaut hori zed URL Access from 109. 67. 163. 199 B ock 9
79.177.176.94 |lsrael 147.237.0. 121 Miltiple Ill1egal HITP Version from79.177.176. 94 B ock 9
79.177.176. 94 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in Header Val ue from79.177. 176. 94 B ock 9
79.177.176. 94 | srael 147.237.0.121 Mil tiple Abnornal |y Long Header Line from79.177.176.94 B ock 9
79.177.176. 94 | srael 147.237.0.121 Mil tiple NLL Character in Header Nane from 79.177.176. 94 B ock 8
79.177.176. 94 | srael 147.237.0. 121 Mil tiple Mal fornmed HITP Header Line from79.177.176. 94 B ock 7
79.177.176. 94 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in URL from79.177.176. 94 B ock 7
212.179.21.194 |lsrael 147.237.0. 121 D stributed PHP At enpt B ock 6
109. 160. 141. 34 |lsrael 147.237.0.121 Ml ti pl e Uhaut hori zed URL Access from 109. 160. 141. 34 B ock 6
193. 43. 246. 250 |l srael 147.237.0. 121 D stributed PHP At enpt B ock 6
109. 67. 163. 199 |l srael 147.237.0.121 DO stributed PHP At enpt B ock 5
62. 90. 99. 64 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 4
194.177.16.3 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 4
212.179.21.194 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to v mil ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 3
84.110. 209. 39 | srael 147.237.0.121 Mil ti pl e Uhaut hori zed URL Access from 84. 110. 209. 39 B ock 3
79.177.25.123 |israel 147.237,0. 121| |Franeter Type Molation ctl 00SCnt ent A acetbl der 13txtN muk in Bock |3
wwv il ui mi shi . aka. i df.il/val t anmequest
109. 160. 141. 34 |l srael 147.237.0.121 PHP At t enpt B ock 3
109. 66. 165. 100 |I srael 147.237.0.121| |Pameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |2
v | ui mi shi. aka.idf.il/general petition
79.177.176. 94 | srael 147.237.0.121 Mil tiple NLL Character in Method from79.177.176. 94 B ock 2
37.26. 148. 216 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
82.80. 198, 164 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept
62. 90. 35. 175 I sragl 147. 237.0. 121 PararTet gr Type \iol gti qn ct | 00$Cont ent_Pl acehbl der 1$ct | 00$t xt NewPass1 in B ock 2
wwv m | ui mi shi . aka.idf.il/personal settings
79.177.176. 94 | srael 147.237.0.121 Mil tiple NLL Character in Wl from79.177.176.94 B ock 2
212.199. 76. 168 |l srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 2
31.168. 123. 89 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
79.177. 34. 105 | srael 147.237.0.121 Ml ti pl e Uhaut hori zed URL Access from 79.177. 34. 105 B ock 2
46.19. 85. 221 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 2

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

667D249088B4BD974198D661386B69FC8A169A879D1694DDOE9EF99CE2227D533BCFB9872CB
3FE465D099C32E2F5E55F1467B909C61E3D45643E26BECF71B003F72D8206 DSEBOF01BE6 DAFBA
3D3731B7664E158A268037F78ACI9D26C1A428DF4593508F708A9F811F43C1F872816C64D53F
5.22.129.224 |lsrael 147.237.0.1211 137853921 F2E04D6BL007CAD7014CD, Chser ved None |2
28CCCC8914F2F28DC53EBDSES8CF805E288AB35FA02431EF8ES5926A19C63B8559660D0548B03
6CBF2981F0AE81D76EB8CIOCF3D97B93AAC87B75A1AC6D53D59F2AFF9547080FDD883ED2ABE2

A61D35524B5F875D559C35F8A3ADB2AB885984912D4D8AC

84.108. 224. 237 |lsrael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 2
31.168.199. 211 |lsrael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2
79.180. 174. 241 |l srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
79.177.176. 94 | srael 147.237.0.121 Abnornal |y Long Header Line request header nane B ock 1
46.19. 86. 108 | srael 147.237.0.121 Uht raceabl e SS Sessi ons: si gal gs DoS At ack None 1
87.69. 102. 57 | srael 147.237.0.121 SSL Untraceabl e Gonnection - Protocol violation (SSL_GONN Al ENT_CERTI Fl CATE REQUEST) None 1
79.177.176. 94 | srael 147.237.0.121 Too Many Headers per Request - 30 Headers B ock 1
5.28.174. 168 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
84. 110. 209. 39 | srael 147.237.0. 121 Uhknown Paraneter ReturnUin waw mluimishi.aka. idf.il/login B ock 1
2.52.132.103 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - pen Mde None 1
132. 70. 66. 12 | srael 147.237.0. 121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN CLI ENT_CERTI FI CATE REQUEST) None 1
Illegal HITP \ersion AR
79.177.176.94 |lsrael 147.237.0. 121 *A™MEAS A'[[#6]] 3 B ock 1
eCBUA8) ACA¥] [ #31] ] Ky NAT
109. 160. 134. 35 |l srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLCONN QLI ENT HALLO None 1
80. 246. 136. 245 |l srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
79.178.208. 177 |lsrael 147.237.0.121 PHP Attenpt B ock 1
95. 86. 66. 39 I srael 147.237.0.121| [P ameter Type Mol ation ctl 005Cont ent A acetbl der 1%txtTitl e in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
85. 64. 255. 14 lsrael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

par anet er _accept
NULL Character in Header Name at FATN [#12]] A»HA- AcK4AS

79.177.176.94 |[Israel 147.237.0. 121 AS a[[#7]]1 KA A2[[#30] | nPAe Al [[#23]]dvA3j A wnAA of [#15] ][ [#17]] [ [#25]]=A B ock 1
Ao [ #22] ] A3 [ [ #11] ] SSAA AATAI A—[ [#30] ] e[ [ #31] ] [[#0] ] [ [ #28] ] KAA A [[#17]] AMAZAE
AS[ [ #2]1[[#30]] V] [ #24] ] A2 s* At8A-) K[ [ #31] ] SAC[ [ #11] ]t Aryevs

188. 120. 148. 55 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
2.52.158. 5 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS Attack None 1
84.110. 209. 39 | srael 147.237.0.121 Lhknown Paraneter Retu in ww il uimishi.aka.idf.il/login B ock 1
109. 186. 167. 8 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww niluimishi.aka. idf.il/ B ock 1
79. 181. 55. 106 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1

Illegal Byte Code Character in Header Name FATN [#12]]AsHA AK4AS
79.177.176. 94  |lsrael 147.237.0. 121 A9 a[[#7]]1 KA A2[[#30]] npAe A [[#23]] dvA3j A wnA2 of [#15] ][ [#17]][[#25]] =A B ock 1
Ao\ [ #22] ] A3 [ [#11] ] SSAA AATAI A—[ [#30] ] e[ [ #31] ] [[#0] ] ~[[#28] ] KAA A [[#17]] AMAZAE
AS[ [ #2]1[[#30]] V] [ #24] ] A2 s* At8A-) k[ [ #31] 1 SAC[ [ #11] 1t Aryevs

Unknown Paraneter ctl 00_Cont ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n

89.138. 182. 143 |l srael 147.237.0. 121 TR S . B ock 1
vwn il ui mi shi . aka.idf.il/login

79.177.176. 94 | srael 147.237.0.121 Unknown HTTP Request Method [[#25]] F B ock 1

212 179.92. 162 |1 srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

193. 43. 246. 250 |l srael 147.237.0.121 Uhaut hori zed URL Access to wawn mil ui mi shi.aka.idf.il/aj ax/ updat est at us. php B ock 1

31.154.5.181 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1

84.110. 209. 39 | srael 147.237.0.121 Uhknown Paraneter ReturnU in wawv mluimishi.aka. idf.il/login B ock 1

2.52.158.5 | srael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN CLI ENT_CERTI FI CATE REQUEST) None 1

84.110.209.39 |lsrael 147.237.0. 121 Uhknown Paraneter Rin vww mluimishi.aka idf.il/login B ock 1

146. 185.61. 193 |lsrael 147.237.0.121 Lhknown Parangeter zi in ww mluimishi.aka.idf.il/login B ock 1




02-16-2016 to 02-17-2016

Devi ce
Action

1
A tacker ‘Count

Attacker Address Geo Target Address St%S‘gnature

Ill1egal URL Path Encoding [[#24]]x1[[#2]]Acx™e AMKAE! ~x?0[ [ #27] ] YoqARA, yx8A8 AtAE x?x”

79.177.176.94  |lsrael 147.237.0.121 [[#30] ] [[#6]] O xi [[#1] ] AVAY] [ #18] ] 0. x+C¥ B ock 1
109. 160. 134. 35 |lsrael 147.237.0.121 Uhknown Paraneter ch in ww niluimishi.aka.idf.il/login B ock 1
80. 246.138. 47 |l srael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHol der 1$t xt Pass i n www mil ui mi shi.aka.idf.il/login B ock 1
79.178.208. 177 |lsrael 147.237.0.121 Uhaut hori zed URL Access to wawn mil ui mi shi.aka.idf.il/aj ax/ updat est at us. php B ock 1
79.177. 34. 105 | srael 147.237.0. 121 DO stributed PHP At enpt B ock 1
104. 236. 50. 16 147.237.0.121 SSL UWhtraceabl e Gonnecti on - Uhsupported d pher None 1
46. 19. 85. 221 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from46. 19. 85. 221 (sigal gs DoS At ack) None 1
85. 130. 188. 101 |1 sradl 147 237.0. 121 Paranpt er Type Mol gti on ct 1 00$Cont enFP! acetbl der 1$ct | 00$t xt NewPass1 in B ock 1
wwv mi | ui mi shi . aka.idf.il/personal settings
NULL Character in Method AAASA?AZ; A" XAEA™A3 AceAsA%.NAA~ A'DAEACA C6GAZA [ A
ZPA
A2AZ[ [ #19] 1 AfAe[ [ #31] ] A >AA AvA+>A+9A ' #ATAA A Ac: ASA [ #18]] AcA ~yuA’A.. . AuA,
79.177.176.94 |lIsrael 147.237.0. 121 A ASASA- At AZREAE [ #0] ] AZA-AYAd A¥A2 . TAAE[ [ #3] ] pA- A"A-REAt A2 [ &MCAL[ [ #30] ] Avs A3 A B ock 1
BocATAA, A 2[ Aj As[ [ #27]] A° A2A B3 hAZARR[ [ #20] ] [ [ #1] ] A2 A2 AT AYA A~
[[#29]1" [[#3]]" Acre[[#22] 1 Air[[#15]] @S] [#24] ][ [#6] ] [[#21] ] [ [ #24] ] CAt A-AceA«A«5A2 Ad%o
[[#22]]1[[#5]] AtAl aAz"c QA-ACXLASA'AT[ [ #15] ] ROAATAYA-As AceA?AVBHA A. A2 A A
192. 115. 248. 2 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
2.52.182. 227 | srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1
84.110.209.39 |lIsrael 147.237.0.121 Lhknown Paraneter Retur in ww mluimishi.aka.idf.il/login B ock 1
84.108. 187. 145 |israel 147. 237.0. 121 U1knc_>v\n. Pa_r arTet er f:tl QO_Can ent Pl aceHbl der 1_f uAddPar t ner Appendi x| DDocs&H | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login
109. 253. 135. 147|l srael 147.237.0.121 Unt raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
80.179. 196. 45 | srael 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
79.177.176.94 |lsrael 147.237.0. 121 Il11egal Byte Gode Character in Header \Val ue B ock 1
89. 138. 182. 143 |1 srael 147. 237, 0. 121 U1kn(_)\/\n‘ Pa_r amet er ptl O_O_Q)nF ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
79.178.4.171  |israel 147.237.0.121| [P @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
v il ui mi shi . aka. i df.il/general petition
84.228.135.172 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - pen Mde None 1
2.52.158.5 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLCONN SERVER HALLO None 1
84.110.209.39 |lsrael 147.237.0. 121 Uhknown Paraneter Re in vww mluimishi.aka. idf.il/login B ock 1
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1A239063EA302EEOE4E36406B777813FCE709900F291147F9F470B233E70EC7ABEF17D0046FF23
28BACB2350BD3E77C1D9777653CC13775F4FB44C756CF5B724C26F1C0689877155ABEOEDCT 4
185.32.179.202 |l st ael 147.237.0. 1211 |05 E609BC271604A3D7 AEACFC29E5 2F455A0D2BOCOCA2D3A137A6C65386517CCB27BEB1 2FF | °"¢ |

EAS5F079F942CCB98110B0579C21934D457C381D4D3245D11B809F8ED57D15AF5FB32BD09764

2C097B01A51B90CC9C
79.177.176.94 |lsrael 147.237.0. 121 Mal formed URL B ock 1
81 218.33. 77 I sragl 147. 237 0. 121 Dstributed Paraneter Type Mol ation on wawv ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
79.179. 137. 74 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 64. 223. 69 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
87 69. 55. 109 | sragl 147 237.0. 121 DO stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
NULL Character in URL kaf AfswA»&x3 o! A- ASAE"4EZ~ [ #23 #22] 1 O &€?A [ [#8 #0]] AS
79.177.176.94 I srael 147.237.0. 1211 |0 1)) AZanO’A—O‘A—‘XUG:;[T[#S] 1[[#29]][[#1]] }[E[Ta€s]a](=2[’?[[ [#4]]]] oA—geﬁgA [][] #Et{g] ]] 2 lwdaer  |Fock [T
212.179.21.194 |lsrael 147.237.0. 121 PHP At t enpt B ock 1
84.110. 209. 39 | srael 147.237.0.121 Uhknown Paraneter Return in www nlui mishi.aka. idf.il/login B ock 1
2.52.36.183 | srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
132. 64. 207. 7 | srael 147.237.0.121 Paraneter Type Mol ation accept in ww niluimishi.aka.idf.il/login B ock 1
79.177.176. 94 | srael 147.237.0.121 Illegal Byte Gde Character in Mthod [[#25]]F B ock 1
109. 67. 163. 199 |l srael 147.237.0.121 Uhaut hori zed URL Access to wan il ui mi shi. aka.idf.il/aj ax/ updat est at us. php B ock 1
80. 246. 136. 245 |l srael 147.237.0. 121 Mil tiple Uhtraceabl e SS. Sessi ons from 80. 246. 136. 245 (si gal gs DoS At t ack) None 1
79.178.208. 177 |lsrael 147.237.0.121 Ml ti pl e Uhaut hori zed URL Access from 79.178. 208. 177 B ock 1
213.151.48. 252 |israel 147.237.0. 121| |Franeter Type Miolation ctl00SCont ent M acetbl der 13t Fer ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
62. 219. 135. 44 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
89. 139. 252. 139 |l srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vww mi | ui mi shi . aka.idf.il/snsverify |B ock 1
85.64.76.161  |Israel 147.237.0.121| [P @meter Type Mol ation ctl00$Content A acetbl der 15 xt Gapt cha i n Bock |1
v i | Ui mi shi . aka. i df . i |/ newpasswor d/ firstlogi n
Mil tiple Untraceabl e SSL Sessions from79.177.176. 94 (Protocol viol ation
79.177.176.94 |[Israel 147.237.0. 121 ( SSLﬁOONN_ APPLI CATI ON_DATA_EXCHANGE) ) ( None 1
Unaut hori zed URL Access to
212.76.125.186 |[lsrael 147.237.0. 121 waw m | ui mi shi . aka. i df.il/&a=u&ed=0ahukew o_r huOpzkahxhpadkhx! i dnmgf ggkmae&usg=af gqj |B ock 1
cngdz6y3t frrk_nryfj xi f ray36- vw
188.120. 148.55 |l srael 147.237.0. 121 Mil tiple Uhtraceabl e SS. Sessi ons from 188. 120. 148. 55 (si gal gs DoS At t ack) None 1
2.52.158.5 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
84. 110. 209. 39 | srael 147.237.0. 121 Lhknown Paraneter Ret in wwy mluimishi.aka.idf.il/login B ock 1
79.177.176. 94 | srael 147.237.0.121 Miltiple Illegal UR. Path Encodi ng from79.177.176. 94 B ock 1
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2CD8A2F246905C82B126994E4DE725943DF0426095A1 AEA59CLE7 FE498909B425F4F7DD05751
170C2B2F25DE4CED8545D5BB21057B9580B0BC2A551928749640807D2A6F4E44FOD3E084991B
81.218.245.1  [Israel 147.237.0. 121 | 5e A17C0DBEG47641B1CA855329A8E29DC6 DBEL 99936 CFOB651FAEA34ADBE601560F1FCo2F9 | O |1
219A52C94B5F6F6C8CFC58C07F8C56448F1DE7C748132D49CAEFFEAA37701758EFD2226A59BF
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