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02-15-2016 to 02-16-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on

212.179. 54. 237 | srael 147.237.0.121 B ock Wp All Nets dr op BBL- | srael 6
212.179. 46. 189 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 3
82.81.12. 22 | srael 147.237.0.121 Bl ock_Ulp All _Nets drop BB.- | srael 3
94.102. 49. 151 Net her | ands 147.237.0.121 Frk_Under Attack_Con_Tcp drop BBL- Fr ankf urt 2




02-15-2016 to 02-16-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



02-15-2016 to 02-16-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |StdSgnature | count |
59.45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
117. 215. 20. 10 Indi a 147.237.0. 121 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
211.140.199.85 |China 147.237.0.121 ET SCAN Potential SSH Scan 1
40.76.71.119 Lhited Sates |147.237.0.121 ET SCAN Potential SSH Scan 1
112. 16. 94. 159 Chi na 147.237.0. 121 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
192.198. 151. 45 [Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
212.7.199. 208 Netherl ands  |147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1




02-15-2016 to 02-16-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Sgnature

Target Address |S t% Name

17.78.104.113 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 983
149. 88. 200. 200 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 760
17.78.98. 101 Lhited Sates [147.237.0.121 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 701
208.81.64.248 |lhited Sates |147.237.0.121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 556
46. 19. 86. 252 I srael 147.237.0. 121 Sreani ng E_wg| ne: TP Invalid Inval i d segnent retransnission. Packet drop 540
Ret r ansni ssi on dr opped.
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 538
66. 102. 9. 97 Lhited Sates [147.237.0.121 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 512
149, 78.215. 111 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 494
145. 107. 137. 181|Net her | ands 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 483
185.24.206.40 |israel 147.237.0.121| |Bad TCP sequence Ssca::‘]( retransmt wth different wndow o oo 463
185. 24.206.40 |l srael 147.237.0. 121 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 424
85. 115. 52. 201 LKTI;;gom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 402
194. 9. 253. 237 LKJ?Ir:;gom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 390
149. 88. 153. 231 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 387
189.43.48.115 |Bazil 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 352
149. 78. 234. 88 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 342
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 326
149. 88. 143. 190 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 324
17.78. 84. 202 Lhited Sates |[147.237.0.121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 298
149. 78. 234. 31 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 286
195. 16. 162. 218 |Ger many 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 274
167. 220. 196. 223 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 252
149. 78. 180. 7 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 226
149. 50. 77. 88 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 189
149. 88. 196. 104 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 167
140. 242. 217. 2 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 160
149. 88. 65. 182 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 160
77.56.63.127 Sntzerl and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 159
46. 252. 67. 218 LK!i“r::gom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 157
134. 222. 104. 250|Net her | ands 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 146
149. 50. 77. 34 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 144
85. 130. 251. 212 |1 srael 147.237. 0. 121 Srean ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
46. 19. 86. 218 I sragl 147.237.0. 121 Sreani ng E_wg| ne: TP Invalid Inval i d segnent retransnmission. Packet drop 144
Ret r ansnii ssi on dr opped.
2 54,50 232 | srael 147.237. 0. 121 Srean ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
149. 88. 236. 241 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 141
149. 78. 148. 86 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 139
149. 88.112. 121 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
149. 88. 233. 26 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 126
149. 78. 40. 45 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 125
192.211.52.86 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 124
149. 88. 230. 167 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 120
54.174.60.191 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 120
149. 88. 70. 187 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 103
149. 78. 139. 79 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 103
149.78.31.201 |lIsrael 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 98
149. 78. 13. 192 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 96
149. 88. 233. 59 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 90
149. 78. 80. 42 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 90
77.126.19. 196 | srael 147. 237. 0. 121 S rean ng Enjgl ne: TP Invalid Inval id segnent retransnission. Packet drop 81
Ret r ansnii ssi on dr opped.
54.174.58. 75 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 81




02-15-2016 to 02-16-2016

|Top Attackers In V\AF|

At acker ) Devi ce

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count

87.68. 154. 122 | srael 147. 237. 0. 121 Paranpt er T_ype_ Mol a_tl on ctl OO$Q)nt‘ent A acetbl der 1$t xt Per ut Bakasha i n B ock 6
viwv m | ui mi shi . aka. i df . i | / changeuni t

62. 90. 99. 64 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 5

193. 43. 246. 250 |l srael 147.237.0. 121 D stributed Uhaut hori zed HTTP Met hod B ock 4

91. 207. 90. 10 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 3
par anet er accept

87 69.190. 96 — 147 237.0. 121 Fararr_et er Typg Mol gtl on ct | 00$Cont e_nt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 3
v | ui mi shi. aka.idf.il/general petition

192.118. 99 100 |israel 147. 237. 0. 121 Pararr_et er 'I_'ypg Mol §t| on ct | 00$Cont gnt.Pl acehbl der 1$t xt Per ut Bakasha i n B ock 3
wwv | ui mi shi. aka.idf.il/general petition

80. 246. 139. 165 |l srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vwwy mi | ui mii shi . aka.idf.il/snsverify |B ock 2

2.54. 135. 145 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2

46.19. 86. 115 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2

79.182.176.18 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 2

5 28. 177, 46 | srael 147. 237. 0. 121 Pararr_et er ‘I_'ypg Mol gtl on ct | 00$Cont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 2
vy il ui mi shi . aka. i df.il/general petition

138.134.102. 16 |l srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2

79.179.104. 107 |Israel 147,237 0,121 |Praneter Type Molation ctl00SCont ent M acetbl der 13t xt Gapt cha in Bock |2
wwv il ui mi shi . aka.idf.il/newpassword/ firstlogin
Mal formed URL cO =A x'dxY[ [ #25] ] f xax™ x2 At bASWF - xxZa€; [ [ #22] | [ [ #27]] 34€

77.125.2.54 I srael 147.237.0. 121 CAMI x7i o[ [ #25]] x0x" O3 x} [ [ #11] ] A€ %A, x2x2A kKAG] x 60> Bl ock 1

109. 66. 62. 30 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1

62.219. 44. 242 |l srael 147.237.0. 121 Lhtraceabl e SS. Sessi ons: si gal gs DoS Attack None 1

46. 19, 86. 28 lsrael 147 237.0. 121 Parangt er T)_/pe‘\A ol atll on _ctl 00$Cont ent Pl aceHbl der 1$t xt Capt cha i n B ock 1
wanv mi | ui mi shi . aka. i df. il /newpassword/ f or got passwor d

212.199. 69. 213 |israel 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

85. 64. 234. 152 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

37.26. 148. 160 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1

185. 120. 125. 26 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

132.70. 66. 12 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS. Sessi ons from 132. 70. 66. 12 (si gal gs DoS At ack) None 1

77.125.165. 254 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT_FI N SH RESUMED SESSI ON None 1
Ill1egal Byte Gode Character in Mthod A2J[[#12]] A BA SARA} ufe~[ [#15]]A,

77.125.2.54 I srael 147.237.0. 121 A2 [[#11]] L(A e[ [ #30] ] A?[ [ #26] ] AA[ [ #18] ] EA?AVA [ [ #19] ] &4AuYAT Bl ock 1
B[ [ #5]] 4[ [ #7]] HsA-u. ~APAEORAR] [ #27]] At[[#25] ]

109. 64. 135. 227 |1 srael 147. 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

62. 90. 58. 17 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

212.235.96.66 |lsrael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1

87.70.21. 147 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessions from87. 70. 21. 147 (Ulhsupported Legacy SS. Version) None 1

84.95. 1. 244 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

46.19. 85. 102 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

31 168.170.54 |israel 147 237.0. 121 Farangt er T)_/pe_\/i ol at_| on _ctI 00$Cont ent A aceHbl der 1$t xt Capt cha i n B ock 1
wane mi | ui mi shi . aka. i df . i |/ newpasswor d/ f or got passwor d

147 236. 232. 2521 srael 147. 237. 0. 121 Unknqvxn. Pa}' angt er gtl O'O_Cbnt' ent P acetbl der 1_f uAddMar ri ageCer t Docsé&Fi | esToSend i n B ock 1
wwv | ui mi shi. aka.idf.il/login

79.180. 166. 247 |l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: hknown SS. Sessi on None 1

77.125.2.54 | srael 147.237.0. 121 NULL Character in Header Nane at B ock 1

109. 160. 134. 35 |1 srael 147. 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

91.231.192. 149 |lsrael 147.237.0.121 Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
O stributed Whaut hori zed URL Access on

62.219.141. 107 [Israel  [147.237.0. 1211 |\ i) i rmi shi . aka i of.i |/ htt ps: /v ni | i mi shi . aka, i df.i1/ Bock |1

212.199. 121. 196|i srael 147.237,0, 121 |  |Fareter Type Miolation ctl00SCont ent  acetbl der 13t xt Per ut Bakasha i n Bock |1
wwv | ui mi shi. aka.idf.il/general petition

80. 246. 139. 165 |l srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1

37.46. 38. 135 | srael 147.237.0. 121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww il uimishi.aka. idf.il/ B ock 1

188.120.154.2 |1 srael 147. 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

2.54.184.118 | srael 147.237.0.121 D stributed Waut hori zed HTTP Met hod B ock 1

132. 70. 66. 12 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
8A543EC7D20B73A8DE1F488EF96462BE4ADBC0433EF0139885012767834CA4504FD899ES55CB5E
2B59C52F3DBCFABEAESA54854F420B45B3A2A5ADF963772E5AC3F91FEBF930A7875276CFB493
8FF4C175C0225A9568CA150B227D38A710EC31F3ED1C2D8E311E67F5C3AB7C19F7B32B71F7C

79.178. 24. 126 | srael 147.237.0. 121 C7B67A9B7CE740B04B7DCT4B4CD63, Obser ved None 1
344695DEF6B64B7477085002F2E8FC77FD946B36407B4B9B3A8F4FBCCC871F1A21AE6BF86D20
9E488E4113966676BE60983D079E604EB29607066CA8F6F884428F478188F7ABE7B3CDCBABDC
85C891594AF0D561142C069F1748AD7BB914FE6CI9DI99EL
Ill1egal Byte Code Character in URL cO =A x‘dxY[[#25]]f xox™- x2 Al bASW - x+xZ4€

77.125.2.54 - Israel - |147.237.0. 1211 |rr o011 #27]] 3860AM 21 Ro[ [ #25] ] xOx" G x} [ [ #11] ] A€HA x2x2A! kAC! X e0> Block |1

109. 65. 80. 152 | srael 147.237.0.121 SSL Uhtraceabl e Connection - Protocol violation (SSL GONN QLI ENT_ CERTI FI CATE REQUEST) None 1

87.70.21. 147 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Lhsupported Legacy SSL Version None 1

213. 8. 39. 241 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww il uimishi.aka.idf.il/ B ock 1

199. 203. 122. 2491 sr el 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

84.108. 110, 7 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wwv ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
Cooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
CB81022451B445E3AFE86C0018A9360F595551864D7955DB49ACA262A932701C403839F5585
30C45D7EB40D369EF9B96178CB5EE6DE15C50C6BOFAODS5849EF7FDD5EF2BE30691E53F6B88E4AD

46.19.85.109 |lsrael 147.237.0.121) 163 78703EE7FF10E83CB054B3BCB3C23DDD7582F366150ABD6 DEBSAEC5465F30D8E13F871842D O™ [
9AB72C1AE3438FCCA16BFFE7317C93DFOD1BEF67BF78F7DF22D343042869D0730DE3CC2AC3E
C26CDF652A00625F0

31.210.187. 182 |lsrael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww il uimishi.aka.idf.il/ B ock 1

147 236. 232. 2521 srael 147. 237. 0. 121 UﬁanV\n‘ Pa_r arTet er .Ctl O_O_G)n_t ent Pl aceHbl der 1_f uAddSt udyEnpl oynent Per ni t Docs&Fi | esToSend in B ock 1
vy il ui mi shi . aka.idf.il/login

77.125. 2. 54 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL CONN APPLI CATI ON DATA EXCHANGE) None 1

2.54.0.161 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SSL Sessi ons from?2.54.0. 161 (sigal gs DoS A tack) None 1

109. 160. 134. 35 |l srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hknown SSL Sessi on None 1

95. 35. 16. 78 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

77.125. 2. 54 | srael 147.237.0.121 Abnornal | y Long Request et hod B ock 1

46.19. 86. 210 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1




02-15-2016 to 02-16-2016

A tacker

Attacker Address Geo Target Address St%S‘gnature

Gooki e I'njection on cookie . ASPXAUTH wi th val ue
121395D533B9AD82492A295BD2328B6EF1EBBOASF4C282B4884E8C93776D52F6974092E27590
E7C88D05221D427A55F4916D6157A846F3CE7B30F5FBA35D5CFBDI7B54457BDEEB63C5FFO35F
212.235.96.66  Israel 147.237.0. 121 | ~~34F2307772BF53CEADB5FD5A98 CB8 AGBF94 C5 FADBS FE7 D65C69 CF6ADCADL54F4E1936954 | O |1
1CA9B1FOCOBOBIDLEO3DEFA948421E77D531DF4D51848CD6BBC8807 EA2B3FA6687BB457BE09
5583E9D06708297ACA

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

E606797 CCOEDIADAEEBFF295001C031F5591EF98FE666A33587B034747DC394E9FED79A21EDDF
C31AF522CE7B3BD6A6897DADASDOA453638B2E2AC5F08363CB895181A1A2B1BE29B5B2DOEB
EA6FBC6D7911199DF33FECB44A7 F8 C3EEBFA5ABCACO722B9765DEE5245FF5662BB3A76EESBCA
87.69.190.96  Israel 147.237.0. 1211 oo 665600 AFAFBEF730F6587BB3341, Chser ved None |1
41A3A4DA2D30C68F5E3B4A2D7 2BEOBCC87E1EB55BE3DLAICEL 2E08780FEECL E338B6CEOD0218
78DD3C077412E3B3ED88717EB33DES4C6B833402D09439C5D02DBOES84DOFB8D342369B0796
5F487A9432926541117611D0067D6033F2921BC70C0C66B

DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx
par aneter accept

Qooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved
19E2B2B6D6AL5A9F6366561CAF9FA3AD8417C579860CACCBOF2CEE9393FB8COBI1DA4CO586
7F4040B7995FA5A82382964D441BE302BAD5F588AA6FOEA0480776ACD657 15E523A2D5677EE
46.19.85.69 | srael 147.237. 0. 1211 | o ABDOF7D160304 CF5A67EBO3A39206C6 FAFSFODD8 7 C88668E5EA8976D811E5BFD061CoE33 | P |
D8A935514F806E8291182E339DC894EF17896DE4DABI35CECI326E4C34754A5C5F8A7CO304E

81.218.245.1 | srael 147.237.0.121 B ock 1

48313BF6CA11B4D39B97
192.115.248.2 |lsrael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1
79.178.138. 150 |lsrael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1

Illegal HTTP Version AAE[ [ #26]] LA [ [ #2] ] AZAskt A27[ [ #3] ] AAATQA-AtAcUA] [ #5] | 4A-UAZA!
[[#30]][[#29]1A AcAc0R xAAe ZAEA...zO[ [ #19]] A [ [ #28] ] A¥Aa7) [ [#27]]-[ [ #22] ] AYAS

77.125.2.54  |lsrael - |147.237.0. 021\ [ fung)) e[ [ #31]] AV [#0]] A2l [ #17] ] AwFB] [ #5]] AMAGA: &T4[ [ #8] ] AcASAL | AfAfL [ #12]] A Bock 1
MA?3. AvA»

109. 66. 62. 30 | srael 147.237.0.121 Mil ti pl e Untraceabl e SSL Sessi ons from 109. 66. 62. 30 (Qpen Mde) None 1

89. 139. 30. 10 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 1

62. 128. 45. 222 | srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1

213.57. 188. 121 | srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

46.19. 85. 228 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

212.179. 129. 6 — 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

84.108. 208. 23 |israel 147 237 0. 121 Paraneter Type M ol ation ctl00$Cont ent Pl acetbl der 16t xt Capt cha i n B ock 1

wane mi | ui mi shi . aka. i df . i |/ newpasswor d/ f or got passwor d
80.179.21.9 | srael 147.237.0. 121 Uhknown Paraneter prmin www ml ui mishi.aka.idf.il/login B ock 1
Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
v il ui mi shi . aka. i df.il/general petition

Paraneter Type Mol ati on ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
vy il ui mi shi . aka. i df.il/general petition

109. 186. 167. 8 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1
Uhknown HTTP Request Met hod A?J[[#12]] A3 [ BA SA?A} uAe~[ [#15]] A,
A2 . [[#11]]1L(A 6[[#30]] A?[ [ #26]] AA[ [ #18] ] EA?AVA [ [ #19] | &4AuYAt

31.210. 188. 51 | srael 147.237.0.121 B ock 1

185. 3. 147. 208 | srael 147.237.0.121 B ock 1

77.125.2.54  lsrael - \147.237.0. 1211 o) a1 [#7]] HsAou. ~APAGEORAR] [ #27]] A [#25]] in URL cO =A xdxV[ [ #25]] f xox=-x2 Mbhs  [F O |
W - x+x7a€; [ [ #22] ] [ [ #27] ] 3a€¢AY x2i A2 [ #25] | x©x™ (& x} [ [ #11] ] AEHA x?2x?A! kA¢l x2e0>
2.54.0.161 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
95. 86. 124. 241 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
77.125. 2. 54 | srael 147.237.0.121 Illegal Byte de Character in Header Nane B ock 1
46.121. 68. 210 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: hknown SS. Sessi on None 1
212. 235. 96. 66 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from 212, 235. 96. 66 (si gal gs DoS A t ack) None 1
82. 80. 56. 21 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wav il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

par anet er accept

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
115AAA3BFC4512810F386A643FA53C5669FC6FB791B7C09717DEE9D9336625A7905D843B5B5
9C42D01B58876C0AD246CCA477E9EACD7F98C599DA1498B366916DE45478C477A8EF2EF65A1
AE6FCE18C6536289100B654C003285214C9DBB852F8A1D158CB881B8DFDIDEF376D5A6F1C81
46.19.85.101  |Israel 147.237.0.121| 19543583301 BRO8BABOF6BBEB5576FED2, Chser ved None 11
02CACADDDD71EEF104F3A4D926AC2288602F43EBB5504BB7A31BOACAEL1BFA650CED49BA2ES
1B079DE8623F6FC6363F7D536C07ED5D4DBF677D5FBA63D38EA06B87DAE6A78D379236EEC10
2A6557AE460403DC33A4E455AF611B98E48098A65CLEFAB9E

Paraneter Type Mol ation ctl 00$Cont ent A acetHbl der 1$ct | 003t xt A dPass i n

wwv m | ui mi shi . aka.idf.il/personal settings

Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx
par anet er accept

02-15-2016 to 02-16-2016

5.29.204. 199 | srael 147.237.0.121 B ock 1

147. 236. 232. 252|l srael 147.237.0.121 B ock 1




