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Top Attackers

W 2.54.38.59, Israel
79.182.59. 44, |srael
W 212.179.54. 237, |srael
93.172. 42. 239, |srael
W 84.228. 212. 254, |srael
H 84.108. 104. 201, |srael
[ 46.117.179. 177, |srael
W 84.228. 26. 244, |srael
37.46.39.9, |srael
W 84.111. 124. 122, |srael




02-13-2016 to 02-14-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
2.54.38. 59 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 20
212.179. 54. 237 | srael 147.237.0. 121 B ock Wp Al Nets drop BBL- | srael 6
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



02-13-2016 to 02-14-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count
61.244.111. 77 Hong Kong 147.237.0. 121 ET SCAN Potential SSH Scan 1
183. 82. 106. 200 I ndi a 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 Tur key 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
79.182.59. 44 | srael 147.237.0. 121 ET DOS SSL Bonb DoS Attenpt 1
218. 200. 188. 213 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1




02-13-2016 to 02-14-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

dgnature

‘ Target Address

S‘t%Nama

149. 78. 151. 84 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1295
149. 88. 142. 117 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1009
139. 181. 48. 2 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 870
149. 78. 253. 154 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 756
149. 78. 221. 220 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 629
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 550
149. 78. 23. 38 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 516
85.115.52.201 |Wnited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 504
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 456
149. 78. 234. 95 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 333
149.78. 1. 229 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 331
149. 78. 218. 168 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 314
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 270
149. 88. 149. 123 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 262
149.88.21. 171 |lsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 245
149. 78. 27. 221 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 191
149. 88. 198. 241 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 179
149. 78. 245. 131 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 173
149. 50. 97. 37 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 150
149. 78. 196. 122 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 105
149. 78. 34. 82 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 94
217.69.133. 191 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 92
5.29.183.191 | srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 90
149. 78. 48. 204 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 89
149. 88. 225. 203 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 87
149. 78. 250. 79 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 79
149.88.71. 71 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 71
149. 78. 30. 244 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 67
149. 88. 77. 45 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 62
108. 171. 135. 165|lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
40.114. 210.53 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 58
79.181.136. 215 |Israel 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 54
Ret ransni ssi on dr opped.
190.242.47.19 |Col onbi a 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 50
149. 78. 128. 23 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
149. 88. 196. 104 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 42
149. 78. 43. 80 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 41
2 54.38.59 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop a1
Ret r ansn ssi on dr opped.
109. 67. 185. 169 |israel 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
82.81.23. 71 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansn ssi on dr opped.
217.69.133.21 g;z:;nl on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 33
217.69. 133. 250 g{sj:;;nl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 33
212.99. 116. 110 |Fance 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
66. 102. 9. 44 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 22
199. 255. 138.45 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
149.88.109. 74 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 19
217.69. 133. 252 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 18
79 182. 59. 44 | sragl 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 18
Ret ransni ssi on dr opped.
84.228.26.244 |lsrael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 17
149. 50. 95. 40 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
149. 88. 165. 95 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16




02-13-2016 to 02-14-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo Target Address |9 t% Sgnature Action ‘Count
79.182. 59. 44 | srael 147.237.0.121 Suspi ci ous Response Code B ock 6
46.117.179. 177 |l srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
93.172.42.239 |lsrael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 2
Mil tiple Lhtraceabl e SSL Sessions from84.228. 212. 254 (Protocol viol ation
84.228.212. 254 |lsrael 147.237.0.121 (SSLTOCNN_APPLI CATI ON_DATA EXCHANGE) ) ( None 2
84.108. 104. 201 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 2
37.46.39.9 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
93.172.42.239 |lsrael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from93.172. 42. 239 (sigal gs DoS At ack) None 2
84.229.42.182 |lsrael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$t xt Pass i n wwwv mil ui mi shi . aka.idf.il/login B ock 1
84.111. 124,122 |lsrael 147.237.0.121 Mil tiple Untraceabl e SS. Sessions from84. 111. 124. 122 (si gal gs DoS At ack) None 1
83. 130. 109. 77 | srael 147.237.0.121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https: /v mluimishi.aka. idf.il/ B ock 1
198. 20. 69. 74 g;g: 147.237.0.121 Unaut hori zed URL Access to 147.237.0. 121/ B ock 1
85. 65. 36. 7 I sragl 147. 2370, 121 Dstributed Paraneter Type Mol ation on wan mil ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept
84.111.124. 122 |lsrael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
77.125. 140. 209 |Israel 147.237.0.121| |P¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
93.173. 3. 222 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw il ui mishi.aka. idf.il/sns B ock 1
84.228.212. 254 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
84.108. 104. 201 |l srael 147.237.0.121 Mil tiple Untraceabl e SS. Sessi ons from84. 108. 104. 201 (si gal gs DoS At t ack) None 1
5. 102. 195. 157 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
213.57.7. 4 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwu mil ui mishi.aka.idf.il/snsverify+ B ock 1
93.172.40.253 |israel 147.237.0.121| [P @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
vwv il ui mi shi . aka. i df.il/general petition
84. 228. 26. 244 | srael 147.237.0.121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 84. 228. 26. 244 ((en Mde) None 1
79.181. 136. 215 |lsrael 147.237.0.121 SSL Untraceabl e Connection - (pen Mde None 1
Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
6C378EE46E75FB0395B5F0B558761BBOCD036C4ADC758544B5958D4D89F74E4B78462326A5753
916133C5DC7833B2759603C95A6B163211948685FED268301906DA567AD7 ACFCFCF2689448
CF79FBEBE5C4A5E5B57D65490015FF9CCBFFFAD8590FD5C153F48A6BEA97A026 A4CF2F090FF03
109.67.190.238 |lsrael  |147.237.0.121|  |opr ) 40pAEFa56571F950033629CE3, Chser ved None 11
271274B503397CD03F09A361E41694B87C8B43C748BE14FE613FBD7005FES57449EAAS55969DAB
4F9D38A9F61D969265990107701ABA64FBEFF95EFC0D23559C6263D28543B421D349F590E6D1
E7F2FD8D82B132BDCACI9880BE7048167AC7D88EF16D076
84.228. 236. 233 |l srael 147.237.0.121 Lhaut hori zed URL Access to wwn miluimishi.aka. idf.il/s B ock 1
217.132. 130. 249|l srael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN Gl ENT_CERTI FI CATE REQUEST) None 1
84. 228. 26. 244 | srael 147.237.0.121 SSL Untraceabl e Connection - pen Mde None 1
176.13.15.166 |l srael 147.237.0. 121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

02-13-2016 to 02-14-2016



