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Top Attackers 

84.228.212.254, Israel

79.182.59.44, Israel

212.179.54.237, Israel

189.254.90.133, Mexico

62.219.50.56, Israel

46.19.86.178, Israel

79.176.183.116, Israel

109.66.176.158, Israel

77.127.218.60, Israel

79.178.100.139, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

212.179.54.237 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6

79.176.183.116 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

188.120.148.25 Israel 147.237.0.121 network flood IPv4 TCP-RST drop DP-Tehila 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

62.215.34.14 Kuwait 147.237.0.121 ET SCAN Potential SSH Scan 2

188.120.132.55 Israel 147.237.0.121 ET SCAN NMAP -sA (2) 2

189.254.90.133 Mexico 147.237.0.121 ET SCAN NMAP -f -sS 1

189.254.90.133 Mexico 147.237.0.121 ET SCAN NMAP -sS window 3072 1

51.254.23.230 United Kingdom 147.237.0.121 ET SCAN Potential SSH Scan 1

189.254.90.133 Mexico 147.237.0.121 ET SCAN NMAP -sS window 2048 1

218.200.188.213 China 147.237.0.121 ET SCAN Potential SSH Scan 1

61.244.111.77 Hong Kong 147.237.0.121 ET SCAN Potential SSH Scan 1

112.168.26.199 Korea, Republic of 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

79.182.59.44 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1215

108.171.135.165 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 914

139.181.48.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 880

149.78.151.84 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 788

46.254.129.4 Bulgaria 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 320

149.78.48.204 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 249

149.88.165.95 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 246

212.82.108.124 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 168

149.78.182.57 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 168

149.88.178.145 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 157

149.88.71.127 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 153

149.88.237.19 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 151

149.88.21.171 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 149

2.54.38.100 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.34.82 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 136

212.82.108.32 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 126

12.250.207.42 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 124

149.78.93.152 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 109

194.69.102.78 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 106

79.182.59.44 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 101

149.88.101.173 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 97

149.50.71.237 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 92

149.78.123.78 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 87

90.154.240.147 Bulgaria 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 85

109.67.56.140 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

5.29.183.191 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 72

149.88.219.206 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 72

149.88.146.176 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

181.141.14.135 Colombia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 64

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 63

190.65.221.61 Colombia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 62

40.114.210.53 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 62

149.88.127.48 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 60

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 60

193.240.172.173 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 59

149.78.43.80 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 58

87.237.218.161 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

149.78.246.2 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 51

149.78.192.193 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 49

79.182.59.44 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 49

212.82.108.125 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

212.82.108.33 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

217.69.133.251
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 44

149.78.34.148 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

149.88.82.213 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 39

68.99.184.92 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 38

149.78.60.229 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

37.46.38.23 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 34

62.128.7.44 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

149.88.215.28 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 30
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

79.182.59.44 Israel 147.237.0.121 Suspicious Response Code Block 41

84.228.212.254 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 84.228.212.254 Block 3

84.228.212.254 Israel 147.237.0.121 Multiple Abnormally Long Request from 84.228.212.254 Block 3

109.66.176.158 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 3

84.228.212.254 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 84.228.212.254 Block 3

84.228.212.254 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 84.228.212.254 Block 3

84.228.212.254 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 84.228.212.254 Block 3

84.228.212.254 Israel 147.237.0.121 Multiple Malformed URL from 84.228.212.254 Block 3

62.219.50.56 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

84.228.212.254 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 84.228.212.254 Block 3

109.64.232.136 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

84.228.212.254 Israel 147.237.0.121 Multiple NULL Character in Header Name from 84.228.212.254 Block 2

77.125.3.56 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

31.154.5.181 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.86.178 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

84.228.212.254 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 84.228.212.254 Block 2

2.52.185.48 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

77.127.218.60 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

79.178.100.139 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

79.180.99.151 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

77.127.218.60 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

84.228.212.254 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 84.228.212.254 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

46.19.86.178 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.86.178 (sigalgs DoS Attack) None 1

84.228.212.254 Israel 147.237.0.121 Illegal HTTP Version Block 1

212.143.128.82 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.109.13.116 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

79.179.117.37 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.228.212.254 Israel 147.237.0.121 Too Many Headers per Request - 28 Headers Block 1

84.228.212.254 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

79.182.30.104 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.177.55.200 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
74440D8DBB74FD448D44B47BCE198A50BE82DBA3D20DA3AB7CD1D452C1DDA11A42B966781
2F8F02E34590AAAAACAAD20FA5DF5D8DB0B368CFD24A8A8449FB97903B0D7148CE160A9710
EF9D8A35DE0C26D056D73B3E7AE365013F830E0EDECE8711DEFBFBF3366E612A29F2EB054AC65
B5D3D9D65E9A38563F5F9343EF9C6D9739A91F340E3421D880AEFDD2D6BF53D1F9B56E2F618E
31B17248CA705D8916E1

None 1

84.228.212.254 Israel 147.237.0.121

NULL Character in Header Name at [[#29]][[#26]]Â«(ÃI[[#27]][[#19]]}Ã¬\[[#28]]Â AÃ…/[[#26]]
Ã¹Â™ Â˜ [[#7]]Â‹[[#31]]85[[#22]]Ã½nlYÂžÃ‚Â™Ã¿Â‰Ã¯
pÂ?Â?(1qÂ¾ÂˆÃƒ Â€Ã‹bsÃ›Ã³[[#8]]Â?Ã‘ÂºjÂ¶s[[#1]]Ã¨Ã›Â˜
xÃªÂ·[[#31]]Ã¦Ã¾HÂ?nÂ??NÂ»ÂµÃ´Ã†SÂ¶ÃŒÃ˜Ã¼Ã¦gÂ¡[[#24]]bÃ³Â¾$`ÃµÂ¡Ã“Â”Â0ÃŠ
OÂ±Ã?Ã½El[[#5]][[#22]]Â¥[[#26]]OOJÂŒ[[#5]]Â¢Â±^Â³,4TÃ“6Â¸JÂ?Â§ÂºÃ EOÂ’LÂ«Âž

Block 1

84.228.212.254 Israel 147.237.0.121 Multiple Illegal HTTP Version from 84.228.212.254 Block 1

2.52.180.153 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.228.212.254 Israel 147.237.0.121 Malformed HTTP Header Line 3 Block 1

84.228.212.254 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

213.8.204.9 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

84.228.212.254 Israel 147.237.0.121

Unknown HTTP Request Method Ã‘Â´Ã®[[#18]][[#2]]l[[#12]]7Â¹Ã„[[#1]]EÂºÂ’Ã¼Âª6'Ã’Ã™
Ã°#LÂ™,Ã€[[#3]]CÂ’[[#31]][[#23]]OÂŸ"IHÃ€yÃœGÂ°Ã[[#31]]Â©wÂ°[[#18]]Ã½"Ã»Â´%Ã·Â…
Â½Â¢
Â™t[[#11]]Â¹YÃ¤AÂ…[[#26]][[#0]]Ã¨JnwkÂ?Ã?Â¡[[#27]]Ã¸#Ã‹Ã‹Ã ^[[#28]]hÃœÂ—
cgÃ¨Ã?%Â¯dÃºfÂœÂ¯Â¥ÂˆGAÂƒÂ‘gÃ¬N_ÂŸÃ‚[[#11]]qÃÂ?qdÂ‚Â¡Ã•&[[#3]]`u4QÃƒÂ…Ã›ÃŠÃš
ÂªkBÃ¦Â™v[[#7]]%cÂ˜Ã…@H in URL 

Block 1

79.179.117.37 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.228.212.254 Israel 147.237.0.121 Multiple NULL Character in Method from 84.228.212.254 Block 1

77.127.67.246 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

37.26.148.239 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected , Observed
9580C7F97D98443AF87B0417CEC8319EA68D277D31BD5D4FF9B89C89653F6ED5EE224ACF3BA
9D81975224D7CA53186CE3DCBD46D93593361D13123A799941F951E9C57433C028CFB5B25E
F2BDFFB08B40ABCB4579A19040BDFB20AC899BD3113B499D5A00F090C1241A6E3BA82DE4D4
DF74A2BA64F87452A12DEEE0648B4E15A166505A824A98B78CBB0590F1E1E04BD68F2C3A2103
5DDE17F64B5584D3D6C4D

None 1

84.228.212.254 Israel 147.237.0.121

Illegal Byte Code Character in Method Ã‘Â´Ã®[[#18]][[#2]]l[[#12]]7Â¹Ã„[[#1]]EÂºÂ’Ã¼Âª6'Ã’Ã™
Ã°#LÂ™,Ã€[[#3]]CÂ’[[#31]][[#23]]OÂŸ"IHÃ€yÃœGÂ°Ã[[#31]]Â©wÂ°[[#18]]Ã½"Ã»Â´%Ã·Â…
Â½Â¢
Â™t[[#11]]Â¹YÃ¤AÂ…[[#26]][[#0]]Ã¨JnwkÂ?Ã?Â¡[[#27]]Ã¸#Ã‹Ã‹Ã ^[[#28]]hÃœÂ—
cgÃ¨Ã?%Â¯dÃºfÂœÂ¯Â¥ÂˆGAÂƒÂ‘gÃ¬N_ÂŸÃ‚[[#11]]qÃÂ?qdÂ‚Â¡Ã•&[[#3]]`u4QÃƒÂ…Ã›ÃŠÃš
ÂªkBÃ¦Â™v[[#7]]%cÂ˜Ã…@H

Block 1

185.120.126.110 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtBName in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

79.177.55.200 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

84.228.212.254 Israel 147.237.0.121

NULL Character in Method Ã‘Â´Ã®[[#18]][[#2]]l[[#12]]7Â¹Ã„[[#1]]EÂºÂ’Ã¼Âª6'Ã’Ã™Ã°#LÂ™,Ã€
[[#3]]CÂ’[[#31]][[#23]]OÂŸ"IHÃ€yÃœGÂ°Ã[[#31]]Â©wÂ°[[#18]]Ã½"Ã»Â´%Ã·Â…Â½Â¢
Â™t[[#11]]Â¹YÃ¤AÂ…[[#26]][[#0]]Ã¨JnwkÂ?Ã?Â¡[[#27]]Ã¸#Ã‹Ã‹Ã ^[[#28]]hÃœÂ—
cgÃ¨Ã?%Â¯dÃºfÂœÂ¯Â¥ÂˆGAÂƒÂ‘gÃ¬N_ÂŸÃ‚[[#11]]qÃÂ?qdÂ‚Â¡Ã•&[[#3]]`u4QÃƒÂ…Ã›ÃŠÃš
ÂªkBÃ¦Â™v[[#7]]%cÂ˜Ã…@H

Block 1

46.116.179.167 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

84.228.212.254 Israel 147.237.0.121 Malformed URL Block 1

84.228.212.254 Israel 147.237.0.121 Abnormally Long Request method Block 1

85.65.202.224 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.180.38.205 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

46.19.85.46 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

84.228.212.254 Israel 147.237.0.121 Illegal Byte Code Character in URL Ã—jÂ²c×¢a[[#25]]_/_Âµ×´bâ€˜ Block 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

188.120.128.25 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

79.183.110.92 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

84.228.212.254 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

5.29.83.198 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

84.228.212.254 Israel 147.237.0.121
Illegal Byte Code Character in Header Name ?Ã¾G^Â±`"hYaÃ„Ã?Ã¤Â¼OEÂ·m[[#17]]b[[#31]]2aÂ™
Â¢Â?ÂŒ
R#[[#14]]ÂŠcÃ–[[#24]][[#11]](Ã¶Â¨Â?Ã±Ã€Pd8

Block 1

 02-12-2016 to 02-13-2016 

 02-12-2016 to 02-13-2016 


