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84.228.212. 254, | srael
79.182.59. 44, |srael
212.179. 54. 237, |srael
189. 254. 90. 133, Mexi co
62. 219. 50. 56, | srael
46.19. 86. 178, |srael
79.176. 183. 116, |srael
109. 66. 176. 158, |srael
77.127.218. 60, |srael
79.178. 100. 139, |srael




02-12-2016 to 02-13-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
212.179.54. 237

| Target Address

|Ste |Sgnature

| Devi ce Action | P 1 ocati on. Locat i on |count |
| srael 147.237.0.121 Bl ock_Udp All _Nets drop BBL- | srael 6
79.176. 183. 116 | srael 147.237.0.121 Bl ock_Udp Al _Nets drop BBL- | srael 3
188. 120. 148. 25 | srael 147.237.0. 121 network flood | Pv4 TCP- RST drop CP-Tehi | a 1




02-12-2016 to 02-13-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



|Top Attackers In |D|

02-12-2016 to 02-13-2016

Attacker Address |Attacker Geo | Target Address |ste |Dgnature | count |
62.215. 34. 14 Kuwai t 147.237.0.121 ET SCAN Potential SSH Scan 2
188. 120. 132. 55 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 2
189. 254. 90. 133 Mexi co 147.237.0. 121 ET SCAN NVAP -f -sS 1
189. 254. 90. 133 Mexi co 147.237.0. 121 ET SCAN NVAP -sS w ndow 3072 1
51. 254. 23. 230 Uni ted Ki ngdom 147.237.0. 121 ET SCAN Potential SSH Scan 1
189. 254. 90. 133 Mexi co 147.237.0.121 ET SCAN NVAP -sS wi ndow 2048 1
218. 200. 188. 213 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
61.244.111. 77 Hong Kong 147.237.0. 121 ET SCAN Potential SSH Scan 1
112. 168. 26. 199 Korea, Republic of 147.237.0. 121 ET SCAN Potential SSH Scan 1




02-12-2016 to 02-13-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature Z“;\tnl (;i ‘Count
79. 182, 59. 44 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 1215
Ret r ansni ssi on dr opped.
108.171. 135. 165|lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 914
139. 181.48.2 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 880
149. 78. 151. 84 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 788
46.254.129. 4 Bul garia 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 320
149. 78. 48. 204 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 249
149. 88. 165.95 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 246
212.82.108.124 |lreland 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 168
149. 78. 182. 57 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 168
149. 88. 178. 145 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 157
149. 88. 71. 127 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 153
149. 88. 237. 19 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 151
149.88.21. 171 |lsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 149
2 54.38. 100 I sragl 147 237.0. 121 Sreanhng qui ne: TP Invalid Inval id segnent retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
149. 78. 34. 82 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 136
212.82.108. 32 Irel and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 126
12.250. 207.42 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 124
149.78.93. 152 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 109
194.69.102. 78 |Uhited Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 106
79.182. 59. 44 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 101
149. 88. 101. 173 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 97
149. 50. 71. 237 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 92
149.78.123.78 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 87
90. 154. 240. 147 |Bulgaria 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
109. 67. 56. 140 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 81
Ret r ansni ssi on dr opped.
5.29.183.191 | srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 72
149. 88. 219. 206 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 72
149. 88. 146. 176 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 65
181.141. 14,135 |Col onbi a 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 64
217.69. 133. 252 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 63
190. 65. 221. 61 |Col onbi a 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 62
40.114.210.53 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 62
149. 88. 127. 48 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
217.69. 133. 253 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
193. 240. 172. 173|Uhi ted Kingdom |147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 59
149. 78. 43. 80 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 58
87.237.218. 161 |CGer many 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 56
149. 78. 246. 2 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 51
149. 78.192. 193 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 49
79.182. 59. 44 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 49
212.82.108. 125 |lrel and 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 45
212.82.108. 33 Irel and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 45
217.69.133. 251 g{sj:;;nl on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 44
149. 78. 34. 148 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 41
149. 88.82. 213 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 39
68. 99. 184. 92 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 38
149. 78. 60. 229 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 36
37.46. 38. 23 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 34
62.128.7. 44 CGer many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 32
149. 88. 215. 28 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 30




02-12-2016 to 02-13-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo ‘Target Address S t%s gnature Acti on ‘Count
79.182. 59. 44 | srael 147.237.0. 121 Suspi ci ous Response Code Bl ock 41
84.228.212. 254 |lsrael 147.237.0. 121 Miltiple Il1l1egal Byte Gode Character in Method from 84. 228. 212. 254 Bl ock 3
84.228.212. 254 |lsrael 147.237.0.121 Ml ti pl e Abnornal |y Long Request from 84.228.212. 254 B ock 3
109. 66. 176. 158 |Israel 147.237.0.121| [P @mweter Type Molation ctl003Cont ent A acekol der 13t xt Per ut Bakasha in Bock |3
viwv il ui mi shi . aka.idf.il/general petition
84.228.212. 254 |lsrael 147.237.0. 121 Miltiple Illegal Byte Gode Character in Header Nane from 84. 228. 212. 254 Bl ock 3
84.228.212. 254 |lsrael 147.237.0. 121 Mil tipl e Unknown HTTP Request Method from 84. 228. 212. 254 Bl ock 3
84.228.212. 254 |lsrael 147.237.0.121 Miltiple Il1egal Byte Gode Character in Header Val ue from84.228. 212. 254 B ock 3
84.228.212. 254 |lsrael 147.237.0.121 Ml ti pl e Mal formed URL from 84. 228. 212. 254 Bl ock 3
62. 219. 50. 56 I sragl 147. 237.0. 121 DOistributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 3
par anet er accept
84.228.212. 254 |lsrael 147.237.0. 121 Mil tiple Abnormal |y Long Header Line from 84.228.212. 254 Bl ock 3
109. 64. 232. 136 |l srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 2
84.228.212. 254 |lsrael 147.237.0.121 Mil tiple NLL Character in Header Nane from 84. 228. 212. 254 Bl ock 2
77.125. 3. 56 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
31.154.5.181 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
46. 19. 86. 178 | srael 147.237.0.121 S Lhtraceabl e Gnnection - sigal gs DoS Attack None 2
84.228.212. 254 |lsrael 147.237.0.121 Mil tiple Mal formed HITP Header Line from 84.228. 212. 254 Bl ock 2
2.52.185. 48 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka. idf.il/aj ax/order/confirnorder.aspx Bl ock 2
77.127.218. 60 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka idf.il/aj ax/order/confirnorder.aspx B ock 2
79.178. 100. 139 |Israel 147.237.0.121| [P ameter Type Molation ctl00$Qnt ent A acetbl der 13t xt Fer ut Bakasha in Bock |2
vy m | ui mi shi.aka. idf.il/general petition
79.180. 99. 151 | srael 147.237.0.121 Lhaut hori zed URL Access to vwwu il ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ Bl ock 1
77.127.218. 60 | srael 147.237.0.121 Uhknown Paraneter prmin wwww il ui mishi.aka.idf.il/login Bl ock 1
Mil tiple Untraceabl e SS. Sessions from84.228.212. 254 (Protocol viol ation
84.228.212. 254 |lsrael 147.237.0. 121 (SSLE(I)\IN_APPLI CATI ON_DATA_EXCHANGE) ) ( None 1
46. 19. 86. 178 | srael 147.237.0.121 Mil tiple Uhtraceabl e SS. Sessi ons from46.19.86.178 (sigal gs DoS Attack) None 1
84.228.212. 254 |lsrael 147.237.0.121 Il1egal HITP \frsion Bl ock 1
212.143. 128.82 | srael 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
84.109. 13. 116 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx 8 ock 1
par anet er accept
79.179.117.37 |israel 147.237.0.121| | @meter Type Molation ctl003Cont ent M acekol der 13t xt Per ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition
84.228.212. 254 |lsrael 147.237.0. 121 Too Many Headers per Request - 28 Headers Bl ock 1
84.228.212. 254 |lsrael 147.237.0.121 Il1egal Byte Gode Character in Header Val ue B ock 1
79.182. 30. 104 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1

Gooki e I njection on cooki e . ASPXAUTH wi th val ue
74440D8DBB74FD448D44B47BCE198A50BES2DBA3D20DA3AB7 CD1D452C1DDA11A42B966781
2F8F02E34590AAAAACAAD20FA5DF5D8DB0OB368CFD24A8A8449FB97903B0D7148CE160A9710
79.177.55.200 I srael 147.237.0.121 EF9D8A35DE0C26D056D73B3E7AE365013F830E0EDECES 711 DEFBFBF3366E612A29F2EB054AC65 |O1¢ 1
B5D3D9D65E9A38563F5F9343EF9C6D9739A91F340E3421D880AEFDD2D6BF53D1FIB56E2F618E
31B17248CA705D8916E1

NULL Character in Header Name at [[#29]][[#26]] A<(A I[[#27]]1[[#19]]1}AN[[#28]]1A AA./[[#26]]
A A™ K [[#7]] A [#31]]85[ [ #22] ] Avnl YAZAA™A; A%~

84.228.212. 254 |lsrael 147.237.0. 121 pAPA?( 1qAYAAf AEAdsAR[[#8]] APAAj As[ [#1] ] A AA B ock 1
xA2A- [ [ #31] ] Al AYHA?nA??2NA»AUA” ATSATAEAAVA! gA [ [ #24] ] bA3 Avs™ AuAj A‘A’A- 0AS
QA+APAVE! [ [ #5] 1 [ [#22] ] A¥[ [ #26] ] CQIAE] [ #5] ] AcAs~As , ATA'GA, JA?A8A° A EQRL A<AZ

84.228.212. 254 |lsrael 147.237.0. 121 Miltiple Illegal HITP \ersion from84. 228. 212. 254 Bl ock 1
2.52.180.153 | srael 147.237.0.121| [P ameter Type Molation ctl00$Cont ent A acetbl der 13t xt Fer ut Bakasha in Bock |1
v i | ui mi shi. aka.idf.il/general petition
84.228.212. 254 |lsrael 147.237.0. 121 Mal f or ned HTTP Header Line 3 Bl ock 1
84.228.212. 254 |lsrael 147.237.0.121 Abnornal | y Long Header Line request header nane B ock 1
213.8.204.9 | srael 147.237.0. 121 SS_ Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
Lhknown HTTP Request Method AA AG[[#18]1[[#2]11 [[#12]] 7ALA[ [ #1]] ERC AAvAe6' AA™
Ao#LA™, Re[ [#3]] CAT[#31] ] [[#23]] CAY" | HAEyAceGA° A- [ [ #31] ] AewA° [ [ #18] ] Avs A»A % A...
AYAC
84.228.212. 254 (I srael 147.237. 0. 1211 Vv [ [ #11] ] At YAoAA. [ [ #26] ] [ [ #0]] A InwkA2RA [ [ #27] ] A #AAA A[ [ #28] | hAceA— Bock 1
cgA A29A dAC f AceA A¥A"GAAFA'gA-N_AYA[ [ #11] ] gA- A2qdAA; A& [ #3]] ~ u4QAfA...AASAS
AakBAI AMy[ [#7]] Y%eAA...@H1 in URL
79.179.117.37 |israel 147.237.0.121| |Fameter Type Molation ctl00SContent A acetdl der 1StxtTitle in Bock |1
vy m | ui mi shi.aka.idf.il/general petition
84.228.212. 254 |lsrael 147.237.0.121 Mil tiple NLL Character in Method from 84.228. 212. 254 Bl ock 1
77.127.67.246 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka. idf.il/aj ax/order/confirnorder.aspx Bl ock 1

Gooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved
9580C7F97D98443AF87B0417CEC8319EA68D277D31BD5D4FF9B89C89653F6EDSEE224ACF3BA
9D81975224D7CA53186CE3DCBD46D93593361D13123A799941F951E9C57433C028CFB5B25E
37.26.148.239 I srael 147.237.0.121 F2BDFFBO8B40ABCBA579A19040BDFB20ACS99BD3113B499D5A00F090C1 241 AGE3BAS2DEADA | ON® !
DF74A2BA64F87452A12DEEE0648B4E15A166505A824A98B78CBB0590F1E1E04BD68F2C3A2103
5DDE17F64B5584D3D6C4D

Illegal Byte Gode Character in Method AR AGI[#18]]1[[#2]1]1! [[#12]] 7ALA] [ #1]] e ABvie6' AA™

A #LA™ AE[[#3]] CAT[#31] ] [[#23]] QAY" | HAEyAceGA° A- [ [ #31] ] AewA° [ [ #18] ] Avs AA %A A...
AvAc

84.228.212.254 I srael 147.237.0.- 1211 \jvwi [ [#11] ] A YAAA. [ [ #26] ] [[ #0]] A InwkA2A2A; [ [ #27]] A #AAA [ [#28] ] hAceA— Bock 1
cgA  A29A dA° f AceA” A¥A"GAAFA'gA-N_AYA[ [ #11] ] gA- A2qdAA; A& [ #3] ] u4QAfA...AASAS
A2 kBA! AMv[ [ #7] ] Y AA...@H

Paraneter Type M ol ati on ctl 00$Cont ent A acetbl der 1$t xt B\Nane i n

v mil ui mi shi . aka.idf.il/val t anmequest

79.177.55. 200 | srael 147.237.0. 121 Uhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
NULL Character in Method AA AR[[#18]][[#2]]1[[#12]] 7TALA[[#1]] ERC AAVAe6' RA™A® #LA™, AE
[[#3]] CAT[#31]][[#23]] QAY" | HAEyAceGA® A- [ [ #31] ] AowA° [ [ #18] ] Avs A»A %A A...AvA¢
84.228.212. 254 |l srael 147.237.0. 121 At [ [#11]] At YAaAA. [ [#26] ][ [#0]] A" InwkA?ARA; [ [#27] ] A #AAA ~[ [ #28] ] hAceA— Bl ock 1
cgA  A?9A dA° f AceA” A¥A"GAAFA'gA-N_AYA[ [ #11] ] gA- A2qdAA; A& [ #3] ] u4QAfA...AASAS
A2 kBA! AMv[ [ #7] ] YeAA...@H

185. 120. 126. 110 147.237.0.121 B ock 1

46.116. 179. 167 |l srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka. idf.il/aj ax/order/confirnorder.aspx Bl ock 1

84.228.212. 254 |lsrael 147.237.0.121 Mal forned URL Bl ock 1

84.228.212. 254 |lsrael 147.237.0. 121 Abnornal |y Long Request met hod Bl ock 1

85. 65. 202. 224 | srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1

79.180.38. 205 | srael 147 237.0. 121 DO stributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx 8 ock 1
par anet er accept

46.19. 85. 46 | srael 147. 237. 0. 121 Paranet er Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n 8 ock 1

v | ui mi shi. aka.idf.il/general petition
84.228.212. 254 |lIsrael 147.237.0. 121 Il1legal Byte Gode Character in URL A—j ARcx¢a[[#25]] / Aux ba€ B ock 1




02-12-2016 to 02-13-2016

Attacker Address g:s(:ker ‘Tar get Address |S t%s gnature

188. 120. 128. 25 |israel 147. 237. 0. 121 Unkno_\An‘ Pa!’ arTet er gtl O_O_O)nt_ ent Pl acetbl der 1_f uAddNar ri ageGert Docs&Fi | esToSend i n 8 ock 1
v m | ui mishi.aka idf.il/login

79.183. 110. 92 I sragl 147 237.0. 121 Dstributed Paraneter Type Mol ation on wwv ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

84.228.212. 254 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_OCONN APPLI CATI ON DATA EXCHANGE) None 1

5.29. 83.198 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
Illegal Byte Code Character in Header Name ?AY@ A+ "hYaAA?AcAV/CEA nj[#17]] b[[#31]] 2aA™

84.228.212. 254 |lsrael 147.237.0.121 ACA?ACE B ock 1
R4[ [ #14] 1 AScA] [#24] 1 [ [ #11] ] (ATA" A2A+AEPd8

02-12-2016 to 02-13-2016



