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W 87.68.146. 77, |srael
84.111. 125. 88, |srael
W 192.116. 232. 69, |srael

79.180. 210. 124, |srael
W 31. 210. 187. 237, |srael
W 2.52.129.173, Israel
W 46.19.86.83, |srael
W 213.57.73.178, Israel
31. 168. 244. 88, | srael
B 77.125.79.219, |srael




02-07-2016 to 02-08-2016

|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|Ste | gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

87.68. 146. 77 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 50
84.111. 125. 88 | srael 147.237.0.121 B ock_Udp Al _Nets drop BBL- | srael 15
79.180. 210. 124 | srael 147.237.0.121 Anonal y-SSL-renegotiation-A i dest - r eset BBL- | srael 14
2.52.129.173 | srael 147.237.0.121 Anonal y-SSL-renegoti ation-A i dest - r eset BBL- | srael 11
213.57.73.178 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 8
46. 19. 86. 83 | srael 147.237.0.121 Anonal y-SSL-renegotiation-di dest - r eset BBL- | srael 8
37.26. 147. 245 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 5
31.168. 133. 226 | srael 147.237.0.121 B ock_Udp Al _Nets drop BBL- | srael 3
185. 127. 10. 42 147.237.0.121 |1 S SSL-CSL- DoS dest - r eset BBL.- | srael 1




02-07-2016 to 02-08-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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02-07-2016 to 02-08-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |9 gnature | Count
79. 42.236. 181 Italy 147.237.0. 121 ET SCAN Potential SSH Scan 1
123.196. 116. 66 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
175. 143. 70. 237 Ml aysi a 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1
192. 198. 151. 44 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
104. 130. 169. 225 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
175. 143. 70. 237 Ml aysi a 147.237.0.121 ET SCAN NVAP -sS w ndow 3072 1
189. 203. 240. 181 Mexi co 147.237.0. 121 ET SCAN Potential SSH Scan 1
222.190. 113. 226 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1




02-07-2016 to 02-08-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
149. 78. 37. 102 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1950
168. 87. 3. 33 Eur ope 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1506
217.132. 4. 56 — 147 237.0. 121 Sreanhng Er)gi ne: TGP Invalid Inval i d segnent retransnission. Packet drop 1422
Ret ransni ssi on dr opped.
134.191. 232. 68 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 1132
193. 186. 163.3 |G eece 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 658
199. 207.253. 96 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 620
66. 102. 6. 84 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 616
66. 102. 6. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 609
149. 78. 24. 24 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 595
66. 102. 6. 90 Lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 581
149. 78. 253. 144 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 560
199. 201. 66. 3 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 548
149. 78. 254. 198 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 510
178. 162. 216. 38 |Ger many 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 486
31. 168. 89, 122 I sragl 147. 237.0. 121 Sreanimg E_qgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 468
Ret r ansni ssi on dr opped.
149. 78. 34. 148 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 465
149. 78. 186. 214 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 451
64. 134, 236. 114 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 441
79.180. 210. 124 |israel 147. 237.0. 121 Sreanimg E_qgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 405
Ret r ansni ssi on dr opped.

149. 78. 254. 209 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 362
46. 19. 86. 83 — 147 237.0. 121 Sream ng Er)gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 306
Ret ransni ssi on dr opped.

149. 88. 56. 171 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 283
149. 78. 160. 161 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 272
149. 78. 189. 33 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 269
149.78.252.20 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cenent dr op 238
149. 78. 60. 9 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 228
149. 78. 23. 38 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 226
67.135. 16. 80 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 222
149. 78. 241. 200 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 222
108. 171. 128. 165 zlnt:gom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 216
149. 78. 253.54 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 211
149. 78. 100. 20 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 189
149. 78. 139. 79 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 184
194. 90. 25. 122 | srael 147.237.0. 121 Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 178
149. 88. 29. 32 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 171
149. 78. 244. 248 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 154
37.26. 147, 245 I sragl 147. 237.0. 121 Sreanimg E_qgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 153
Ret r ansni ssi on dr opped.

149. 78. 181. 43 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 145
79.181. 193. 119 | srael 147 237.0. 121 Sreanhng Er)gi ne: TGP Invalid Inval i d segnent retransnission. Packet drop 144
Ret ransni ssi on dr opped.

149. 78. 186. 234 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 140
149. 78. 207. 254 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 138
17.78.122.200 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 138
192. 165. 126. 77 |Sweden 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 131
149.50. 76. 214 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 122
192. 88. 162. 1 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 122
5.28. 159. 4 | srael 147.237.0. 121 Bad TCP sequence noni t or 121
139. 181.48.2 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 120
149. 88. 141. 161 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 112
194.177.16. 3 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 110
77.125.80.250 |lIsrael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> Ti neout alert 100




02-07-2016 to 02-08-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% dgnature ) ‘Count
Ceo Action

192. 116. 232. 69 |Israel 147.237.0.121 Uhaut hori zed URL Access to ww il ui mi shi. aka.idf.il/$$$&?2&?$$$ B ock 8

77.125. 79 219 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 7
par anet er accept

31. 168. 244. 88 | srael 147.237.0.121 Ml ti pl e Unaut hori zed URL Access from 31. 168. 244. 88 B ock 7

192.116. 232. 69 |l srael 147.237.0.121 Ml ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 B ock 6

109.65.13. 137  |israel 147 237.0. 121 Param_at er Type _\/1 ol at_i on .Ctl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 5
waw m | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d

31.210.187.237 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock 4

213.57.42. 45 | srael 147.237.0. 121 Unknown Paraneter — EVENTTARGET in ww nmil ui mishi.aka.idf.il/shamapchange B ock 4

82.81.81. 218 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 4

2.54.170. 233 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 3

81 218. 97. 45 lsrael 147 237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$txt Title in B ock 3

vy il ui mi shi . aka. i df.il/general petition

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
85BE53693E8149BES8CAAFEIB35633646BF42222EFF5740FBBOF75306FB488E81D2F1COACEE4F7
B5BB2177E5885B003811839114F2FB94518DCC51589EA992177839F411F144BA331FEB4C34A2
B3C950734895C5E97D4F3A0ABC263DF378CB7ECB64AA1A298FEF229E16D1A2F9CC2186BD098
46. 19. 85. 89 | srael 147.237.0. 121 5DASFAO4EE21DBA7ESF15088FC3, Cbser ved None 3
C9439EE2A5E44BD4329509456FED6709641754001A4CC365D1E87F419F20826D411CDCA4CDD7
06CA0A3487A2A0F6FFE65815B9D466DOFCF81E7AD68F3D4FDCB0845F03C99A9C79E5A8DCSA
D8465A3614411ABCO3B0015AD5C32F7669B18940B7AF8D1A9

Paranet er Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

185. 120. 125. 42 147.237.0.121 v il Ui v shi . aka i . i 1/ gener al petiti on B ock 3
109. 66. 162. 160 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 3
109. 253. 196. 233|l srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
5. 102. 228. 27 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mi | ui mishi.aka.idf.il/inages/sitesl6x16. png B ock 2
2 54,43 166 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
par anet er accept
132.77.42.233  [israel 147.237.0. 121| |Franeter Type Molation ctl00SCont ent A acetbl der 15t xt Per ut Bakasha in Bock |2
wwv ni | ui mi shi . aka. i df.i|/changeuni t
109. 186. 184. 46 |l srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
192.118.10.10 |lIsrael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 2
91.231.193. 150 |lsrael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: hknown S Sessi on None 2
84.228.175.221 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2
212.179.21.194 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hknown SSL Sessi on None 2
79.182.112. 243 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 2
2.54.173. 16 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 2
87.69. 78. 214 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 2
62.219. 21. 30 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept
147.234.241. 1 | srael 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vww mi | ui mi shi . aka.idf.il/snsverify |B ock 2
217.132. 39. 46 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 2
DOstributed Paraneter Type Mol ation on vwwy mil ui mishi.aka.idf.il/general petition anet er
5.102.254. 208 |l srael 147.237.0.121 ct| 00$ont ent Pl aceHbl d)frelSBt xt Per ut Bakasha ) i > Bl ock 2
85. 64. 4. 239 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 2
46. 116. 54. 190 | srael 147.237.0.121 Suspi ci ous Response Code B ock 2
2.54.173. 16 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2

Qooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved
489F52E4A586F30856B4A55D04150991C45879B673654A9BEF883BIA55ABL649ACIOFI5F26441
FAB3C1783FA1283FC393A74DB0CCBCD8F1DEI587F4D887F36CE24E560442667A7346A6DF17B
2:52.41.165 I sr ael 147.237.0. 121 |3 p3p38161211AF04D61520CC9877880CC352CA77323BFEL7D809B5D275C776D6FCo4B97FAs | O |1
AALB4F5217C2D481A7CC02056F2A3BFB1BE40D3B36336FD6631A67287CL0BD3471628F7CF93
FD2F520B9AEB34C3325B

Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx

91.143. 226. 143 |l srael 147.237.0.121 B ock 1
par anet er accept

77.125.0.172 | srael 147.237.0.121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1

46.19. 85. 179 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

185. 32. 179. 82 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - pen Mde None 1

84. 228. 30. 125 | srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

84.94.75. 211 | srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1

213. 8.241. 148 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1

31.154. 17. 182 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

109. 64. 185. 218 |i srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

81.218.0.98 | srael 147.237.0. 121 D stri buted Gooki e Tanpering on token: .ASPXAUTH None 1

207.232.27.5 | srael 147.237.0.121 Uhknown Paraneter prmin www ml ui mishi.aka.idf.il/login B ock 1

79.176.208. 111 |lsrael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

192.198. 151. 44 |Europe 147. 237. 0. 121 UﬁanV\n‘ Pa_r arTet er .Ctl QO_Con_t ent Pl aceHol der 1_f uAddSt udyEnpl oynent Per ni t Docs&Fi | esToSend in B ock 1
v il ui mi shi. aka.idf.il/login

93. 157. 84. 144 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: .ASPXAUTH None 1

85. 64. 126. 227 | srael 147.237.0.121 Uhaut hori zed URL Access to waw mil ui mi shi.aka.idf.il/newpassword/ f or got passwor B ock 1
D stributed Uhauthorized URL Access on

46.120.232.235 |israel  [147.237.0. 121 |\ i) i i shi . aka i o i |/ htt ps: /w ni | i mi shi . aka, i df.i1/ Bock |1

192 115.90. 97 |israel 147 237.0. 121 Paraneter Type Mol ation ctl 00$Cont ent P acetbl der 1$ct | 00$t xt A dPass i n B ock 1

wwv mi| ui mi shi . aka. i df.il/personal settings
37.142. 68. 61 | srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

132.70. 66. 14 I srael 147.237.0.121 ct | 00$Cont ent Pl aceHol der 1$t xt Per ut Bakasha Bl ock !

84.109. 49. 17 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

217 132. 29 52 lsrael 147. 237. 0. 121 Paran_et er ‘I_'ypg Mol gtl on ct | 00$Cont e_znt_Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition

82 81.193. 82 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on wawv il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

212.235.98.139 |[lsrael 147.237.0. 121 O stributed Uhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1

31.168.218.221 |lsrael 147.237.0.121 Lhaut hori zed URL Access to wwwu il ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1

109. 186. 44. 168 |l srael 147.237.0.121| | @meter Type Molation ctl003Cont ent A acekol der 13t xt Per ut Bakasha in Bock |1
v il ui mi shi . aka. i df.il/general petition

79.183. 228. 140 |l srael 147.237.0. 121 Uhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/newpassword/ firstl ogi B ock 1




Attacker Address

02-07-2016 to 02-08-2016

A tacker
Ceo

Target Address

St%S’gnature

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

24EAF97FA35097D5357BD985E027C43E2E2018497B6F10E967655F69D5FAA8820846 CAF213B7
0B2F5D4 CAFCEFAC510B2DF248BF7516A813D1C3926630C3EDD72908DF401B7C8FFOE6E3FFB54
0709B2D0B2390F4E0828B57B7B231061449A4EBF739F70BD8C7 ACEF82E5DF300548D0CBD0263

ct | 00$Cont ent Pl aceHol der 1$t xt Per ut Bakasha

194. 90. 156. 133 |l srael 147.237.0.121 0CA1AB5B63FOFE3C3FDF383F83EA, Cbser ved None 1
6AC9EFFOEE9766341208424AA65D7733F1E8804552F355D173EFC777A1362891CA738625B61E
05A381BEBB5C1BBCED4EB1341EE9AD3BFE60BC392FD2F9BE37E05E5A241 DOEFBDFC2A1510E043
43C67D86DF8D4C5DAAC3D0834E54EE3750CD90948FDFA

95. 86. 97. 26 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1

91. 208. 139. 250 |l srael 147.237.0. 121 Lhknown Par anet er ct | 00$Cont ent A acetol der 1$t xt Capt cha i n waw ni |l ui mi shi . aka.idf.il/snsverify |B ock 1

192. 117. 170. 194|l srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

46.19. 85. 251 | srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1
Gooki e I'njection on cookie . ASPXAUTH wi th val ue
DD5932F0F64C859D24D276C6AB72F98C175CEDFB7D8FCOA4EB1B1F8A158B7D502DA799B26E1
48CC2F55C635D25CEC65C980F1A70DDF82562FF768FC140E153B96DOF3F982E4B1C706FF8614

185.120.125.32 147.237.0.121 BE3909351C59D62643A719C5744360A519082CE38FAL9A2FAALFCCAF47658B7A851A017A5D None 1
O00F73E38FES5A9C347EB99A711939BD74F5C99005C8C799F90F28FDE1ID91F5216257BC8CC9323
B5742DBBF73B48CE939

84.228.175. 122 |lsrael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
D stributed Paraneter Type Mol ati on on wan mi| ui mi shi. aka. i df . il /changepasswor d/ newpasswor d

84.94.160.136 I srael 147.237.0.121 par anet er ctl 00$Cont entyF?I acehbl der 1$t xt NewPass1 o i Bl ock !

213.57.27.98 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
Gooki e I njection on cooki e . ASPXAUTH wi th val ue
D09409C472669417BC31B609EO6E3FOFEFB23023E11A7A57E299C1C24DA479B88DICEDB43D9E
F772618487067B960ACB4B573B63F84A036 ACIF2A55AAFC7408E787A976662BF2A1849D483C

87.26.147.157 I srael 147.237.0.121 32EBD3CF9EA2C5A9FC8EE977C8E90C02D0C3DA5F70D9EODDD5BAA210E0997DFEBDB5D82BC1 None !
E8F01F387B1DFAFA88AEFFEE3DEAEFO06BE3575C25CAA695DDD335D06A04FEA49F787BF722665
AB6AF69239076762F939

109. 253. 221. 145|l srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from 109. 253. 221. 145 (si gal gs DoS Att ack) None 1

31.154.17. 182 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka idf.il/aj ax/order/confirnorder. aspx B ock 1

212.117.136. 7 | srael 147.237.0. 121 Unhknown Parangeter prmin waw mlui mishi.aka.idf.il/login B ock 1

79.178. 168. 140 |l srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1

192.198. 151. 45 |Eur ope 147.237.0. 121 D stributed Uhaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1

2.54.173. 16 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from2.54.173. 16 (sigal gs DoS At ack) None 1

93.157.84. 144  |lsrael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

85. 65. 247. 108 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka. idf.il/https:/ww il uimishi.akaidf.il/ B ock 1

62.90.100. 214 |1 srael 147 237.0. 121 Parangt er T)_/pe‘\A ol at_i on _ctl 00$Cont ent Pl aceHbl der 1$t xt Capt cha i n B ock 1
wanv mi | ui mi shi . aka. i df. il /newpasswor d/ f or got passwor d

192. 115. 190. 190|! srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

37.142.154. 149 |lsrael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

84.109. 139. 201 |1 srael 147 237 0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

217.132.39.46 |lsrael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessions from?217.132. 39. 46 (sigal gs DoS Attack) None 1
D stributed Lhaut hori zed URL Access on

83.130.100. 170 I srael 147.237.0.- 1210 | il i i shi . aka. i o . 1/ At ps: /v ni ui mi shi . aka i df i1/ Bock 1

213. 8. 50. 10 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
Doubl e URL Encoding - paraneter: in

31.168. 244. 88 | srael 147.237.0. 121 wan Ml ui mi shi . aka. i df.il/undefined& =https:/ww ml ui mishi.aka.idf.il/login?returnurl=92f &= |B ock 1
wwv m | ui mi shi . aka. i df. il & and=1454848279946

5.102. 233. 114 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1

104. 236. 10. 186 147.237.0. 121 O stributed Uhaut hori zed URL Access on / B ock 1

79.183. 228. 145 |l srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: (pen Mbde None 1
DOstributed Paraneter Type Mol ation on vwwv mil ui mishi.aka.idf.il/general petition anet er

195.93.234.8  [israel 147.237.0.121| |7 00sOit ent Ml acorbl geprem <t Per ot Bukasha ¢ e par Bock |1

2.54. 45. 36 | srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1

77.126. 93. 61 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

46.116. 24. 19 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/wwniluimishi.aka. idf.il/ B ock 1

185. 120. 125. 32 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

84.109. 0. 24 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1

37.26. 148. 227 | srael 147.237.0. 121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

109. 253. 221. 145]|I srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DoS Attack None 1

31.154.175.26 |lsrael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi . aka. i df.il/usercontrol s/ header/ B ock 1

109. 66. 37. 60 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/wwniluimishi.aka. idf.il/ B ock 1

82.81.71. 144 | srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

193. 34. 57. 101 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1

94.159. 158. 102 |l srael 147.237.0. 121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 1

84.111.15.72 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1

83.130.100. 170 |Israel 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1

213.8.204. 10 | srael 147.237.0.121 D stri buted Gooki e Tanpering on token: .ASPXAUTH None 1

109. 226. 30.30 |l srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

109. 64. 51. 136 | srael 147.237.0. 121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

80.178. 122. 74 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

207.232.21.73 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1

77.126.215. 223 |l srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

192.118. 27. 253 |l srael 147.237.0.121 D stributed Gooki e Tanpering on token: .ASPXAUTH None 1

2.54.128. 61 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

91.231.193. 150 |Israel 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

132, 66. 201. 209 |Israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 13t xt Fer ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
BCF294E1F5ABEO5F540D55D879960FD80598C29A4D17CF5F92C68986A31B97CD700B5043CF1
070BD53435E35C842987CFD447E9F9549F4238DD5762C0C33E6B57947EF1A87467E67B71385A
4237ED65FOEF50AEB949B398702011E49F059AD650885A78417AD13156D639A20A6888EC389

84.109. 49. 17 | srael 147.237.0.121 DC3D58BA245A0A2AAF1CO4B612F8AE, Cbser ved None 1
1A2B8BDF93B3C324711AC1949F2DD0989F6B8C9107CBBA8CAO0CI9BE495E20BD15C2C1EODAC
5AA5CA3ADIDA2512125ED3160CD6 EDADO2FEA76336CEB681CEA089CBD60AA2CBA3AL505E
CF95A5ACC04CCF9AF90EA729FC78328ADD8FB7DA0A826 C2EQ2F6

213.57. 90. 155 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1

37.46. 39. 135 | srael 147.237.0. 121 D stributed Whaut hori zed URL Access on wwwu il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

212. 179. 230. 224 |1 srael 147.237.0.121| [P @meter Type Violation ctl00$Cont ent A acekbl der 19t xt NewPass1 i n Bock |1
wan mi | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d

31. 168. 140. 228 |Israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 13t xt Fer ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition

79.183. 24. 76 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1

193. 47. 165. 251 |l srael 147.237.0. 121 D stributed Uhaut hori zed URL Access on v il ui mi shi. aka. i df.il/usercontrol s/ header/ B ock 1

94. 188. 248. 67 | st ael 147237 0. 121 Ostributed Paraneter Type Mol ation on v nil ui mishi.aka. idf.il/general petition paraneter B ock 1




02-07-2016 to 02-08-2016

02-07-2016 to 02-08-2016



