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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

 02-05-2016 to 02-06-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 02-05-2016 to 02-06-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

46.45.137.67 Turkey 147.237.0.121 ET SCAN NMAP -sS window 1024 1

183.60.48.25 China 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

218.246.0.97 China 147.237.0.121 ET SCAN NMAP -sS window 1024 1

58.56.93.171 China 147.237.0.121 ET SCAN Potential SSH Scan 1

183.61.143.147 China 147.237.0.121 ET SCAN Potential SSH Scan 1

222.186.34.14 China 147.237.0.121 ET SCAN Potential SSH Scan 1

 02-05-2016 to 02-06-2016 



Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

149.88.230.167 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3112

31.210.188.29 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1783

64.79.85.205 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 576

84.111.24.80 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 504

149.88.10.220 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 333

149.78.42.157 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 234

149.88.31.179 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 204

194.90.25.122 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 192

149.78.34.82 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 130

149.78.42.10 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 130

149.78.251.246 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 105

95.148.254.18 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 104

187.59.131.7 Brazil 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 96

78.17.88.178 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 89

149.50.77.180 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 86

149.88.65.238 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 84

149.88.188.97 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 82

149.78.192.193 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 72

193.182.144.38 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 67

80.28.130.105 Spain 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 61

149.88.105.40 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 59

40.114.210.53 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

149.78.227.116 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

149.78.182.238 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

149.78.196.32 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 53

217.69.133.249 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 51

149.88.69.90 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 44

149.78.9.128 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 38

149.88.180.195 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 37

217.95.198.112 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

54.243.190.43 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

149.78.149.5 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

186.155.201.138 Colombia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

149.78.96.49 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

217.69.133.253 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 29

149.88.88.79 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 29

149.78.231.123 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 29

217.69.133.191 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 28

209.135.211.176 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 28

217.69.133.21 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 27

213.98.90.16 Spain 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 27

159.203.80.245 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

54.174.61.167 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

82.81.48.142 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 24

169.253.194.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 24

31.210.188.29 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 23

157.55.39.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

217.69.133.248 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

217.69.133.251 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

77.125.158.33 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 16
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

77.127.148.54 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 3

84.108.69.180 Israel 147.237.0.121 Suspicious Response Code Block 3

31.210.188.29 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 31.210.188.29 Block 2

31.210.188.29 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 31.210.188.29 Block 2

89.138.36.84 Israel 147.237.0.121 Multiple Unauthorized URL Access from 89.138.36.84 Block 2

31.210.188.29 Israel 147.237.0.121 Multiple Malformed URL from 31.210.188.29 Block 2

31.210.188.29 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 2

84.111.24.80 Israel 147.237.0.121 Distributed Malformed URL Block 2

31.210.188.29 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 31.210.188.29 Block 2

46.116.28.244 Israel 147.237.0.121 Suspicious Response Code Block 2

31.210.188.29 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 2

31.210.188.29 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

31.210.188.29 Israel 147.237.0.121 Multiple NULL Character in Header Name from 31.210.188.29 Block 2

31.210.188.29 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 31.210.188.29 Block 2

79.176.0.94 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

31.210.188.29 Israel 147.237.0.121 Abnormally Long Request method Block 2

84.111.24.80 Israel 147.237.0.121 Distributed Unknown HTTP Request Method Block 2

31.210.188.29 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 31.210.188.29 Block 2

31.210.188.29 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 31.210.188.29 Block 2

31.210.188.29 Israel 147.237.0.121 Multiple Abnormally Long Request from 31.210.188.29 Block 2

31.210.188.29 Israel 147.237.0.121 Illegal HTTP Version Block 2

31.210.188.29 Israel 147.237.0.121

NULL Character in Method Â™Â¶-}Â¼Â¡VÃ·Z
[[#19]]6Ã¬7ÃžÃ‹Ã‰Ã˜fÂ?ÃŒ[[#4]][[#21]]Ãª[[#8]]^8wÂ”Ã¥M[[#24]]!9Â“Â¥b\{Ã?Ã Â´•Ãˆ
JÃ¼Ã£Ã®ÃºÂ¬Â„[[#5]]YÂ?UÃ»G,Ã¨ÃºÂ­-[[#21]]Â•[[#31]]1Â…Ã?1%dgÂ“HÃ€
[[#21]]Â¢TÂ®Ã¬Â¸{Ã†[[#27]]\[[#12]]Â§Â»)ÂŠÃ—ÂµÂ¿OB[[#11]]"L{[[#0]]@Ã»rÃ?4[[#0]]Â…Ã‚
GÃ°sÃ‰ÃªrÂ?Ã¦WÃ‘[[#20]]

Block 1

84.111.24.80 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 84.111.24.80 Block 1

84.111.24.80 Israel 147.237.0.121

Illegal Byte Code Character in Header Name C[[#6]][[#11]]KÂŽÃ‚Ã´Â˜Ã–Ã¢fÂ±Ã¦&Ã¢vÂ½Ã™?Ã?Ã‚
2eÂ±1k^Â?Ã’[[#30]] 0^Ã?~BÂ¤Â…Ã¦3ÂœÃ‹u)Â‰[[#0]]k[[#25]]Â§Ã¢ÃŸÃ®QÂ›Ã…cE B*[[#24]]Â˜
+Q*[[#4]][[#25]]]Âœ[[#12]]yh[[#16]]eÂ¢c$Ã±Ã§[[#18]]Â„Ãš$r4Â»~>aÂ²MÂŠÂ?ZNÂºÂ¯.!lÃ“
[[#14]]Â„Â†`Â‹5[D[[#20]]]Ã¹Ã½Ã—,Â£IÂ™ÃŠÃ½Â„Â?Ã¿[[#8]]ÃªÂœÃ‡Â‘Â£[[#15]]Â„Ã…RÃž
ÃªÂ¬+S[[#4]]sÂ†zÃ¬Ã·

Block 1

31.210.188.29 Israel 147.237.0.121 Malformed URL Block 1

83.130.108.242 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

31.210.188.29 Israel 147.237.0.121

Illegal Byte Code Character in Method Â™Â¶-}Â¼Â¡VÃ·Z
[[#19]]6Ã¬7ÃžÃ‹Ã‰Ã˜fÂ?ÃŒ[[#4]][[#21]]Ãª[[#8]]^8wÂ”Ã¥M[[#24]]!9Â“Â¥b\{Ã?Ã Â´•Ãˆ
JÃ¼Ã£Ã®ÃºÂ¬Â„[[#5]]YÂ?UÃ»G,Ã¨ÃºÂ­-[[#21]]Â•[[#31]]1Â…Ã?1%dgÂ“HÃ€
[[#21]]Â¢TÂ®Ã¬Â¸{Ã†[[#27]]\[[#12]]Â§Â»)ÂŠÃ—ÂµÂ¿OB[[#11]]"L{[[#0]]@Ã»rÃ?4[[#0]]Â…Ã‚
GÃ°sÃ‰ÃªrÂ?Ã¦WÃ‘[[#20]]

Block 1

176.13.11.101 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

2.54.191.128 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

84.111.24.80 Israel 147.237.0.121

NULL Character in Header Name at [[#21]]qÃŽÃµÃ®WÂ—iÂ¾.ÃŸ[[#0]]ÃˆÃšÂ¬3Â“
[[#25]]w_O[[#22]][[#19]]ÃˆÃ®Ã®3[[#14]]ÂŠ[[#2]][[#17]]7Ã¥2Â²Ã®ÂŠÃµÃ†ÃžÂ¨ÃžÂ…Ã³RÃœ
Â¿hÃ±[[#5]]Ã„Ã£w[[#23]]ÃŠÃ—[[#23]]A[[#8]]Ã«Â?pÃ½bÂ„]Â«  WÃ€
ÂºÂªÂ©[[#3]]Â¯Ã¡C[[#28]]tÂ?8Â›Ã¢Â Â€Ã…Ã„Â¹Ã°Â«Â¶Ã”Ã¢Ã¸tGÂ³9eÂƒÂˆ[[#17]]ÃºÃ·=ÃŸÂ°

Block 1

31.210.188.29 Israel 147.237.0.121 Too Many Headers per Request - 59 Headers Block 1

31.210.188.29 Israel 147.237.0.121
NULL Character in Header Name at [yÃ¬\Â™BK[[#0]]Ã¼Â¨Âƒ`qÂ·Ã„Â›ÃªÂœÃ³ÃŸ$WÂ™
Ã²Â­#Ã¹C>9Ã§Â´K`Ã”Â?Â³64ÂŠOÂ¿U[[#2]]Ã±Ã›[[#26]]Â‘" wÃ¿{Â°[[#2]]VÃ†Ã¾[[#25]]Â¶4RÃ›b

Block 1

84.111.24.80 Israel 147.237.0.121 Malformed HTTP Header Line 19 Block 1

84.111.24.80 Israel 147.237.0.121 Distributed Abnormally Long Request Block 1

212.25.91.30 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 212.25.91.30 (Open Mode) None 1

79.178.161.183 Israel 147.237.0.121
Unauthorized URL Access to
www.miluim-ishi.aka.idf.il/smsverifyhttps:/www.miluim-ishi.aka.idf.il/smsverify

Block 1

31.210.188.29 Israel 147.237.0.121
Illegal URL Path Encoding _[[#24]]qÖ°Â?×”Â£[[#16]]×?[[#27]]×ŸÂ²[[#6]]ÂŽÂœÃšo$^&Âœ
%[[#16]]×´uâ€“(gg×˜8^Â¶o[[#18]]bÂ¾×±Ö²Â¾×?[[#23]]u×ƒâ€ž×©×—Â²Ã?â€?Â¸× ÂŠÂŽ8ÂŸ
Â«× ×•Ö¸Â¨×¡[[#21]]Ã·:Ã?[[#11]]Â©Ã¿[[#21]]×‚Â¢Â?Â¹×“Ö³/×’j×˜

Block 1

31.210.188.29 Israel 147.237.0.121
Illegal Byte Code Character in Header Name Ã«Â¥D*[[#2]]Ã¾Â¨{ÂŒ]N[[#2]]Âš6$UoÃœ
sPÂ¶[[#6]]!V[[#30]]^Ã¸Ã£Â?2Â¤<ÃŠÃ¼Ã…Â¿wÂ¼%Â—ÃŒÃµh/Ã´

Block 1

46.19.86.116 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
471B1D99834F1F797452BBBE052E2F1C0177CD011C40FC5F23344482105390F1C687C3FEEF1C6
A7B1098FA0732D96F330367694F05A6DC8247F6EA23EED941D4354660813A3A102167C80A26
C91DD33095A810DB747BDC143CC271D105F8B7B5715C94B9096248733EB10399DEAED64295
B7E7ADFC6985B2ACE2D9917FFBCEEF, Observed
D63F910FAC6AE40F97C844C0C6BBA136ED3B9BEA16F6158B5AC56BE2BB5A7F58604C2BCA9FB
3B1E405B50E78877361B9E5AC37D44E2443CB425E2B3D4F43255175B162B094790051632ED49
5164900CDD91CC83196BD8580AAC7D7587A9EC214A8A8CA

None 1

31.210.188.29 Israel 147.237.0.121 NULL Character in URL â„¢9[[#0]]ÃœÖ¾â€“rwÃšÂ¢ieww[[#22]]qÂŠl#cÂ?~ Block 1

84.111.24.80 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 84.111.24.80 Block 1

84.111.24.80 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

31.210.188.29 Israel 147.237.0.121
Malformed URL _[[#24]]qÖ°Â?×”Â£[[#16]]×?[[#27]]×ŸÂ²[[#6]]ÂŽÂœÃšo$^&Âœ%[[#16]]×´uâ€“
(gg×˜8^Â¶o[[#18]]bÂ¾×±Ö²Â¾×?[[#23]]u×ƒâ€ž×©×—Â²Ã?â€?Â¸× ÂŠÂŽ8ÂŸÂ«× ×•
Ö¸Â¨×¡[[#21]]Ã·:Ã?[[#11]]Â©Ã¿[[#21]]×‚Â¢Â?Â¹×“Ö³/×’j×˜

Block 1

77.127.253.177 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.210.188.29 Israel 147.237.0.121
Illegal Byte Code Character in URL _[[#24]]qÖ°Â?×”Â£[[#16]]×?[[#27]]×ŸÂ²[[#6]]ÂŽÂœÃšo$^&Âœ
%[[#16]]×´uâ€“(gg×˜8^Â¶o[[#18]]bÂ¾×±Ö²Â¾×?[[#23]]u×ƒâ€ž×©×—Â²Ã?â€?Â¸× ÂŠÂŽ8ÂŸ
Â«× ×•Ö¸Â¨×¡[[#21]]Ã·:Ã?[[#11]]Â©Ã¿[[#21]]×‚Â¢Â?Â¹×“Ö³/×’j×˜

Block 1

176.228.144.219 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

84.111.24.80 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

31.210.188.29 Israel 147.237.0.121

Unknown HTTP Request Method Â¸&Ã‡T$Â?)Ãµ+Ã´PÂ?cÂ?Â¤;Ãœn[[#25]]A[[#25]]KÂ½Â¯Ã®Ã®ÂŠ
Ã®ÃºÂ?fÂ [[#28]]Ã®ÂŒÃ”RÂ«Â·GÃ±Â§Â¿Â¨Ã @xÃ MÃ—Ã”l-Â€Â?[[#24]]Â¢Ã©1Ã³[[#31]]Ãž
Ã ]K[[#23]]!Â†3-fÃˆÃœaÃ¤Â³Ã»Â¸ÂŽÂ™$:hOT[[#0]]ÂŸÃ?>Â´Ã±Ã¹Â˜[[#31]][[#26]]Â›
Ã [[#4]]+Â’ÂŽHÂœ[[#23]]Ã£cÃ¢x}`6kÃŒ[[#21]]Ã»[[#17]]Â°Ã•NÃ»PÃ¸[[#17]]Â?Â?

Block 1

31.210.188.29 Israel 147.237.0.121 NULL Character in Header Name at Â‹vg[[#7]]•!Ã¬+F5[[#12]]Â¡0Ã˜[] Block 1

84.111.24.80 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 84.111.24.80 Block 1

31.210.188.29 Israel 147.237.0.121 Malformed HTTP Header Line 1 Block 1

212.25.91.30 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.179.205.186 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

89.138.36.84 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword/ Block 1

84.111.24.80 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 84.111.24.80 Block 1

84.111.24.80 Israel 147.237.0.121 Illegal Byte Code Character in Method cÂ…1y6-Â?Ã¯rpÃ«Â­[[#7]]Â¨ Block 1

84.110.35.243 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

31.210.188.29 Israel 147.237.0.121 Illegal Byte Code Character in URL â„¢9[[#0]]ÃœÖ¾â€“rwÃšÂ¢ieww[[#22]]qÂŠl#cÂ?~ Block 1

185.24.204.45 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

84.111.24.80 Israel 147.237.0.121 Too Many Headers per Request - 61 Headers Block 1

31.210.188.29 Israel 147.237.0.121

Unknown HTTP Request Method Â™Â¶-}Â¼Â¡VÃ·Z
[[#19]]6Ã¬7ÃžÃ‹Ã‰Ã˜fÂ?ÃŒ[[#4]][[#21]]Ãª[[#8]]^8wÂ”Ã¥M[[#24]]!9Â“Â¥b\{Ã?Ã Â´•Ãˆ
JÃ¼Ã£Ã®ÃºÂ¬Â„[[#5]]YÂ?UÃ»G,Ã¨ÃºÂ­-[[#21]]Â•[[#31]]1Â…Ã?1%dgÂ“HÃ€
[[#21]]Â¢TÂ®Ã¬Â¸{Ã†[[#27]]\[[#12]]Â§Â»)ÂŠÃ—ÂµÂ¿OB[[#11]]"L{[[#0]]@Ã»rÃ?4[[#0]]Â…Ã‚
GÃ°sÃ‰ÃªrÂ?Ã¦WÃ‘[[#20]] in URL 

Block 1

31.210.188.29 Israel 147.237.0.121

NULL Character in Method Â¸&Ã‡T$Â?)Ãµ+Ã´PÂ?cÂ?Â¤;Ãœn[[#25]]A[[#25]]KÂ½Â¯Ã®Ã®ÂŠ
Ã®ÃºÂ?fÂ [[#28]]Ã®ÂŒÃ”RÂ«Â·GÃ±Â§Â¿Â¨Ã @xÃ MÃ—Ã”l-Â€Â?[[#24]]Â¢Ã©1Ã³[[#31]]Ãž
Ã ]K[[#23]]!Â†3-fÃˆÃœaÃ¤Â³Ã»Â¸ÂŽÂ™$:hOT[[#0]]ÂŸÃ?>Â´Ã±Ã¹Â˜[[#31]][[#26]]Â›
Ã [[#4]]+Â’ÂŽHÂœ[[#23]]Ã£cÃ¢x}`6kÃŒ[[#21]]Ã»[[#17]]Â°Ã•NÃ»PÃ¸[[#17]]Â?Â?

Block 1

84.111.24.80 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 84.111.24.80 Block 1

31.210.188.29 Israel 147.237.0.121 Malformed HTTP Header Line 18 Block 1

79.179.233.219 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

62.90.122.232 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected , Observed
D4873AA3BBE5BC441211CCDF4AAC2804496E818A65922D10DD2515AE71D3C7CF90AB054B2
8C5F8066B59721485C6FE8D25F47E06F7BA6B22EDE0D2A5F7237A24F1BC3418D8C8A97EB828F
B53C094140B028B8610FDA63CB501CD1A9430482A04DEE26C481B52ECE9EE0F5D55E1726D55
D14CA1A84A6BE3BA1E34453E6CB52694AEF28BDF9938844762342EF4B5A2A432FDEA539AF0C
94860B76A9885502C67D9

None 1

31.210.188.29 Israel 147.237.0.121

Illegal Byte Code Character in Method Â¸&Ã‡T$Â?)Ãµ+Ã´PÂ?cÂ?Â¤;Ãœ
n[[#25]]A[[#25]]KÂ½Â¯Ã®Ã®ÂŠÃ®ÃºÂ?fÂ [[#28]]Ã®ÂŒÃ”RÂ«Â·GÃ±Â§Â¿Â¨Ã @xÃ MÃ—Ã”l-Â€
Â?[[#24]]Â¢Ã©1Ã³[[#31]]ÃžÃ ]K[[#23]]!Â†3-fÃˆÃœaÃ¤Â³Ã»Â¸ÂŽÂ™$:hOT[[#0]]ÂŸ
Ã?>Â´Ã±Ã¹Â˜[[#31]][[#26]]Â›Ã [[#4]]+Â’ÂŽHÂœ[[#23]]Ã£cÃ¢x}`6kÃŒ[[#21]]Ã»[[#17]]Â°Ã•
NÃ»PÃ¸[[#17]]Â?Â?

Block 1

176.13.11.101 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 176.13.11.101 (sigalgs DoS Attack) None 1

84.111.24.80 Israel 147.237.0.121 Multiple NULL Character in Header Name from 84.111.24.80 Block 1

31.210.188.29 Israel 147.237.0.121 Too Many Headers per Request - 34 Headers Block 1

84.111.24.80 Israel 147.237.0.121 Illegal HTTP Version ÂžÂ´ÂªÂ¿Ã©Ã¬Ã—ÃªwÃ¾[[#11]]ÃªiÂ§aPÂ°Ã¼Ã‰h3Â¿ajÂ½Â›Ã€GÃž Block 1

84.111.24.80 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

79.176.164.163 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

185.120.126.199 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_SERVER_HELLO) None 1

31.210.188.29 Israel 147.237.0.121
Illegal Byte Code Character in Header Name 9[[#21]]Ã?Ã¶[[#25]]Ã‹.DWÃ¯ÂŠÃ°Ã”ohÃŸ
Â²kÂ¥[[#31]]ÂˆÂ [[#16]]IÃµÃ¤ÃŒÃ³Ã‡[[#8]]!Ã§Â§XÂ¥Â»Â¶SwÃ”Ã Â„Ã Ã…Ã´VÃµÂˆ

Block 1

85.250.127.44 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

46.19.86.107 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1
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