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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
82.81.12. 22 | srael 147.237.0. 121 Bl ock Udp All Nets drop BA.- | srael 3
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02-04-2016 to 02-05-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |9te |Sgnature | count |
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2)
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan

91. 203. 194. 156

Russi an Federation

147.237.0. 121

ET SCAN NVAP -sS wi ndow 1024

210. 217.58. 231

Korea, Republic of

147.237.0. 121

ET SCAN Potential SSH Scan

61. 240. 144. 64

Chi na

147.237.0. 121

ET SCAN NVAP -sS w ndow 1024

NENENE




02-04-2016 to 02-05-2016

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo Target Address |S t% Name Sgnature Acti on ‘Count
109. 186. 5. 134 | srael 147.237. 0. 121 Srean ng Enjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 3032
Ret r ansnii ssi on dr opped.
149. 88. 109. 145 |l srael 147.237.0.121 Geo0- | ocati on enf or cenent Ge0- | ocati on i nbound enf or cenent dr op 645
79.177. 51. 158 I srael 147.237.0. 121 Sreani ng E:_wgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 531
Ret r ansnii ssi on dr opped.
149. 88. 192. 82 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 340
149. 88. 123.23 |l srael 147.237.0. 121 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 318
149. 88. 12. 138 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 310
149. 78. 255. 217 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 296
149. 88. 45. 145 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 285
62. 90 235. 247 | srael 147.237. 0. 121 Srean ng Enjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 243
Ret r ansnii ssi on dr opped.
149. 78. 46. 44 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 240
80. 246. 139. 202 |israel 147.237.0. 121 Sreani ng E:_wgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 234
Ret r ansni ssi on dr opped.
134.191. 249.39 |Unhited Ki ngdom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 231
176. 13. 8. 179 — 147. 237 0. 121 Sream ng Ei_ﬁgi ne TP Invalid Inval id segnent retransnission. Packet drop 295
Ret ransnii ssi on dr opped.
149.78.170. 220 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 224
149. 88. 14. 55 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 190
195.52.121. 70  |Ger many 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 185
194.90. 25. 122 |l srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different wndow scale |nonitor 182
100. 33.55.196 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 175
213.61.227.39 |Germany 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 172
85. 158. 139. 101 |Uhited Ki ngdom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 169
66. 102. 6. 90 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 163
144.24.20.229 |United K ngdom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 156
79.179.96. 232  |israel 147. 2370, 121 Sream ng Ei_ﬁgi ne TP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansnii ssi on dr opped.
2 54 12,929 | st ael 147 237.0. 121 Sream ng Erjgi ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansnii ssi on dr opped.
149. 78. 200. 137 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 140
149. 88. 230. 167 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 138
149.78. 9. 128 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 126
87.237.218. 161 |CGer many 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 123
186. 155. 201. 138|Col onbi a 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 118
149. 88. 206. 21 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 101
149.88.92.210 |lIsrael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 99
149. 78. 243. 115 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 94
161.69. 163.25 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
149. 78. 232. 81 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 80
149. 88. 140. 69 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 80
149. 88. 69. 90 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
137.254.4.12 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 74
149. 88. 90. 189 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 73
77.125. 145. 75 I sragl 147.237.0. 121 Sreani ng E:_wgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 72
Ret r ansnii ssi on dr opped.
149. 88.112. 121 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
140. 101. 20. 1 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 68
149. 78. 249. 38 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 66
149. 78.227.116 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64
40.114.210.53 |lLhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 62
217.69.133.191 |Russian Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
149. 78. 39. 47 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 56
149. 88. 158. 152 |l srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 55
81. 180. 66. 34 ('\)':)l dova, Republic 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 55
149. 78. 40. 38 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 55
217.69. 133. 251 |Russian Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 54




02-04-2016 to 02-05-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |9 t% dgnature Action ‘Count
212. 143. 240. 134|l srael 147.237.0.121 D stributed Whaut hori zed HTTP Met hod B ock
188. 120. 148. 202|l srael 147.237.0.121 Suspi ci ous Response Code B ock

Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
wwv mi | ui mi shi . aka. i df.il/changeunit

. 121 Suspi ci ous Response Code B ock
212. 143. 240. 134|l srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock
31.168.241.176 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock

0
79.182.242.132 |lsrael 147.237.0
0
0
0
192.198. 151. 44 |Eur ope 147.237.0. 121 Paraneter Type M ol ati on ct| 00$Cont ent P acetbl der 1$t xt Pass i n wwv nill ui mi shi . aka.idf.il/login B ock
0
0
0
0

. 121 B ock

109. 67. 211. 40 | srael 147.237.

Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock
v il ui mi shi . aka. i df.il/general petition
. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None
. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None
. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
1AC485B3E43B3489F22F35719A54CA7164DB64070380211489C6B333995D824D32ACFE50AFF
084EA9ABEE6CA91B6D253DAD971D5DD031D6EB2D20442B2EF14C40E785BF1C16EB9AS58910E6
4F045BB17361FE2DF19898BEF623974F5A4AB9582727403E2FA88E541F5AA983167CBC2641607
46.19.85.89 | srael 147.237.0.121)  1759187826C124662A8208BC126413, Chser ved None |2
EB8931C09C3383DB67F2DC6B4EC389FC7A291DB570A23A78230303A28B538946B8A21B0281
930DDEEOF9F6C0350E1073946683A4C56893188187F1CF73FE32527DDC3E22247CD2258C66A9
387C9C809860E9C28ACA977339673C1AC7A7B853AEC8DD4F

Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$txt Title in

vy il ui mi shi . aka. i df.il/general petition

194.90. 36. 155 |l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: hknown SSL Sessi on None 2
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

147. 236. 232. 73 |l srael 147.237.0. 121

192.116. 53. 143 |l srael 147. 237.
79.178. 148. 239 |l srael 147. 237.
212.179.34.116 |lsrael 147. 237.

NININE N WOl O |O|0

87.69.178. 30 | srael 147.237.0.121 B ock 2

46. 19. 85. 89 | srael 147.237.0.121 o T S ] B ock 2
wwv ni | ui mi shi . aka. i df.i|/changeuni t

84.100.116.235 [Israel  |147.237.0.121| [P¥@eter Type Miolation ctl 00Sbntent A acetol der 1stxtTitle in Bock |2
v | ui mi shi. aka.idf.il/general petition

5. 102. 203. 54 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

84.228. 110. 39 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
02B70655DABA1F365B2F980A157D0D2CA327EADC35741A6F556B45442AE0553279140616B54
B5CB109FA85E8CF7B591A5C3F177052D6D788B919DDCFE161B91556A4539572DF9CF50A6BF8
E98A4AF705C7211649A9DECAACICCEO2190BBC2EF0997B927AE7BB4C639AAE11834BF4F6AF9
79.181.169.40  Israel 147.237.0.121) 11 8993BC8AA3ABD5485084DFDSE3D8CS, Chser ved None 11
07D96B74EF694D234B8B42A67629C06529F50DBD142F7232FE533D9C840121834B50528B6D76
ClEEOF10AD62DB0OEO6B69447E928380F5B330BCE10903AF0OE3EEAECFB3C49A3CALIC7EES272C5
AC7269C8DCO010FF3AF65C4AED40BAA244109F792C021307

Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

79.178.114.135 |lsrael 147.237.0.121 vow: k1 i | shi . aka. i oF.. i | / gener al peti ti on B ock 1
Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/changeunit paraneter

31.210.179. 166 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

95. 86. 121. 179 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1

81.218.186. 126 |Israel 147.237,0. 121| |Faneter Type Mol ation ctl 00SCont ent M acetbl der 13t Fer ut Bakasha in Bock |1
wwv ni | ui mi shi . aka. i df.il/changeuni t

79.179.221.221 |lsrael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN CLI ENT_CERTI FI CATE REQUEST) None 1

217.132.36.35 |lsrael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 1

194. 114. 146. 2271 sr ael 147. 237.0. 121 Lhknc?\/\n. Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v il ui mi shi . akasidf.il/login

26. 120. 131. 177 |1 srael 147. 237, 0. 121 U1kn(_)\/\n‘ Pa_r anjet er gtl O_O_Q)nF ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login

31.168.193. 119 |Israel 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

185. 24. 204. 41 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1

87. 68.37. 200 | srael 147. 237. 0. 121 Pararr_et er 'I_'ypg Mol §t| on ct | 00$Cont gnt.Pl acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv | ui mi shi. aka.idf.il/general petition

79.182. 66. 58 | srael 147.237.0.121 SSL Untraceabl e Gonnection - Protocol violation (SSL_GONN ALl ENT_CERTI Fl CATE REQUEST) None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
0D1A97EB8133973237878031A362525F745A2CF84B2FC25652518F3736E3C50FC34E64E54FF4A
7F7F23143F82AA7C2DF706AF10E4C8C1E46BCFA5DA65230D9EA9A40CLE29A035615573D98EL
04ACB9FBCC88E78A3B7300508335CCC5D1AAEBFA37322E0449D9853FF81677CCOAF3B7805C
2.54.21.170 | srael 147.237.0.121 AE6C728E6297DFOAACF77EA77D333B, Cbser ved None 1
DBO05CA741C55454E445879BDE5D0O03EES3E9BIAAOB7 C482DCA3F9ABC053117FFEDEC93CCO7
89385D4D6DB1A0EBOA085196D63307842EA43D2B7910B56364D61F915D03D97BB444D2B165
DB2CEA71B38BB75916C19C69204D7027767AE2E579B1BBACD

84.95. 211. 33 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
Unknown Paraneter ctl00_Cont ent Pl acetbl der 1_f uAddSt udyEnpl oyment Per m t Docs&H | esToSend i n
v | ui mi shi.aka.idf.il/login

Dstributed Paraneter Type Mol ation on v ml ui mishi.aka.idf.il/general petition paraneter

ct1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha

46.121.73. 221 | srael 147.237.0. 121 Lhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ Bl ock 1

DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter

79.180. 171. 250 |lsrael 147.237.0.121 B ock 1

212.143. 154. 105|I srael 147.237.0.121 B ock 1

31.168.238.226 |Israel 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter

79.178.148. 239 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

212.235.96.66 |lsrael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from212. 235. 96. 66 (sigal gs DoS Att ack) None 1

2.54.27.178 | srael 147.237.0.121 Paraneter Type M ol ati on ct | 00$Cont ent A aceHbl der 1$ct | 00 i n vwwy mi | ui mi shi . aka.idf.il/forn8010 |B ock 1

109. 253. 203. 83 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter

79.181.132.84 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter

79.178.114.135 I srael 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !

192. 115. 190. 190|l srael 147.237.0. 121 Mil tiple Untraceabl e SSL Sessi ons from 192. 115. 190. 190 (Qpen Mbde) None 1
D stributed Uhauthorized URL Access on

87.69.245.216 |Israel - |147.237.0. 1211 |\ iy i i shi . aka, i df. i 1/ htt ps: /v il ui mi shi . aka. i df i1/ Bock |1

80. 246. 137. 240 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
Dstributed Paraneter Type Mol ation on v ml ui mishi.aka.idf.il/general petition paraneter

79.179. 219. 56 | srael 147.237.0. 121 ct100$Cont ent P aceHbl der 15t xt Per ut Bakasha B ock 1

212. 235. 96. 66 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
Ostributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter

194.90.199. 242 |l srael 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !

6. 120. 131. 177 |1 srael 147. 237. 0. 121 Unknown Paranet er ctl00_Cont ent Pl aceHbl der 1_f uAddMar ri ageCert Docsé&Fi | esToSend i n B ock 1

wwv | ui mi shi. aka.idf.il/login
02-04-2016 to 02-05-2016




